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The goal of this research is to develop infrastructure and schedulingThe goal of this research is to develop infrastructure and scheduling 
and verification techniques to enforce non-bypassable security ofand verification techniques to enforce non bypassable security of 
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OS features they use to provide at once:OS features they use, to provide at once:

1. precise enforcement of execution isolationp
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3. leverage for learning in uncertain settingsg g g

Our approach targets common off-the-Our approach targets common off the
shelf operating systems (i e Linux) andshelf operating systems (i.e., Linux) and 
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CPU contention and interrupt handling)CPU contention and interrupt handling) 
relevant to many real world systems Specific Profiles Guide Policy Designrelevant to many real-world systems. Specific Profiles Guide Policy Design
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• Reduces cost for both verification 
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• E g a MDP parameterized with profiles• E.g., a MDP parameterized with profiles

Prod ces a sched ling decision f nction• Produces a scheduling decision function
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5 Refine scheduling policy (and repeat 3-5) share out to a model checking to 5. Refine scheduling policy (and repeat 3 5)
• E g add constraints to promote verification finite horizon) verify, RL to tackle • E.g., add constraints to promote verification
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