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ProblemProblem
Pervasive computing systems are open to tampering and securityPervasive computing systems are open to tampering and security 
attacks. We need to find accurate and low resource demandingattacks. We need to find accurate and low resource demanding 
techniques for detecting successful attacks They need to be easytechniques for detecting successful attacks. They need to be easy 
to embed in applications and distributed in natureto embed in applications and distributed in nature.
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the route from S to DDistributed decision-makingDistributed decision making 
eliminates effect of compromisedeliminates effect of compromised 
internal nodesinternal nodes.

Approach and ImpactApproach and Impact
New approach Research ImpactNew approach Research Impact
• Reaction to current security condition • Open but secure deployments ofReaction to current security condition Open but secure deployments of 

wireless networks• Security sensitive to resource availability wireless networksy y
• High level security directives • Security through leveraging• High-level security directives • Security through leveraging 

h t i ti f i l h lcharacteristics of wireless channel

T i f A i i f L l f C il T l f E b ddi S itTriggers for Activation of Levels of Compiler Tool for Embedding Securitygg
Security Protection • Declarative security specs from userSecurity Protection
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Compiled into the functional code
• Multi grade monitoring and defensesuccessful security attacks • Multi-grade monitoring and defense 
operations are enabled• Security attacks include data and control operations are enabled

O ftraffic attacks and physical compromise of • Optimizes type and placement of p y p
node monitoring operationsnode
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defense mechanismsmore intensive monitoring defense mechanisms
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