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Attacks and Remedies in Collaborative RecommendationAttacks and Remedies in Collaborative Recommendation
Th l f hi j i l h l bili i f d i d li i i h f fThe goal of this project is to explore the vulnerabilities of recommendation and personalization systems in the face of

li i tt k l t h i f h i th i b t d i th d b hi h tt k bmalicious attacks, explore techniques for enhancing their robustness, and examine methods by which attacks can be
i d d ibl d f t drecognized and possibly defeated.
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Our research has focused on the development of more
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robust algorithms as well as methods for attack detection. 10 recommendation lists.

Algorithms: We have explored the spectrum of possibleAlgorithms: We have explored the spectrum of possible
attacks against recommendation systems and developed Example of attack detection results using C4 5attacks against recommendation systems, and developed
models characterizing these attacks and their impacts. We

Example of attack detection results, using C4.5 
Decision Tree modelmodels characterizing these attacks and their impacts. We

have examined a range of recommendation algorithms
Decision Tree model.
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• Use attributes to build classification models 36pt, white.
P di ti hift ( ti l f 1 5) d t• Apply model to user profiles to identify and discount Prediction shift (rating scale of 1-5) due to 
tt k ith d ith t d t tipotential attacks attack, with and without detection.
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Examples of "shilling" are well-known

Attack Detection: Profile classification 
approach based on attack modelModel: Has enabled the systematic 
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in the industry. One e-commerce site
approach based on attack model 
specific attributes has led to highlystudy of profile injection attacks and 

their properties.
found that a manufacturer was using
off shore sub contractors to enter

specific attributes has led to highly 
effective approach for detecting mosttheir properties.
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attack models.New Algorithms: Significant 

advantage for hybrid recommendation
favorable reviews of its products.
Amazon.com has found authors

attack models.

Anomal Detection Classif items (asadvantage for hybrid recommendation 
(knowledge based & collaborative)

pseudonymously reviewing their ownAnomaly Detection: Classify items (as 
being under attack) Not dependent on(knowledge-based & collaborative). 

Also certain model based algorithms
books. Secure recommendation
algorithms would increase user trust

being under attack). Not dependent on 
known attack models and canAlso, certain model-based algorithms 

are more robust with minimal loss in
algorithms would increase user trust
and allow site operators to realize

known attack models, and can 
determine which type of items are mostare more robust with minimal loss in 

prediction accuracy
and allow site operators to realize
greater benefits from recommender

determine which type of items are most 
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systems.
vulnerable to which types of attacks. 

ExtensionsExtensions
Social Networking / Tagging Systems: Tagging systems allow users toSocial Networking / Tagging Systems: Tagging systems allow users to 
associate their own labels (tags) with resources such as images or URLs Theassociate their own labels (tags) with resources, such as images or URLs. The 
bookmark sharing site Del.icio.us and the photo site flickr are examples. In Del.icio.us,bookmark sharing site Del.icio.us and the photo site flickr are examples. In Del.icio.us, 
attackers can promote their sites by creating multiple profiles in which their URLs are p y g p p
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