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Investigate alternative architecture designs for providingInvestigate alternative architecture designs for providing 
li d l ti i t hil i t i i d i blpersonalized location privacy guarantee, while maintaining desirable 

quality of service requirementsquality of service requirements
Exploits the intrinsic relationships between policy-based location p p p y

privacy model and location-anonymity based privacy protectionprivacy model and location-anonymity based privacy protection 
h imechanisms 

Finding an optimal balance between location privacy and locationFinding an optimal balance between location privacy and location 
service quality and Introducing uncertainty on location-identityservice quality and Introducing uncertainty on location identity 
associationsassociations 

Scalable and attack resilient location cloaking algorithmsScalable and attack resilient location cloaking algorithms

Personalized LocationPersonalized Location 
Anonymization. Anonymization
U M d lUsage Model:
Privacy Requirements serve as 
constraints for location cloaking
Location k-anonymity with y y
variable k
Location l-diversity with variable lLocation l diversity with variable l
Personalized maximumPersonalized maximum 
Spatial/Temporal ResolutionSpatial/Temporal Resolution
Three Alternative LocationThree Alternative Location 
A i ti M d lAnonymization Models
Centralized corporative, PrivacyGrid : p
Decentralized non-corporative, 

PrivacyGrid : 
A Th Ti L ti A i ti F k

p ,
Device based.A Three-Tier Location Anonymization Framework Device based.
Design GoalsDesign Goals
Optimal Anonymization: cloakingOptimal Anonymization: cloaking 
as many messages as possible;as many messages as possible; 
minimizing dropped serviceminimizing dropped service 
req ests d e to locationrequests due to location 

i ti i tanonymization requirements 
i i th d lgiven in the usage model.

Technical Challenges
How to balance location 

privacy and service quality? p y q y
How to provide personalizedHow to provide personalized 

location privacy? variable k +PrivacyGrid Top Down Location Anonymization ensuring location privacy?  variable k + 
variable l + personalized

PrivacyGrid Top-Down Location Anonymization,  ensuring 
variable l + personalized 
constraint box maximumlocation k-anonymity and location l-diversity. constraint box maximum 
temporal and spatial location

y y y
temporal and spatial location 
resolutionresolution

Wh t i th t l bl dWhat is the most scalable and 
ff i hi f

Anonymous
yet effective architecture for 

Anonymous 
Location Query supporting personalized location Location Query 

P i anonymity model?Processing
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