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Approach and ImpactNew approach Research ImpactApproach and ImpactNew approach Research Impact
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Research Example: Redactable Signatures for Personal Health RecordsResearch Example: Redactable Signatures for Personal Health Records
H(L R)

Root
H(L,R)K allow patients to store their own copy of verifiable Root p py

medical data from health care providers and 
H(L,R)

p
selectively disclose it to other entities

H(L R) H(L,M,R)KI2 Merkle-hash-tree-based redactable signatures 

S bt
H(L,R) ( )KI2 g

provide the basic mechanism, extended to allow 
H(L,R) Subtree

H(L M R)

p ,
multiple authorities and data dependences 

H(L M R)Subtree H(L,M,R)KI1
p p

providers supply signed hash tree to personalH(L,M,R)

H(D) H(D)

providers supply signed hash tree to personal 
health record serviceH(D) H(D)

H(L,M,R)
I 2

health record service
patients can selectively provide verifiable health

H(L,R) H(L,R)
D D

Issuer2 patients can selectively provide verifiable health 
information to other entities possibly with restrictions( , ) ( , )

Data Data
Issuer1

information to other entities, possibly with restrictions 
on data combinations

H(D) H(D) H(D)
H(D) H(D) on data combinations

entities can detect if information has beenH(D) H(D) H(D)
DataData

entities can detect if information has been 
tampered with and can verify source signature

Data Data Data

DataData tampered with and can verify source signature
Data

patient can annotate but not modify informationpatient can annotate but not modify information

NSF C b T t P i i l I ti t M tiNSF Cyber Trust Principal Investigators Meeting
M h 16 18 2008March 16-18, 2008

N H CTNew Haven, CT


