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Virtual machine records object allocations in partitions
Run-time checks only check objects in a single partition

Removes difficult to analyze assembly code
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Run time checks only check objects in a single partition
Reduces slowdown from 4x-11x [Ruwase and Lam, 2004] to 10%-30% for 
nearly all standalone programs  daemons

Encapsulates privileged operations
Like porting to a new hardware architecture
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P3 kmem_cache_alloc(file_cache);
pchk_reg_obj (MP3, P3, reg_size(file_cache));
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Few changes to Majority of porting 
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Future Work: Novel ApplicationsFuture Work: Execution Environment Future Work: Recovery pp
Trusted LoggingEnhanced Memory Safety
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Provide semantics & support to recover OS from unexpected errors Trusted Logging

Virtual machine logs all OS operations securely
Compiler traces fine grain operations within the kernel

Enhanced Memory Safety
Prevent MMU changes from violating safety guarantees

Provide semantics & support to recover OS from unexpected errors
Don't convert memory safety errors into Denial-of-Service holes

Compiler traces fine-grain operations within the kernel
Track changes to sensitive kernel/application data
Create causal event graphs to diagnose intrusions

Prevent safety violations from errant I/O operations
Ensure state manipulation performed by OS is safe Errors may happen at arbitrary places in the kernel

Ch k  i t d f  it  li  f t Create causal event graphs to diagnose intrusions
Enforce information flow policies uniformly within applications 
and kernel code

Ensure state manipulation performed by OS is safe
Cross-Boundary Analysis
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Checks inserted for security policy enforcement
ECC errors on memory operations
Pl i  ld b and kernel code

Enforce across application/kernel boundary
Enforce for type unsafe code (C/C++)

Faulty OS cannot violate application memory safety
Extend safety verifier to handle other security properties

Plain old bugs
Leverage existing error return semantics to provide recovery

Enforce for type-unsafe code (C/C++)
Enforce for commodity OS kernel code (e.g., Linux, Mac OS X)

Application Privacy
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Properties encodable in type system can be compact, efficient
More general proofs (e g  as in Proof Carrying Code) possible

OS kernels have many recovery paths
Develop techniques to transition from unexpected errors to existing 

 h dl Application Privacy
Hide private application memory from compromised OS
Automatically encrypt private data sent through OS for I/O

More general proofs (e.g., as in Proof Carrying Code) possible error handlers
Preserve the kernel in a sane (i.e. correct) state when error occurs

Automatically encrypt private data sent through OS for I/O

Secure Virtual Architecture: A Safe Execution Environment for Commodity Operating Systems
John Criswell, Andrew Lenharth, Dinakar Dhurjati, and Vikram Adve j
Proceedings of the Twenty First ACM Symposium on Operating Systems Principles (SOSP '07), Stevenson, WA, October 2007.
Awarded an Audience Choice Award

I f ti  T t I tit t
University of Illinois at Urbana-Champaign

Information Trust Institute
University of Illinois at Urbana-Champaign

www iti uiuc eduwww.iti.uiuc.edu


