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Uses analysis & transformation techniques from compilers
Supports commodity operating systems (e.g., Linux)
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Future Work: Execution Environment

Future Work: Recovery

Enhanced Memory Safety
Prevent MMU changes from violating safety guarantees
Prevent safety violations from errant I/O operations
Ensure state manipulation performed by OS is safe

Cross-Boundary Analysis
Faulty OS cannot violate application memory safety

Extend safety verifier to handle other security properties
Properties encodable in type system can be compact, efficient
More general proofs (e.g., as in Proof Carrying Code) possible

Provide semantics & support to recover OS from unexpected errors
Don't convert memory safety errors into Denial-of-Service holes

Errors may happen at arbitrary places in the kernel
Checks inserted for security policy enforcement
ECC errors on memory operations
Plain old bugs
Leverage existing error return semantics to provide recovery
OS kernels have many recovery paths

Develop techniques to transition from unexpected errors to existing
error handlers

Preserve the kernel in a sane (i.e. correct) state when error occurs

Future Work: Novel Applications

Trusted Logging
Virtual machine logs all OS operations securely
Compiler traces fine-grain operations within the kernel
Track changes to sensitive kernel/application data
Create causal event graphs to diagnose intrusions

Enforce information flow policies uniformly within applications
and kernel code

Enforce across application/kernel boundary

Enforce for type-unsafe code (C/C++)

Enforce for commodity OS kernel code (e.g., Linux, Mac OS X)
Application Privacy

Hide private application memory from compromised OS

Automatically encrypt private data sent through OS for 1/0O
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