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SummarySummaryy
Intrinsic support for network layer accountability in the InternetIntrinsic support for network-layer accountability in the Internet
Main idea: New addressing scheme for networks and hostsMain idea: New addressing scheme for networks and hosts

Address = AD:EIDAD and EID: self certifying flat names Address = AD:EIDAD and EID: self-certifying flat names
• AD = hash(public key of AD, other stuff)

AD2
AD  hash(public_key_of_AD, other_stuff)
Self certification binds name to AD2• Self-certification binds name to 
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Two Types of Accountability
Each host has

Two Types of Accountability
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a global EIDC t l l t bilit Autonomous domains, a global EID• Control-plane accountability
i it f th ti t l each with unique ID If multihomed
improves security of the routing protocol q
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h lti l dd• Source accountability detects spoofing (smaller than an AS) has multiple addresses• Source accountability detects spoofing 

and forgery AD1:EID,AD2:EID,AD3:EIDand forgery
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(database) mapping AS to its public key. In Drop pkt
to accept cache
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practice, registries notoriously inaccurate Send nonce to A or ENonce response must be 

signed w/ A’s (or E’s) priv keypractice, registries notoriously inaccurate signed w/ A’s (or E’s) priv key

AIP AD h b k i BGPAIP: ADs exchange pub keys via BGP 
Application: Shut Offmessages Application: Shut-Off

Path auth identical to S-BGP (but no PKI). Problem: Compromised host X sending
Origin authentication achieved without registry

Problem: Compromised host X sending 
unwanted traffic to Dunwanted traffic to D
(X is “well intentioned” owner benign [Shaw])(X is well-intentioned , owner benign [Shaw])
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ChallengesChallenges
Shut-off packet signed by D to X:• Minting of EIDs and ADs

{time, D’s pub key, hash of recent pkt recd 
Minting of EIDs and ADs

from X by D, TTL}• Key management and compromisey g p
• Can send shut-offs to hosts or to ADs• Routing scalability
• Shut-off scheme implemented in NIC firmware
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ff • Immutable by host software (updates require• Traffic engineering Immutable by host software (updates require 
physical access via USB/serial port)physical access via USB/serial port)
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