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Vulnerability Signatures at Line Speed

Vulnerability signatures use detailed protocol knowledge to precisely
describe how a network message leads to an exploit. However,
generic protocol parsers used for this purpose are too heavy-weight.

Modern IDS systems are already exploit vulnerability
struggling with Gbps+ of network Sig Sig

traffic. By specializing the parsing /ida?NNNNN/ || URL = idjag]rest
for the specific goal of vulnerability && rest.len > 239
sighatures, and by using fast

hardware primitives, we can

achieve line speed performance

Our research aims to
make vulnerability Code Red I
signatures practical for
Networked IDS

Approach and Impact
New approach Research Impact

» Fast pattern matching e Improved performance of
primitives vulnerability signatures

* Specialized parsing « VS filtering practical at

» Hardware acceleration border firewalls

Based on a vulnerability study, the full complexity of protocol parsing is not necessary
for vulnerability signatures. Instead, we can deploy fast pattern-matching primitives,
paired with control logic handlers, and drastically improve matching speed.

Status:
Text Protocols — built a compiler that generates code, using S/W pattern matchers
Binary Protocols — build hand-coded parser instances, working on compiler now

Text Protocol Matching Binary protocol matching
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