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Collaborative Research - Transparent DamageCollaborative Research - Transparent Damage 
Quarantine and RecoveryQuarantine and Recoveryy
De elop ne approaches for damage managementDevelop new approaches for damage management 
(assessment quarantine repair etc ) in critical applications to(assessment, quarantine, repair, etc.) in critical applications to 

i i tt ksurvive ongoing attacks.g g

A li tiApplications

Providing 24/7 services is critical for eProviding 24/7 services is critical for e-
business, e-governments, and other g
similar applications. Attacks to suchsimilar applications. Attacks to such 
applications may cause cascadingapplications may cause cascading 

ff t f d t th t tieffects of damage at the transaction 
level.

Thi h diThis research studies new 
approaches to quarantine and repair The processing structure forapproaches to quarantine and repair 
such damage without interrupting

The processing structure for 
damage tracking/quarantine/repairsuch damage without interrupting 

ser ices
damage tracking/quarantine/repair

services.

Approach and ImpactApproach and ImpactApproach and ImpactApproach and Impact
New approach Research ImpactNew approach Research Impact

• Tag-based dynamic damage tracking • Instant damage assessmentTag based dynamic damage tracking g

• Multi-version based recovery • Conflict-free fast recoveryy

Sh d d t b b d i l ti Defensive protection against attacks• Shadow database based isolation • Defensive protection against attacks

Problem SolutionsProblem
Data processing ser ices are pro ided

Solutions
D namicall generated ca salitData processing services are provided Dynamically generated causality 

through highly connected web and relations to replace log analysisg g y
database servers. Attacks to a single

p g y
Multi-version switch to avoid concurrencydatabase servers. Attacks to a single 

server may cause cascading effects
Multi version switch to avoid concurrency 

conflicts caused by recoveryserver may cause cascading effects 
(d i ff t ) f d t ti

conflicts caused by recovery
Sh d d t b i l ti t db(domino effects) of data corruption Shadow-database isolation to sandbox 

through dependencies and network malicious transactionsg p
connections Manually tracking damageconnections. Manually tracking damage 
spread and repairing data corruption Resultsspread and repairing data corruption 
b i f ibl

Results
Si ifi tl i d f fbecome infeasible. Significantly improved performance of 

damage assessment and repair
Existing techniques highly depend on

g p
New isolation of pending transactionsExisting techniques highly depend on 

log analysis before or after attacks so
New isolation of pending transactions 

from trusted transactionslog analysis before or after attacks so 
h i bl f i i l

from trusted transactions
A b il i P SQLthey are not suitable for critical A prototype built into PostgreSQL

applications providing 24/7 servicesapplications providing 24/7 services 
that require online attack recoverythat require online attack recovery. 
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