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SUMMARYSUMMARY
A botnet is a network of compromised computers or botsA botnet is a network of compromised computers, or bots, 

d d b d i l b t t B t tcommandeered by an adversarial botmaster. Botnets are y
responsible for many Internet attacks including spam phishingresponsible for many Internet attacks, including spam, phishing, 

fkey logging, and denial of service.y gg g,

Thi j i d l
V ti l C l ti

This project aims to develop 
Vertical Correlation

p j p
techniques to botnet modeling E t i lik N t k BotHunter
techniques to botnet modeling, 

i d d t ti t h i
Enterprise-like Network

(Security’07)measuring, and detection techniques. 
Knowing the dynamics, trend, size,Knowing the dynamics, trend, size, 
and locations of the population of a
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BotSnifferand prioritize the appropriate (NDSS’08)and prioritize the appropriate 

ti D t ti b t t Internetresponse actions; Detecting a botnet 
in a local area network with low false timein a local area network with low false 
negative helps us eliminate botnet
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Botnet Detection based on the
negative helps us eliminate botnet 

Botnet Detection based on the 
Correlation in Botnet Trafficthreat. Correlation in Botnet Traffic

Approach and ImpactApproach and Impact
New approach Research ImpactNew approach Research Impact

• A DNS hijack-based botnet monitor • Deeper understanding of botnetsA DNS hijack based botnet monitor • Deeper understanding of botnets

• Novel model and measurement • Effective/practical botnet detectionNovel model and measurement Effective/practical botnet detection

• Two botnet detection approaches • Help secure military/civil networksTwo botnet detection approaches Help secure military/civil networks
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KarstNet: DNS hijack-based botnet monitor
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