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Problem: support dynamically forming and changing multicast groups.
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o Statistically well behaving {0,1}"->{0,1}" function from PUF: PUF in

feedback mode with random permutation gives nearly ideal random walk . .
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Impact: 1. S picks a random C
A 2. P receives the challenge C', iterates X7
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o Tamper-resilience: Node compromise is no longer a problem. 1 P enters 5 into the Noisy PUF circuit
o Increased sensitivity: Threshold authentication allows a higher degree of 5 P sends R — PUF(é) to S
tamper-resilience without sacrificing reliability. 6. S accepts P if the number of errors in R is
not more than expected from the noisy PUF circuit. '
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