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Enabling Security Guarantees In Service Oriented ArchitecturesEnabling Security Guarantees In Service Oriented Architectures
Trusted Passages combines virtualization with a distributed securityTrusted Passages combines virtualization with a distributed security 
management architecture to provide a notion of trust in servicemanagement architecture to provide a notion of trust in service 
oriented networksoriented networks.

• Setup and maintain securitySetup and maintain security 
agreement over all hosts in a serviceagreement over all hosts in a service 
oriented architectureoriented architecture
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New approach Research ImpactNew approach Research Impact

• Fine grained VM monitoring • Dynamic distributed security• Fine-grained VM monitoring • Dynamic distributed security 
t• Intrusion tolerance management• Intrusion tolerance

N VM it i• Filtering + Redirecting • New VM monitoring • Filtering + Redirecting techniquesq

Lares: Secure Active Monitoring of Untrusted VMsLares: Secure Active Monitoring of Untrusted VMs
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• Protected hooks for secure fine-grained event monitoringProtected hooks for secure fine grained event monitoring
• Hypervisor-based memory protection• Hypervisor-based memory protection

G t VM i t ti• Guest VM memory introspection
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