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ProblemProblem
Byzantine replication can be used to build systems that survive insider attacks mounted by compromised serversByzantine replication can be used to build systems that survive insider attacks mounted by compromised servers.
Previous solutions performed well in local area networks Our architecture Steward was the first to scale Byzantine faultPrevious solutions performed well in local-area networks. Our architecture, Steward, was the first to scale Byzantine fault-
tolerant replication to wide area networks where servers are located in many sites distributed across the Internettolerant replication to wide-area networks, where servers are located in many sites distributed across the Internet.
Steward's architecture reduces communication costs enabling it to achieve performance an order of magnitude aboveSteward s architecture reduces communication costs, enabling it to achieve performance an order of magnitude above
the previous state of the art It successfully met safety (data consistency) and liveness (eventual progress) guaranteesthe previous state of the art. It successfully met safety (data consistency) and liveness (eventual progress) guarantees
even during a white-box red-team experiment where a knowledgeable attacker was given full control of some of theeven during a white box red team experiment where a knowledgeable attacker was given full control of some of the
servers. Steward’s performance came at a cost: inflexibility and complexity. The protocols used within the local-area sitesp y p y p
and the protocol used on the wide area were tightly coupled, making it impossible to customize the fault-tolerancep g y p , g p
approach used within and among the sites. To address this problem, we developed a new composable Byzantine wideg y
area replication architecture that provides a clean separation between the protocols used within and among the sites.

Scalable Byzantine Replication ClientsScalable Byzantine Replication
• The previous state of the art (Castro-Liskov’s BFT) was
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designed for use in local area networks, and requires 
costly all-to-all message exchangescostly all-to-all message exchanges.

• Our systems are designed for large deployments where 
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Wide-Area Deployment. Several• We leverage hierarchy to (1) reduce the number of 
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Wide Area Deployment. Several
servers and clients are located inmessages sent on the wide area and (2) allow queries to servers and clients are located in
each wide area site

be answered locally.
each wide-area site.

Comparison to State of the Artp
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Steward• Flat architecture requires messages to 
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Clientsservers out of a total of 3f+1 servers.

Wide area message complexity of
site compromises.

Throughput of Optimized Protocols, 50ms Net• Wide-area message complexity of 
O(N2) where N is the number of servers • Wide-area message complexity of O(S2)
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where S is the number of sites.
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Clients

St d d th C bl A hit t P t l Hi hli htSteward and the Composable Architecture -- Protocol Highlights
• Physical machines in each site act as a logical entity that plays the role of a Leader site• Physical machines in each site act as a logical entity that plays the role of a 
single participant in a wide-area replication protocol LM

Leader site 
Logical 
Machinesingle participant in a wide-area replication protocol.

• Steward: Servers within a site run Byzantine local-area protocols to mask the effects of
LM1 Machine

Physical 
BLinkSteward: Servers within a site run Byzantine local area protocols to mask the effects of 

malicious servers. A benign fault-tolerant protocol (resilient to servers crashes and network Machines BLink
Logical 
Li kpartitions) runs among the sites.

C bl A hit t S i h it i l t l i l hi b i
Links

• Composable Architecture: Servers in each site implement a logical machine by running a 
local state machine replication protocol and a wide area replication protocol runs among the LM2 LM5local state machine replication protocol, and a wide-area replication protocol runs among the 
logical machines. Affords free substitution of fault tolerance used within and among sites.

Wide-Area 
Networklogical machines. Affords free substitution of fault tolerance used within and among sites.

• Wide-area protocol messages are threshold signed
Network

p g g
• Attests that at least f+1  servers in a site agreed on the content.
• Malicious servers cannot forge messages from a site.
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Logical 
Machine• Composable Architecture uses optimizations to improve performance

• Byzantine link protocol (BLink) efficiently sends messages between logical machines

4 Machine

• Byzantine link protocol (BLink) efficiently sends messages between logical machines.
• Aggregation and Merkle hash trees amortize the cost of public key cryptographyAggregation and Merkle hash trees amortize the cost of public key cryptography.
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