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ProblemProblem
As network environments become increasingly hostile even well-protected distributed information systems constructedAs network environments become increasingly hostile, even well protected distributed information systems, constructed
with security in mind, are likely to be compromised. An attacker can turn the infected machines into malicious entities thatwith security in mind, are likely to be compromised. An attacker can turn the infected machines into malicious entities that
interfere with the system's functionality. Byzantine replication has emerged as a promising direction for addressing serverinterfere with the system s functionality. Byzantine replication has emerged as a promising direction for addressing server
compromises. While current state of the art protocols maintain consistency when under attack and perform well whenp p y p
there are no compromises, they are vulnerable to significant performance degradation when under attack, particularly byp y g p g p y y
malicious servers that act slowly but without triggering defense mechanisms.

The Need for New MetricsThe Need for New Metrics
• Existing solutions satisfy Safety (consistency) and• Existing solutions satisfy Safety (consistency) and 
Liveness (eventual progress)Liveness (eventual progress). 

• Liveness is a necessary but insufficient  correctness y
condition in the face of attacks, because a ,
sophisticated adversary can make progress but at asophisticated adversary can make progress but at a 
very slow rate.very slow rate.

• We propose average throughput and bounded delay
as alternative performance-oriented metrics. Representative US-wide deploymentRepresentative US wide deployment
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• Malicious leader can slow throughput down to 
magnitude under attack.
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one update per timeout in the worst case. • Leader requires outgoing bandwidth 
independent of system throughput for ordering
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• Satisfies standard liveness criterion, where 
independent of system throughput for ordering, 
enabling aggressive performance monitoring.

Update Latency vs. Clients
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each update is eventually ordered but can have 
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• Each server originates and • Similar to BFT.
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• Originator coordinates a protocol • Aggregation makes size of global PO PO CUMUL PROOF PRE
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• Cumulative acknowledgements 
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• Companion protocol forces leader OA
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enable aggregation of preorder 
information into small messages

to send Pre-Prepare to at least one 
correct server in a timely manner to

In Prime a malicious leader can add at most two rounds and one
information into small messages. correct server in a timely manner to 

avoid being replaced In Prime, a malicious leader can add at most two rounds and one 
aggregation delay into the ordering path without being suspected.

avoid being replaced.
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