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Project GoalProject Goal
The DIRA project aims to develop a complete system that canThe DIRA project aims to develop a complete system that can 

t ti ll t tt k i t d t h f idautomatically generate attack signatures and patches for a wide y g g p
variety of attacks including control-hijacking attacks such as buffervariety of attacks including control-hijacking attacks such as buffer 

fl tt k b tt k h SQL i j ti doverflow attacks, web server attacks such as SQL injection and j
browser attacks such as cross-site scripting (XSS) attacksbrowser attacks such as cross site scripting (XSS) attacks.
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Approach and ImpactApproach and Impact
Automated Logging and Analysis Research ImpactAutomated Logging and Analysis Research Impact

• Minimal execution state logging • First known automated patch creation toolMinimal execution state logging First known automated patch creation tool

• Vulnerability type-specific analysis • Applicable to multiple vulnerability typesVulnerability type-specific analysis pp p y yp

S ’• Exploit bi directional traffic • Used in Symantec’s Response group• Exploit bi-directional traffic

Description: The two key ideas in the DIRA project are (a) a unifiedDescription: The two key ideas in the DIRA project are (a) a unified 
execution state logging framework that can simultaneously detectexecution state logging framework that can simultaneously detect 
attacks create signatures/patches for detected attacks and erase theattacks, create signatures/patches for detected attacks, and erase the 
side effects left b the attacks and (2) an e tensible lnerabilit t peside effects left by the attacks, and (2) an extensible vulnerability type-
specific execution log analysis framework that can be tailored tospecific execution log analysis framework that can be tailored to 
diff t t f l biliti d i t l hij ki tt k bdifferent types of vulnerabilities used in control-hijacking attacks, web y j g
server attacks and browser attacksserver attacks and browser attacks.  

Main Use Case: After a vulnerability of a program is reported theMain Use Case: After a vulnerability of a program is reported, the 
bli h f th DIRA t t ti ll d t ipublisher of the program can use DIRA to automatically determine p p g y

where the vulnerability site is create an initial patch to seal thatwhere the vulnerability site is, create an initial patch to seal that 
vulnerability, and generate an IPS signature to protect its customers y, g g p
before the final patch is published and deployedbefore the final patch is published and deployed. 
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