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Putting Cryptography to Work for DRMPutting Cryptography to Work for DRM
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Approach and Impact Research Impact:Approach and ImpactOur current foci: Research Impact: 

• Provable security of cryptographic primitives • Design of composable DRM • Provable security of cryptographic primitives 
for DRM in realistic attack scenarios
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• Attacks against DRM encryption systems. • Provide systems that facilitate basic Attacks against DRM encryption systems.
human rights of expression and use.

some recent results

Algebraic Structure of DRM related encryption :Pirate Evolution : Algebraic Structure of DRM related encryption :Pirate Evolution : 
demonstrates how it is possible to prolong piracydemonstrates how it is possible to prolong piracy
by careful key scheduling [Crypto 2007]by careful key scheduling. [Crypto 2007]
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Blind Signatures :Blind Signatures : 
Fi t ti l i ll bl bli dFirst practical universally composable blind
signature scheme [TCC 2008]signature scheme. [TCC 2008]
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