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Abstract

We consider a scenario in which anonymous, finite-state sensing devices are deployed in
an ad-hoc communication network of arbitrary size and unknown topology, and explore what
properties of the network graph can be stably computed by the devices. We show that they
can detect whether the network has degree bounded by a codstamd, if so, organize a
computation that achieves asymptotically optimal linear memory use. We define a model of
stabilizing inputs to such devices and show that a large class of predicates of the multiset of
final input values are stably computable in any weakly-connected network. We also show that
nondeterminism in the transition function does not increase the class of stably computable
predicates.

1 Introduction

In some applications, a large number of sensors will be deployed without fine control of their
locations and communication patterns in the target environment. To enable the distributed gather-
ing and processing of information, the sensors must constitute themselves into an ad-hoc network
and use it effectively. A fundamental question in this context is whether there are protocols that
determine enough about the topological properties of this network to exploit its full potential for
distributed computation, when sensors are severely limited in their computational power.

We consider a model introduced in [2] in which communication is represented by pairwise
interactions of anonymous finite-state devices in networks of finite but unbounded size. These
systems correspond to sensor networks with intermittent two-way communications between nearby
nodes. Acommunication graph describes which pairs of nodes are close enough to eventually
interact. Our goal is to explore what graph-theoretic properties of the communication graph are
stably computable where a property is stably computable if all sensors eventually converge to
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the correct answer. The model assumes that the devices have no identifiers and only a few bits
of memory each. Because each device is so limited, their collective ability to achieve nontrivial
computation must be based on their capacity to organize a distributed computation in the network.

In this setting, the structure of the network has a profound influence on its computational poten-
tial. If n is the number of vertices in the communication graph, previous results sho@(tbat)
bits of memory are sufficient for a nondeterministic Turing machine to simulate any protocol in the
all-pairs communication graph, in which every pair of vertices is joined by an edge [2]. In contrast,
we give a protocol that can determine whether the communication graph is a directed cycle and if
So, use it as a linear memory 6f(n) bits, which is asymptotically optimal in terms of memory
capacity. More generally, we show that for evérthere is a protocol that can organize any com-
munication graph of maximum degrédento a linear memory of)(n) bits, also asymptotically
optimal.

For general communication graphs, we show that any property that is determined by the exis-
tence of a fixed finite subgraph is stably computable, as are Boolean combinations of such prop-
erties. In addition, there are protocols to compute the following graph properties: whether the
communication grapli is a directed star, whethé€f is a directed arborescence, whethiecon-
tains a directed cycle, and wheth@rcontains a directed cycle of odd length. Furthermore, for
any positive integet, there is a protocol that stabilizes to a progeroloring of anyd-colorable
graph, but does not stabilize if the graph is datolorable.

In the model of [2], the sensor readings were all assumed to be available as inputs at the start
of the computation. In this paper, we extend the model to allow for a more realistic scenario of
stabilizing inputs, that may change finitely many times before attaining a final value. In addition to
allowing fluctuations in the inputs, these results allow composition of stabilizing protocols: a pro-
tocol that works with stabilizing inputs can use the stabilizing outputs of another protocol. We gen-
eralize two fundamental theorems to the case of stabilizing inputs: aRrsburger-definable
predicates are stably computable in the all-pairs graph, and any predicate stably computable in
the all-pairs graph is stably computable in any weakly connected graph with the same number of
nodes.

Another powerful tool for the design of protocols is to permit a nondeterministic transition
function; we give a simulation to show that this does not increase the class of stably computable
predicates.

1.1 Other related work

Population protocols and similar models as defined in [1, 2, 7] have connections to a wide range of
theoretical models and problems involving automata of various kinds, including Petri nets [3, 8, 9,
19], semilinear sets and Presburger expressions [11], vector addition systems [13], the Chemical
Abstract Machine [4, 14] and other models of communicating automata [5, 20]. See [2] for a more
complete discussion of these connections.

The potential for distributed computation during aggregation of sensor data is studied in [15,
18], and distributed computation strategies for conserving resources in tracking targets in [10,22].
Issues of random mobility in a wireless packet network are considered in [12].



Passively mobile sensor networks have been studied in several practical application contexts.
The smart dust project [6,17] designed a cloud of tiny wireless microelectromechanical sensors
(MEMS) with wireless communication capacity, where each sensor or “mote” contains sensing
units, computing circuits, bidirectional wireless capacity, and a power supply, while being inex-
pensive enough to deploy massively. More recently, Thorstestsain[21] introduced a low-cost,
wireless communication network system called Electronic Shepherd used to monitor the
state of a flock of sheep using short-hop communication between sensors augmented by the flock-
ing behavior of the sheep. This work, focused on actual deployment rather than theoretical results,
demonstrates the practicality of a passively-mobile communications model.

2 The model of stable computation

We represent a network communication graph by a directed graph (V, E) with n vertices
numbered throughn and no multi-edges or self-loops. Each vertex represents a finite-state sens-
ing device, and an edge:, v) indicates the possibility of a communication betweeandv in

which u is theinitiator andv is therespondet. We assume is weakly connectedhat is, be-

tween any pair of nodes there is a path (disregarding the direction of the edges in the path). The
all-pairs graph contains all edgegu, v) such that: # v.

We first define protocols without inputs, which is sufficient for our initial results on graph
properties, and extend the definition to allow stabilizing inputs in Section 4.

A protocol consists of a finite set dftates(), aninitial state ¢, € @, anoutput function
O : @ — Y,whereY is afinite set of output symbols, andransition function ¢ that maps every
pair of statesp, ¢) to a nonempty set of pairs of states(if, ¢’) € d(p, q), we call(p, q) — (', )
atransition.

The transition function, and the protocol,dsterministic if J(p, ¢) always contains just one
pair of states. In this case we wriiép, ¢) = (p', ¢’') and definey; (p, ¢) = p’ andds(p, q) = ¢'.

A configuration is a mapping” : V' — @ specifying the state of each device in the network.
We assume that there is a global start signal transmitted simultaneously to all the devices, e.g.,
from a base station, that puts them all in the initial state and starts the computatiomitiéthe
configuration assigns the initial staig to every device.

Let C and C’ be configurations, and let, v be distinct nodes. We say that goes toC’
via pair e = (u,v), denotedC’ = (", if the pair (C'(u), C’'(v)) is in §(C(u), C(v)) and for all
w eV —{u,v} we haveC’'(w) = C(w). We say that’ can go toC" in one step, denoted — C”,
if ¢ 5 ¢’ for some edge € E. We writeC = (' if there is a sequence of configurations
C=0Cy,C4,...,Cy, =C" suchthat’; — C;,; forall 7,0 <i < k, in which case we say that'
is reachablefrom C.

A computationis a finite or infinite sequence of population configurati6sCy, . . . such that
for eachi, C; — C;.1. Aninfinite computation igair if for every pair of population configurations
C and(C’ such thatC' — (', if C occurs infinitely often in the computation, théfi also occurs

The distinct roles of the two devices in an interaction is a fundamental assumption of asymmetry in our model;
symmetry-breaking therefore does not arise as a problem within the model.



infinitely often in the computation. We remark that by inductiorq; if> C’ andC occurs infinitely
often in a fair computation, thefi’ also occurs infinitely often in a fair computation.

2.1 Leader election

As an example, we define a simple deterministic leader election protocol that succeeds in any
network communication graph. The states of the protocolareé} wherel is the initial state.
The transitions are defined by

(1) (1,1) = (0,1)
(2) (1,0) = (0,1)
(3) (0,1) — (1,0)
(4) (0,0) — (0,0)

We think of 1 as the leader mark. In every infinite fair computation of this protocol starting
with the initial configuration in any communication graph, after some finite initial segment of the
computation, every configuration has just one vertex labgl@te leader), and every vertex has
label 1 in infinitely many different configurations of the computation. Thus, eventually there is
one “leader” mark that hops incessantly around the graph, somewhat like an ancient English king
visiting the castles of his lords. Note that in general the devices have no way of knowing whether
a configuration with just one leader mark has been reached yet.

2.2 The output of a computation

Our protocols are not designed to halt, so there is no obvious fixed time at which to view the output
of the computation. Rather, we say that the output of the computation stabilizes if it reaches a point
after which no device can subsequently change its output value, no matter how the computation
proceeds thereafter. Stability is a global property of the graph configuration, so individual devices
in general do not know when stability has been reac¢hed.

We define aroutput assignmenty as a mapping fron” to the output symbol¥™. We extend
the output magp to take a configuratiod' and produce an output assignméniC') defined by
O(C)(v) = O(C(v)). A configurationC' is said to beoutput-stable if O(C”") = O(C) for all ¢’
reachable fronC. Note that we do not require that = C’, only that their output assignments
be equal. An infinite computationutput-stabilizesif it contains an output-stable configuration
C', in which case we say that $tabilizes to output assignmenty = O(C). Clearly an infinite
computation stabilizes to at most one output assignment.

The output of a finite computation is the output assignment of its last configuration. The output
of an infinite computation that stabilizes to output assignmesty; the output is undefined if the
computation does not stabilize to any output assignment. Because of the nondeterminism inherent
in the choice of encounters, the same initial configuration may lead to different computations that
stabilize to different output assignments.

2With suitable stochastic assumptions on the rate at which interactions occur, it is possible to bound the expected
number of interactions until the output stabilizes, a direction explored in [2].



2.3 Graph properties

We are interested in what properties of the network communication graph can be stably computed
by protocols in this model. Araph property is a functionP from graphs= to the sef0, 1} where
P(G) = 1ifand only if G has the corresponding property. We are interested in families of graphs,
Gi1,Go, ..., Whereg, is a set of network graphs withvertices. Theunrestricted family of graphs
contains all possible network communication graphs. dlkeairs family of graphs contains for
eachn just the all-pairs graph wit vertices. For everyl, the family of d degree-bounded
graphs contains all the network communication graphs in which the in-degree and out-degree of
each vertex is bounded ki Similarly, the family ofd colorable graphs contains all the network
communication graphs properly colorable with at mésblors.

We say that a protocaoM stably computes the graph proper® in the family of graphs
Gi1,Go, ... if for every graphG in the family, every infinite fair computation ofl in G starting
with the initial configuration stabilizes to the constant output assignment eq&étip Thus the
output of every device stabilizes to the correct valu@ofr).

3 Example: isG a directed cycle?

In this section, we show that the property @fbeing a directed cycle is stably computable in

the unrestricted family of graphs. Once a directed cycle is recognized, it can be organized (using
leader-election techniques) to simulate a Turing machine tape a#lls for the processing of
inputs, which vastly increases the computational power over the original finite-state devices, and
is optimal with respect to the memory capacity of the network.

Theorem 1 WhetherG is a directed cycle is stably computable in the unrestricted family of
graphs.

Proof sketch: A weakly connected directed gragh is a directed cycle if and only if the
in-degree and out-degree of each vertek is

Lemma 2 WhetherG has a vertex of in-degree greater thans stably computable in the unre-
stricted family of graphs.

We give a protocol to determine whether some verteX lmas in-degree at lea&t The protocol
is deterministic and has 4 state§-, I, R, Y}, where— is the initial state,/ and R stand for
“Initiator” and “responder” andr” indicates that there is a vertex of in-degree at |Qast the
graph. The transitions as follows, wheras any state and unspecified transitions do not change
their inputs:

(1) (_7_) = (I,R)
(2) (IL,R) — (=-)
3) (=R — (1Y)
(4) Y,z) — (YY)
) (z,Y) — (1Y)



The output map take® to 1 and the other states tb StateY is contagious, spreading to all
states if it ever occurs. If every vertex has in-degree at malsen only transitions of types (1)
and (2) can occur, and if some vertex has in-degree at 2edisén in any fair computation some
transition of type (3) must eventually occur.

An analogous four-state protocol detects whether any vertex has out-degree at\Vgashust
also guarantee that every vertex has positive in-degree and out-degree.

Lemma 3 WhetherG has a vertex of in-degreis stably computable in the unrestricted family
of graphs.

There is a deterministic eight-state protocol for this predicate, which we omit for space reasons.
The following deterministic two-state protocol stably labels each vertex ditht has in-degree
0 and P if it has in-degree greater thdn The initial state isZ. The transitions are given by the
following, wherex andy are any states:

1) (zy) — (z,P)

To detect whether all states are labeleth the limit, we would like to treat the outputs of this
protocol as the inputs to a another protocol to detect any occurrenceis dfie limit. However, to
do this, the protocol to detect any occurrenceg ahust cope with inputs that may change before
they stabilize to their final values. In the next section we show that all the Presburger predicates (of
which the problem of detection is a simple instance) are stably computable with such “stabilizing
inputs” in the unrestricted family of graphs, establishing the existence of the required protocol.

Similarly, there is a protocol that stably computes whether every vertex has out-degree at least
1. By running all four protocols in parallel, we may stably compute the property: does every
vertex have in-degree and out-degree exal?ly hus, there is a protocol that stably computes the
property ofG being a directed cycle for the unrestricted family of graphs, proving Theordim 1.

These techniques generalize easily to recognize other properties characterized by conditions
on vertices having in-degrees or out-degrees of zero or one. A directed line has one vertex of
in-degree zero, one vertex of out-degree zero, and all other vertices have in-degree and out-degree
one. An out-directed star has one vertex of in-degree zero and all other vertices of in-degree one
and out-degree zero, and similarly for an in-directed star. An out-directed arborescence has one
vertex of in-degree zero and all other vertices have in-degree one, and similarly for an in-directed
arborescence.

Theorem 4 The graph properties of being a directed line, a directed star, or a directed arbores-
cence are stably computable in the unrestricted family of graphs.

In a later section, we generalize Theorem 1 to show that forlghgre is a protocol to recog-
nize whether the network communication graph has in-degree and out-degree boundetitig
organize it a$)(n) cells of linearly ordered memory if so. We now turn to the issue of inputs.



4 Computing with stabilizing inputs

We define a model of stabilizing inputs to a network protocol, in which the input to each node may
change finitely many times before it stabilizes to a final value. We are interested in what predicates
of the final input assignment are stably computable. An important open question is whether any
predicate stably computable in a family of graphs is stably computable with stabilizing inputs in
the same family of graphs.

Though we do not fully answer this question, we show that a large class of protocols can be
adapted to stabilizing inputs by generalizing two theorems from [2] to the case of stabilizing inputs:
all Presburger predicates are stably computable with stabilizing inputs in the all-pairs family of
graphs, and any predicate that can be stably computed with stabilizing inputs in the all-pairs family
of graphs can be stably computed with stabilizing inputs in the unrestricted family of graphs.

We assume that there is a finite set of input symbols, and each device has a separate input port
at which its current input symbol (representing a sensed value) is available at every computation
step. Between any two computation steps, the inputs to any subset of the devices may change
arbitrarily.

Formally, we extend the definition of protocols by adding finite 5edf input symbols, and
stipulating that the transition function will mgg@ x X) x (Q x X) to a singleton subset ¢j x @

(for deterministic protocols), or a nonempty subsef)ok @) (for nondeterministic protocols.) A
configuration C'is a mapping of/ to (@) x X ), specifying the state and input for every vertex in the
graph. Using the standard projection functiong(C'(u)) is the state ofi in C' andw(C'(u)) is the

input ofu in C. Aninitial configuration has every vertex in the initial state, and arbitrary inputs.
The output of a configuration is obtained by applying the output map to the state components of
the configuration.

We revise the definition of a one-step transition between configurations as follows' dred
C’ be configurations, and let v be distinct nodes. We say th@tgoes toC’ via pair ¢ = (u,v),
denoted” = ', if (m1(C"(u)), 7 (C'(v))) € 6(C(u), C(v)) and for allw € V — {u, v}, we have
m(C'(w)) = m(C(w)). That is, the states aof andv in C’ have been updated accordingdto
using the states and inputswandv in C, and the state of every other vertexs unchanged from
C'to C'. Note that there is no constraint on the input&fn

Computations are defined as previously. However, we need to distinguish those computations
in which the inputs stabilize. We say a computatigy) C, Cs, . . . hasstabilizing inputs if there
is some finite ste@ after which the input to each vertex does not change. Thus, thergnala
input assignmentz : V' — X such thate(v) = my(Ci(v)) for everyv € V and everyi > k. A
computatiorCy, C', Cs, . .. hasunchanging inputsif for eachwv, the input tov never changes, that
is, m(Ck(v)) = ma(Cy(v)) for all k. Unchanging inputs are a special case of stabilizing inputs.

A computationCy, C1, Cs, . .. with stabilizing inputs idair if for every configurationC' that
occurs infinitely often in the computation, and every configura@iéisuch that the input assign-
ment inC” is equal to the input assignmentdhandC' — C”, C” also occurs infinitely often in the
computation. These definitions specialize to the previous ones (with no input) Wiea single
letter alphabet.

We now consider predicates defined not just on graphs, but on graphs with vertices labeled by
input symbols. Alabeled graph property P is a mapping from pairéG, z) to {0, 1}, whereG
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is a network graph and is an input assignment far. A protocol.A stably computes the labeled
graph property? with stabilizing inputs in the family of graph, G, . . . if for everyn and every
graphG € G,, and every input assignmentto GG, every fair computation ofd in G that starts
from an initial configuration and has inputs stabilizing to final assignmetabilizes to the output
P(G,x). We will use the ternpredicate to mean a labeled graph property hereafter. We note
that in the special case of the all-pairs graph, the graph structure is completely symmetric and the
stably computable predicates depend only on the multiset of inputs determined by

By running several protocols in parallel, and defining the output at each vertex to be a Boolean
combination of the outputs of the individual protocols, we have the following.

Lemma 5 Any Boolean combination of a finite set of predicates stably computable with stabilizing
inputs in a family of graphg/,, G, ... is stably computable with stabilizing inputs in the same
family of graphs.

4.1 Nondeterministic protocols

To simplify the proofs of the existence of protocols, we first show how nondeterministic protocols
can be transformed into deterministic protocols. Intuitively, this is because a deterministic protocol
can exploit the nondeterminism inherent in the choice of which interaction occurs.

A nondeterministic d-coloring protocol. To illustrate the power of nondeterministic protocols,
we describe a very simple protocol that is guaranteed to stabilizedecoboring of any network
communication graph in thé-colorable family of graphs. The stat@sare the integer8 through

d — 1 inclusive, thought of as colors, with initial stadie The goal is to stabilize in a configuration
in which no two adjacent vertices have the same state. Forieachthere is one transition rule:

1) 1) = (k)

wherej andk are any elements @. All other transitions are the identity. Transitions of type
(1) select a “conflict edge,” that is, an edge joining two vertices currently assigned the same color,
and arbitrarily recolor the two endpoints. The fairness condition guarantees that the appropriate
(7, k)’s will eventually be chosen.

To see that ifG is d-colorable, any fair computation must stabilize to a correcbloring of
G, observe that from any configuration containing a conflict edge there is a reachable configura-
tion containing no conflict edges. @ is notd-colorable, the coloring never stabilizes in a fair
computation.

Theorem 6 For every nondeterministic protocod there exists a deterministic protocBl such
that if A stably computes a predicafe with stabilizing inputs in a family of graphs, théhalso
stably compute® with stabilizing inputs in the same family of graphs.

Proof sketch: Let A be a nondeterministic protocol with stat€s initial stateq,, input
symbolsX, output symbolg”, output mapD, and transition function. We describe a simulation
of A that works in graphs with at lea3tvertices. For smaller graphs, we combine the simulation
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with a protocol that tests whether= 1 or n = 2 (using the fact that Presburger predicates of
can be stably computed) and stabilizes to the correct results in those cases.

Let m be the maximum cardinality of any of the setgq,a), (¢,a’)) for (q,a),(¢,d") €
@ x X. For each pair of label§;, a), (¢/,a’) € @ x X, select an arbitrary surjective function
f(Qaa)v(qua’) mapplng{07 17 cee, M 1} to 6<<Q7 CL), (q/7 CL’)).

We describe a protoc@ to simulate4. The states consist of three components: (1) a leader
mark« or its absence-. (2) a state; € ). (3) a choice counter, consisting of an integer between
0 andm — 1 inclusive. The output ma@’ is O’(xzqc) = O(q). The initial state of every device is
*qp0.

The transitions are

qc, xq'c’)
qc, xq'(c + 1))
xq'(c + 1), —qc)
—re, —r'cd)

—  (—
— (=
—
—

(
(
(
(

where the increments are made moduland the pair of stat€s, ') is the element ai((q, a), (¢, a’))
selected by the functioti, ) s .«)(c). Thus, in transitions of type (4), the value of the choice
counter of the initiator is used to make a deterministic choice of an elemeitot), (¢, a’)).

The role of the leader mark, or nondeterminizer, is to hop around the graph incrementing choice
counters as it goes; this is the function of the first three types of transillons.

4.2 The Presburger predicates

The Presburger graph predicates form a useful class of predicates on the multiset of input symbols,
including such things as “all the inputs are a’'s”, “at least 5 inputs are a’s”, “the number of a’s is
congruent t@ modulo5”, and “twice the number of a’s exceeds three times the number of b’s” and
Boolean combinations of such predicates. Every Presburger graph predicate is stably computable
with unchanging inputs in the all-pairs family of graphs [2]. The main result of this subsection is
the following generalization.

Theorem 7 Every Presburger graph predicate is stably computable with stabilizing inputs in the
family of all-pairs graphs.

We define the Presburger graph predicates as those expressible in the following expression
languagé€. For each input symbal € X, there is a variable#(a) that represents the number of
occurrences af in the input. Aterm is a linear combination of variables with integer coefficients,
possibly modulo an integer. Aatom is two terms joined by one of the comparison operators:
<, <,=,>,>. An expressionis a Boolean combination of atoms.

Thus, if the input alphabeX’ = {a, b, ¢}, the predicate “all the inputs are a’s” can be expressed
as#(b) + #(c) = 0, the predicate that the number of a’s is congruent to 3 modulo 5 can be
expressed aé#(a) mod 5) = 3, and the predicate that twice the number of a’s exceeds three
times the number of b’'s by#(a) > 3#(b).

3These are closely related to the Presburger integer predicates defined in [2]. Details will be given in the full paper.

9



Majority  To indicate the ideas of the general proof, we show how to generalize the basic predi-
cate of majority to stabilizing inputs. The input and output alphabetg(@re}. The value of the
majority predicate is 1 if there are more 1's than O’s in the final input assignment; otherwise, it is
0. We describe a deterministic protocol with states consisting of a leader bit, a most recent input
bit, and a counter with integer values fron2 to 2. The initial state has leader bit equalltamost
recent input bit equal t0, and counter equal te-1. The output isl if the counter is positive;
otherwise, it i9).

The following invariants are preserved in the computation: (1) any vertex with leadieai
a negative counter has most recent inpu@laibhd any vertex with leader bitand a positive counter
has most recent input bit and (2) the sum of the counters of all vertices with leader bit equal to
1 is equal to the number dfs in the most recent input bits minus the numbensfin the most
recent input bits. This will show that the following protocol correctly computes majority.

In an interaction, the two devices first update their most recent input bit as follows. If the
current input is equal to the most recent input bit, no updating is necessary. Otherwise, if the
leader bit i9), the leader bit is set tb and the counter is set fif the current input isl and—2 if
the current input i$). If the leader bit isl, then2 is added to the counter if the current inputljs
or 2 is subtracted from the counter if the current inpui.i§We must show that this does not cause
the counter to overflow.) In either case, the most recent input bit is then set to the current input.

After both agents have performed this update, they interact as follows. If both have leader bits
equal tol, if their counter values are both positive or both negative, no further changes are made.
If they have opposite signs, or one or both @réhen both their counters are set to the sum of their
counters. One of the vertices sets its leader bit, teubject to the condition that if the remaining
leader’s counter is negative, then its most recent input it &nd if it is positive, its most recent
input bitis1. (We must show that this condition can be satisfied.) If only one has leader bit equal
to 1, then the other copies its counter value. If neither has leader bit equatlien there is no
change of state.

If we consider any fair computation of this protocol from an initial configuration with stabi-
lizing inputs, after some finite number of steps the inputs will not change, the most recent input
bits will be equal to the respective current inputs, there will be at least one vertex with leader bit
equal tol, and all leaders (and all vertices) will have positive counters, or they will all have zero
counters, or they will all have negative counters. Thus, the outputs stabilizertd in any such
computation.

4.3 Simulating the all-pairs graph with stabilizing inputs

In this section, we generalize a theorem of [2] to prove that any predicate stably computable with
stabilizing inputs in the all-pairs family of graphs can be stably computed with stabilizing inputs
in the unrestricted family of graphs. We use nondeterminism to simplify the description of the
simulator.

Theorem 8 For any protocolA there exists a protocd® such that for every, if A stably computes
predicateP with stabilizing inputs in the all-pairs interaction graph withvertices and~ is any

10



communication graph with. vertices, protocolB stably computes predicaté with stabilizing
inputs inG.

Proof sketch: Let.4 have state§), initial stateg,, inputsX, outputsY’, and transition function
J. If we did not have to deal with stabilizing inputs, we could construct a very simple nondetermin-
istic protocol to simulated using the state®, choosing at each interaction whether to exchange
the states of the two vertices (which eventually allows any pair of simulated vertices to interact)
or to take a step of the transition functionsimulating a step ofd. With stabilizing inputs, we
have to compensate for the fact that the simulated states move around the graph, but the inputs are
supplied at fixed vertices.

Details are left to the full paper.
|

Corollary 9 The Presburger predicates are stably computable with stabilizing inputs in the unre-
stricted family of graphs.

Since the predicate “no inputi&’ is Presburger, this corollary completes the proof of Lemma 3.

5 Computing in bounded-degree networks

In Section 3 we showed that there is a protocol that stably computes wiietb@rdirected cycle.

If G is a directed cycle, another protocol can organize a Turing machine computation of space
O(n) in the graph to determine properties of the inputs. Thus, certain graph structures can be
recognized and exploited to give very powerful computational capabilities.

In this section we generalize this result to the family of graphs with degree atdnoAt
straightforward generalization of the protocol in Lemma 2 does not work, as we now illustrate.
Consider the protocol below, which attempts to use the statesnd R, to keep track of the in-
degree of a vertex, with stat€ intended to indicate that a vertex of in-degree greater thiaas
been detected.

(1) (=-) = (I, )
2) (I, R) = (=)
(3) (_7R1) s ([2,32)
(4) (I2,Re) = (=, 1)
(5) (= Ry) — (YY)
6) (Y,z) — (YY)
(M (,Y) - (YY)

This protocol fails on the grapt with five vertices and edgds, 2), (3,2), (3,4), (5,4), as wit-
nessed by the computation:

(_a Ty Ty T _)7 (_a Rlvllv ] _)a (_aRlv-[l)Rla -[l)a (_7 R17 _7 _711)7 (_a R27]27 _711)7 (Y7 Y7 -[27 _7]1)-

However, a more complex protocol using a leader works.
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Lemma 10 For every positive integed, there is a protocol that stably computes whettbehas
maximum degree less than or equalito

Proof sketch: We describe a protocol to determine whethiehas any vertex of out-degree
greater thanl; in-degree is analogous, and the “nor” of these properties is what is required. The
protocol is nondeterministic and based on leader election. Every vertex is initially a leader and has
output0. Each leader repeatedly engages in the following searching behavior. It hops around the
vertices ofG and decides to check a vertex by marking it and attempting to placeé markers of
a second type at the ends of edges outgoing from the vertex being checked. It may decide to stop
checking, collect a set of markers corresponding to the ones it set out, and resume its searching
behavior. If it succeeds in placing all its markers, it changes its outpytitops around the graph
to collect a set of markers corresponding to the ones it set out, and resumes its searching behavior.

When two leaders meet, one becomes a non-leader, and the remaining leader collects a set of
markers corresponding to the ones that both had set out, changes its output (yaoktkoesumes
its searching behavior. Non-leaders copy the output of any leader they meet.

After the leader becomes unique and collects the set of markers that it and the last deposed
leader had set out, then the graph is clear of markers and the unique leader resumes the searching
behavior with its output set t0. If there is no vertex of out-degree greater tharthe output
will remain 0 (and will eventually be copied by all the non-leaders.) If there is some vertex of
out-degree greater thaithe searching behavior eventually finds it and sets the outduttbich
will eventually be copied by all the non-leadells.

Note that this technique can be generalized (using a finite collection of distinguishable markers)
to determine the existence of any fixed subgrap&'in(For the lemma, the fixed subgraph is the
out-directed star od + 2 vertices.) Another variant of this idea (mark a vertex and try to reach
the mark by following directed edges) gives protocols to determine whétleentains a directed
cycle or a directed odd cycle.

Theorem 11 There are protocols that stably compute whetecontains a fixed subgraph, or a
directed cycle, or a directed cycle of odd length in the unrestricted family of graphs.

For bounded-degree graphs, we can organize the nodes into a spanning tree rooted at a leader,
which can then distributed a Turing machine tape of §ie) across the nodes. This allows a
population with a bounded-degree interaction graph to compute any function of the graph structure
that is computable in linear space.

Theorem 12 For every positive integeti, there is a protocol that for any-bounded graph=
stably constructs a spanning tree structure(nthat can be used to simulate cells of Turing
machine tape.

Proof sketch: The protocol is rather involved; details are deferred to the full paper. We give
an outline of the protocol here.

The starting point is to label the vertices Gfin such a way that no two neighbors of any
vertex have the same label. A vertex can then send messages to a specific neighbor by waiting to
encounter another vertex with the appropriate label.

12



To see that such a labeling exists, consider the g@pbbtained fromG by ignoring the
direction of edges and including an edge between any two nodes at digtameg. A proper
coloring of G’ will give the required labeling of/, and the degree @’ is at most4d?, soG’ can
be colored withid? + 1 colors.

One part of the protocol eventually constructs a labeling of the desired kind by using leader
election and a searching behavior that attempts to find two vertices at distance two that have the
same label and nondeterministically relabel both. Eventually there will be no more relabeling.

The other part of the protocol attempts to use the constructed labeling to build a spanning tree
structure inG. This is also based on leader election. Each leader begins building a spanning tree
from the root, recording in each vertex the labels of the known neighbors of the vertex, and des-
ignating (by label) a parent for each non-root vertex. The leader repeatedly traverses its spanning
tree attempting to recruit new vertices. When it meets another leader, one becomes a non-leader
and the other begins building a new spanning tree from scratch.

The labeling portion of the protocol is running in parallel with the tree-construction, and it
produces a “restart” marker whenever it relabels vertices. When a leader encounters a “restart”
marker, it deletes the marker and again begins building a new spanning tree from scratch.

Eventually all the relabeling will be completed, and only one leader will remain, and the final
spanning tree construction will not be restarted. However, it is important that the spanning tree
construction be able to succeed given a correct labeling but otherwise arbitrary states left over from
preceding spanning tree construction attempts. The leader repeatedly traverses the constructed
spanning tree, setting a phase indicatool 1) at each pass to detect vertices that are not yet part
of the tree. An arbitrary ordering on the labels gives a fixed traversal order for the spanning tree,
and a portion of each state can be devoted to simulating a Turing machine tape cell.

Because a leader cannot determine when it is unique, when the labeling is stable, or when the
spanning tree is complete, it simply restarts computation in the tree each time it begins rebuilding
a spanning tree. Eventually, however, the computation has accessnmilated cells of tapdl

Itkis and Levin use a similar construction in their self-stabilizing protocols for identical name-
less nodes in an asynchronous communication network (represented by an undirected, connected,
reflexive graphz) with worst-case transient faults [16]. In their model, in addition to a finite num-
ber of bits of storage, each nodenaintains a finite set of pointers to itself and its neighbors, and
can detect whether a neighbgihas a pointer ta: and/ory, and can set a pointer to point to the
first (in a fixed ordering) neighbor with a given property. This additional information about the
graph structure permits them to exploit stor&ygl’|) in all cases. By comparison, in our model
there are no pointers and each device truly has only a constant amount of memory regardless of
the size and topology of the network. For this reason, in an all-pairs graph of,andy memory
proportional tolog n is achievable. So the bounded-degree restriction of Theorem 12, or some
other limitation that excludes the all-pairs graph, appears to be necessary.

6 Discussion and open problems

It is open whether every predicate stably computable with unchanging inputs in a family of graphs
is stably computable with stabilizing inputs in the same family of graphs. For the family of all-
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pairs graphs, both classes contain the Presburger predicates. It follows that if, in this family, some
predicate is stably computable with unchanging inputs but not with stabilizing inputs, that predicate
would not be Presburger. The existence of such a predicate would disprove a conjecture from [2].
A natural measure of the information-theoretic memory capacity of a gtaplith a finite
set of vertex labeld. is the log of number of different isomorphism classesCofvith vertex
labels drawn fromL. If L has at least two elements, the all-pairs graphs have memory capacity
O©(logn), which can be exploited for computation in the setting of randomized interactions and
computation with errors [2]. When the cardinality bfis large enough compared tb(O(d?)
suffices), the memory capacity @¢fdegree bounded graphs@gn), which we have shown above
can be exploited by protocols for stable computation. Are there protocols to exploit the full-
information theoretic memory capacity of arbitrary network communication graphs?
An important future direction is to study the running time of protocols in this model, perhaps
under a stochastic model of pairwise interactions, as in the model of conjugating automata [2].

7 Acknowledgments

The authors would like to thank David Eisenstat for helpful comments on the paper.

References

[1] D. Angluin, J. Aspnes, Z. Diamadi, M. J. Fischer, and R. Peralta. Urn automata. Techni-
cal Report YALEU/DCS/TR-1280, Yale University Department of Computer Science, Nov.
2003.

[2] D. Angluin, J. Aspnes, Z. Diamadi, M. J. Fischer, and R. Peralta. Computation in networks of
passively mobile finite-state sensors.A®DC '04: Proceedings of the twenty-third annual
ACM symposium on Principles of distributed computipgges 290-299. ACM Press, 2004.

[3] L. Bernardinello and F. D. Cindio. A survey of basic net models and modular net classes. In
G. Rozenberg, editoAdvances in Petri Nets: The DEMON Projeedlume 609 ofLecture
Notes in Computer Sciengeages 304—-351. Springer-Verlag, 1992.

[4] G. Berry and G. Boudol. The Chemical Abstract Machifiégeoretical Computer Science
96:217-248, 1992.

[5] D. Brand and P. Zafiropulo. On communicating finite-state machide&CM 30(2):323—
342, Apr. 1983.

[6] I. Chatzigiannakis, S. Nikoletseas, and P. Spirakis. Smart dust protocols for local detection
and propagation. IROMC '02: Proceedings of the second ACM international workshop on
Principles of mobile computingages 9-16. ACM Press, 2002.

14



[7] Z. Diamadi and M. J. Fischer. A simple game for the study of trust in distributed systems.
Wuhan University Journal of Natural Sciencé&g1-2):72—82, Mar. 2001. Also appears as
Yale Technical Report TR-1207, January 2001, available at thRl/ftp.cs.yale.
edu/pub/TR/r1207.ps

[8] J. Esparza. Decidability and complexity of Petri net problems-an introduction. In G. Rozen-
berg and W. Reisig, editorkectures on Petri Nets I: Basic modelgages 374—-428. Springer
Verlag, 1998. Published as LNCS 1491.

[9] J. Esparza and M. Nielsen. Decibility issues for Petri nets - a sudayrnal of Informatik
Processing and Cybernetic30(3):143-160, 1994.

[10] Q. Fang, F. Zhao, and L. Guibas. Lightweight sensing and communication protocols for target
enumeration and aggregation. Pnoceedings of the 4th ACM International Symposium on
Mobile ad hoc networking & computingages 165-176. ACM Press, 2003.

[11] S. Ginsburg and E. H. Spanier. Semigroups, Presburger formulas, and lang&agés
Journal of Mathematicsl6:285-296, 1966.

[12] M. Grossglauser and D. N. C. Tse. Mobility increases the capacity of ad hoc wireless net-
works. IEEE/ACM Transactions on Networkin$0(4):477-486, 2002.

[13] J. Hopcroft and J. Pansiot. On the reachability problem for 5-dimensional vector addition
systems.Theoretical Computer Scienc®(2):135-159, 1978.

[14] O. H. Ibarra, Z. Dang, and O. Egecioglu. Catalytic p systems, semilinear sets, and vector
addition systemsTheor. Comput. S¢i312(2-3):379-399, 2004.

[15] C. Intanagonwiwat, R. Govindan, and D. Estrin. Directed diffusion: a scalable and robust
communication paradigm for sensor networksPtaceedings of the 6th Annual International
Conference on Mobile computing and networkipgges 56—67. ACM Press, 2000.

[16] G. Itkisand L. A. Levin. Fast and lean self-stabilizing asynchronous protocd&obeeding
of 35th Annual Symposium on Foundations of Computer Sgipages 226—239. IEEE Press,
1994.

[17] J. M. Kahn, R. H. Katz, and K. S. J. Pister. Next century challenges: mobile networking
for “Smart Dust”. InMobiCom '99: Proceedings of the 5th annual ACM/IEEE international
conference on Mobile computing and networkipgges 271-278. ACM Press, 1999.

[18] S. R. Madden, M. J. Franklin, J. M. Hellerstein, and W. Hong. TAG: a Tiny AGgregation
service for ad-hoc sensor networks. In OSDI 2002: Fifth Symposium on Operating Systems
Design and Implementation, December, 2002.

[19] E. W. Mayr. An algorithm for the general Petri net reachability probl&AM J. Compui.
13(3):441-460, 1984.

15



[20] R. Milner. Bigraphical reactive systems: basic theory. Technical report, University of Cam-
bridge, 2001. UCAM-CL-TR-523.

[21] B. Thorstensen, T. Syversen, T.-A. Bjornvold, and T. Walseth. Electronic shepherd: a low-
cost, low-bandwidth, wireless network system.MobiSYS '04: Proceedings of the 2nd in-
ternational conference on Mobile systems, applications, and senpeges 245-255. ACM
Press, 2004.

[22] F. Zhao, J. Liu, J. Liu, L. Guibas, and J. Reich. Collaborative signal and information process-
ing: An information directed approacRroceedings of the IEEB®1(8):1199-1209, 2003.

16



