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Abstract

Skip graphs are a novel distributed data structure,
based on skip lists, that provide the full functional-
ity of a balanced tree in a distributed system where
elements are stored in separate nodes that may fail
at any time. They are designed for use in searching
peer-to-peer networks, and by providing the ability to
perform queries based on key ordering, they improve
on existing search tools that provide only hash ta-
ble functionality. Unlike skip lists or other tree data
structures, skip graphs are highly resilient, tolerating
a large fraction of failed nodes without losing con-
nectivity. In addition, constructing, inserting new el-
ements into, searching a skip graph and detecting and
repairing errors in the data structure introduced by
node failures can be done using simple and straight-
forward algorithms.

1 Introduction

Peer-to-peer networks are distributed systems with-
out any central authority that are used for efficient
location of shared resources. Such systems have be-
come very popular for Internet applications in a short
period of time. A survey of recent peer-to-peer re-
search yields a slew of desirable features for a peer-
to-peer network such as decentralization, scalabil-
ity, fault-tolerance, self-stabilization, data availabil-
ity, load balancing, dynamic addition and deletion of
peer nodes, efficient and complex query searching, in-
corporating geography in searches and exploiting spa-
tial as well as temporal locality in searches. The ini-
tial systems, such as Napster [NAP], Gnutella [GNU]
and Freenet [FRE], did not support most of these
features and were clearly unscalable either due to the
use of a central server (Napster) or due to high mes-
sage complexity from performing searches by flooding
the network (Gnutella). The performance of Freenet
is difficult to evaluate, but it provides no provable
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guarantee on the search latency and permits accessi-
ble data to be missed.

Recent  systems like CAN  [RFH*01],
Chord [SMK*01], Pastry [RDO01], Tapestry [JKZ01]
and Viceroy [MNRO2] use a distributed hash
table (DHT) approach to overcome scalability
problems. To ensure scalability, they hash the key
of a resource to determine which node it will be
stored at and balance out the load on the nodes in
the network. The main operation in these systems
is to retrieve the identity of the node which stores
the resource, from any other node in the system.
To this end, there is an overlay graph in which the
location of the nodes and resources is determined
by the hashed values of their identities and keys
respectively. Resource location using the overlay
graph is done in these various systems by using
different routing algorithms. Pastry and Tapestry
uses Plaxton’s algorithm [PRR97], which is based
on hypercube routing: the message is forwarded
deterministically to a neighbor whose identifier is one
digit closer to the target identifier. CAN partitions
a d-dimensional coordinate space into zones that
are owned by nodes which store keys mapped to
their zone. Routing is done by greedily forwarding
messages to the neighbor closest to the target zone.
Chord maps nodes and resources to identities of
m bits placed around a modulo 2™ identifier circle
and does greedy routing to the farthest possible
node stored in the routing table. Most of these
systems use O(logn) space and time for routing and
O(log®n) time for node insertion. Because hashing
destroys the ordering on keys, DHT systems do not
support queries that seek near matches to a key or
keys within a given range.

Some of these systems try to optimize perfor-
mance by taking locality into account. Pastry [RDO01,
CDHRO02] and Tapestry [JKZ01, ZJK02] exploit geo-
graphical proximity by choosing the physically closest
node out of all the possible nodes with an appropriate
identifier prefix. In CAN [RFH'01], each node mea-
sures its round-trip delay to a set of landmark nodes
and accordingly places itself in the co-ordinate space
to facilitate routing with respect to network prox-
imity. This last method is not fully self-organizing



and may cause imbalance in the distribution of nodes
leading to hotspots. Some methods to solve the near-
est neighbor problem for overlay networks can be seen
in [HKRZ02] and [KR02].

Some of these systems are partly resilient to
random node failures, but their performance may be
badly impaired by adversarial deletion of nodes. Fiat
and Saia [FS02] present a system which is resilient
to adversarial deletion of a constant fraction of the
nodes; some extensions of this result can be seen
in [Dat02]. However, they do not give efficient
methods to dynamically maintain such a system.

TerraDir [SBK02] is a recent system that pro-
vides locality and maintains a hierarchical data struc-
ture using caching and replication. There are as yet
no provable guarantees on load balancing and fault
tolerance for this system.

1.1 Owur approach The underlying structure of
Chord, CAN, and similar DHTs resembles a balanced
tree in which balancing depends on the near-uniform
distribution of the output of the hash function. So
the costs of constructing, maintaining, and searching
these data structures is closer to the ©(logn) costs
of tree operations than the ©(1) costs of traditional
hash tables. But because keys are hashed, DHTs can
provide only hash table functionality. Our approach
is to exploit the underlying tree structure to give
tree functionality, while applying a simple distributed
balancing scheme to preserve balance and distribute
load.

We describe a new model for a peer-to-peer net-
work based on a distributed data structure that we
call a skip graph. This distributed data structure
has several benefits. Resource location and dynamic
node addition and deletion can be done in logarith-
mic time, and each node in a skip graph requires
only logarithmic space to store information about
its neighbors. More importantly, there is no hashing
of the resource keys so related resources are present
near each other in a skip graph. This may be use-
ful for certain applications such as prefetching of
web pages, enhanced browsing and efficient search-
ing. Skip graphs also support complex queries such
as range queries, i.e. locating resources whose keys
lie within a certain specified range. There has been
some interest in supporting complex queries in peer-
to-peer-systems [HHH'02], and designing a system
that supports range queries has been posed as an
open question. Skip graphs are resilient to node fail-
ures: a skip graph tolerates removal of a large fraction
of its nodes chosen at random without becoming dis-
connected, and even the loss of an O(1/logn) fraction

of the nodes chosen by an adversary still leaves most
of the nodes in the largest surviving component. Skip
graphs can also be constructed without knowledge of
the total number of nodes in advance. In contrast,
DHT systems such as Pastry and Chord require a
priori knowledge about the size of the system or its
keyspace.

The rest of the paper is organized as follows:
we describe skip graphs and algorithms for them
in detail in Section 2. Sections 3 and 4 describe
the repair mechanism and fault-tolerance properties
for a skip graph. Contention analysis and load
balancing results are described in Section 5. Finally,
we conclude in Section 6.

1.2 Model We briefly describe the model for our
algorithms. We assume a message passing envi-
ronment in which all processes communicate with
each other by sending messages over a communication
channel. The system is partially synchronous, i.e.,
there is a fixed upper bound (time-out) on the trans-
mission delay of a message. Processes can crash, i.e.,
halt prematurely, and crashes are permanent. We use
the term node to represent a process that is running
on a particular machine. We assume that each mes-
sage takes at most unit time to be delivered and any
internal processing at a machine takes no time.

2 Skip graphs

A skip list [Pug90] is a randomized balanced tree
data structure organized as a tower of increasingly
sparse linked lists. Level 0 of a skip list is a linked
list of all nodes in increasing order by key. For each
1 greater than 0, each node in level i — 1 appears
in level 7 independently with some fixed probability
p- In a doubly-linked skip list, each node stores
a predecessor pointer and a successor pointer for
each list in which it appears, for an average of %
pointers per node. The lists at the higher level
act as “express lanes” that allow the sequence of
nodes to be traversed quickly. Searching for a node
with a particular key involves searching first in the
highest level, and repeatedly dropping down a level
whenever it becomes clear that the node is not in the
current level. Considering the search path in reverse
shows that no more than li—p nodes are searched on
average per level, giving an average search time of

1
0 (logn i
studied [Pug90, PMP90, Dev92, KP94, KMP95] and
because they require no global balancing operations

are particularly useful in parallel systems [GMM93,
GMM96, GM97].

. Skip lists have been extensively
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Figure 1: A skip list.

We would like to use a data structure similar to
a skip list to support typical binary tree operations
on a sequence whose elements are stored at separate
locations in a highly distributed system subject to
unpredictable failures. A skip list alone is not enough
for our purposes, because it lacks redundancy and
is thus vulnerable to both failures and contention.
Since only a few nodes appear in the highest-level
list, each such node acts as a single point of failure
whose removal partitions the list, and forms a hot
spot that must process a constant fraction of all
search operations. Skip lists also offer few guarantees
that individual nodes are not separated from their
fellows even with occasional random failures. Since
each node is connected on average to only O(1) other
nodes, even a constant probability of node failures
will isolate a large fraction of the surviving nodes.

Our solution is to define a generalization of a skip
list that we call a skip graph. As in a skip list,
each node in a skip graph is a member of multiple
linked lists. The level 0 list consists of all nodes in
sequence. Where a skip graph is distinguished from
a skip list is that there may be many lists at level
i, and every node participates in one of these lists,
until the nodes are splintered into singletons after
O(logn) levels on average. A skip graph supports
search, insert, and delete operations analogous
to the corresponding operations for skip lists; indeed,
we show in Lemma 2.1 that algorithms for skip lists
can be applied directly to skip graphs, as a skip graph
is equivalent to a collection of up to n skip lists that
happen to share some of their lower levels.

Because there are many lists at each level, the
chances that any individual node participates in
some search is small, eliminating both single points
of failure and hot spots. Furthermore, each node
has O(logn) neighbors on average, and with high
probability no node is isolated. In Section 4 we
observe that skip graphs are resilient to node failures
and have an expansion ratio of Q(1/logn) with n
nodes in the graph.

In addition to providing fault-tolerance, having
an Q(logn) degree to support O(logn) search time

appears to be necessary for distributed data struc-
tures based on nodes in a one-dimensional space
linked by random connections whose distribution sat-
isfies certain symmetry properties [ADS02]. While
this lower bound requires some independence as-
sumptions that are not satisfied by skip graphs, there
is enough similarity between skip graphs and the class
of models considered in [ADS02] that an Q(logn) av-
erage degree is not surprising.

We now give a formal definition of a skip graph.
Precisely which lists an element z belongs to is
controlled by a membership vector m(z). We
think of m(z) as an infinite random word over some
fixed alphabet, although in practice, only an O(logn)
length prefix of m(z) needs to be generated on
average. The idea of the membership vector is that
every doubly-linked list in the skip graph is labeled
by some finite word w, and an element z is in the list
labeled by w if and only if w is a prefix of m(x).
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Figure 2: A skip graph with [log N = 3 levels.

To reason about this structure formally, we will
need some notation. Let ¥ be a finite alphabet, let ¥*
be the set of all finite words consisting of characters
in ¥, and let X¢ consist of all infinite words. We
use subscripts to refer to individual characters of a
word, starting with subscript 0; a word w is equal to
wowiws . . .. Let |w| be the length of w, with |w| = oo
if we XY If |lw| > i, write w [ ¢ for the prefix of w
of length 7. Write € for the empty word.

Returning to skip graphs, the bottom level is
always a doubly-linked list S, consisting of all the
elements in order. In general, for each w in X*,
the doubly-linked list S,, contains all z for which
w is a prefix of m(z), in increasing order. We
say that a particular list S, is part of level ¢ if
|w| = 4. This gives an infinite family of doubly-
linked lists; in an actual implementation, only those
Sw with at least two elements are represented. A
skip graph is precisely a family {S,,} of doubly-linked
lists generated in this fashion. Note that because the
membership vectors are random variables, each S, is



also a random variable.

We can also think of a skip graph as a random
graph, where there is an edge between z and y
whenever z and y are adjacent in some S,,. Define
z’s left and right neighbors at level ¢ as its immediate
predecessor and successor, respectively, in Sy, z) 4, OF
L if no such nodes exist. We will write zL; for z’s
left neighbor at level ¢ and zR; for its right neighbor,
and in general will think of L; and R; as composable
operators, to allow writing expressions like zR; R?
etc.

An alternative view of a skip graph is a
trie [dIB59, Fre60, Knu73] of skip lists that share
their lower levels. If we think of a skip list formally as
a sequence of random variables Sy, S1,S2, .. ., where
the value of S; is the level ¢ list, then we have:

LEMMA 2.1. Let {Sy} be a skip graph with alphabet
3. For any z € X%, the sequence Sy, S1,5s, - .., where
each S; = Sy, is a skip list with p=|X|~1.

Proof: By induction on i. The list Sy equals S,
which is just the base list of all elements. An element
x appears in S; if m(z) 4 = z [ i; conditioned on this
event occurring, the probability that x also appears
in S;y1 is just the probability that m(z)i+i = 2it1-
This event occurs with probability p = |Z| 7!, and it is
easy to see that it is independent of the corresponding
event for any other z' in S;. Thus each element in S;
appears in S;11 with independent probability p, and
So,S1, ... form a skip list. il

For a peer-to-peer system, each resource will be
a node in a skip graph and the nodes are sorted
according to the resource key. Each node stores the
addresses and the keys of two neighbors at each of
the O(logn) levels. In addition, each node also needs
O(logn) bits of space for its membership vector.

2.1 Algorithms for a skip graph We describe
the search and insert operations for a skip graph
but omit the description of delete, which is fairly
straightforward, to save space.

2.1.1 The search operation The search opera-
tion (Algorithm 1) is exactly the same as in the case
of a skip list with only minor adaptations to run in a
distributed system. The search is started at the top-
most level of the node seeking a key and it proceeds
along the same level without overshooting the key,
continuing at a lower level if required, until it reaches
level 0. Either the address of the node storing the
search key, if it exists, or the address of the node
storing the key closest to the search key is returned.

Algorithm 1: search for node n

upon receiving (searchOp, startNode, searchKey,
level):
if n.key = searchKey then
send (searchOp, n) to startNode
if n.key < searchKey then
while level > 0 do
if (nRyever)-key < searchKey then
send (searchOp, startNode, searchKey,
level) to nReyer
break

else level«level-1
else

while level > 0 do
if (nLjeyer)-key > searchKey then
send (searchOp, startNode, searchKey,
level) to nLjeyer
break
else level«level-1

if level < 0 then
send (searchOp, n) to startNode

LEMMA 2.2. The search operation in a skip graph
S with n nodes takes expected O(logn) time and
O(logn) messages.

Skip graphs can support range queries in which
one is asked to find a key > =z, a key < z, the
largest key < z, the least key > z, some key in the
interval [z,y], all keys in [z...,y], and so forth. For
most of these queries, the procedure is an obvious
modification of Algorithm 1 and runs in O(log n) time
with O(logn) messages. For finding all nodes in an
interval, we can use a modified Algorithm 1 to find a
single element of the interval (which takes O(logn)
time and O(logn) messages), and then broadcast
the query through the m nodes in the interval by
flooding (which takes O(logm) time and O(m logn)
messages). If the originator of the query is capable
of processing m simultaneous responses, the entire
operation still takes O(logn) time.

2.1.2 The insert operation A new node n' in-
serts itself in some list at each level till it finds itself
alone in a list at any level (Algorithms 2 and 3). At
level 0, n' will link to a node with a key closest to its
own key. At each level i, ¢ > 1, n' will try to find the
closest node z in level 1 — 1 with m(z) [ i = m(n') [
and link to z at level ¢. Each existing node can delay
determining m(z); until a new node shows up ask-
ing for its value; thus at any given time only a finite
prefix of any membership vector has to be generated.



Inserts can be trickier when we have to deal with
concurrent node joins. Before n' links to any neigh-
bors, it verifies that its join will not violate the skip
graph properties. So if any new nodes have joined the
skip graph between n' and its predetermined neigh-
bor, n' will advance over the new nodes if required
before linking in the correct place.

Algorithm 2: insert for new node n’

if introducer = n’ then

TLILO =1
TLIRO =1
else

if introducer.key < n’.key then side = R
else side = L
send (searchOp, n’, n’.key, 0) to introducer
upon receiving (searchOp, neighbor):
send (1inkOp, n’, side, 0) to neighbor
level<— 1
while true do
if n'Ljgye1 1 # L then
send (buddyOp, n’, level, m(n')
' Deyel 1
upon receiving (buddy0Op, newBuddy, level):
if newBuddy # L then
send (1ink0p, n’, R, level) to newBuddy
else if (n'Rj,01  # L) A (newBuddy = 1)
then
send (buddyOp, n’, level, m(n')
' Rigyel
upon receiving (buddyOp, newBuddy, level):
if newBuddy # L then
send {(1ink0Op, n’, L, level) to newBuddy
else break
else break

level) tO

level) tO

level«level+1
nILlevel =1
nIRlevel =1

LEMMA 2.3. The insert operation in a skip graph
S with n nodes takes expected O(logn) time and
O(logn) messages.

3 Repair Mechanism

In this section, we describe a self-stabilization mecha-
nism that repairs the skip graph in the event of node
and link failures. We first characterize the constraints
for an ideal skip graph. Let x be any node in the skip
graph; then for any level i:

1. IfzR; # L, zR; > =x.
2. IfxL; # 1, zL; < x.

Algorithm 3: Insert for existing node n

upon receiving {1ink0Op, n’, side, level):
if side = R then cmp = <
else cmp = >
if (n sidejgyep)-key cmp n’.key then
send (1ink0p, n’, side, level) to n sidejqye]
else
adjust links to add n’ as side neighbor
send (1ink0p, n’, otherSide, level) to n sidejeyer

upon receiving (buddyOp, n’, level, val) from side L(R):
if m(n)jope; = L then
n)]evel = getCoin()
nLljeyer = L
nRjeyer = L

if m(n)ppe; = val then
send (buddyOp, n, level) to n’
else
if nRjeyel(Lieyey) # L then
send (buddyOp, n’, val, level) to nRjgyq]
(nLievel)
else
send (buddyOp, L, level) to n’

4. IfzR; # 1, 2R;L; = .

5180 >0, m(x) | i =

m(xRLl) I'iand Ak, k <
IL,m(z) i=m(zRE_ )|

i, then zR; = zR._,

6. If i > 0, m(z) |
Lm(z) i =m(zL

THEOREM 3.1. Fvery connected component of the
data structure is a skip graph if and only if conditions
1— 6 are satisfied.

'=m(.7: 1) Iiand Pk k <
1) 114, thenxL =zl ;.

3.1 Maintaining the invariant Define LIL; =
1 R; = 1. We define conditions 1—4 as an invariant
for a skip graph as they hold in all states with no
undelivered messages, even in the presence of failures.
Conditions 5 — 6 may fail to hold with failures, but
they can be restored by the repair mechanism. We
shall call conditions 5 and 6 as the L and R successor
conditions respectively.

THEOREM 3.2. With no undelivered messages, the
invariant is maintained for a skip graph with node
insertions, deletions and node failures.

3.2 Restoring skip graph constraints The
successor conditions get violated during insert and



delete operations as well as when a node or a link fails.

Although the skip graph constraints may get
violated during an insert or a delete operation,
once no messages are pending and provided no
additional inserts, deletes or failures occur, the
successor conditions are satisfied. Thus we see that
the repair mechanism is required to restore the
successor conditions only in case of node or link
failures. We consider the possible cases in which the
successor conditions can be violated and provide a
repair mechanism for the each of those cases. We
will concentrate on the repair mechanism for the R
links and fixing the L links is symmetric. It may be
possible to combine the two mechanisms to improve
the performance but we will treat them separately
for simplicity.

There are two cases when the R successor condi-
tion is violated:

1. zR; = zR* | but Ja = zRY |, k' < k, m(z) |
i = m(a) [ i. This case occurs when two nodes
are connected to each other at levels i — 1 and
i, and a new node in inserted between them at
level 7 — 1 but is pending to be inserted between
them at level i. If the left neighbor of the new
node checks its R successor condition at level ¢
before the insert of the new node at level i is
completed, it will detect a discrepancy.

2. zR; # xR} |, for any k. This case occurs with
the failure of any node or link in an ideal skip
graph.

We consider each case in detail and propose a
repair mechanism for each violation.

Case 1: zR; = zRF |, but 3a =
k,m(z) [ i=m(a) | 1.

Z'Rf:l_l, k' <

.. LEVELi

: zipperOpF

zipperOpB '

j 7
T a= :ch’_l

O— LEVELi -1
TzR;

Node a should be inserted into level ¢ and this is
done by sending the following messages’:

TDetails of the zipperOp algorithm are given in Algo-
rithms 4 and 5.

e Send (zipperOpF, zR;, i) to a.

e Send (zipperOpB, z, i) to a.

Case 2: zR; # zRF |, for any k. There are
three ways to repair this violation depending on what
other nodes are present at level ¢ — 1.

Case 2a: Ja =zRF | > zR; and b=zR} | <a

such that m(b) [ i = m(z) | 4.

z TR, LEVEL i
O‘
| ' zipperOpF
! al;—1 } zyer P
—O O—Q N y O .
zipper0OpB ‘ @ LEVEL:i-1
S TOO0—C—

The nodes connected to a and zR; at level 4 — 1
have to be merged together into one ring by sending
the following messages:

e Probelevel i—1 to find largest zR;R¥ | =R < a.
e Send (zipperOpF, a, i — 1) to R.

Probe level i — 1 to find smallest zR; L}, =L >
aL,-_l .

Send (zipper0pB, aL;_1, i — 1) to L.

Case 2b: Ja = zRY | < zR;,m(a) | i =m(z) [i
and R} | # zR;.

T LEVEL i
x ) i tsz
- i w
NN
ZiPPe#UPB a aR;_1 | zipperOpF

;O’ ! LEVEL i — 1
M
The nodes connected to a and zR; have to be

merged at levels ¢ and i — 1 respectively by sending
the following messages:

e Probe level i —1 to find smallest zR;L¥ | = M >
a.

Send (zipperOpB, a, i — 1) to M.
Send
Send

zipperOpF, aR; 1,7 — 1) to M.

zipper0pB, z, i) to a.

(
(
(
(

Send (zipperOpF, zR;, i) to a.



Case 2¢: Jda < zR;,aR; = L.

T TR;
—0 (O— LEVELi
| a
—O0—0Q ‘ LEVEL i — 1
. !
zipper0pp O—O—O—O—0O—
R

The nodes connected to a and zR; at level i — 1
have to be merged by sending the following messages:

e Probe level i —1 to find smallest zR;LF | =R >
a.
e Send (zipperOpB, a, i — 1) to R.

Algorithm 4: zipper0pB for node n

upon receiving (zipper0pB, x, £):
if nL; > z.key then
send (zipperOpB, x, £) to nL,

else
tmp = nL,
nLy=x
zR; =n

if tmp # L then
send (zipper0pB, tmp, £) to x

Algorithm 5: zipperOpF for node n

upon receiving (zipperOpF, x, £):
if nRy <xz.key then
send (zipperOpF, x, £) to nRy

else
tmp = nRy
zLly=n
nRy==x

if tmp # L then
send (zipperOpF, tmp, £) to x

Origind Links

ool
«Q/\o/\fw

New Links
(zipperOp messages)

Unchanged Links

Figure 3: zipper0p operation to merge nodes on the
same level.

THEOREM 3.3. In the absence of new failures, the
repair mechanism described in Section 8.2 will even-
tually restore the violated constraints of a skip graph,
without losing existing connectivity.

4 Fault Tolerance

In this section, we describe some of the fault tolerance
properties of a skip graph. Fault tolerance of related
data structures, such as augmented versions of linked
lists and binary trees, has been well-studied and some
results can be seen in [MP84, AB96]. The main
question is how many nodes can be separated from
the primary component by the failure of other nodes,
as this determines the size of the surviving skip graph
after the repair mechanism finishes.

We show first that even a worst-case choice
of failures by an adversary that can observe the
structure of the skip graph can do only limited
damage. With high probability, a skip graph with
n nodes has an Q(1/logn) expansion ratio, implying
that at most O(flogn) nodes can be separated from
the primary component by f failures. These results
are described in Section 4.1

For random failures, the situation appears even
more promising; our experimental results, presented
in Section 4.2, show that for a reasonably large skip
graph nearly all nodes remain in the primary com-
ponent until about two-thirds of the nodes fail, and
that it is possible to make searches highly resilient to
failure even without using the repair mechanism by
use of redundant links.

4.1 Adversarial failures Given a subset A of the
nodes of a skip graph, define § A as the set of all nodes
that are not in A but that are adjacent to A. Further
define §, A as the set of all nodes that are not in A
but are joined to a node in A by an edge at level h.
Clearly 0A = |J,, 0nA and |0A| > maxy, |6,A|.

The expansion ratio of a set A is |6A|/|A|. The
expansion ratio of a graph is the minimum expansion
ratio of any set A for which 1 < |4| < n/2. The
expansion ratio determines the resilience of a skip
graph in the presence of adversarial failures, because
separating a set A from the primary component
requires all nodes in §A to fail. We will show that
skip graphs have §2(1/logn) expansion ratios with
high probability, implying that only O(flogn) nodes
can be separated by f failures, even if the failures are
carefully targeted.

Our strategy for showing a lower bound on the
expansion ratio of a skip graph will be to show that
with high probability, all sets A either have large §o A
(i.e., many neighbors at the bottom level of the skip



graph) or have large §, A for some particular h chosen
based on the size of A. We begin by counting the
number of sets A of a given size that have small §g A.

LeMMA 4.1. In an n-node skip graph, the number of
sets A, where |[A| = m < n and |6oA4| < s, is less

than 302y (") (M.

Sketch of proof: Represent each A as a bit-vector
where 1 indicates a member of the set and 0 a
non-member. Then |dpA| is at least the number of
intervals of zeroes in this bit-vector. The bound in
the lemma is then obtained by bounding the number
of length n bit-vectors with m ones and at most s
intervals of zeroes. il

LEMMA 4.2. Let A be a subset of m < n/2 nodes
of an n-node skip graph S.  Then for any h,

Pr[|6n4] < § 2] < 2(| %)) 2/3)™.

Sketch of proof: The key observation is that for each
bin {0,1}", each skip list S that contains a member
of both A and its complement contributes at least one
distinct element to d,A. We then show that at least
a third of the Sp are likely to do so by bounding the
probability that either A or S — A are represented in
less than two-thirds of the Sy. |l

THEOREM 4.1. Let ¢ > 6. Then a skip graph with n

nodes has an expansion ratio of at least —— with
c 10g3/2 n

probability 1—0(n®~°), where the constant factor does
not depend on c.

Sketch of proof: The probability bound is obtained
by summing the probability of having d, A too small
over all A for which dgA is too small. For each
set A of size m, h is chosen so that the % - 2k
bound of Lemma 4.2 exceeds m times the expansion
ratio. The probabilities derived from Lemma 4.2 are
then summed over all sets A of a fixed size m using
Lemma 4.1, and the result of this process is summed

over all m > clogs, n to obtain the final bound. I

4.2 Random failures In our experiments, skip
graphs appear to be highly resilient against random
failures. As shown in Figure 4, nearly all nodes re-
main in the primary component even as the probabil-
ity of individual node failure exceeds 0.6, and we sus-
pect that most of the lost nodes at this stage become
isolated only because all of their immediate neighbors
die.

For searches, the fact that the average search in-
volves only O(logn) nodes establishes trivially that
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Figure 4: Size of the largest connected component as
a fraction of the surviving nodes with 131072 nodes.
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Figure 5: Failed Searches with 131072 nodes and
10000 messages.

most searches succeed as long as the proportion of
failed nodes is substantially less that O(logn). By
detecting failures locally and using additional redun-
dant edges, we can make searches highly tolerant to
small numbers of random faults; some experimental
results are shown in Figure 5. In these experiments,
each node z has extra links to its five nearest neigh-
bors on each side, at every level that it is a member
of. In general, we cannot make as strong guaran-
tees as those provided by data structures based on
explicit use of expanders [FS02, Dat02], but we be-
lieve that this is compensated for by the simplicity
of skip graphs and the existence of good distributed
mechanisms for constructing and repairing them.

5 Load balancing

In addition to fault-tolerance, a skip graph provides
a limited form of load balancing, by smoothing out
hot spots caused by popular search targets. The
guarantees that a skip graph makes in this case are
similar to the guarantees made for survivability. Just



as an element stored at a particular node will not
survive the loss of that node or its neighbors in the
graph, many searches directed at a particular element
will lead to high load on the node that stores it and on
nodes likely to be on a search path. However, we can
show that this effect drops off rapidly with distance;
elements that are far away from a popular target in
the bottom-level list produce little additional load on
average.

We give two characterizations of this result. The
first shows that the probability that a particular
search uses a node between the source and target
drops off inversely with the distance from the node to
the target. This fact is not necessarily reassuring to
heavily-loaded nodes. Since the probability averages
over all choices of membership vectors, it may be
that some particularly unlucky node finds itself with
a membership vector that puts it on nearly every
search path to some very popular target. Our second
characterization addresses this issue by showing that
most of the load-spreading effects are the result of
assuming a random membership vector for the source
of the search.

THEOREM 5.1. Let S be a skip graph with alphabet
{0,1}, and consider a search from s tot in S. Letu
be node with s < u < t in the key ordering and let d
be the distance from u to t, defined as the number of
nodes v with u < v < t. Then the probability that a
search from s to t passes through wu is less than diﬂ.

Theorem 5.1 is of small consolation to some node
that draws a ﬁ straw and participates in every
search. Fortunately, such things do not happen often.
Define the average load Ly, imposed by a search
for t on a node u in a given skip graph S as the
probability that an s — ¢ search hits u conditioned on
the membership vectors of all nodes in the interval
[u,t], where s < u < t. This approximates the
situation in a fixed skip graph where a particular
target t is used for many searches that may hit u,
but the sources of these searches are chosen randomly
from the other nodes in the graph.

THEOREM 5.2. Let S be a skip graph with alphabet
{0,1}. Fiz nodes t and u, where u <t and |[{v:u <
v < t}| = d. Then for any o > 0, Pr[Ly > o] <
Zefad/Z'

6 Conclusion

We have defined a new data structure, the skip
graph, for distributed data stores that has several
desirable properties. Constructing, inserting new
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Figure 6: Actual and expected load in a skip graph
with 131072 nodes with the target=76539. Messages
were delivered from each node to the target and
the actual load on each node was measured. The
expected load is computed using Theorem 5.1.

nodes into and searching in a skip graph can be done
in logarithmic time. Using the repair mechanism,
disruptions to the data structure can be repaired
in the absence of additional faults. Skip graphs
also support range queries which allows, for example,
searching for a copy of a resource near a particular
location by using the location as low-order field in the
key and clustering of nodes with similar keys.

This data structure gives rise to a class of ran-
dom graphs whose properties we have only begun
to examine: some open problems remain regarding
the reliability of these graphs. Also, skip graphs
do not exploit geographical proximity in location of
resources and it would be interesting to study per-
formance benefits in that direction, perhaps by us-
ing multi-dimensional skip graphs. Finally, while the
theoretical properties and relative simplicity of skip
graphs make them a good candidate for implemen-
tation, the ultimate test of their usefulness will be
their performance in practice. This is an issue that
we hope to study soon.
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