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Abstract

In this paper, we investigate a model of route selection for interdomain traffic engineering where the
routing to multiple destinations can be coordinated. We identify potential routing instability and inefficiency
problems, and derive a set of practical guidelines to guarantee stability without global coordination. Using
a realistic Internet topology, we show that route oscillations can happen even when a small number of ASes
coordinate route selection for just a small number of destinations, if the coordination does not follow our
guidelines. We further extend our model so that 1) ASes can adopt any route selection algorithms in a class of
algorithms which we call rational routeselectionalgorithms and 2) the local ranking of routes of an AS can
depend on ingress traffic patterns. We show that persistent route oscillations can happen in certain network
settings even if the ASes strictly follow the constraints imposed by business considerations, and adopt any
rational route selection algorithms.
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1 Intr oduction

The global Internetconsistsof a large numberof interconnecteciutonomoussystems(AS), whereeachAS

is administratecautonomously NeighboringASesexchangetheir routesusing the Border Gatavay Protocol
(BGP),whereeachrouteconsistof a pathvectorof ASesfrom a sourceto a destination.Uponlearningroutes
from its neighborsan AS chooseghe bestroutesfrom all of its availableroutes,accordingto its local routese-
lectionpolicies. Recently InternetServiceProviders(ISPs)areincreasinglyadoptingtraf®c-engineering-based
local route selectionpoliciesfor the ASesundertheir control (e.g., [10]). Several vendorsalsoprovide traf®c
engineeringolackboxeswhich aredeployed[11]. We have recentlyconductedan email surey of ISPsin [12],
andthe resultsindicatethat mary 1ISPschooseroutesto achieve their interdomaintraf®c engineeringobjec-
tives,suchassatisfyingthe capacityconstraintof links betweemeighboringASes,load-balancingnterdomain
traf®c, and/orminimizing cost.

Despitethisemegingtrend,sofartherearefew systematistudiesonthestabilityandef®ciengy of theglobal
Internetwith interdomainroute selectionfor interdomaintraf®c engineering.A major breakthrouglwasmade
recentlywhenGrif®n etal. [6,7] proposedsystematianodelsto studythe stability of path-vectorinterdomain
routing. In particular they identi®edthe existenceof policy disputesasa potentialreasorfor routinginstability.
By routing instability, they meanpersistentoute oscillationseven thoughthe network topologyis stable. Al-
thoughthesemodelscapturea wide rangeof interdomaintraf®c engineeringbjectives,severalaspect®of route
selectiorfor interdomaintraf®c engineeringgtill have notbeenanalyzedFirst, the previous modelsassumehat
theroutingdecisiondor differentdestinationsanbe separatedThusthe modelsapply only to networkswhere
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thereis no AS whoserouting policiesrequireit to coordinateits route selectionamongmultiple destinations.
Ontheotherhand,afundamentafeatureof routeselectionfor interdomaintraf®c engineeringn particularand
traf®c engineerindn generais thatrouteselectiornconstraintge.g., traf®c assignedo alink remainswithin link
capacity)and/orobjectives(e.g., balancingheload)involve therouteselectiorof multiple destinationsThus,in
routeselectiorfor interdomairntraf®c engineeringwhetheraroutewill bechoserfor agivendestinatiorwill de-
pendon whatroutesareavailableor choserfor otherdestinationsFor example,if anAS selectsoutesfor each
destinatiorindependentlyvithout consideringhechosen/aailableroutesof otherdestinationsin theworstcase
it may choosethe sameaccessink for all destinationsyiolating link capacityconstraintsand/orcausingload
imbalance.Secondthe previous studiesfocuson the stability of a homogeneousetwork whereeachAS runs
the samespeci®cinterdomainrouteselectionalgorithm(i.e., the BGP-basedjreedyrouteselectionalgorithm).
However, with increasingusageof routeselectiorfor interdomairtraf®c engineeringrouteselectionalgorithms
with moresophisticatedtratgiesarelik ely to be designecanddeployedin the Internet. Thusit is necessaryo
analyzethe stability of a hetengeneoumetwork whereASesmay adopta larger classof route selectionalgo-
rithmsbeyondthe greedystratayy. Third, thepreviousstudiesfocusonlocal policieswhichrankonly theegress
routes;thatis, they assumehatthe local ranking of egressroutesat eachAS is independenbf the inbound
traf®c patternof that AS. However, in practice,the local policies of ASesmay involve both the egressroutes
andthe patternof inboundtraf®c. In thelastfew years several traf®c-demand-matrix-basddaf®c engineering
algorithmshave beenproposed Although suchrouteselectionalgorithmshave beenshowvn to be effective, the
evaluationsoften assumehat the route selectionof eachAS doesnot affect the inboundtrai®c, whereashe
inboundtraf®c is likely to changewith the chosenegressroutes,introducingunexpectednteractions.Thusit is
necessaryo analyzethestability of routeselectioralgorithmsimplementingocal policiesthattake into account
inboundtraf®c patterns.

In this article,we summarizesomeof our recentresultson analyzingrouteselectionfor interdomaintraf®c
engineeringfor formalmodelsanddetailedanalysiswereferinterestedeaderdo [12]. In Section2, weanalyze
ageneramodelto capturerouteselectiorfor interdomairegresdraf®c engineeringvhererouteselectioramong
multiple destinationss coordinated.We ®rst identify thatthereexist networks wherethe interactionbetween
routeselectionamongmultiple destinationsancauserouting instability, eventhoughthe route selectionof the
networksis guaranteetb corvergewheneachdestinatioris consideredlone.We thenproposea setof practical
guidelines,andshaw thatif theseguidelinesare followed by the ASes,route selectionfor interdomaintraf®c
engineeringvill bestablewithoutexplicit globalcoordinationIn this sectionwe alsoconductsimulationausing
a realistic InternetAS topologyto shav that even with a small numberof ASescoordinatingroute selection
for just a small numberof destinationsijf the coordinatedoute selectiondoesnot follow our guidelines,we
canobsere instability. In Section3, we study a more generalroute selectionmodelfor interdomaintraf®c
engineeringTherearetwo extensiondn this generaimodel. First, insteadof studyinga speci®crouteselection
algorithm,weallow ASesto chooseary algorithmfrom aclassof algorithms.Speci®cally sincewe aremodeling
therouteselectionbehaiors of self-optimizingASes,our only requirements thatit shouldbe “unjusti®ed” or
“irrational” for a self-optimizing AS to choosean inferior route in®nitely often whenthereare betterroutes
available;thuswe referto the classof algorithmswe studyasrational route selectionalgorithms Second;n
this moregeneralmodel,we allow the local ranking of routesof an AS to dependon not only its routesto the
destination$ut alsoits ingresgraf®c patternsWe shav thattherearenetworkswhichwill beunstablevhenthe
ASesstrictly follow AS businesguidelines,andadoptary rationalroute selectionalgorithms.Our conclusion
andfuturework arein Sectior4.



2 Route Selectionfor Egressinterdomain Traf ¢ Engineering

2.1 Motivation

We startwith a very simpleillustrative exampleasshavn in Figurel. Supposdhe majority of the traf®c of .S
goesto two destinationd); and D,. AssumeS wantsto balancets outgoingtraf®c to its two neighbors4 and
B. Thus,it wantsto choosea combinationof routesfor destinationsD; and D- suchthatthey usedifferent
neighborsjf possiblejn orderto have low utilization on thetwo links SA and.S B. We referto a combination
of routesfor D, and Dy asaroutepro le. SinceS maynot know in adwvancethe routesit will learnfrom its
neighborsandtheroutesthat A and B exportto S canchangedueto network dynamics,S needsanautomatic
methodto pick the bestroute pro®le, accordingto currently available routes. One methodby which S can
specifyits local rankingof interdomairroutesis to de®neaninterdomaintraf®c engineeringpbjectve function
(e.g., minimizethe maximumof the utilization of thetwo links for this case).An adwantageof usinganobjectie
functionis its compactepresentationGiventheobjective function,link capacitiesandtraf®c demandsatraf®c
engineeringprogramsearchegor the bestroute pro®le automaticallyand dynamically accordingto currently
availableroutes.Thelocal rankingof interdomairroutescanalsobe speci®edy apolicy language An example
policy canbe: if D and D, usedifferentlinks, assigna baselocal preferencevalue of 100; otherwise a base
local preferencevalueof 0. If Dy useslink SA, add10 to local preferencevalue. If Ds useslink SB, add5
to local preferencevalue. The programpicksthe availableroutepro®le with the highestlocal preferencevalue.
For generality we assumea rankingtableat eachAS, which lists, in decreasingrder all of the potentialroute
pro®les. An examplerouterankingtablefor S is shawvn in Figure 1, whereeachrow is aroutepro®le, i.e., a
combinationof routesfor Dy and D,. For example,the bestroutepro®lefor S is (SAD;, SAD,); i.e., S uses
S AD; for destinationD,, and.SAD, for destinationD,. Theworstroutepro®leis (SBD,, SBDs). Thus,if
theroutepro®le (SAD,, SAD) is available, S will chooseit. On the otherhand,if the only availableroute
pro®leis (SBD, SBDs), S hasno choicebut to useit.

Ranking Table of ¢
SAD , SBD
SBD, , SAD
SAD, , SAD
SBD, , SBD

Figurel: Egresdoadbalancing:anexamplemotivatingthe needfor coordinatedouteselection.

2.2 ProblemDe nition

To simplify our exposition,we make the following assumptionsWe assumea connectedhetwork with a setS
of sourceASesanda setD of destinationASes. We assumean AS-level topology andleave aninvestigation
of theinteractionof intradomainroutingandinterdomainrouting asfuturework (e.g., [3]). We assumeéhatthe
underlyingnetwork infrastructureis stable(i.e., no links up anddown). We focuson route selectionandthus
assumehatthe export policies(i.e., which routesto export to which neighbors)arestatic. We assumehatthe
local rankingof route pro®lesof the ASesare®xed during our analysissothatwe canfocuson theinteractions
amonglocal routing policies. In practice traf®c patternamay changedueto factorssuchasdiurnaltrends;asa
result,ASesmayadjusttheir rankings.We alsoleave suchdynamicsasfuture work.

We ®rst considerthe casein which the rankingof interdomainroutesof an AS dependsonly on the routes
from the AS itself to the destinations.In otherwords,the ASesare conductingegressinterdomaintrafc en-
gineering which is one of the major tasksof ISP interdomaintrai®c engineering1]. In Section3 we will
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extendthis modeland studyroute selectionfor generalinterdomaintraf®c engineeringwherethe route from
eachsourceto the AS itself alsomatters.

We now de®nethe stablerouteselectionfor egressinterq?maintraf ¢ engineeringproblem We de®nefor
AS i thesetof all potentialroutesto all destinationgsR?; = ~ ,.p R;—q4, WhereR,;_.4 is thesetof all possible
routesfrom i to destinationd. We allow emptyroutes. We referto anelementr; € R; asaroutepro le of
1, sincer; completelyspeci®eghe routesfrom i to eachdestination. The ranking of interdomainroutesof 4
onroutesin R; is representetby a rankingtable of route pro®les. Speci®cally thereis a rankingfunction R
which mapsa setof routesR; to atotally orderedset ;i.e,R;: R; — . TherankingfunctionR; canbei's
traf®c engineeringpbjectie function. Hereafterwe assumehati's rankingof interdomairroutesis givenin the
form of arankingtable. We emphasizéhat our introductionof rankingtablesis conceptuabndsolely for the
purposeof analysis.Rankingtablesarejust a generalrepresentationf somemore compactrepresentationsf
routeselectiormethodssuchasobjective functionsor policy languageslf therouteselectiorbehaior of anAS
is consistentvhenfacedwith differentsetsof availableroutes,arankingtablecanbe constructedccordingly

An AS usesits routerankingtableto selectthe bestavailableroutes. Figure2 shavs the standardgreedy
BGP protocol/processodelof interdomainroute selection [6, 7], naturallyextendedto multiple destinations.
EachAS maintainsa routing cacheof currentlyavailableroutesfor eachdestinationgxportedby its neighbors.
AS i selectgoutesfrom its routingcache pnerouter;_,4 for eachdestinationd, sothatthechoserroutepro®le
r; hasthehighestrank;i.e., R;(r;) > R;(r}), for ary otherroutepro®Ile+ availablefrom theroutingcache.This
choserroutepro®ler; will thenbe usedby i to routepaclets. If r;_,4 is differentfrom the previously selected
routeto d, ¢ thenwithdraws the previousroute,andexportsthe newn routeto the neighborghatareallowedto
receve this route underi's export policy. We assumeahat BGP route updatemessagebetweenneighboring
ASesarereliably deliveredin FIFO order Thisis reasonablasthe messagearesentvia TCP. We alsoassume
thateachmessagevill be processedavith boundedielay

A networkrouteselectionis a combinationof routepro®les,onefor eachAS. A network routeselectionis
stableif no AS canchoosea higherrankedroutepro®Ile from the exportedroutesof its neighbors.We alsocall
astablenetwork routeselectiona stableroutesolutionor solutionfor short.

Ranking
Table \ Select Bes
a Available Export |—
Route Profil
non filtered [}

routes fro X
neighbors| Routing Export
Cache || Policy

Figure2: The BGP-basedjreedyprotocol/procesmodelof routeselectionfor interdomainegresstraf®c engi-
neering.

2.3 Multi-Destination EgressTraf ¢ Engineering Can Causelnstability

A somevhatunexpectedresultis thatthe interactionof the routing to multiple destinationglueto interdomain
traf®c engineeringcan causerouting instability.  The network showvn in Figure 3(a) is one suchinteresting
example. For clarity, we shawv only the highest-rankd threeroute pro®lesof A and B. To malke this example
morerealistic,the ASesexport their routesaccordingto their businesgelationship.Therearetwo majortypes
of businesgelationshipn thecurrentinternet. The ®rst typeis the providerand-customerelationshipwherea
provider providestransitserviceto its customersWe referto the connectiorfrom a provider to a customerasa
providerto-customelink; suchalink is representety a directededgefrom the provider to the customer The
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(ABD; , AEDy) — Provider-to-customer (ABD; , AED,) -.---=(BD; , BADy)
(AG1G;D4, AD») T (T Peer-to-per
(ABFD; , AEDy)

(AG1GzD; , AD;) # .\ ,(BFDy, BHiH:D»)

(ABFD, ', AED,) =< *'BD, , BAED,)

(BD: , BADy) i o .
(BFD;, BHH,D») —— Improvemen link  ----= DestinationD; subpathlink
(BD; , BAED,) P-cycle — DestinationD, subpathlink
(a) routerankingtablesof A andB. (b) P-graphandP-gycle (dottedline) of network (a).

Figure3: A network which hasno stablerouteselection.

secondmajortype of businesgelationshipis the peerto-peerrelationshipwherea pair of ASesprovide transit
servicesto eachothers customers.We refer to the connectionbetweena pair of peersasa peerlink; sucha
link is representetty a dashededgebetweenthetwo peers.Thesebusinesgelationshipsmply thatthe export
policiesof ASesin theInternetfollow thetypical exportpolicies[5]: 1) eachAS exportsto its providersits own
routesandthoselearnedfrom its customersbut not thoselearnedfrom its peersor otherproviders;2) eachAS
exportsto its customersts own routesandary routeslearnedfrom others;3) eachAS exportsto its peersits
own routesandthoselearnedrom its customersbut not thoselearnedrom its providersor otherpeers.

We ®rst considereachdestinationseparately For destinationD;, A hasABD; and AG1G2D4, and B
hasBD; and BF D1, respectiely, asthe two highestranked route pro®les. Given this combinationof route
preferencdor D, the network hasa stableroutesolutionof ABD, and BD; for A and B, respectiely. One
canalsoverify thatif we considerD, alone,the network hasa stableroutesolutionof AE D, and BH1 Hy Do
for A and B, respectiely. Thus,if therewereno interactionamongdestinationsA and B would settleon the
stablesolutionsof (ABD1, AED,) and(BDy, BH1HsD-), respectrely.

Next we considercoordinatedroute selectionfor both destinations.The above solutionsobtainedby con-
sideringeachdestinatioraloneareno longerstable.For example, B will notchooseBD1, BH1 H, D) since
this route pro®le hasa lower rank. Note thatfor clarity, we shav only the highestthreeroutepro®lesof A and
B in Figure3. Onecanverify thatthe network hasno stablesolutionat all. Speci®cally we obsere thatthe
export policiesof the ASesmale the route pro®le (AG G2 D1, AD») alwaysavailableto A. Thusto seethat
thenetwork hasno stablesolutions,we just needto verify thatthereis no stableroutesolutionwhen A chooses
(AG1G2D1, AD3) or (ABD1, AED,). Clearly, thereis no stablesolutionfor (AG1G2D1, ADs) sinceif A
choosef AG1G2D1, ADs), B will choosg(BD1, BADo); this causesA to changeto (ABD1, AED-). How-
ever, therewill be no stablerouteselectionfor (ABD1, AE D), either To make (ABD1, AED-) availableto
A, B mustchooseB D, for Dy. Since(BF D, BH,H>D>) is alwaysavailableto B, it mustbethecasethat B
chooseg BD,, BADs). However, thisrequiresA to chooseA D, whichis inconsistenwith (AB Dy, AE D).
Thus,the network hasno stablerouteselectionslueto destinatiorinteraction! Furthermorenotethattheinsta-
bility aboveis with only two destinationandafew ASes.Traf®c engineeringechniquesvouldin practiceplay
with tensor hundred=f destinationsver the Internetcomposef thousand®f ASes. Thus,the potentialfor
instability is likely to be muchhigher As veri®cation,in Section2.7,we will shav thatunderrealisticinternet
topologiesthecoordinatiorof routeselectiorby a smallnumberof ASesfor asmallnumberof destinationgan
leadto instability.

2.4 Stable,Robust EgressTraf ¢ Engineeringand Protocol Convergence

Giventhatmulti-destinatiorinteractiondueto interdomainraf®c engineeringanresultin no stablerouteselec-
tion, in this sectionwe derive a suf®cientconditionthatcanguarantestable robustrouteselectiorandprotocol
corvergence.

We ®rstintroducethenotionof aP-graphto captureheinteractionbetweertheinterdomairtraf®c engineer
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ing policiesof multiple ASes.Thenotionof a P-graphis motivatedby the partialordergraphof G§if®n etal. [6],
but generalizedo interdomaintraf®c engineering.The nodesof a P-grapharefrom the union , R;, namely
all routepro®lesof all ASes.We consideronly routepro®lesthatareallowed by export policies. Therearetwo
typesof directededgesin a P-graph.The ®rst type of edgesareimprovementedges.Thereis animprovement
edgefrom noder; to 7 if i prefersroutepro®le r; to r,. The secondype of edgesaresub-pathedges.There
is adestinationD; sub-pathedgefrom anoder; to anothemoder; if the pathin r; for destinationD; is asub
pathof thatin r;. A P-cycleis aloop in the P-graphof the following specialformat: oneor moreimprovement
edgesfollowed by oneor moresub-pathedgesof the samedestinationfollowed by oneor moreimprovement
edgesandsoon. For example,Figure 3(b) shavs the P-graphandthe P-gycle for the network of Figure 3(a).
Note that theremay be trivial loopsin a P-graphwhich are not of the format of a P-g/cle. For example,the
loop consistingof (BD1, BADs), (AG1G2 D1, ADs) and(AB D, AE D) is notaP-g/cle, sincetherearetwo
consecutie sub-pathedgesof differentdestinations.

As our following theoremshaows, if thereis no P-gycle, the BGP protocolwill corverge. We referinterested
readergo [12] for a proof of thistheorem.

Theorem1 If the P-graphhasno P-cycle thenthe BGP protocolcorvermes.

2.5 Multi-Destination EgressTraf ¢ Engineering Can Causenon-Pareto Optimal Solution

(ABCD, , AD, )
( AD,, ACD,

( CD,,CBAD)
(CFDy. CD, | A | B ‘ ¢
Solution1 (ABCD1,AD>) (BCD1,BAD>) (CD1,CBAD)
) Provider to customer Solution2 | (AD1, ACDs) (BD1, BCD,) (CFD1,CDy)
¥
(a) network. (b) two stablerouteselectionf (a).

Figure4: An examplewith two solutionsbut oneof themis not Paretooptimal.

A network with stablesolutionscan have multiple solutions. It is importantthat a stableroute selection
for interdomaintraf®c engineeringbe Paretooptimal; namely that there doesnot exist anotherstableroute
solutionwhereeachAS hasa higherrankedroutepro®le. Therequiremenbf Paretooptimality is afundamental
requiremenin economicsand social welfaretheory One canshawv that BGP satis®esthe Paretooptimality
propertyin the domainof strict routeprefeiences In otherwords,whentheroutingto multiple destinationss
not coordinatedary stablerouteselectioncomputedoy BGP protocolis Paretooptimal.

However, whenroute selectionamongmultiple destinationss coordinateda stableroute selectionfor in-
terdomaintraf®c engineeringcan be non-Raretooptimal. The examplein Figure 4(a) is one suchinteresting
example. This examplehastwo stableroute solutions,asshavn in Figure4(b), andthe solutionat the second
row is not even Paretooptimal. This exampleclearly demonstratethatto be effective, explicit coordinationof
routeselection(e.g., negotiation[8]) mayinvolve morethantwo parties.

2.6 StableEgressRoute Selectionfor Interdomain Traf ¢ Engineering without Global Coordi-
nation

In Section2.4, we give a suf®cient conditionto guaranteehe existenceof and corvergenceto a stableroute

selection. The conditiondependsn checkingfor P-gycle. In practice,it is dif®cult to obtainthe P-graphand

checkwhetherit containsa P-gycle. Thisis dueto thefactthatBGPis adistributedprotocol,andgenerallyASes

do not sharetheir traf®c engineeringpolicies. Furthermorethe precedingsectionconsiderggeneralnetworks,
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while in thecurrentinternet routeselectiorof ASesis constrainedy theirbusinesselationshipsin thissection,
we seekrigorous,practicalinterdomaintraf®c engineeringguidelinesthat arereasonableccordingto current
AS businesgelationshipscanbe checledlocally, andcanguaranteeonvergence.In otherwords,if eachAS
follows thesepracticalinterdomaintraf®c engineeringguidelines,route selectionis stableandthe corverged
routeselectionis unique. We are particularlymotivatedby the study of GaoandRexford [5], which proposed
guidelinesto guaranteeoute cornvergencewithout global coordinationin the practicalsettingof the Internetif
eachdestinations consideredeparatelyWwhenASescoordinateouteselectioramongmultiple destinationsye
®nd thatto guarante¢he existenceanduniquenessf stablerouteselectionfor interdomaintraf®c engineering,
we needstrongerconditions.

We assumehatASesfollow thetypical export policies(pleaseseeSection2.3). Suchexport policiesimply
thatall valid routeshave thefollowing patterng5]. aproviderto-customelink canbefollowedby only provider
to-custometinks, anda peerlink canbe followed by only provider-to-custometinks. Accordingly we divide
theroutesfrom anAS i to adestinationd into threecateyories:

e Customeroute eachlink alonga customerrouteis a provider-to-custometink.

e Peerroute the ®rst link alonga peerrouteis a peerlink, andthe remaininglinks are all providerto-
custometinks.

e Provider route the ®rstlink is a custometto-provider link, andthe remainingroute consistsof zeroor
multiple customeito-provider links, followedby zeroor onepeerlink, andthenzeroor multiple provider-
to-customelinks.

We alsodivide the setof destination®f anAS i into two cateyories,accordingo thegivennetwork topology
andexportpolicies:

o Customerreathabledestinationsthesedestinationsredirector transitve customer®f AS 3.

e Peerproviderreadabledestinationsthesedestinationsredirector transitve customer®f oneof ASi's
peersor director transitive providers,but they arenotdirector transitve customer®f AS i.

Giventheabove de®nitionsof differenttypesof routes,GaoandRexford [5] obsene thatbusinessonsider
ationsimply thatASesprefercustomerroutesover peer/preider routes.We call suchroutepreferencenamely
customerroutes>- peer/preider routes,the standad individual-route prefeencepolicy. Assumingthetypical
export policies, the standardndividual-routepreferencepolicy, togetherwith the assumptiorthatthereareno
provider-custometoopsin thebusinesgelationshipformedby ASes,GaoandRexford prove thatthesecondi-
tionsguaranteeorvergencen the global internet.However, a potentialissuein their analysigs thattheir route
selectionmodel assumeghat thereis no coordinationamongdestinationswhile in the currentinternet,ISPs
areincreasinglyadoptingcoordinatedroute selectionpoliciesto achiese their interdomaintraf®c engineering
objectives. Thereforewe needto re-esaluatehow the standardndividual-routepreferencepolicy will changsf
anAS coordinatedbetweernits routesto multiple destinations.

Our key guidelineis that routing decisionsfor differentcateyoriesof destinationde decomposedTheo-
rem1 motivatesusto ®nd practicalconditionsto preventthe formationof P-gycles.Onthe otherhand,Figure3
indicatesthat whendifferenttypesof routesare coordinatedtheremay exist P-¢ycles. Therefore we require
someguidelineasa constrainion local routing policiesto preventP-gycles. Speci®cally we saythattherouting
decisionsof anAS aredecomposed thefollowing conditionis satis®ed:AS i's routingdecisionfor customer
reachable&lestinationslependnly ontheroutingdecisiondor its othercustomeireachablelestinationsandare
independenof the routing decisiondor its peerproviderreachablalestinationssimilarly, AS ¢'s routing deci-
sionsfor its peerprovider-reachablelestinationsreindependendf thoseof its customeireachablelestinations.
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Whentheroutingdecisionsof AS i aredecomposetbr customerandpeerproviderreachablalestinationsye
saythatit follows the standad joint-routeprefeencepolicy.
We now have thefollowing theoremif theabove guidelinesarefollowedby all ASes:

Theorem 2 The networkhasa uniquestableroute selectionwhich BGP is guaranteedto corverge to, if the
following conditionshold:

1. thereis no provider-custometoopin the network;
2. all ASeshave xed typical export policies;

3. theroutingdecisiongor customeireathableandpeerproviderreadiabledestinationgollow thestandad
joint-routepreferencepolicy.

A proof by contradictioncanbe constructedo prove the abore theorem.Speci®cally we canprove thata
network doesnot have P-gyclein its P-graphwhenall conditionsin Theoren2 aresatis®ed We referinterested
readergo [12] for a detailedproof.

2.7 Simulation Studiesof Instability of EgressTraf ¢ Engineering

Theprecedingectionsanalyzethestability of routeselectiorfor interdomairtraf®c engineeringln this section,
we usesimulationsto study the likelihood of routing instability when the conditionsof Theorem?2 are not
satis®ed.

Methodology

We constructthe AS topologyof the Internetusingthe BGP table of University of Oregon Routeriews and
the BGP tablesof 18 Looking Glassseners. In orderto make the simulationsmore ef®cient, we iteratively
remove 6157leaf ASes(degreel nodes)andtheir links from thetopology Theremainingnetwork has13,048
ASesand37,999links. We infer businesselationshipsamongthe ASesto producethe ASbusinesselationship
graph Wereferinterestedeadergo [12] for details.

An importantcomponenbf our simulationstudiess routerankingtables.For AS i who doesnot coordinate
theroute selectionamongmultiple destinationsye usethe subjectve routing framework to constructits route
rankingtable[2]. The subjectve routing framewvork is motivatedby the obsenation that different ASesoften
usedifferentperformancemetricsin comparingoutes.Thus,in thisframework, thereis asetM of performance
metricsassignedo eachlink. EachAS computeghe costof a routeusingits own setof weights. Speci®cally
AS i hasasetof weights,W; = {w;,|m € M}, wherew; ,, is the weightassociatedvith the performance

metricm. Notethatw;,,, = 0 if i is not concernedvith the metricm. Let C’l(m) be the value of metric m
Bt link 1. Givlgn arouter; .4 from AS i to destinationd, AS i computeghe costof this routeasc(r; .g4) =

meM Wim  1en, 4 Cl(m). For eachdestination AS ¢ chooseghe routewith the lowestsubjectve costasits
bestroutefor thatdestination.

For an AS i who coordinatests route selectionof multiple destinationsywe constructits rankingtableas
follows. First, for eachdestinationd, we computethe setR;_.; of all feasibleroutesfrom ¢ to d, 6ssumingill
ASeshave typical export policies. Thenwe constructthe setof all possibleroutepro®lesi; = ;. Ri—.q.
For ef®ciengy, we do notexplicitly storeR;; insteadwe storejustthesetof all feasibleroutesto all destinations
(i.e., Ugep R;_.4), andassigna uniquelD to eachroutein this set;therefore we represena routepro®le using
a setof IDs correspondindo the routesin the routepro®le. Finally, we constructthe rankingtableof AS i by
randomlypermutingthe entriesof R;.

We implementour own event-driven simulatorto studythe stableroute selectionproblemfor interdomain
traf®c engineering. We refer interestedreadersto [12] for more details. The simulatorsimulatesthe BGP
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protocolprocessncludingrouteimport/export, routeannouncement/withdwaal, andsoon. EachAS selectsts
routesasdescribedabore. We alsoaddrandomdelays(in simulationtime units) to routeimport/export events
in orderto simulatenetwork asynchronicity

To detectinstability, our simulatorkeepsa history of its selectedroute pro®lesfor eachAS. Speci®cally
accordingo its routeselectiorhistory, eachAS constructs directedstability graphwith eachnoderepresenting
a unigueroute pro®le and eachdirectededgerepresentinga temporaltransition betweentwo route pro®les.
An AS hasno stableroute selectionif all nodesin the stability graphare in one single strongly connected
component.Hereafter we referto suchASesasunstableASes. Sincethis conditionis a suf®cient condition,
we may underestimatéhe extentof instability. In orderto avoid mistakinginitial routeexchangegor unstable
route selection,we wait for a long enoughtime before checkinginstability. Speci®cally we startto keepa
history of previous bestroute pro®lesfor eachAS after 500 simulationtime units whenall ASeshave routes
to all destinationsWe startto checkthe instability conditionfor eachAS every 20 simulationtime units after
the routing history starts. We run the simulationfor 7,000simulationtime units so that the numberof ASes
identi®edasunstabledoesnot changeary more,andtake this numberasthe numberof unstableASes.

Routing Instability Causedby Route Coordination

We investigate routing instability causedoy coordinatedoute selectionamongmultiple destinations.The
experimentis setup asfollows. We startwith a candidatesetconsistingof a randomlychosenTier-2 AS, and
grow the candidatesetby randomlychoosingthe neighboringASesof the candidatesvith probability0.5. This
processcontinuesuntil the setconsistsof a suf®cient numberof ASes. We alsorandomlychoosea small set
of ASesasthe destinations.All ASesin the candidatesetcoordinatetheir route selectionsfor this common
setof destinations We choosethe candidateASesin this way so asto modela scenariovhereASesaremore
likely to coordinaterouteselectionsvhentheir neighborsaredoing so. To investicgatethe potentialseriousness
of the problem,we setup theexperimentssothatonly 40 ASescoordinateouteselectiorfor only 2 destinations
and violate the standardoint-route preferencepolicy. All remainingASesselectroutesfor eachdestination
separately We also repeatthe experimentwith differentrandomseedsand obtainthe cumulatie fraction of
unstableASes.

We study the following two cases:(a) the remainingASesstrictly follow the standardindividual-route
preferenceand(b) the remainingASesviolate the standardndividual-routepreferencewith probability 0.03.
Figure5 showvs the empiricaldistribution of the numberof unstablecandidateASesfor both casesWe conduct
adistribution ®tting and®nd thatthe negative binomialdistribution best®ts the empiricaldistributions,asshavn
in the ®gures. We obsene in case(a) thatin worst casesalmostall 40 candidateASesare unstablein the
network. This resultis surprisingin thatevenwhena small percentag€40 out of 13,048)of ASescoordinate
their routesto just two destinationsthe network might be unstable.FurthermorealthoughFigure5(a) shavs
thatthe probability of instability dueto routecoordinatioris low, the numberof ASesthatmight be affectedby
instability canstill be very high, giventhe factthatthe Internetconsistsof a muchlargernumberof ASes. We
alsovary the numberof ASeswho coordinateroute selectionandthe numberof destinationsWe obsenre that
thenumberof unstableASesfurtherincreasessthe numberof ASeswho coordinaterouteselectionbut do not
follow thejoint-routepreferencepolicy increasesWe alsoobsenre in case(b) thatthe numberof unstableASes
strictly increasesvhentheremainingASesviolate the standardndividual-routepreference.

3 Route Selectionfor General Interdomain Traf ¢ Engineering

3.1 Motivation

In theprecedingsection eachAS runsthestandardgreedyBGProuteselectioralgorithm;thatis, anAS always
picksthe bestcurrentlyavailableroutes.Also, therankingof egressroutepro®lesof anAS depend®nly onthe
egresgoutepro®lesandis independendf ingressraf®c demandoatterns However, asthetwo examplesbelow
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Figure5: Distributionsof total numberof unstableASesdueto violation of the standardoint-routepreference
policy.

illustrate,ASesmayadoptmoresophisticatedouteselectionalgorithms.

A Non-GreedyStrategy Can Perform Better

(ABD; , AE;D9) — Provider-to-customer
(AG1GyDy, ADy) @ ””” Peer-to-peer
(AG;G9Dy, AE Ds)

(BFD; , BAD»)
(BD; , BH;H,Dy)

Figure6: lllustrationof a non-greedyouteselectionstratayy.

We ®rstgive anexamplewhereanAS mayachieve abetteroutcomeby adoptinganon-greedyouteselection
algorithm. In Figure 6, to meetthe traf®c engineeringheedsboth A and B coordinatethe ranking of routes
to two destinationsD; and D,. The rankingtablesare shavn in the two boxes. Let's assumehat B uses
the greedystratgly. Supposeboth A and B startwith empty routes,and A announcests routes®rst. If A
usesthe greedystratay, it will selectandannouncq AG1G2D1, ADs). This will resultin B selectingand
announcing BF D, BADs), andthe network becomesstable. However, if A selectsandannouncesnferior
routes(AG1Gs D1, AE1D>) to B, B will selectandannounce BD, BH{H>D-) to A. This providesan
opportunityfor A to selectthe highestranked routes(AB D1, AE5D-) asits stableroute selection. This non-
greedyrouteselectionstrat@y is betterfor A thanthe greedystratayy.

Inbound-DependentRoute Ranking and Selection

We next give anexampleto shawv thatit canbereasonabléor anAS to rankroutesaccordingto inboundtraf®c
patterns.The examplealsoshaws thata trivial extensionof the greedyrouteselectioralgorithmto the scenario
of inbound-dependega@anleadto instability.

Figure7(a)is constructedn sucha way that the export policiesandthe route rankingtablesof the ASes
follow standardAS businessassumptionsASesfollow the typical export policies,and prefercustomerroutes
over provider routes.Notethatthe exampleavoids peerlinks in orderto have a cleansetup.The specialfeature
of this exampleis thatthe rankingof AS B, who is oneof thetwo competingprovidersof S, now dependon

outcomesinsteadof routepro®les.An outcomeconsistof bothrouteselectionandingresdraf®c patternfor an
10
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Figure7: Ingress-dependettaf®c engineering.

AS. Speci®cally { S} BF D denoteghe outcomethat B usestheroute BF'D and.S sendgdraf®c for destination
D throughB; {} BD denoteghe outcomethat B usesthe route BD and.S doesnot sendary traf®c through
B. This examplecanwell happenin practice. The rankingtableof S is constructedaccordingto the standard
BGP decisionprocess:S prefersrouteswith smallhop counts;andfor routeswith the samehop count,it uses
thenext-hoplID to breakthetie. As for B, notethat B preferstraf®c from a customethannotraf®c. Thusit is a
typical ISP behaior. Also notethatwhenS sendgraf®c throughB, theroute BF'D is preferredthantheroute
BD; otherwisetheroute BD is preferred.A potentialrevenuefunctionthatmay causethis scenarido happen
is shawvn in Figure 7(b); thatis, BF'D is morepro®tablefor B whenthe traf®c volumeis high, while BD is
morepro®tablefor B whenthetraf®c volumeis low.

Giventhis example we considehow a BGP-like greedyrouteselectioralgorithmwill perform.Speci®cally
B couldfollow a simple greedyalgorithm: assumehe currentingresstraf®c pattern,pick the availableroute
suchthatthe currentingresspatternandthe chosernroute have the highestrank. Usingthis algorithm,assume
initially S doesnotuseB. ThenB ®rst picks BD. SinceB choosesBD, S choosegheroute SBD, andthe
traf®c from S arrivesat B. Since B likesto use BF'D whenit hashigh traf®c volume, it switchesto BF'D.
ThenS choosesSAD, andS nolongerusesB. Thus B switchesbackto BD andwe have aloop. Thisloopis
aninstanceof whatwe call trivial instability. The above trivial instability is dueto thefactthat B usesaroute
selectiomalgorithmwhich doesnot keepstateto learnthe outcomeof choosingBD or BF D.

3.2 Rational Route SelectionModel

Theabore two examplesmotivatethe needto studythe stability of routeselectionwhereASesmay adoptroute
selectionalgorithmsotherthanthe BGP greedyalgorithm. A major challenge however, is to identify the class
of algorithmsto investigate. Inspiredby previouswork on adaptve learning[9] andlearningon theInternet[4],
in this article, we studya classof routeselectionalgorithmswhich we call rational route selectionalgorithms
The only conditionwe imposeon this classof routeselectionalgorithmis that,asymptoticallyanalgorithmin
thisclasswill notchoosaoutepro®lesthatareknown to beinferior to someotheravailableroutepro®les.Since
we are modelingself-optimizing ASes, we feel that this is a very genericcharacterizatiorof suchASes. To
capturesuchgenerichehaior, we avoid ary detailedspeci®catiorof how the ASesactuallyselectroutepro®les.
Instead we focuson the sequenc®f network routeselectionsover time, andde®nethe classof algorithmswe
considemy identifying the generapropertieof the sequencegeneratedby the routeselectioralgorithms.

We now describaationalrouteselectioralgorithmsn moredetail. We ®rstde®nethenotionof overwhelmed
routepro®les. SupposedhatAS i hasobseneda history H of network routeselections.If this historyis long
enoughfor AS i to believe thatit hasobseredall possibleroute pro®lesthatwill be usedby eachotherAS in
the future. SupposeAS i hastwo routepro®lesr; andr.. If, wheneer r; is available,r/ is alsoavailableand
choosingr; alwaysyields strictly higherpayof thanr;, thenit would be “unjusti®ed” or “irrational” for i to
chooser;. In thiscasey; is saidto be overwhelmedy r. with respecto H, andis calledanoverwhelmedoute
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pro®le. A rationalrouteselectionalgorithmis onewhererecursvely, overwhelmedoutepro®lesareno longer
chosenln particular we shav in TheorenB3 thatthe BGP protocolde®nedn Section2 is aninstanceof rational
routeselectionalgorithmsgiventhatsomemild conditionsaresatis®ed We referinterestedeaderdo [12] for a
detailedproof.

Theorem 3 The BGP protocol de ned in Section2 is an instanceof rational route selection,if the following
conditionsare satis ed:

1. BGPupdatemessgeshetweemeighboringASesare deliveredreliably in FIFO order, andhavebounded
delay;

2. Each ASsendsout BGP updatemessgesin boundedime after it updatests routepro le;

3. Each BGPupdatemessge is processedimmediately

3.3 Optimal and Stable Inbound-dependentRational Route Selectionby a Single AS

We now returnto our motivating examplein Figure7(a). Thereis a simplerationalroute selectionalgorithm
thatcanchoosehe optimalrouteandmaintainstability for B, if B doesnotrestrictits routeselectionalgorithm
to alwaysusethegreedystratgy. This algorithmconsistof anexperimentatiorphaseanda selectiorphase At
thebeginning, B doesnotknow theoutcomeassociatedvith choosingB D or BF' D, thusit will ®rstexperiment
with thesetwo actions,oneat atime. In this phase,B will ®x its choseractionfor a suf®cientamountof time
sothatit canobsenre the outcomeassociatedvith this chosenegressroute (we assumehat .S will respondo
B'schoseregressroutein boundedime). Notethatthis simplealgorithmconformsto the de®nitionof rational
routeselection.On the otherhand,the greedyalgorithmdoesnot sinceit choosesBF D in®nitely oftenwhich
is overwhelmedoy B D. Onecangeneralizehis exampleto moregenerahetworks.

3.4 Instability of a Network Under Any Rational Route Selection

After introducingthe notion of rationalrouteselectionalgorithms,we now studywhethera network consisting
of ASesrunning rational route selectionalgorithmsfor generalinterdomaintraf®c engineering(i.e., ranking
depend®nbothanAS'sroutepro®le andtheroutepro®lesof otherASes)hasstablerouteselections.

De®nition 1 A networkconsistingof ASesad of which is runningan rational routeselectionalgorithmhasa
stablerouteselectionf therouteselectionof eat ASis a singleroutepro le, astimegoesto in nity .

In theabove de®nition,werequirethat,in astablerouteselectiontherouteselectiorof eachAS bea“pure”
routingdecision.We do notallow mixedstratgies(i.e., arandomcombinationof routes) sincemixedstratejies
involve frequentroute uctuations,andarethusnot desirableas“stable” solutionsfor interdomairrouting.

Underthegeneratationalrouteselectiorschemetherearewell-behaednetwork setupsvith nostableroute
selection. Figure 7(c) shavs an examplewhereno rational route selectionalgorithm cancorverge to a stable
routeselection.lt is motivatedby the wide spreadusageof multihoming. The setupis constructedo satisfyall
standardSP businesgelationshipconstraintsothatunderpreviousrouteselectionmodelg[5] thereis aunique
stablerouteselection We obsenre thefollowing instability whenASesuserationalalgorithms.WhenAS A and
B chooseAD and BFD. Theoutcomeis SAD sinceS ranksSAD higherthanSBF D. A hasanincentve
to changdrom AD to AED sinceA ranks{S}AED higherthan{S} AD. However, AS B realizegthat,it can
achieve abetteroutcomeby changingB F' D to BD sinceS will chooseSBD over SAE D. Thisin turntriggers
A to switchfrom AED backto AD. Thuswe endup with A choosingAD and B choosingBF D again, and
the procesgontinues.
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4 Conclusionsand Futur e Work

In this article,we reporttheresultsof our studyon the stability andef®ciencgy of usingrouteselectiono achieve
interdomaintraf®c engineeringobjectives. We shav that interdomaintraf®c engineeringrequiresthat route
selectionbe coordinatedver multiple destinationsWe shav thatthe interactionamongthe routingto multiple
destination£ancauseroutinginstability evenif theroutingto eachdestinatiorindividually doesindeedhave a
uniguesolution. Takinginto accountusinesselationshipsamonglSPsin the currentinternet,we analyzea set
of practicalinterdomaintraf®c engineeringyuidelinesandshaw thatif every AS followsthem,the existenceand
uniquenes®f stableroute solutionsin interdomainegresstraf®c engineeringare guaranteedUsing a realistic
InternetAS topology we shaw thatif theguidelinesareviolated,evenwhenasmallnumberof ASescoordinate
their routesfor justtwo destinationsinstability couldhappen.

Despitethe succesof the analysisandthe guidelines,we also shav that route selectionfor interdomain
traf®c engineerings an extremelyimportantbut challengingsubject.In a moregeneraimodelwherethelocal
rankingof routesof an AS dependn both egressroutesandingresstraf®c patternswe derive animportant
negative result: thereare networks which will be unstableunderary rationalroute selectionalgorithmswhere
inferior routesareiteratively eliminated. Thereare mary avenuesfor future work. In particular althoughwe
proposea setof practicalguidelinesto guaranteeornvergence |SPsmaystill have noincentivesto follow these
guidelines How to designincentive-compatiblénterdomairrouting protocolswhich canguaranteeorvergence
in themostgenericsettingis a majorremainingchallenge The neggative resultis particularlytroublingin thatit
suggestafundamentatrade-of betweerlocal optimality of eachAS andglobalstability. Thusto have astable,
incentve-compatibleouteselectiorprotocol,the ASesmustbewilling to look into thefutureandsacri®cesome
of the short-termbene®tsof the currentBGP model.
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