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Abstract

In this paper, we investigate a model of route selection for interdomain traffic engineering where the
routing to multiple destinations can be coordinated. We identify potential routing instability and inefficiency
problems, and derive a set of practical guidelines to guarantee stability without global coordination. Using
a realistic Internet topology, we show that route oscillations can happen even when a small number of ASes
coordinate route selection for just a small number of destinations, if the coordination does not follow our
guidelines. We further extend our model so that 1) ASes can adopt any route selection algorithms in a class of
algorithms which we call rational routeselectionalgorithms; and 2) the local ranking of routes of an AS can
depend on ingress traffic patterns. We show that persistent route oscillations can happen in certain network
settings even if the ASes strictly follow the constraints imposed by business considerations, and adopt any
rational route selection algorithms.
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1 Intr oduction

The global Internetconsistsof a large numberof interconnectedautonomoussystems(AS), whereeachAS
is administratedautonomously. NeighboringASesexchangetheir routesusing the BorderGateway Protocol
(BGP),whereeachrouteconsistsof a pathvectorof ASesfrom a sourceto a destination.Uponlearningroutes
from its neighbors,anAS choosesthebestroutesfrom all of its availableroutes,accordingto its local routese-
lectionpolicies.Recently, InternetServiceProviders(ISPs)areincreasinglyadoptingtraf®c-engineering-based
local routeselectionpoliciesfor the ASesundertheir control (e.g., [10]). Several vendorsalsoprovide traf®c
engineeringblackboxeswhich aredeployed[11]. We have recentlyconductedanemailsurvey of ISPsin [12],
and the resultsindicatethat many ISPschooseroutesto achieve their interdomaintraf®c engineeringobjec-
tives,suchassatisfyingthecapacityconstraintsof links betweenneighboringASes,load-balancinginterdomain
traf®c, and/orminimizingcost.

Despitethisemergingtrend,sofartherearefew systematicstudiesonthestabilityandef®ciency of theglobal
Internetwith interdomainrouteselectionfor interdomaintraf®c engineering.A majorbreakthroughwasmade
recentlywhenGrif®n et al. [6,7] proposedsystematicmodelsto studythestability of path-vectorinterdomain
routing. In particular, they identi®edtheexistenceof policy disputesasapotentialreasonfor routinginstability.
By routing instability, they meanpersistentrouteoscillationseven thoughthe network topologyis stable.Al-
thoughthesemodelscapturea wide rangeof interdomaintraf®c engineeringobjectives,severalaspectsof route
selectionfor interdomaintraf®c engineeringstill havenotbeenanalyzed.First, thepreviousmodelsassumethat
theroutingdecisionsfor differentdestinationscanbeseparated.Thusthemodelsapplyonly to networkswhere
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thereis no AS whoserouting policiesrequireit to coordinateits routeselectionamongmultiple destinations.
On theotherhand,a fundamentalfeatureof routeselectionfor interdomaintraf®c engineeringin particularand
traf®c engineeringin generalis thatrouteselectionconstraints(e.g., traf®c assignedto a link remainswithin link
capacity)and/orobjectives(e.g., balancingtheload)involvetherouteselectionof multipledestinations.Thus,in
routeselectionfor interdomaintraf®c engineering,whetheraroutewill bechosenfor agivendestinationwill de-
pendonwhatroutesareavailableor chosenfor otherdestinations.For example,if anAS selectsroutesfor each
destinationindependentlywithoutconsideringthechosen/availableroutesof otherdestinations,in theworstcase
it maychoosethesameaccesslink for all destinations,violating link capacityconstraintsand/orcausingload
imbalance.Second,thepreviousstudiesfocuson thestability of a homogeneousnetwork whereeachAS runs
thesamespeci®cinterdomainrouteselectionalgorithm(i.e., theBGP-basedgreedyrouteselectionalgorithm).
However, with increasingusageof routeselectionfor interdomaintraf®c engineering,routeselectionalgorithms
with moresophisticatedstrategiesarelikely to bedesignedanddeployedin theInternet.Thusit is necessaryto
analyzethestability of a heterogeneousnetwork whereASesmayadopta largerclassof routeselectionalgo-
rithmsbeyondthegreedystrategy. Third, thepreviousstudiesfocuson localpolicieswhichrankonly theegress
routes;that is, they assumethat the local rankingof egressroutesat eachAS is independentof the inbound
traf®c patternof that AS. However, in practice,the local policiesof ASesmay involve both the egressroutes
andthepatternof inboundtraf®c. In thelast few years,several traf®c-demand-matrix-basedtraf®c engineering
algorithmshave beenproposed.Althoughsuchrouteselectionalgorithmshave beenshown to beeffective, the
evaluationsoften assumethat the routeselectionof eachAS doesnot affect the inboundtraf®c, whereasthe
inboundtraf®c is likely to changewith thechosenegressroutes,introducingunexpectedinteractions.Thusit is
necessaryto analyzethestabilityof routeselectionalgorithmsimplementinglocalpoliciesthattake into account
inboundtraf®c patterns.

In this article,we summarizesomeof our recentresultson analyzingrouteselectionfor interdomaintraf®c
engineering;for formalmodelsanddetailedanalysis,wereferinterestedreadersto [12]. In Section2,weanalyze
ageneralmodelto capturerouteselectionfor interdomainegresstraf®c engineeringwhererouteselectionamong
multiple destinationsis coordinated.We ®rst identify that thereexist networks wherethe interactionbetween
routeselectionamongmultiple destinationscancauseroutinginstability, eventhoughtherouteselectionof the
networksis guaranteedto convergewheneachdestinationis consideredalone.Wethenproposeasetof practical
guidelines,andshow that if theseguidelinesarefollowed by the ASes,routeselectionfor interdomaintraf®c
engineeringwill bestablewithoutexplicit globalcoordination.In thissection,wealsoconductsimulationsusing
a realistic InternetAS topologyto show that even with a small numberof ASescoordinatingrouteselection
for just a small numberof destinations,if the coordinatedrouteselectiondoesnot follow our guidelines,we
can observe instability. In Section3, we studya moregeneralrouteselectionmodel for interdomaintraf®c
engineering.Therearetwo extensionsin this generalmodel.First, insteadof studyinga speci®crouteselection
algorithm,weallow ASestochooseany algorithmfromaclassof algorithms.Speci®cally, sincewearemodeling
therouteselectionbehaviors of self-optimizingASes,our only requirementis that it shouldbe“unjusti®ed” or
“irrational” for a self-optimizingAS to choosean inferior route in®nitely often when therearebetterroutes
available; thuswe refer to the classof algorithmswe studyasrational routeselectionalgorithms. Second,in
this moregeneralmodel,we allow the local rankingof routesof anAS to dependon not only its routesto the
destinationsbut alsoits ingresstraf®c patterns.Weshow thattherearenetworkswhichwill beunstablewhenthe
ASesstrictly follow AS businessguidelines,andadoptany rationalrouteselectionalgorithms.Our conclusion
andfuturework arein Section4.
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2 RouteSelectionfor EgressInterdomain Traf�c Engineering

2.1 Moti vation

We startwith a very simpleillustrative exampleasshown in Figure1. Supposethemajority of the traf®c of S

goesto two destinationsD1 andD2. AssumeS wantsto balanceits outgoingtraf®c to its two neighborsA and
B. Thus, it wantsto choosea combinationof routesfor destinationsD1 andD2 suchthat they usedifferent
neighbors,if possible,in orderto have low utilization on thetwo links SA andSB. We refer to a combination
of routesfor D1 andD2 asa routepro�le . SinceS may not know in advancethe routesit will learnfrom its
neighbors,andtheroutesthatA andB export to S canchangedueto network dynamics,S needsanautomatic
methodto pick the bestroute pro®le, accordingto currently available routes. One methodby which S can
specifyits local rankingof interdomainroutesis to de®neaninterdomaintraf®c engineeringobjective function
(e.g., minimizethemaximumof theutilizationof thetwo links for thiscase).An advantageof usinganobjective
functionis its compactrepresentation.Giventheobjectivefunction,link capacities,andtraf®c demands,atraf®c
engineeringprogramsearchesfor the bestroutepro®le automaticallyanddynamically, accordingto currently
availableroutes.Thelocalrankingof interdomainroutescanalsobespeci®edby apolicy language.An example
policy canbe: if D1 andD2 usedifferentlinks, assigna baselocal preferencevalueof 100; otherwise,a base
local preferencevalueof 0. If D1 useslink SA, add10 to local preferencevalue. If D2 useslink SB, add5
to local preferencevalue.Theprogrampickstheavailableroutepro®lewith thehighestlocal preferencevalue.
For generality, we assumea rankingtableat eachAS, which lists, in decreasingorder, all of thepotentialroute
pro®les. An examplerouterankingtablefor S is shown in Figure1, whereeachrow is a routepro®le, i.e., a
combinationof routesfor D1 andD2. For example,thebestroutepro®le for S is (SAD1, SAD2); i.e., S uses
SAD1 for destinationD1, andSAD2 for destinationD2. Theworst routepro®le is (SBD1, SBD2). Thus,if
the routepro®le (SAD1, SAD2) is available,S will chooseit. On the otherhand,if the only availableroute
pro®leis (SBD1, SBD2), S hasnochoicebut to useit.

A

D1 D2

B

S

SBD  , SAD
SAD  , SAD
SBD  , SBD

SAD  , SBD
Ranking Table of S

1

1

1

1

2

2

2

2

Figure1: Egressloadbalancing:anexamplemotivatingtheneedfor coordinatedrouteselection.

2.2 ProblemDe�nition

To simplify our exposition,we make thefollowing assumptions.We assumea connectednetwork with a setS
of sourceASesanda setD of destinationASes. We assumeanAS-level topology, andleave an investigation
of theinteractionof intradomainroutingandinterdomainroutingasfuturework (e.g., [3]). We assumethatthe
underlyingnetwork infrastructureis stable(i.e., no links up anddown). We focuson routeselectionandthus
assumethat theexport policies(i.e., which routesto export to which neighbors)arestatic. We assumethat the
local rankingof routepro®lesof theASesare®xedduringour analysissothatwe canfocuson theinteractions
amonglocal routingpolicies. In practice,traf®c patternsmaychangedueto factorssuchasdiurnal trends;asa
result,ASesmayadjusttheir rankings.Wealsoleavesuchdynamicsasfuturework.

We ®rst considerthecasein which therankingof interdomainroutesof anAS dependsonly on theroutes
from the AS itself to the destinations.In otherwords,the ASesareconductingegressinterdomaintraf�c en-
gineering, which is one of the major tasksof ISP interdomaintraf®c engineering[1]. In Section3 we will
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extendthis modelandstudyrouteselectionfor generalinterdomaintraf®c engineering,wherethe routefrom
eachsourceto theAS itself alsomatters.

We now de®nethestablerouteselectionfor egressinterdomaintraf�c engineeringproblem. We de®nefor
AS i thesetof all potentialroutesto all destinationsasRi =

Q
d∈D Ri→d, whereRi→d is thesetof all possible

routesfrom i to destinationd. We allow emptyroutes. We refer to an elementri ∈ Ri asa routepro�le of
i, sinceri completelyspeci®esthe routesfrom i to eachdestination.The rankingof interdomainroutesof i

on routesin Ri is representedby a rankingtableof routepro®les. Speci®cally, thereis a rankingfunctionRi

which mapsa setof routesRi to a totally orderedset� ; i.e., Ri : Ri → � . TherankingfunctionRi canbei's
traf®c engineeringobjective function.Hereafter, weassumethati's rankingof interdomainroutesis givenin the
form of a rankingtable. We emphasizethatour introductionof rankingtablesis conceptualandsolely for the
purposeof analysis.Rankingtablesarejust a generalrepresentationof somemorecompactrepresentationsof
routeselectionmethodssuchasobjective functionsor policy languages.If therouteselectionbehavior of anAS
is consistentwhenfacedwith differentsetsof availableroutes,a rankingtablecanbeconstructedaccordingly.

An AS usesits routerankingtableto selectthebestavailableroutes.Figure2 shows thestandard,greedy
BGPprotocol/processmodelof interdomainrouteselection [6,7], naturallyextendedto multiple destinations.
EachAS maintainsa routingcacheof currentlyavailableroutesfor eachdestination,exportedby its neighbors.
AS i selectsroutesfrom its routingcache,onerouteri→d for eachdestinationd, sothatthechosenroutepro®le
ri hasthehighestrank;i.e., Ri(ri) > Ri(r′i), for any otherroutepro®ler′i availablefrom theroutingcache.This
chosenroutepro®leri will thenbeusedby i to routepackets. If ri→d is differentfrom thepreviously selected
routeto d, i thenwithdraws theprevious route,andexportsthenew routeto theneighborsthatareallowed to
receive this routeunderi's export policy. We assumethat BGP routeupdatemessagesbetweenneighboring
ASesarereliablydeliveredin FIFO order. This is reasonableasthemessagesaresentvia TCP. We alsoassume
thateachmessagewill beprocessedwith boundeddelay.

A networkrouteselectionis a combinationof routepro®les,onefor eachAS. A network routeselectionis
stableif no AS canchoosea higherrankedroutepro®le from theexportedroutesof its neighbors.We alsocall
astablenetwork routeselectionastableroutesolutionor solutionfor short.

Route Profile

routes from
non�filtered

Routing
Cache

Ranking
Table

Export

Export
Policy

Select Best
Available

neighbors

Figure2: TheBGP-basedgreedyprotocol/processmodelof routeselectionfor interdomainegresstraf®c engi-
neering.

2.3 Multi-Destination EgressTraf�c EngineeringCan CauseInstability

A somewhatunexpectedresultis that the interactionof therouting to multiple destinationsdueto interdomain
traf®c engineeringcan causerouting instability. The network shown in Figure 3(a) is one such interesting
example.For clarity, we show only thehighest-ranked threeroutepro®lesof A andB. To make this example
morerealistic,theASesexport their routesaccordingto their businessrelationship.Therearetwo major types
of businessrelationshipin thecurrentInternet.The®rst typeis theprovider-and-customerrelationship,wherea
provider providestransitserviceto its customers.We referto theconnectionfrom a provider to a customerasa
provider-to-customerlink; sucha link is representedby a directededgefrom theprovider to thecustomer. The
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(a) routerankingtablesof A andB.
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(b) P-graphandP-cycle (dottedline) of network (a).

Figure3: A network whichhasnostablerouteselection.

secondmajortypeof businessrelationshipis thepeer-to-peerrelationship,wherea pair of ASesprovide transit
servicesto eachother's customers.We refer to the connectionbetweena pair of peersasa peerlink; sucha
link is representedby a dashededgebetweenthetwo peers.Thesebusinessrelationshipsimply that theexport
policiesof ASesin theInternetfollow thetypicalexportpolicies[5]: 1) eachAS exportsto its providersits own
routesandthoselearnedfrom its customers,but not thoselearnedfrom its peersor otherproviders;2) eachAS
exportsto its customersits own routesandany routeslearnedfrom others;3) eachAS exportsto its peersits
own routesandthoselearnedfrom its customers,but not thoselearnedfrom its providersor otherpeers.

We ®rst considereachdestinationseparately. For destinationD1, A hasABD1 andAG1G2D1, andB

hasBD1 andBFD1, respectively, asthe two highestranked routepro®les. Given this combinationof route
preferencefor D1, thenetwork hasa stableroutesolutionof ABD1 andBD1 for A andB, respectively. One
canalsoverify that if we considerD2 alone,thenetwork hasa stableroutesolutionof AED2 andBH1H2D2

for A andB, respectively. Thus,if therewereno interactionamongdestinations,A andB would settleon the
stablesolutionsof (ABD1, AED2) and(BD1, BH1H2D2), respectively.

Next we considercoordinatedrouteselectionfor both destinations.The above solutionsobtainedby con-
sideringeachdestinationaloneareno longerstable.For example,B will not choose(BD1, BH1H2D2) since
this routepro®lehasa lower rank. Notethat for clarity, we show only thehighestthreeroutepro®lesof A and
B in Figure3. Onecanverify that thenetwork hasno stablesolutionat all. Speci®cally, we observe that the
export policiesof the ASesmake the routepro®le (AG1G2D1, AD2) alwaysavailableto A. Thusto seethat
thenetwork hasno stablesolutions,we just needto verify thatthereis no stableroutesolutionwhenA chooses
(AG1G2D1, AD2) or (ABD1, AED2). Clearly, thereis no stablesolutionfor (AG1G2D1, AD2) sinceif A

chooses(AG1G2D1, AD2), B will choose(BD1, BAD2); this causesA to changeto (ABD1, AED2). How-
ever, therewill beno stablerouteselectionfor (ABD1, AED2), either. To make (ABD1, AED2) availableto
A, B mustchooseBD1 for D1. Since(BFD1, BH1H2D2) is alwaysavailableto B, it mustbethecasethatB
chooses(BD1, BAD2). However, this requiresA to chooseAD2, which is inconsistentwith (ABD1, AED2).
Thus,thenetwork hasno stablerouteselectionsdueto destinationinteraction!Furthermore,notethattheinsta-
bility above is with only two destinationsanda few ASes.Traf®c engineeringtechniqueswould in practiceplay
with tensor hundredsof destinationsover theInternetcomposedof thousandsof ASes.Thus,thepotentialfor
instability is likely to bemuchhigher. As veri®cation,in Section2.7,we will show thatunderrealisticInternet
topologies,thecoordinationof routeselectionby asmallnumberof ASesfor asmallnumberof destinationscan
leadto instability.

2.4 Stable,Robust EgressTraf�c Engineeringand ProtocolConvergence

Giventhatmulti-destinationinteractiondueto interdomaintraf®c engineeringcanresultin nostablerouteselec-
tion, in thissection,wederiveasuf®cientconditionthatcanguaranteestable,robustrouteselectionandprotocol
convergence.

We®rst introducethenotionof aP-graphto capturetheinteractionbetweentheinterdomaintraf®c engineer-
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ing policiesof multipleASes.Thenotionof aP-graphis motivatedby thepartialordergraphof Grif®n etal. [6],
but generalizedto interdomaintraf®c engineering.Thenodesof a P-grapharefrom theunion

S
i Ri, namely,

all routepro®lesof all ASes.We consideronly routepro®lesthatareallowedby export policies.Therearetwo
typesof directededgesin a P-graph.The®rst typeof edgesareimprovementedges.Thereis an improvement
edgefrom noderi to r′i if i prefersroutepro®le ri to r′i. Thesecondtypeof edgesaresub-pathedges.There
is a destinationDj sub-pathedgefrom a noderi to anothernoderj if thepathin rj for destinationDj is a sub
pathof that in ri. A P-cycleis a loop in theP-graphof thefollowing specialformat: oneor moreimprovement
edges,followedby oneor moresub-pathedgesof thesamedestination,followedby oneor moreimprovement
edges,andsoon. For example,Figure3(b) shows theP-graphandtheP-cycle for thenetwork of Figure3(a).
Note that theremay be trivial loopsin a P-graphwhich arenot of the format of a P-cycle. For example,the
loopconsistingof (BD1, BAD2), (AG1G2D1, AD2) and(ABD1, AED2) is notaP-cycle,sincetherearetwo
consecutivesub-pathedgesof differentdestinations.

As our following theoremshows, if thereis noP-cycle, theBGPprotocolwill converge.Wereferinterested
readersto [12] for aproofof this theorem.

Theorem1 If theP-graphhasnoP-cycle, thentheBGPprotocolconverges.

2.5 Multi-Destination EgressTraf�c EngineeringCan Causenon-ParetoOptimal Solution

Provider�to�customer

2DC B A

D1

(  CD  , CBAD )21
(CFD  , CD      )1

(  BCD  , BAD  )
(  BD  , BCD   )21

(ABCD  , AD  )1
(  AD  , ACD   )21

2

1

2

2

F

(a)network.

A B C

Solution1 (ABCD1 , AD2) (BCD1 , BAD2) (CD1 , CBAD2)
Solution2 (AD1 , ACD2) (BD1 , BCD2) (CFD1 , CD2)

(b) two stablerouteselectionsof (a).

Figure4: An examplewith two solutionsbut oneof themis notParetooptimal.

A network with stablesolutionscanhave multiple solutions. It is importantthat a stablerouteselection
for interdomaintraf®c engineeringbe Paretooptimal; namely, that theredoesnot exist anotherstableroute
solutionwhereeachAS hasahigherrankedroutepro®le.Therequirementof Paretooptimality is a fundamental
requirementin economicsandsocialwelfare theory. Onecanshow that BGP satis®esthe Paretooptimality
propertyin thedomainof strict routepreferences. In otherwords,whentherouting to multiple destinationsis
not coordinated,any stablerouteselectioncomputedby BGPprotocolis Paretooptimal.

However, whenrouteselectionamongmultiple destinationsis coordinated,a stablerouteselectionfor in-
terdomaintraf®c engineeringcanbe non-Paretooptimal. The examplein Figure4(a) is onesuchinteresting
example.This examplehastwo stableroutesolutions,asshown in Figure4(b), andthesolutionat thesecond
row is not evenParetooptimal. This exampleclearlydemonstratesthat to beeffective, explicit coordinationof
routeselection(e.g., negotiation[8]) mayinvolvemorethantwo parties.

2.6 StableEgressRouteSelectionfor Interdomain Traf�c Engineeringwithout Global Coordi-
nation

In Section2.4, we give a suf®cient conditionto guaranteethe existenceof andconvergenceto a stableroute
selection.Theconditiondependson checkingfor P-cycle. In practice,it is dif®cult to obtaintheP-graphand
checkwhetherit containsaP-cycle. This is dueto thefactthatBGPis adistributedprotocol,andgenerallyASes
do not sharetheir traf®c engineeringpolicies. Furthermore,theprecedingsectionconsidersgeneralnetworks,
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while in thecurrentInternet,routeselectionof ASesis constrainedby theirbusinessrelationships.In thissection,
we seekrigorous,practicalinterdomaintraf®c engineeringguidelinesthat arereasonableaccordingto current
AS businessrelationships,canbechecked locally, andcanguaranteeconvergence.In otherwords,if eachAS
follows thesepracticalinterdomaintraf®c engineeringguidelines,routeselectionis stableandthe converged
routeselectionis unique.We areparticularlymotivatedby thestudyof GaoandRexford [5], which proposed
guidelinesto guaranteerouteconvergencewithout globalcoordinationin thepracticalsettingof the Internetif
eachdestinationisconsideredseparately. WhenASescoordinaterouteselectionamongmultipledestinations,we
®nd thatto guaranteetheexistenceanduniquenessof stablerouteselectionfor interdomaintraf®c engineering,
weneedstrongerconditions.

We assumethatASesfollow thetypical export policies(pleaseseeSection2.3). Suchexport policiesimply
thatall valid routeshavethefollowingpatterns[5]: aprovider-to-customerlink canbefollowedbyonlyprovider-
to-customerlinks, anda peerlink canbefollowedby only provider-to-customerlinks. Accordingly, we divide
theroutesfrom anAS i to adestinationd into threecategories:

• Customerroute: eachlink alongacustomerrouteis aprovider-to-customerlink.

• Peer route: the ®rst link alonga peerroute is a peerlink, and the remaininglinks areall provider-to-
customerlinks.

• Provider route: the ®rst link is a customer-to-provider link, andthe remainingrouteconsistsof zeroor
multiplecustomer-to-provider links, followedby zeroor onepeerlink, andthenzeroor multipleprovider-
to-customerlinks.

Wealsodividethesetof destinationsof anAS i into two categories,accordingto thegivennetwork topology
andexportpolicies:

• Customer-reachabledestinations: thesedestinationsaredirector transitivecustomersof AS i.

• Peer-provider-reachabledestinations: thesedestinationsaredirector transitivecustomersof oneof AS i's
peers,or director transitiveproviders,but they arenotdirector transitivecustomersof AS i.

Giventheabovede®nitionsof differenttypesof routes,GaoandRexford [5] observe thatbusinessconsider-
ationsimply thatASesprefercustomerroutesoverpeer/provider routes.Wecall suchroutepreference,namely,
customerroutes� peer/provider routes,thestandard individual-routepreferencepolicy. Assumingthe typical
export policies,thestandardindividual-routepreferencepolicy, togetherwith theassumptionthat thereareno
provider-customerloopsin thebusinessrelationshipsformedby ASes,GaoandRexford prove thatthesecondi-
tionsguaranteeconvergencein theglobalInternet.However, a potentialissuein their analysisis thattheir route
selectionmodelassumesthat thereis no coordinationamongdestinations,while in the currentInternet,ISPs
are increasinglyadoptingcoordinatedrouteselectionpolicies to achieve their interdomaintraf®c engineering
objectives.Therefore,weneedto re-evaluatehow thestandardindividual-routepreferencepolicy will changeif
anAS coordinatesbetweenits routesto multipledestinations.

Our key guidelineis that routing decisionsfor differentcategoriesof destinationsbe decomposed. Theo-
rem1 motivatesusto ®nd practicalconditionsto preventtheformationof P-cycles.On theotherhand,Figure3
indicatesthat whendifferenttypesof routesarecoordinated,theremay exist P-cycles. Therefore,we require
someguidelineasaconstrainton local routingpoliciesto preventP-cycles.Speci®cally, wesaythattherouting
decisionsof anAS aredecomposedif thefollowing conditionis satis®ed:AS i's routingdecisionfor customer-
reachabledestinationsdependonly ontheroutingdecisionsfor its othercustomer-reachabledestinations,andare
independentof theroutingdecisionsfor its peer-provider-reachabledestinations;similarly, AS i's routingdeci-
sionsfor its peer-provider-reachabledestinationsareindependentof thoseof its customer-reachabledestinations.
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Whentheroutingdecisionsof AS i aredecomposedfor customer- andpeer-provider-reachabledestinations,we
saythatit follows thestandard joint-routepreferencepolicy.

Wenow have thefollowing theoremif theaboveguidelinesarefollowedby all ASes:

Theorem2 Thenetworkhasa uniquestablerouteselectionwhich BGP is guaranteedto converge to, if the
followingconditionshold:

1. there is noprovider-customerloop in thenetwork;

2. all ASeshave�xed typicalexportpolicies;

3. theroutingdecisionsfor customer-reachableandpeer-provider-reachabledestinationsfollow thestandard
joint-routepreferencepolicy.

A proof by contradictioncanbeconstructedto prove theabove theorem.Speci®cally, we canprove thata
network doesnothaveP-cycle in its P-graphwhenall conditionsin Theorem2 aresatis®ed.Wereferinterested
readersto [12] for adetailedproof.

2.7 Simulation Studiesof Instability of EgressTraf�c Engineering

Theprecedingsectionsanalyzethestabilityof routeselectionfor interdomaintraf®c engineering.In thissection,
we usesimulationsto study the likelihood of routing instability when the conditionsof Theorem2 are not
satis®ed.

Methodology
We constructtheAS topologyof theInternetusingtheBGPtableof Universityof OregonRouteviews and

the BGP tablesof 18 Looking Glassservers. In order to make the simulationsmoreef®cient, we iteratively
remove 6157leaf ASes(degree1 nodes)andtheir links from thetopology. Theremainingnetwork has13,048
ASesand37,999links. We infer businessrelationshipsamongtheASesto producetheASbusinessrelationship
graph. Wereferinterestedreadersto [12] for details.

An importantcomponentof oursimulationstudiesis routerankingtables.For AS i whodoesnotcoordinate
therouteselectionamongmultiple destinations,we usethesubjective routing framework to constructits route
rankingtable[2]. The subjective routing framework is motivatedby the observation that differentASesoften
usedifferentperformancemetricsin comparingroutes.Thus,in this framework, thereis asetM of performance
metricsassignedto eachlink. EachAS computesthecostof a routeusingits own setof weights.Speci®cally,
AS i hasa setof weights,Wi = {wi,m|m ∈ M}, wherewi,m is the weight associatedwith the performance

metric m. Note that wi,m = 0 if i is not concernedwith the metric m. Let C
(m)
l be the valueof metric m

at link l. Given a routeri→d from AS i to destinationd, AS i computesthe costof this routeasc(ri→d) =
P

m∈M wi,m

P
l∈ri ! d

C
(m)
l . For eachdestination,AS i choosestheroutewith thelowestsubjective costasits

bestroutefor thatdestination.
For an AS i who coordinatesits routeselectionof multiple destinations,we constructits rankingtableas

follows. First, for eachdestinationd, we computethesetRi→d of all feasibleroutesfrom i to d, assumingall
ASeshave typical export policies. Thenwe constructthe setof all possibleroutepro®lesRi =

Q
d∈D Ri→d.

For ef®ciency, wedonotexplicitly storeRi; instead,westorejust thesetof all feasibleroutesto all destinations
(i.e., ∪d∈DRi→d), andassigna uniqueID to eachroutein this set;therefore,we representa routepro®leusing
a setof IDs correspondingto theroutesin theroutepro®le. Finally, we constructtherankingtableof AS i by
randomlypermutingtheentriesof Ri.

We implementour own event-drivensimulatorto studythestablerouteselectionproblemfor interdomain
traf®c engineering. We refer interestedreadersto [12] for more details. The simulatorsimulatesthe BGP
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protocolprocessincludingrouteimport/export, routeannouncement/withdrawal, andsoon. EachAS selectsits
routesasdescribedabove. We alsoaddrandomdelays(in simulationtime units) to routeimport/export events
in orderto simulatenetwork asynchronicity.

To detectinstability, our simulatorkeepsa history of its selectedroutepro®lesfor eachAS. Speci®cally,
accordingto its routeselectionhistory, eachAS constructsadirectedstabilitygraphwith eachnoderepresenting
a uniqueroute pro®le and eachdirectededgerepresentinga temporaltransitionbetweentwo route pro®les.
An AS hasno stableroute selectionif all nodesin the stability graphare in one single strongly connected
component.Hereafter, we refer to suchASesasunstableASes. Sincethis conditionis a suf®cient condition,
we mayunderestimatetheextentof instability. In orderto avoid mistakinginitial routeexchangesfor unstable
route selection,we wait for a long enoughtime beforecheckinginstability. Speci®cally, we start to keepa
history of previous bestroutepro®lesfor eachAS after 500 simulationtime units whenall ASeshave routes
to all destinations.We startto checkthe instability conditionfor eachAS every 20 simulationtime unitsafter
the routing history starts. We run the simulationfor 7,000simulationtime units so that the numberof ASes
identi®edasunstabledoesnotchangeany more,andtake thisnumberasthenumberof unstableASes.

Routing Instability Causedby RouteCoordination
We investigaterouting instability causedby coordinatedrouteselectionamongmultiple destinations.The

experimentis setup asfollows. We startwith a candidatesetconsistingof a randomlychosenTier-2 AS, and
grow thecandidatesetby randomlychoosingtheneighboringASesof thecandidateswith probability0.5. This
processcontinuesuntil the setconsistsof a suf®cient numberof ASes. We alsorandomlychoosea small set
of ASesas the destinations.All ASesin the candidatesetcoordinatetheir routeselectionsfor this common
setof destinations.We choosethecandidateASesin this way soasto modela scenariowhereASesaremore
likely to coordinaterouteselectionswhentheir neighborsaredoingso. To investigatethepotentialseriousness
of theproblem,wesetuptheexperimentssothatonly 40ASescoordinaterouteselectionfor only 2 destinations
andviolate the standardjoint-routepreferencepolicy. All remainingASesselectroutesfor eachdestination
separately. We alsorepeatthe experimentwith different randomseedsandobtain the cumulative fraction of
unstableASes.

We study the following two cases:(a) the remainingASesstrictly follow the standardindividual-route
preference;and(b) the remainingASesviolate thestandardindividual-routepreferencewith probability0.03.
Figure5 shows theempiricaldistribution of thenumberof unstablecandidateASesfor bothcases.We conduct
adistribution®tting and®nd thatthenegativebinomialdistributionbest®ts theempiricaldistributions,asshown
in the ®gures. We observe in case(a) that in worst cases,almostall 40 candidateASesare unstablein the
network. This resultis surprisingin thatevenwhena smallpercentage(40 out of 13,048)of ASescoordinate
their routesto just two destinations,the network might be unstable.Furthermore,althoughFigure5(a) shows
thattheprobabilityof instability dueto routecoordinationis low, thenumberof ASesthatmight beaffectedby
instability canstill bevery high, giventhefact that theInternetconsistsof a muchlargernumberof ASes.We
alsovary thenumberof ASeswho coordinaterouteselectionandthenumberof destinations.We observe that
thenumberof unstableASesfurtherincreasesasthenumberof ASeswho coordinaterouteselectionbut do not
follow thejoint-routepreferencepolicy increases.Wealsoobserve in case(b) thatthenumberof unstableASes
strictly increaseswhentheremainingASesviolatethestandardindividual-routepreference.

3 RouteSelectionfor General Interdomain Traf�c Engineering

3.1 Moti vation

In theprecedingsection,eachAS runsthestandard,greedyBGProuteselectionalgorithm;thatis, anAS always
picksthebestcurrentlyavailableroutes.Also, therankingof egressroutepro®lesof anAS dependsonly on the
egressroutepro®lesandis independentof ingresstraf®c demandpatterns.However, asthetwo examplesbelow
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Figure5: Distributionsof total numberof unstableASesdueto violation of thestandardjoint-routepreference
policy.

illustrate,ASesmayadoptmoresophisticatedrouteselectionalgorithms.

A Non-GreedyStrategyCan Perform Better

A

G2

D1

G1

D2

B
H1

H2

(BFD1 , BAD2)

(BD1 , BH1H2D2)

(AG1G2D1, AE1D2)

(AG1G2D1, AD2)

(ABD1 , AE2D2)

F

E1 E2

Peer-to-peer

Provider-to-customer

Figure6: Illustrationof anon-greedyrouteselectionstrategy.

We®rstgiveanexamplewhereanAS mayachieveabetteroutcomeby adoptinganon-greedyrouteselection
algorithm. In Figure6, to meetthe traf®c engineeringneeds,both A andB coordinatethe rankingof routes
to two destinationsD1 andD2. The ranking tablesare shown in the two boxes. Let's assumethat B uses
the greedystrategy. Supposeboth A andB startwith empty routes,andA announcesits routes®rst. If A

usesthe greedystrategy, it will selectandannounce(AG1G2D1, AD2). This will result in B selectingand
announcing(BFD1, BAD2), andthe network becomesstable. However, if A selectsandannouncesinferior
routes(AG1G2D1, AE1D2) to B, B will selectand announce(BD1, BH1H2D2) to A. This provides an
opportunityfor A to selectthehighestrankedroutes(ABD1, AE2D2) asits stablerouteselection.This non-
greedyrouteselectionstrategy is betterfor A thanthegreedystrategy.

Inbound-DependentRouteRanking and Selection
We next give anexampleto show thatit canbereasonablefor anAS to rankroutesaccordingto inboundtraf®c
patterns.Theexamplealsoshows thata trivial extensionof thegreedyrouteselectionalgorithmto thescenario
of inbound-dependency canleadto instability.

Figure7(a) is constructedin sucha way that the export policiesandthe routerankingtablesof the ASes
follow standardAS businessassumptions:ASesfollow the typical export policies,andprefercustomerroutes
over provider routes.Notethattheexampleavoidspeerlinks in orderto have a cleansetup.Thespecialfeature
of this exampleis that therankingof AS B, who is oneof thetwo competingprovidersof S, now dependson
outcomes, insteadof routepro®les.An outcomeconsistsof bothrouteselectionandingresstraf®c patternfor an
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Figure7: Ingress-dependenttraf®c engineering.

AS. Speci®cally, {S}BFD denotestheoutcomethatB usestherouteBFD andS sendstraf®c for destination
D throughB; {}BD denotesthe outcomethatB usesthe routeBD andS doesnot sendany traf®c through
B. This examplecanwell happenin practice.Therankingtableof S is constructedaccordingto thestandard
BGPdecisionprocess:S prefersrouteswith smallhopcounts;andfor routeswith thesamehopcount,it uses
thenext-hopID to breakthetie. As for B, notethatB preferstraf®c from acustomerthannotraf®c. Thusit is a
typical ISPbehavior. Also notethatwhenS sendstraf®c throughB, therouteBFD is preferredthantheroute
BD; otherwise,therouteBD is preferred.A potentialrevenuefunctionthatmaycausethis scenarioto happen
is shown in Figure7(b); that is, BFD is morepro®tablefor B whenthe traf®c volumeis high, while BD is
morepro®tablefor B whenthetraf®c volumeis low.

Giventhisexample,weconsiderhow aBGP-likegreedyrouteselectionalgorithmwill perform.Speci®cally,
B could follow a simplegreedyalgorithm: assumethe currentingresstraf®c pattern,pick the availableroute
suchthat thecurrentingresspatternandthechosenroutehave thehighestrank. Using this algorithm,assume
initially S doesnot useB. ThenB ®rst picksBD. SinceB choosesBD, S choosestherouteSBD, andthe
traf®c from S arrivesat B. SinceB likesto useBFD whenit hashigh traf®c volume,it switchesto BFD.
ThenS choosesSAD, andS no longerusesB. ThusB switchesbackto BD andwe have a loop. This loop is
an instanceof whatwe call trivial instability. Theabove trivial instability is dueto thefact thatB usesa route
selectionalgorithmwhichdoesnotkeepstateto learntheoutcomeof choosingBD or BFD.

3.2 Rational RouteSelectionModel

Theabove two examplesmotivatetheneedto studythestabilityof routeselectionwhereASesmayadoptroute
selectionalgorithmsotherthantheBGPgreedyalgorithm.A majorchallenge,however, is to identify theclass
of algorithmsto investigate.Inspiredby previouswork onadaptive learning[9] andlearningon theInternet[4],
in this article,we studya classof routeselectionalgorithmswhich we call rational routeselectionalgorithms.
Theonly conditionwe imposeon this classof routeselectionalgorithmis that,asymptotically, analgorithmin
thisclasswill notchooseroutepro®lesthatareknown to beinferior to someotheravailableroutepro®les.Since
we aremodelingself-optimizingASes,we feel that this is a very genericcharacterizationof suchASes. To
capturesuchgenericbehavior, weavoid any detailedspeci®cationof how theASesactuallyselectroutepro®les.
Instead,we focuson thesequenceof network routeselectionsover time, andde®netheclassof algorithmswe
considerby identifying thegeneralpropertiesof thesequencesgeneratedby therouteselectionalgorithms.

Wenow describerationalrouteselectionalgorithmsin moredetail.We®rstde®nethenotionof overwhelmed
routepro®les. SupposethatAS i hasobserveda historyH of network routeselections.If this history is long
enoughfor AS i to believe that it hasobservedall possibleroutepro®lesthatwill beusedby eachotherAS in
the future. SupposeAS i hastwo routepro®lesri andr′i. If, whenever ri is available,r′i is alsoavailableand
choosingr′i alwaysyields strictly higherpayoff thanri, thenit would be “unjusti®ed” or “irrational” for i to
chooseri. In thiscase,ri is saidto beoverwhelmedby r′i with respectto H, andis calledanoverwhelmedroute
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pro®le. A rationalrouteselectionalgorithmis onewhererecursively, overwhelmedroutepro®lesareno longer
chosen.In particular, weshow in Theorem3 thattheBGPprotocolde®nedin Section2 is aninstanceof rational
routeselectionalgorithmsgiventhatsomemild conditionsaresatis®ed.Wereferinterestedreadersto [12] for a
detailedproof.

Theorem3 TheBGP protocol de�ned in Section2 is an instanceof rational routeselection,if the following
conditionsaresatis�ed:

1. BGPupdatemessagesbetweenneighboringASesaredeliveredreliably in FIFO order, andhavebounded
delay;

2. Each ASsendsoutBGPupdatemessagesin boundedtimeafter it updatesits routepro�le;

3. Each BGPupdatemessage is processedimmediately.

3.3 Optimal and StableInbound-dependentRational RouteSelectionby a SingleAS

We now returnto our motivating examplein Figure7(a). Thereis a simplerationalrouteselectionalgorithm
thatcanchoosetheoptimalrouteandmaintainstability for B, if B doesnot restrictits routeselectionalgorithm
to alwaysusethegreedystrategy. Thisalgorithmconsistsof anexperimentationphaseandaselectionphase.At
thebeginning,B doesnotknow theoutcomeassociatedwith choosingBD or BFD, thusit will ®rstexperiment
with thesetwo actions,oneat a time. In this phase,B will ®x its chosenactionfor a suf®cientamountof time
so that it canobserve theoutcomeassociatedwith this chosenegressroute(we assumethatS will respondto
B's chosenegressroutein boundedtime). Notethatthis simplealgorithmconformsto thede®nitionof rational
routeselection.On theotherhand,thegreedyalgorithmdoesnot sinceit choosesBFD in®nitely oftenwhich
is overwhelmedby BD. Onecangeneralizethisexampleto moregeneralnetworks.

3.4 Instability of a Network Under Any Rational RouteSelection

After introducingthenotionof rationalrouteselectionalgorithms,we now studywhethera network consisting
of ASesrunning rational route selectionalgorithmsfor generalinterdomaintraf®c engineering(i.e., ranking
dependsonbothanAS's routepro®leandtheroutepro®lesof otherASes)hasstablerouteselections.

De®nition 1 A networkconsistingof ASeseach of which is runningan rational routeselectionalgorithmhasa
stablerouteselectionif therouteselectionof each ASis a singleroutepro�le , astimegoesto in�nity .

In theabovede®nition,werequirethat,in astablerouteselection,therouteselectionof eachAS bea“pure”
routingdecision.Wedonotallow mixedstrategies(i.e., arandomcombinationof routes),sincemixedstrategies
involve frequentroute�uctuations,andarethusnotdesirableas“stable”solutionsfor interdomainrouting.

Underthegeneralrationalrouteselectionscheme,therearewell-behavednetwork setupswith nostableroute
selection.Figure7(c) shows an examplewhereno rationalrouteselectionalgorithmcanconverge to a stable
routeselection.It is motivatedby thewide spreadusageof multihoming.Thesetupis constructedto satisfyall
standardISPbusinessrelationshipconstraintssothatunderpreviousrouteselectionmodels[5] thereis aunique
stablerouteselection.Weobserve thefollowing instabilitywhenASesuserationalalgorithms.WhenAS A and
B chooseAD andBFD. Theoutcomeis SAD sinceS ranksSAD higherthanSBFD. A hasan incentive
to changefrom AD to AED sinceA ranks{S}AED higherthan{S}AD. However, AS B realizesthat,it can
achieveabetteroutcomeby changingBFD to BD sinceS will chooseSBD overSAED. This in turntriggers
A to switch from AED backto AD. Thuswe endup with A choosingAD andB choosingBFD again, and
theprocesscontinues.
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4 Conclusionsand Futur eWork

In thisarticle,wereporttheresultsof ourstudyonthestabilityandef®ciency of usingrouteselectionto achieve
interdomaintraf®c engineeringobjectives. We show that interdomaintraf®c engineeringrequiresthat route
selectionbecoordinatedover multiple destinations.We show thattheinteractionamongtheroutingto multiple
destinationscancauseroutinginstability evenif theroutingto eachdestinationindividually doesindeedhave a
uniquesolution.Takinginto accountbusinessrelationshipsamongISPsin thecurrentInternet,weanalyzeaset
of practicalinterdomaintraf®c engineeringguidelinesandshow thatif everyAS followsthem,theexistenceand
uniquenessof stableroutesolutionsin interdomainegresstraf®c engineeringareguaranteed.Usinga realistic
InternetAS topology, weshow thatif theguidelinesareviolated,evenwhenasmallnumberof ASescoordinate
their routesfor just two destinations,instability couldhappen.

Despitethe successof the analysisandthe guidelines,we alsoshow that routeselectionfor interdomain
traf®c engineeringis anextremelyimportantbut challengingsubject.In a moregeneralmodelwherethe local
rankingof routesof an AS dependson both egressroutesandingresstraf®c patterns,we derive an important
negative result: therearenetworkswhich will beunstableunderany rationalrouteselectionalgorithmswhere
inferior routesareiteratively eliminated. Therearemany avenuesfor future work. In particular, althoughwe
proposea setof practicalguidelinesto guaranteeconvergence,ISPsmaystill have no incentivesto follow these
guidelines.How to designincentive-compatibleinterdomainroutingprotocolswhichcanguaranteeconvergence
in themostgenericsettingis a majorremainingchallenge.Thenegative resultis particularlytroublingin thatit
suggestsa fundamentaltrade-off betweenlocaloptimalityof eachAS andglobalstability. Thusto haveastable,
incentive-compatiblerouteselectionprotocol,theASesmustbewilling to look into thefutureandsacri®cesome
of theshort-termbene®tsof thecurrentBGPmodel.
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