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Abstract—Multihoming is a popular method used by large
enterprises and stub ISPs to connectto the Internet to reduce
costand impr ove performance.Recentlyreseachershave studied
the potential benets of multihoming and proposed protocols
and algorithms to realize these bene ts. They focus on how to
dynamically selectwhich ISPsto usefor forwarding and receving
packets, and assumethat the set of subscribed ISPs is given
a priori. In practice, a user often has the freedomto choose
which subset of ISPs among all available ISPs to subscribe
to. We call the problem of how to choosethe optimal set of
ISPs the ISP subscription problem. In this paper, We design a
dynamic programming algorithm to solve the ISP subscription
problem optimally. We also design a more ef cient algorithm
for a large classof common pricing functions. Using real traf ¢
traces and realistic pricing data, we show that our algorithm
reducesusers' cost. Next we study how ISPs respondto users'
optimal ISP subscription by adjusting their pricing strategies.
We call this problem the ISP pricing problem. Using a realistic
charging model, we formulate the problem as a non-cooperative
game. We rst prove that if costis the only criterion used by
a user to determine which subset of ISPs to subscribe to, at
any equilibrium all ISPs receve zero revenue. We then study
a more practical formulation in which different ISPs provide
different levels of reliability and users choose ISPs to both
improve reliability and reduce cost. We analyze this problem
and show that at any equilibrium an ISP's revenue is positive
and determined by its reliability.

I. INTRODUCTION

Multihoming is a popularmethodusedby large enterprises,
stub ISPs,and even small businessego connectto the Inter-
net [33]. A useris said to be multihomedif it has multiple
external links (either to a single provider, or to different
providers). According to a study by CAIDA [9], as of June,
2004,51% of stubASesaremultihomed.Whena multihomed
useractively controlshow its trafc is distributed amongits
multiple links, we saythatit implementssmartrouting Smart
routing is alsoreferredto asroute optimization,or intelligent
route control.

In the pastfew years,there has beensigni cant research
on evaluating and realizing the bene ts of multihoming. For
example, in [1], [2], Akella et al. quantify the bene ts of
multihomingandshaw thatselectingthe right setof providers
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yields performancemprovement.in [15], Goldenbeg et al.
proposesmartrouting algorithmsto distribute trafc among
multiple links to optimize both cost and performance.A
recent economicanalysisshavs that smart routing has the
potentialto bene t not only the endusers but alsothe service
providers[13]. Many companiesreactively developingcom-
mercial productsto realizethe bene ts of multihoming (e.g.,
Internap,Pro cient, Radware, RouteScience).

Although theseprevious studieshave mademuch progress
in realizingthe potentialbene ts of multihoming,two impor
tant problemsremainunaddressedrirst, mostof the previous
studiesfocuson how to dynamicallyselectwhich ISPsto use
for forwardingandreceving paclets,anddo not considerthe
ISP subscriptionproblem(i.e., how to determinewhich ISPs
amongall availableISPsto subscribgo). Secondthefreedom
for usersto chooselSPsintroducescompetitionsamongISPs.
ISPswill respondo users'selectiondy adjustingtheir pricing
stratgyies. We call this problem the ISP pricing problem.
While there is a large volume of literature on pricing and
competition,mostarebasedon abstracfpricing models.There
is no previous study on this problemusing realistic Internet
pricing models.

To addressthe above issues,we rst study the ISP sub-
scription problem. We develop an optimal algorithm using
dynamic programmingto minimize a users cost. Basedon
the obsenation that mary pricing functionsare concae due
to diminishing mamginal returns,we designa more ef cient
algorithmfor this classof pricing functions.Using real traf ¢
tracesand realistic pricing data,we showv that our algorithm
reducesa user' cost by up to 24% comparedwith a greedy
heuristic,andby up to 100%comparedvith randomsubscrip-
tion.

Next we studythe ISP pricing problem.Using the realistic
percentile-basead¢haging model, we formulate the problem
asa hon-cooperatie game.We prove thatif costis the only
criterion usedby a userto determinewhich ISPsto subscribe
to, all ISPsreceie zerorevenueat ary equilibrium. We then
studya more practicalformulationof the ISP pricing problem
in which different ISPs provide different levels of reliability
and userschooselSPsto both improve reliability and reduce
cost.We analyzethis problemandshow thatan ISP's revenue
is positive anddeterminedoy its reliability at arny equilibrium.
This resultsuggestghat when usersuse multihomingto both



improve reliability and reduce cost, the increasingly wide
deployment of multihoming can be bene cial to the global
Internet,sinceit providesincentives for the ISPsto improve
their reliability andthusbene ts users.

Our key contritutions canbe summarizedasfollows:

We designa dynamic programmingalgorithm to solve
the ISP subscriptionproblemoptimally. We also design
a moreefcient algorithmfor concae pricing functions.
We demonstrat¢he effectivenesof the generaklgorithm
usingreal traf ¢ tracesandrealistic pricing data.

We studythe effectsof multihomingon ISPsby formulat-
ing the ISP pricing problemas a non-cooperatie game
using a realistic chaging model. We prove that if cost
is the only criterion usedby a userto determinewhich
ISPsto subscribeo, all ISPsreceve zerorevenueat ary
equilibrium.

We also study a more general formulation in which
different ISPs provide different levels of reliability and
userschooselSPsto both improve reliability andreduce
cost. We shav that an ISP's revenue is positve and
determinedby its reliability at any equilibrium.

The restof this paperis organizedasfollows. In Sectionll,
we describethe network and chaging models.In Sectionlll,
we proposedynamicprogrammingalgorithmsto solve the ISP
subscriptionproblem.In SectionlV, we studythe ISP pricing
problem when cost is the only criterion. In SectionV, we
investicatea moregeneraformulation,in which differentISPs
provide differentlevels of reliability. In SectionVI, we review
relatedwork. Finally we concludethe paperin SectionVII.

Il. NETWORK AND CHARGING MODELS

We startwith a descriptionof our network andISP chaging
models.

A. NetworkModel

Fig. 1. An illustration of a userwith K serviceproviders.

A multihomeduser has multiple links to the Internet for
sendingand receving trafc, asshowvn in Fig 1. The imple-
mentationtechniquef distributing traf ¢ to thelinks aredif-
ferentfor outgoingandincomingtrafc. For outgoingtrafc,
a borderrouterinside the users network can actively control
how traf c is distributed.For incomingtrafc, a usercanuse
NAT, BGP prepending BGP selectve announcementand/or
DNS to controlthe routes.For moredetaileddiscussiongbout
theimplementationsye referthereaderso [1], [8], [11], [15],
[16], [31]. In this paper we consideronly outgoingtraf c.

B. Chamging Models

Userspay|SPsfor usingtheir service.Thecostincurredto a
useris usuallybasedon the amountof trafc a usergenerates,
i.e., cost = c¢(p), where p is a variable determinedby a
users trafc (which we will term the charging volumg and
¢ is a non-decreasindunction which mapsp to cost. Various
chaging modelsdiffer from one anotherin their choicesof
chaging volume p and costfunction c.

Usually, the cost function ¢ is a piece-wiselinear (non-
decreasing¥unction, which we will use for our designand
evaluation. There are several ways in which the chaging
volume p can be determined.Percentile-basedhaging and
total-wolume basedchaging are both in commonuse.

In this paper we focus on percentile-basedhaging. This
is a typical usage-basedhaging schemecurrentlyin useby
mary ISPs[27]. Underthis schemean ISP recordsthe trafc
volume a user generatedduring every 5-minute intenal. At
the end of a completechaging period, the g-th percentileof
all 5-minutetrafc volumesis usedasthe chaging volumep
for g-percentilechaging. More speci cally, the ISP sortsthe
5-minutetrafc volumescollectedduring the chaging period
in ascendingrder andthencomputegshe chaging volumep
asthetrafc volumein the (g% |)-th sortedintenal, where
| is the total numberof intervals in a chaging period. For
example,if 95th-percentilehagingis in useandthe chaging
periodis 30 days,thenthe costis basedon thetrafc volume
sentduringthe 8208-th(95% 30 24 60=5= 8208 sorted
interval.

I1l. THE ISP SUBSCRIPTION PROBLEM

In this section, we rst develop optimal algorithms to
solve the ISP subscriptionproblem.Thenwe demonstratéhe
effectivenessof our algorithmsusing real trafc tracesand
realistic pricing data.

A. ProblemFormulation

The ISP subscription problem can be stated as follows:

chaging percentiles, wherek 2 K, ng, asubsetS K of
ISPsthat minimizesthe users total cost |, g ¢ (p«), where
px is the chaging volume of ISP k. Formally,

- X

min - c(px)
k2S

subjectto S K:

@
Comparedwith the cost optimization problem formulated
in [15], the ISP subscriptionproblemis differentin that [15]
assumeghat the ISP subscriptiondecisionhas alreadybeen
made,so all ISPscan be used,while in our ISP subscription
problemthe userhasthe freedomto selecta subsebf ISPsto
usein orderto minimizecost.A usercanbene t from selecting
a subsetof the ISPsif the ISPschage non-zerobaseprices.



TABLE |
NOTATIONS

The setof all ISPs,i.e, K = f1;:::;
the total numberof ISPs.

K g, whereK is

Cx The costfunction of ISP k. We assumehatcy is annon-

decreasindunction.

| The numberof time intervals in a chaging period.

vlil Thetotal traf®c volumeduringinterval i . Let time series
v=ofvlilj1 i 1g.

tL'] Thevolumeof traf®c distributedto ISPk duringinterval

i. Letdime seriesTy = ft[k'] j1 i | g. Note that

V = Tk (with vectorsummation).

The chaging percentileof ISPk, e.g., gx = 0:95 if an

ISP chagesat 95th-percentile.

Ok

Zx Zk dZEf 1 -
qt(X;q)

Thedq jXje-thvaluein X gorieq(0r0if g  0), where
X sortegis X sortedin non-decreasingrdes andjX j is
the numberof elementsn X .

The chaging volumeof ISPk, (i.e.,, px = qt(Tk; o ))-
For example,if ISPk chagesat 95th-percentilethenpy
is the 95th-percentileof the traf®c assignedo ISP k.

=
Vo(S) % qt(v;i1 w25 Zk), WhereS K is a
subsebf ISPs,andV is thetime seriesof the total traf®c

volumesof a user

Pk

Vo(S)

B. A DynamicProgrammingAlgorithm

Table | introducesthe notationswe will use. We de ne
aggregated charging volume and total peak percentile as
follows. Supposea user subscribeso a setS of ISPs,then
the users aggrcgated chaging volumeis de ned asthe sum
of p, i.e, ,5 Pk, andthe gsers total peak percentileis
de ned asthe sumof z, i.e, ,,52z, wherezy = 1 .
Assumea user subscribesto a set of ISPs, denotedas S.
Then aggregated chaging volume and total peak percentile
satisfy the following two properties[15]. First, if the cost
functionscy of all ISP|§in S arenon-decreasindhentheusers
minimum total cost ., C(pk) is also a non-decreasing
functionof theusers aggr@atedchaging volume.Secondthe
users aggreated chagir&g volume hasa lower bound,which
is Vo(S) %" qt(v;1 w25 Zk), Whereqt is the quantile
function, and V is the time seriesof the users total trafc
volume. The lower boundis achievable when eachISP has
sufcient bandwidthto handletheuserstrafc by itself. Below
we will focusonthis scenariosincemultihomingis oftenused
to provide high reliability — even when all other ISPsfail, a
user can still use the single remaining ISP to carry out its
traf c.

Basedon the abore propertiesnow we reformulatethe ISP
subscriptionproblemasin (2).

- X
min - c(p«)
k2sS
subjectto S K )
X
P = Vo(S):

k2s

The reformulation in (2) allows us to design ef cient
optimal algorithms.
Insteadof solving the ISP subscriptionproblemfor a x ed

the setof all ISPs.Let C(n; k; p;z) denotethe minimum cost
when the userhas aggregated chaging volume p, total peak
percentilez, andsubscribego no morethank out of the rst

X

iSj k
e 3)

Pk =
ke S

Zy =
k2S

Note that for somecombinationsof n, k, p, and z, there
maynotbeary S K thatsatis esall of the constraintsin
suchcaseswe de ne C(n; k;p;z) = +1 .

Given the de nition of C(n;k;p;z), we have that the
solutionto (2) is min, C(K;K;qt(V;1 2z);z). Thuswe can
solve the ISP subscriptionproblem (1) if we can compute
C(n; k; p;z) efciently.

The generalizationallows us to obsene that C(n; k; p; z)
satis estherecurrenceelationshavnin (4), assuminghatthe
cutpointsonthecostfunctionsareall integers.This recurrence
relationleadsnaturallyto a dynamicprogrammingalgorithm.
The algorithm solvesthe ISP subscriptionproblemoptimally
whenthereis no capacityconstraint(i.e., eachlSP canhandle
the users trafc by itself).

Now, we analyze the complity of the algorithm. Its
time compleity is O(K 2ZP?), andits spacecompleity is
O(K ZP), whereZ is the total numberof choicesof z, and
P is the total numberof choicesof p. The percentilez is

of the form i=I, wherel is the total numberof intenals in
a chaging period, andi is an integer betweenO and|. So
we have Z = |. Sincethe input speci es the users trafc

in eachintenal to decidethe chaging volumes, the input
complity is linearin 1, insteadof logl . In the worst case,
thedynamicprogrammingalgorithmis exponentialfor general
pricing functions.In practice,however, the costfunctionsare
usually piece-wiselinear or stepfunctionswith very coarse-
grained cut points, so P is usually small. In addition, it is
easyto usediscretizationto malke tradeofs betweenprecision
versuscomputationatime and spacecompl«ity.

C. Polynomial-time Dynamic Programming Algorithm for
ConcaveFunctions

If the ISP's cost functions are concae (as is often the
case),we canspecializethe precedingdynamicprogramming
algorithm to designa more ef cient, polynomial-timealgo-
rithm. First, for concae costfunctions,we have the following
obsenation:



C(n; k; p;z) = min C(n

1k;p;2)

(©)

ming y p(ca(y)+ C(n Lk Lp y;z zn))
8
< C(n 1k;p;2)
C(n;k;p;z)=min, cn(@0)+C(n Lk Lp;z zn) (5)
cn(p+C(n L,k 1,0,z zn)

min o(py:itpn)
X

subjectto pk =p>0 (6)
k=1
p« O 8k2S

hasan optimal solutionin which the chaging volumespy are
0 for all but one ISP,

Proof: Denote by e the k-th unl'l_t, vector Suppose
iPn) is an optlmlgl solution. SlnceP 2:1 =1, we

pave C(pl;:::; h) —PC( k=1 Pe&) = o oy B(pex))

oy 2 wo(pe) = =g P C(pek) , Where the inequality is
dueto the concaity of c. P

Let k = argmin, “®%), we have = [, pySP3)

E:l pk% = c(pe ). In addition,pec also sat|s es
the constraintin (6), sopxk = p, andpx = 0;8k 6 k is an
optimal solutionto (6). ]

Giventheabove lemma,we obsere thatif all costfunctions
Ck areconcae, thenfor ary subsetS =Pf 1;:::;ng of ISPs,
) = e (P s also
concae. Applying Lemmal to the secondcaseof (4), we
have that the minimum occurseitherwheny = 0 ory = p.
Therefore,we do not needto searchfor y all the way from
0 to p. Instead,we only needto comparethe users total cost
wheny = 0 with that wheny = p. This leadsto a new
recurrencerelation shavn in (5). Notice that now, in order
to computeC(K;K;qt(V;1 2);z), insteadof having to
computeC(n; k; p; z) for all p valuesasin (4), we only needto
computeC(n; k; p;z) valuesfor p= qt(V;1 2z) andp= 0.
Therefore,a dynamic programmingalgorithm basedon the
recurrencerelationin (5) hastime compleity O(K 2Z) and
spacecompleity O(K Z), which are both polynomial.

D. GreedySubscription

The greedyalgorithm choosesa setof k ISPs,denotedas
Sk, asfollows. In the rst iteration, it examinesall ISP sets
with sizeno largerthanr (r k), andselectsthe one which
yields the lowest cost. In the seconditeration, it searchedor
a new ISP to addwhich in conjunctionwith the ISPsalready
picked yields the lowest cost. It iteratesuntil k ISPs have
beenchosen.Herer is a tuning parameterof the algorithm,
and all ISP setswith size no larger thanr are exhaustvely
searchedlf r = n, all subsetsare searchedand hencethe
solution is optimal; however, in this case,its complity is
muchhigherthanthe dynamicprogrammingalgorithm.Using
different valuesof r cantrade off running time for solution
quality. In our evaluation,we setr = 1.

The random subscriptionalgorithm randomly choosesa
speci ed numberof ISPs underthe constraintthat the total
bandwidthof the subscribedSPsis large enoughto accom-
modatethe userstrafc. In ourevaluation,we runtherandom
subscriptionalgorithm 20 times andreportthe average.

F. Evaluations

In this subsectionwe evaluatethe performanceof our ISP
subscriptioralgorithmsusingtwo setsof Abilenetraf c traces.
The tracescontainnet ow datafrom an institution (National
Institutesof Health) and an enterprise(Red Hat Inc.) on the
Internet-2from October8, 2003 to January6, 2004. In our
evaluations,We scaleeachsetof traf c tracessuchthat each
ISP canhandlethe trafc by itself.

In eachevaluationscenariothereare 10 ISPsand 1 sub-
scriber The 10 ISPs have 5 different pricing functions as
shavn in Fig. 2. Eachpricing function has2 ISPsassociated
with it. The shapeof the pricing functionsre ects the general
pricing practiceof decreasinginit costasbandwidthincreases;
it is alsoconsistenwith the pricing functionswe areaware of
(eq., [4], [24]). We referreaderdgo [15] for moredetails.The
subscriptioncostis computedbasedon the 95-th percentileof
the subscribes traf ¢ during eachmonth.
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Fig. 2. The complex OC3 pricing functions.

We compareour optimal subscriptionalgorithmagainstthe
random subscriptionalgorithm and the greedy subscription
algorithm.In our rst setof experimentswe assumehat the
user knows its trafc volume in adwance.Fig. 3 compares
the total costincurredusing the three subscriptionalgorithms
as we vary the numberof ISPsthe user subscribeso. We
presenthere the results using tracesobtainedin December
2003. Results using other months' traces shav the same
relative ranking of the threealgorithms.Randomsubscription
continuesto do much worse than the optimal, while the
differencebetweenthe greedyand the optimal algorithmsis
much smaller

We male the following obsenations.First, asexpected our
optimal subscriptionalgorithm yields the lowest cost in all



cases.The randomsubscriptionalgorithm incurs about 50%
highercoston averagefor bothtracesandleadsto over 100%
higher costin worst cases,especiallywhen subscribingto a
small numberof ISPs.The greedysubscriptionyields similar
costto the optimalalgorithmin mostcasesput couldresultin
up to 24% highercostin worstcasesSeconde obsenre that
addingISPsinitially helpsreducethetotal cost;asthe number
of ISPsincreasedurther, the costincreasesTo explain this,
we note that an ISP's cost involves two componentsbase
chage andusage-basedhage. Adding ISPsinitially helpsto
accommodatéurstinesf thetraf ¢, therebyreducingusage-
basedchage. The initial reductionin usage-basedhage is
large enoughto offset the additional ISPs' basechage. As
the numberof subscribedSPsincreasesurther, the reduction
in usage-basedhage becomessmallerthan additional base
chage. Thereforethetotal costincreasesvith additionallSPs.

30000
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random -
greedy %

optimal ——
random -
greedy %

25000
20000

15000%-..

Monthly Cost ($)
Monthly Cost ($)

10000

5000

1 2 3 45 6 7 8 9 1 2 3 45 6 7 8 9

# of subscribed ISPs # of subscribed ISPs

(a) National Institutesof Health (b) RedHat Inc.

Fig. 3. Comparisorof the threesubscriptioralgorithms.Tracesare obtained
in December2003.

In our secondsetof experimentswe studythe casewhere
the userdoesnot know its trafc a priori, but predictsone
months trafc basedon the previous months trafc and
appliesthe threesubscriptionalgorithmsto the predictedtraf-
c. We call this schemepredictedsubscription.We compare
the resultswith the optimal subscriptionthat knows trafc
in adwance.We presentthe results using trace obtainedin
Novemberto predictthe trafc of December2003, as shavn
in Fig. 4. Resultsusing other months'tracesare similar.

We obsere that our optimal subscriptionalgorithm using
predictedtrafc performs fairly well. It performs close to
the optimal algorithm under perfect knowledge abouttraf c
patterns,and much betterthan the randomsubscriptionalgo-
rithm. In mostcasesuncertaintyin trafc patternsyields less
than5% costincreaseon averagefor the optimal subscription
algorithm.The greedyalgorithmperformscloseto the optimal
in mostcasesput couldleadto 24% highercostin the worst
case.

Although our evaluationshaws thatthe greedysubscription
algorithmperformsreasonablywell in mostcasesijt is worth
noting that its worst caseapproximationratio is unbounded
forr < n 1, asshovn belov. Considerr + 2 ISPsthat are
available for subscription,and they all use 100-th percentile
chaging with the following pricing functions,

A;

B
2A

c1(p)

if p< V=r;
ci(p) P

if p V=r;

(a) National Institutesof Health
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Fig. 4. Impactof traf®c "uctuationon subscriptionalgorithmsfor December
2003. Predictionis basedon traf®@c of November2003.
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whereA B > 0, andV is the users peaktrafc volume.
The greedyalgorithmstartsby exhaustvely searchingpver all
ISP setswithin sizer.

The optimal subscriptioncostis (r + 1)B. In comparison,
the greedyalgorithm rst selectsISP 1, since all other ISP
setsof sizewithin r have highercost.Its nal subscriptionis
no lessthan A, sincelSP 1 is includedin the nal selection.
Sotheratio betweenthe greedysolutionand optimal solution
is no lessthan A=(r + 1)B, which is unboundedThe abose
analysiscan easily be generalizedto the caseof more than
r + 2 available ISPsby having ¢; (p) = 3A forj > r + 2

To summarize|n this sectionwe develop a dynamic pro-
grammingalgorithmfor solvingthe ISP subscriptiorproblem,
and demonstratéts effectivenessusingreal trafc traces.

IV. THE ISP PRICING PROBLEM

Our ISP subscriptionalgorithm allows usersto choosea
subsetof ISPsto subscribeto and minimize their costs.In
response,ISPs may adjust their prices to maximize their
revenue.How ISPswill adjusttheir pricesis an interesting
guestionbecausadt helpsus understandhe evolution of In-
ternetmultihoming.In this section,we formulatethe problem
asa non-cooperatie gameand prove that, if costis the only
criterion usedby a userfor ISP subscriptionall ISPsreceie
zerorevenueat ary equilibrium.

A. ProblemFormulation

To make our gametheoreticabnalysismorerealistic,we use
the realistic percentile-basedhaging modelin our formula-
tion. Using this modelmakes our analysismore involved, but
we believe theresultscanbe morerelevant.In our formulation,
we focuson the casewheremultiple ISPscompetefor asingle
subscriberHereafter we usesubscribeand userinterchange-
ably. We assumea specialstructureof pricing functions: ISP
k recevesrevenueby chaging the subscribercy = axpx + b
if it is selectedby the subscriberand O otherwise.Here ay
is the unit price; px is the chaging volume determinedby
the chaging percentilegx andtime seriesof the subscribes
trafc assignedo ISP k; andby is the baseprice.

We now de ne the gameformally. The playersof the game
are a set K f1,;2;:::;Kg of ISPs. The action spaceof
playerk is R* R* [0;1]. Specically, a player adjusts
its chaging parameters ay ; b ; g, whereag; b 2 R*, and
0 1, suchthat its revenueis maximized.When an



ISP changests chaging parametersit shouldconsiderhow
the subscriberand the other ISPswill respond.Speci cally,
thereexists competitionamonglSPs,andthe subscribetakes
adwantageof our subscriptionalgorithmto selecta setof ISPs
to minimize cost. It is worth noting that, since all pricing
functions are concae, when subscribingto a setS of ISPs,
the subscriberlwaysallocatestraf ¢ in sucha way thatonly
ISPsin S with minimum unit costcanhave non-zerochaging
volume.

To stateour assumptionglearly, we rst introducesome
more terms. We call the set of ISPs computedby our sub-
scriptionalgorithm as a feasibleset. An ISP in a feasibleset
is calleda feasiblelSP. Theremay exist multiple feasiblesets.
Let F denotethe setof all feasiblesets.Notethata subscriber
hasequalcoston ary feasiblesetof ISPs.Let amin (S) denote
the minimum unit price of all ISPsin a setS, andn,(S) the
numberof ISPshaving the sameunit priceasa in setS. Note
that S may have multiple ISPswith the sameminimum unit
price. For a completelist of notationswe usehereafterplease
refer to the Appendix.

Finally, we explicitly male thefollowing assumptionin the
analysisbelow:

We assumethat eachfeasible set has equal probability
of beingselectedby the subscriberWe alsoassumehat
whenthe subscribeis multihomedto afeasiblelSPsetS,

theaggregatedchaging volumetrafc p(S) is distributed
evenly acrossthoselSPswith minimum unit price.

We assumethat eachof the ISPs has enoughcapacity
to accommodatell of the subscribess trafc, and that
the total amountof trafc thatthe subscribegeneratess

bounded.We also assumethat eachISP only chagesa
nite price andcanadjustits unit price andbasepricein

an in nitesimal amount.

We assumethat there is perfect information sharing
among the subscriberand ISPs; that is, each of them
has perfect information about the otherswhen making
decisions.

B. Summaryof Results

Our analysisbasedon the percentile-basedhaging model
is quite involved. In the interestof clarity, we rst summarize
our resultsandthe structureof our analysis.

The main result of this sectionis that an action pro le
of the ISP pricing problemis an equilibrium if and only if
all ISPsreceve zero revenuein the outcome.lt is obvious
that ary action pro le with an outcomein which all ISPs
receve zerorevenueis an equilibriumof the game,sinceif an
ISP unilaterally increasests price, the subscribercan always
switch to otherISPsthat chage zero;thusthe revenueof the
ISP is not increased.

The remaining challengethen is to prove that all ISPs
receve zerorevenueat ary equilibrium. We rst shav that
at ary equilibrium, either all ISPs receve zero revenue or
all of them receve positive revenue. There does not exist
an equilibrium in which some ISPs receive zero revenue
while others receve positive revenue. Therefore, we only

needto show that there doesnot exist an equilibrium with
positive revenuefor all ISPs,which we call a positive-revenue
equilibrium. To do so, we derive the following propertiesthat
a positive-revenueequilibriumshouldhave. We rst show that
a subscribeis not ableto free-rideall providers(pay only the
baseprice),andthatary feasiblelSP k musthave a unit price
equalto the maximum of all positve minimum unit prices
of all of the feasiblesetscontainingISP k, at arny positive-
revenue equilibrium. We then showv that a feasible ISP can
reduceits unit price by a small amountwithout introducing
ary new feasiblesetwith the sameminimum cost. We then
prove that ary ISP k in a feasibleset must have the unique
minimum unit price in that set. Using these properties,we
prove that thereexists no positive-revenueequilibrium.

C. Equilibrium Analysis

We consideran arbitrary ISP k. Without loss of generality
we assumek appeardn feasiblesetsZ;y 1.y , g- NoOte that
there must exist at least one such set thus Ny 1. Also,
thereare N 0 feasiblesetsthat do not containk, and
N = N+ N  isthetotal numberof feasiblesets.We sortZ;
in non-increasingrder of amin (Z;). Let Siyf 1..:n ¢ dENOtE
the sorted sets. Without loss of generality we assumethat
Si1; 15 Sn, have the sameminimum unit price, anddenotethis
minimum unit price by a. Apparently amin (S;) = a;8j 2
f1;::;nkg, andaxy  a. In addition, a subscriberhas equal
coston all feasiblesetsof ISPs;thatis, ¢(S;); 8i 2 f1;:::; Nkg,
areequalandwe denoteit by cn,in . We denoteby Ry thetotal
revenueof ISP k.

We rst notice that at ary equilibrium, either all ISPs or
noneof themreceves positive revenue:

Theoem1: At ary equilibrium, eitherRy = 0;8k 2 K, or
Ry > 0;8k 2 K.

Proof: Proof by contradiction.AssumeRy = 0; Ryo >
0;k 68 k° ThenlISPk canincreassts revenuefrom 0 to some
positive value by reducingits chage to the minimum of Ryo
(e.g., by settingax = 0;0 = 0, andb = mingo Rgo), which
leadsto a contradiction. ]

The above theoremtells us that there does not exist an
equilibrium in which somelSPsreceve zero revenuewhile
othersreceve positive revenue.Now we only needto shav
thattheredoesnot exists an equilibriumwith positive revenue
for all ISPs.Thereforejn theremainingpartof this subsection,
we consideronly thesepositive-revzenueequilibria.

Next we shov the rst property of a positive-revenue
equilibrium:the subscribeis not ableto free-rideall providers
at a positive-revenueequilibrium.

Lemma2: At ary positive-revenueequilibrium,thereexists
at leastone Syo 2 F suchthat p(Sgo) > 0, for somek® 2
f1;::nk0.

Proof: Proof by contradiction.Assumethat p(Sxo) =
0;8k°2 f1;:::;nkg. Thenwe have px = 0. Therefore ISPk's
total revenueis

N

Rk = ———Dh:
K Nk+Nka



We rst provethatcni, > b. Supposehatcyin = by, then
b = O for anarbitraryISPj 2 Syo, for somek®2 f1;:::nkg.
We considerthe following two cases:

1) all feasiblesetscontainISP k. Thenary otherfeasible
ISP | receves zerorevenuesincely = O andp; = 0
(becausep(Sko) = 0;8k° 2 f1;::;nkg). This contra-
dicts with Theorem1.

2) somefeasiblesetsdo not containlSPk. ThenlSPk can
setay = 0 andchoosea small positive value

N
< Nk + N « bK
sothatit canattractall of the users trafc andreceve
revenueR? = by > Ry.
Thereforewe have cnin > b.

We next shav that ISP k can increaseits revenue by
reducingits baseprice by. Becauseall original feasiblesets
of ISPshave equalcostsand cnin > b¢ we can nd a small
positive value satisfying

N
< Cmin Ne+ N ka
suchthat ISP k cansetb = Cnin to increassdts revenue
to R‘k’ = Cmin > Ry. Thereforewe derive a contradiction.
[ |

Next we study the secondproperty of a positve-resenue
equilibrium: ary feasibleISP k musthave the sameunit price
asall otherISPsin feasiblesetscontainingk.

Lemma3: At apositive-revenueequilibrium,a, = aif a>
0.

Proof: Proof by contradiction.

Assumeay > a. We comparethe expectedrevenueof ISP
k beforeand after letting ax = a.

The expectedrevenueof ISP k whenay > a is

N
Nk + N
sinceeachof the N feasiblesetsis chosenby the subscriber
with equal probability, and ISP k receves b revenuewhen

Ry = be;

smartrouting algorithmto optimize costsuchthatall ISPsin
S with unit price higher than amin (S;) have zero chaging
volume; therefore the chaging volume of ISP k is 0).

We next considerthe expectedrevenueof ISP k, R, after
letting ax = a, in the following threecases:

1) There are no new feasiblesetsintroducedby ISP k's

action. Thenwe have |

1 R p(Ske) '
ROz ——— + N
S PE wouy Ma(Sko) “
Therefore,
RO R, = a R p(sko) .
K k = :
Nk + N Ko=1 na(Sko)

Sincea > 0, we only needto shov that p(Sko) > O for
somek® 2 f1;::;ncg. Applying Lemma2, we know

that 9k® 2 f1;:::; nkg suchthat p(Sko) > 0. Therefore,

RE > Ryg.

2) ThereareN? 1 new feasiblesetswith the sametotal
costascmyin introducedby settingax = a.
Denotethesenew setsby S 8i 2 f 1;::;; N 2g. Notethat
ISP k's unit price must be the minimum unit price of
all 1ISPsin SP. Thenthe expectedrevenueof ISPk is

!
1 R p(Seo)
RO = + N
k Ne + NO+ N« na(Sko) BN
Ok =1
0
+ L @a%k (S%) + b NLPA
N+ N+ N PiS k
ko=1
0
Nk + NS+ N
N
> —— " b
Nk + N ¢ &)
Note that the rst inequality is derived by applying
Lemma2 andthe factthata > O.
3) Thereare N2 1 new feasible setswith total cost

., < Cmn introducedby settinga, = a. Denote
thesenew setsby S%i 2 f1;:::;N2g. Note that noneof
theold feasiblesetsin F is feasiblenow sincethey have
highercost.Note alsothatk 2 S%8i 2 f1;:::;N2g.

Therefore the expectedrevenueof ISP K is

o_ a X p(sp)

Ry = + by:
“TON? o, Na(S%)
Thenby applyingLemma?2 andthe factthata > 0, we
have N
0 > k .
Ry Rk Ne+ N ¢ hk O

Apparently we have contradictionR? > Ry in all cases.

Therefore,ax = a if a> 0 at a positve-revenueequilibrium.
]

The abore lemmashaws thata feasibleISP k is not ableto
increaseits revenueby increasingits unit price. However, it
is still unknawn if it is possiblefor ISP k to increaserevenue
by reducingits unit price. We shov belov (Lemma4) thata
feasiblelSP canreduceits unit price by a smallamountsuch
that all feasiblesetsremainunchangedbasedon this lemma,
we thenprove by contradictionthat a feasiblelSP canreduce
its unit price by a smallamountto increasats revenue,if that
unit price is not the uniqueminimum (Lemmayb).

Lemmad: At a positive-resenue equilibrium, if ax > 0O,
thereexists a smallnumber > 0 suchthatISP k canreduce
its unit price to ax without introducingary new feasible
sets.

Proof: Considerthesetsin Uy F, whereU is the set
of all subsetof K containinglSP k. Note that we cansafely
drop thosesetsthat do not contain ISP k sincethey are not
affectedby ISP k's action of reducinga.

Forarny setZ 2 Uy F, we shav thatwe can nd asmall
value suchthat c(Z) is still larger than cni, after ISP k



reducests unit price to ax . NotethatwhenUy, F =
no new feasiblesetis introducedby ISP k's reducingits unit
price.

SupposeZ = fk;uy;:;;ug2 U F. Thereforewe have
o(Z) > Cmin . Let ¢(Z) andcXZ) denotethe expectedtotal
costof the subscribeeforeand after ISP k reducesits unit
price, respectiely, if the subscriberusesISPsin Z as the
providers.Now we derive the conditionfor suchthatcz) >

Cmin -
Note that
X
o(Z) = axpx + b + (axopko + bxo)
kO2f uy;iu g
and
0 X
c(Z) = ap P+ b+ (axoPxo + byo);
kO2f uq;iu g

wherepyo andpyo arethe chaging volumesof ISP k° before
and after ISP k reducesits unit price, respectiely.
Considerthreecasesasfollows.

casel: ax is not the minimum unit price in setZ.

Thenwe have ¢(Z) = ¢XZ) > Cmin SincepPx = px = O.

case2: ay is the minimum unit price while ax is not.

Thenwe canreduce suchthat ay is no longerthe

minimum unit price and this casedegenerateso casel.

case3: both ay and ax arethe minimum unit price.

Then we have Py = p« 0 (we have equality here

because(Z) 0); therefore,c(Z) = ¢XZ) > Cmin -

Let 2 denotethe appropriate valuefor asetZ satisfying
the above conditions.Therefore,we canalways nd an by
taking the minimum of all 7. [ |

Lemmab: At apositive-revenueequilibrium,if ax > 0 and
a > 0, thenax = a is the unigue minimum unit price in
Si;8i 2 f1;:::; Nka.

Proof: Proof by contradiction.Assumeat a positive-
revenueequilibrium, ax is not the uniqueminimum unit price
inS;;8 2 f1;:::;nkg:

By applyingLemma3, we have

ak = amin (S1) = @min (S2) = 1= @min (Sny) = &

By applyingLemma4, we can nd > 0 suchthatno new
feasibleset is introducedby reducing ISP k's unit price to
Ak .
Now we comparethe revenuereceved by ISP k beforeand
after ISP k reducests unit price. The revenuereceved before

the reductionof ay is
|

1 X< (s '
Ry = P(Sko) Nebe
Nk + N Koo Na(Sko)

The revenueafter a; is reducedto ay is
p

RE= T p(Si) +
k' oz

because

1) the setsSy, +1;:::; Sy, are no longer feasiblebecause
the userhaslower coston S;;:::; S,, andthe userwill
subscribeto these sets; therefore, ISP k receves no
revenuefrom the setsS,,, +1;::}; SN, ;

2) all of the setsSy, +1;::;; Sy that do not containk are
no longer feasiblebecausehe userhassmallercoston
setsSy; i Sn,

3) we have chosen carefully such that no newv setis
introducedby reducingay; therefore ISP k receiesno
revenuefrom othersetsin U F.

Next, we compareR? andRy by consideringhe following

two cases:
1) N > 1. sinceN Ny, we notethat if
N N R n
<N Nep B a7 @ My
N k0=1 p(SkO) KO=1 N

then R) > Ry (the right-hand side of the abaove in-
equalityis alwayspositive). Therefore we could choose

suchthat the above conditionis satis ed, which leads
to a contradiction.

2) N = 1. ThenN = Ny = 1, andwe have one single
feasiblesetS; (k 2 S;). If jS;j = 1, thenwe already
have ax = amin (S1) and ax is the unique minimum
unit price; otherwise,we can choosea small positive
value satisfyingthe precedinginequality and derive a
contradiction.

]

Finally, we prove the propertyof ary equilibrium basedon
the precedingemmas.

Theoem2: At ary equilibrium, every ISP k has zero
revenue.

Proof: Proof by contradiction.

By applyingTheoreml, we know thattherecanbeonly two
possiblecasesi(1) Rx = 0;8k 2 K, or (2) Rx > 0;8k 2 K.
Therefore,we only needto prove that the secondcasedoes
not shaw up in ary equilibrium.

For an arbitrary ISP k, Ry > 0, ISP k mustbe in some
feasibleset.We next considerthe casewherelSPKk is in some
feasibleset.Speci cally, we examinethe following two cases:

1) a> 0.

By applyingLemmab, ax = a is the uniqueminimum
unit price in all of the setsS;y ...y  ¢- Therefore,all
thesetswith non-zeraminimumunit price canhave only
one single ISP Thenwe only needto considerN > 1
sincewhenN = 1t is trivial to showv that eachISP k
haszerorevenue.
Assume ISP k has positve revenue Ry; therefore,
Cmin > 0. Then,ISPk canlower its priceto increasats
revenue.Let cyin denotethe revenueof eachfeasible
setwith a single ISP Thenwe have
Cmin )

Ry = N
ISP k canlower its chage to Cnin
a small number andrecevesrevenue

RY = Cmin

,where > 0is



Sincecnin > 0, we are always ableto nd a <
Ntcmin suchthatRY > Ry. This leadsto a contra-
diction.

2) a=0.

Note that in this caseb, = 0, becauseotherwisethe
subscribercan dump all trafc to the ISP with zero
unit price in §; without using ISP k, which means
that R, = 0 andleadsto contradiction.Therefore,ISP
k is notin S;;8 2 f1;::;nkg. By the assumption
Rk > 0, ISP k should be in ary feasible set since
the subscribercan assignfree-riding trafc to ISP k
(by making chaging volume zero) without incurring
ary extra cost. Therefore,all feasiblesetscontainingk
shouldhave zerominimum unit price andk is in all of
thesesets;otherwise|it contradictswith our assumption
thata= 0.
[ |
Therefore,we prove that all ISPsreceve zero revenueat
ary equilibriumif costis the only criterion usedby a userto
determinewhich subsetof ISPsto subscribeto.

V. RELIABILITY AND THE ISP PRICING PROBLEM

We have shown in the previous sectionthat if the only
differenceamongISPsis pricing, then all ISPsreceve zero
revenue at ary equilibrium. However, in reality, pricing is
not the only difference among ISPs, and cost is not the
only concernof subscriberseither Subscribersalso consider
mary otherfactors,e.g.,, reliability, easeof managementand
security In particulay reliability is a major motivation for the
deploymentof multihoming.

Given the importance of both cost and reliability, we
investicate a more realistic formulation of the ISP pricing
problem:how ISPsrespondto multihomedsubscribersvhen
the subscriberoptimize both costand reliability.

A. ProblemFormulation

Similar to the previous section,we formulatethe problem
asa non-cooperatie game.We considerthe percentile-based
chaging model and focus on the casewhere multiple ISPs
competefor a single subscriber The players,action spaces,
and ISPs' revenue-maximizatiorobjectves are the sameas
thoseof the previous section.

The major differencebetweenthis formulationandthe pre-
cedingformulationis thatwe considerboth costandreliability.
Speci cally, the subscribetakesadwantageof our subscription
algorithm and smart routing algorithms to minimize cost
and maximizereliability. To characterizehe objective of the
subscriberwe de ne a utility function of the subscriberon a

subsetS of ISPsasfollows:
X
ues)=w log my
k2s

X
Cks
k2s

where ( istheinstantaneoufailurerateof ISPk, my = ik is
the meantime betweenfailures(MTBF) of ISPk, andw > 0
is the weight of the subscribess preferenceof reliability over
cost. We consider nite constantmeantime betweenfailures

in this paper Theweightw re ects how muchthesubscribers
concernedvith reliability. The higherthe weightis, the more
the subscriberprefersreliability over cost. The subscribes
objectie is to choosegsubsetof ISPsguchthatits utility is
maximized:maxsay W, 5 logmy k2s O We assume
that the subscriberalways choosesas mary ISPsas possible
whenmaximizingits utility, e.g., whenthesubscribehasequal
utility over multiple feasiblesetsof ISPs thesubscribeprefers
to multihometo ISPsin the largestsetin orderto improve
reliability.

Note that our formulation and approachcan be easily ex-
tendedto considerthermetricsthatsubscribergareconcerned
with.

B. Analysisof Existenceand Non-uniquenessf Equilibrium

Given our non-cooperatie game-theoretidormulation, we
will prove the existenceand non-uniquenes®f equilibrium
of the game in this section. The intuition of our proof is
that no matter how ISPs changetheir chaging parameters,
the subscriberexcludesa particularlSP k from subscriptiorif
that ISP chagesmorethanw log my, becausehe subscribeis
utility becomedessif ISPk is includedin subscription.

Formally, we have the following theoremstatingthe exis-
tenceand non-uniquenessf equilibrium:

Theoem 3: Thereexist multiple equilibriain the ISP pric-
ing game.

Proof: We rst show that fax = O; O;b =
wlogmyg; 8k 2 K; is anequilibrium.Notethatthe subscriber
haszero utility and usesall ISPsas providers.Let S denote
the setof ISPsused(i.e., all ISPs)in this scenario.We look
atall of the possibleactionsf al; ¢¥; i g taken by anarbitrary
ISP k:

1) B < b.. We rst considerthe casewherelSPk changes
its baseprice only. In this casewlogmy K > 0 and
the subscribes utility is maximized by including all
ISPsas providers. However, ISP k's revenuedecreases.
We next considerthe casesvherelSP k changests unit
price and/or chaging percentile simultaneously Note
thatno matterhow ay andgc changethe subscribercan
alwaysdistributethetrafc in suchaway thatalp? =
For instancejf px > 0 and aE > 0, thenthe subscriber
re-distritutestraf ¢ suchthatp? = 0 andincursno extra
cost. This is achievable becauseall of the other ISPs
have zerounit price. Therefore,no matterhow ax and
ok changethe subscribes utility is always maximized
by using all ISPs as providers, while ISP k's revenue
decreases.

B = bc. Therearethreecasego beconsideredal > ax
andq? = ; & = ax andd? > o; a > ax and¢f >
0k - We presentthe proof for the last casehereand the
proof for the rst and secondcasescan be constructed
similarly. Theintuition of our proofis thatthe subscriber
canalwaysdumpall aggreyatedchaging volumetrafc
p(S) to the ISP with zero unit price suchthat no extra
costis incurred. Therefore,no matter how ax and o«
change the subscribercan always distribute the traf c

2)



in sucha way thatalp? = 0. For instancejf a) > ax

and @ > o, the subscriberassignsp? = 0 amount
of trafc to ISP k. The differencebetweenutilities of

including and excluding ISP k is:

u(s) U(s fkog) |
X X '

= w log myo bo
OkO:l k0=1 1
@w log myo bgoA

kO=1 ;k %6 k kO=1 ;k %6 k
= wlogmy K
= O

Therefore,no matterhow ax and g change,the sub-
scribers utility is always maximizedby using all ISPs
asproviders,while ISP k cannotincreasédts revenueby
settingl = hy.

3) q? > k. The subscribemhasthe option to choosefrom
two possiblefeasiblesetsS andS fkg in this case.
Note that we implicitly apply our previous assumption
that the subscriberchoosesas mary ISP as possible
when maximizingits utility. Speci cally, the subscriber
hasthe sameutility on ary subsetof S fkg.
Similarly, we know that the subscribercan always
distribute the trafc in sucha way that a?p? = 0 no
matterhow ISP k changesay and k. We computethe
differenceof utilities on S andS fkg asfollows:

U(S) U(S fkg) |
X X '
= w log myo bco
Ok°:l kOZl 1
X
@w log Mo oA
ko=1 ;k %6 k ko=1 ;k %6 k
= wlogmy K
< O

Thereforethesubscribechoosess fkg asthefeasible

set,and ISP k receveszerorevenueby increasingb.
Therefore,we have found an equilibrium. Furthermore it
is obvious to seethatfayx = 0;0 = 0:95/ b = wlogmyg is
anotherequilibrium. Therefore thereexist multiple equilibria.
[ |

C. Propertiesof Equilibria

Given the resultsof existenceand non-uniquenessf equi-
libria, we considera more challengingandimportantproblem
in this subsectionwhat propertiesdoesan equilibrium have?
In particular we are interestedin understandinghow the
revenueis distributed acrossiSPsat an equilibrium.

We rst shaw that every ISP has positive revenueat ary
equilibrium by proving Theorem4. We summarizeour in-
tuition of the proof as follows. Any ISP k can attract the
subscribess subscriptiorby chaging the subscribemwith some

amountsmaller than wlogmy. By doing so, an ISP k can
always receve positive revenue becausethe subscriberwill
receve a higher utility if ISPk is subscribedo.
Theoem4: At ary equilibrium, Ry > 0;8k 2 K. In other
words, all ISPsreceve positive revenueat ary equilibrium.
Proof: Proofby contradictionSupposéRy = 0;9k 2 K.
For ISP k, we considerthe following two cases:
1) Rk = 0 becausdSPk is notin ary of the subscribes
feasiblesets.
ISP k cansetits chaging parameterso fal = 0; ¢ =
O = wlogmy g, wherewlogmy > > 0to
increasdts revenue.Note that the subscribes utility is
maximizedif ISPk is includedin the feasiblesetssince

wlogmy K= >0
2) Ry = 0andISPk is in someof the subscribess feasible
sets.

Similarly, ISPk cansetits chaging parameterso f a0 =
0 = O = wlogmy g, wherewlogmy > >
0, andthe subscribes utility is maximizedif ISPk is
still includedin the feasiblesets. Then ISP k is ableto
increaseits revenuefrom 0 to w log my

Therefore,ISP k can increaseits revenue by taking the
above actions.This contradictswith our equilibrium assump-
tion. ]

Theorem4 above shaws thatevery ISP haspositive revenue
when we considerthe competitionamongall ISPs. It also
indicatesthatnew ISPshave incentivesto join the competition
and obtain a shareof the total revenue.However, it is still
not clear how the revenueis distributed acrossISPs, or, an
equivalentquestionis that what an ISP shoulddo in orderto
increasdits revenuein the game.

Next, we shav thatthe revenuean ISP recevesat ary equi-
librium is determinedby both its own reliability of services
and the weight of the subscribers preferenceof reliability.
Speci cally, we prove the following theorem:

Theoemb5: At ary equilibrium, Ry = wlogm,; 8k 2 K.

Proof: Theorem3 shaws that there exist (non-unique)
equilibria, whereRyx = wlogmy; 8k 2 K. We now prove that
this propertyindeedholds for every equilibrium.

The proof follows from thefactthatif anISPk chagesthe
subscribeRy < wlogmy, thenit mustbe includedin all of
the feasiblesetsof the subscriberbecausdy including ISP k
in the feasibleset,the subscriberalways increasests utility.

Supposeat an equilibrium, a particular ISP k chagesthe
subscribeRy < wlogmy, thenISP k canincreasdts chage
by a small positive amount . AslongasRy + < wlogmy,
ISPk canbe surethatit will beincludedin all of thefeasible
setsof the subscriberThusISP k canincreaseits revenueto
Rk + , which contradictswith our equilibrium assumption.

On the otherhand,supposehat at an equilibrium, a partic-
ular ISP k chagesthe subscribelRy > wlogmy if the sub-
scriberusesISP k asa provider. This leadsto a contradiction:
ISPk receveszerorevenuebecauseahe subscribehashigher
utility by excluding ISP k from the feasibleset; however, ISP
k canincreaséts revenueby chaging the subscribem log my
if the subscribertakesit asa provider. This contradictswith



our equilibrium assumption.Note that here we assumethat
the subscriberusesas mary ISPsas possiblewhenthereare
multiple utility-maximizing feasiblesets.

[ |

A coupleof commentgollow.

First, by consideringbothreliability and cost,we shaw that
ISPs receve positive revenuein the competition; therefore,
newv providers have incentives to join the competition and
sharethe total revenue.

Second,at ary equilibrium, an ISP's revenue is jointly
determineddy thatISP's reliability andthe subscribes weight
of preferenceTherefore|SPshave incentivesto improve their
reliability by upgradingtheir networks. On the other hand,
the subscribemlsobene ts from the competitionamongISPs.
By adjustrelative preferencebetweenreliability and cost, a
subscribercan trade reliability for cost, or vice versa.Our
resultsindicatethat the wide deployment of multihomingcan
be bene cial to the global Internet,sinceit providesincentves
to ISPsto improve their reliability.

VI. RELATED WORK

We classify the relatedwork into four areas:analysisof
multihoming bene ts, algorithm design for smart routing,
implementationtechniquesfor smart routing, and Internet
pricing.

Thereare several papersthat evaluatethe potentialbene ts
of smartrouting, including [1], [13], [28], [29]. For example,
in [1], Akella et al. quantify the potential performanceand
reliability bene ts of multihoming using real Internettraces,
and concludethat a careful choice of upstreamproviders is
crucial. Dai et al. quantify the potentialeconomicbene ts to
both subscribersand ISPs [13]. Our work differs from the
abore in thatwe useboth costand performanceas metricsof
interest.

The potential performanceand economicbene ts of smart
routing motivate researchstudieson designingalgorithmsfor
smartrouting (e.g., [1], [3], [15], [21], [23]). For example,
Akella et al. [3] proposeand evaluate a seriesof schemes
to optimize the performanceof multihomed users.In [15]
the authors design smart routing schemesto dynamically
distributetraf c amongdifferentexternallinks to optimizecost
and performance.They also study the interactionsbetween
multiple smartrouting users,and betweensmartrouting and
single-homedusers.Our work is complementaryo the above
work in that both of the above work considerthe casewhere
usershave alreadydecidedwhich ISPsto subscribdo, whereas
in this paperwe studythe ISP subscriptiorproblem.Moreover
we analyzetheimplicationsof users'costminimizationon ISP
pricing stratgjies.

On the implementationside, [8], [11], [18], [26], [31]
propose implementing smart routing using BGP peering,
wheread-5 Networks[14] andRadware[25] implementsmart
routingusingDNS and NAT.

Finally, thereis alarge body of literatureon Internetpricing
stratgiesand competition(e.g., [5], [6], [7], [10], [12], [17],
[19], [20], [22], [30Q], [32]). Thesepapersconsiderabstract

chaging models,while our work studiesthe percentile-based
chaging model which is widely usedby today's ISPs. We
believe analysisusing a realistic chaging model can provide
much neededinsight in understandingthe implications of
multihoming.

VIlI. CONCLUSION

In this paper we study two related problems— which
subsetof ISPs a user subscribesto to minimize cost, and
howv ISPsrespondto the users selectionby changingtheir
pricing stratgyies. Our resultsshowv that a usercan apply the
dynamicprogrammingalgorithmto effectively reduceits cost.
In responsdo users' cost optimization,ISPswill adapttheir
pricing stratgies. Using the percentile-basedhaging model
whichis widely usedby today's ISPs,we formulatethe pricing
problemas a non-cooperatie game.Our resultsshav that if
costis the only criterion usedby a userto determinewhich
ISPsto subscribeto, at ary equilibrium all ISPsreceve zero
revenue.To be more practical, we considerthe casewhere
differentISPsprovide differentlevels of reliability, and users
chooselSPsto both improve reliability and reducecost. In
this case,at ary equilibrium an ISP's revenueis positve and
determinedby its reliability.
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APPENDIX

ay: the unit price of ISP k.

amin (Z;): the minimum unit price of all ISPsin setZ;,

i.e., amin (Zi) = minfayojk®2 Z;g.

h: the baseprice of ISP k.

Cx: the costfunction of ISP k. We assumethat ¢k is a

linear non-decreasindgunction.

¢(S): the minimum total cost of subscribingto all ISPs
in setS (single-homingwhenjSj = 1).

F : thesetof all feasiblesetsof ISPswhich the subscriber
obtainsby applying our subscriptionalgorithm. A feasi-
ble setis a setof ISPsthat the subscribeipaysminimum

costto deploy multihoming over all possiblesetsin U.

Theremay exist multiple feasiblesets.

| : the total numberof intenals in a chaging period.
K: the setof all ISPs,i.e,, K = f1;:::;;K g, whereK is
the total numberof ISPs.We usek asthe index.
Mmy: mg = lk is the meantime to failure (MTTF) of ISP
k.
N: N = jFj is the numberof feasiblesets.
Nk : the numberof feasiblesetsin F thatcontainISP k.
N : the numberof setsin F thatdo not containISP k.
N kK = N Nk.
ng: the number of feasible sets containing ISP k and
having maximum unit price over all Ny sets which
containISP k. In otherwords, nx = jf Zijjamin (Zi) =
maxf amin (Z;)jj = 1;::;;N ggj.
Nna(Z;): the numberof ISPsin setZ; that have the same
unit priceasa. na(Z;) = jfakjax = a;k 2 Z;gj.
p«: thechaging volumeof ISPk, (i.e, px = gt (Tk; &k))-
For example,if ISPk chagesat 95th-percentilethenpy
is the 95th-percentileof the trafc assignedo ISP k.
p«(S): the chaging volume of ISP k 2 S when the
subscribersubscribego all ISPsin the feasiblesetS.
p(S): the aggreated chaging volume of ISPsin setS.
p(S) = Vo(S).
Gk: the chaging percentileof ISP k, eg., gx = 0:95 if
an ISP chagesat 95th-percentile.
gt(X;q) : the dq jXje-th valuein Xgqieq (or O if
g 0), where Xgotegis X sortedin non-decreasing
order andjX j is the numberof elementsn X .
R the total expectedrevenueof ISP k.
tE] : the volume of trafc distributed to ISP k during
interval i.lj_et time seriesTy = ftE] j1 i 1g. Note
thatV = | T¢ (with vector summation).
U: the setof all subsetof K. U, denotesthe setof all
subsetsof K containingk.
u(2): thes&bscribes utility Bjnctionon asetZ of ISPs.
U(Zz) = w ,,,logmg k27 Ck. The subscribes
objective in ISP pricing problemis maxz oy U(Z).
vlil : the total traf ¢ volumeduring intenal i.
V: time seriesof trafc vquE\esV =fvlilj1 i 1g.
Vo(S): Vo(S) £ qt (Vi1 ,,s2), whereS K is
a subsetof ISPs,
w: the weight of the subscribers preferenceof reliability
over cost.
Zi: the enumerationof all the feasiblesetsin F. Here
i2f1:;Ng.

., def
Z:ize = 1 k.

«. the instantaneousailure rate of ISP k. We consider
constantfailure ratein this paper



