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Abstract— Multihoming is a popular method used by large
enterprises and stub ISPs to connect to the Inter net to reduce
costand impr ove performance.Recentlyresearchershave studied
the potential bene�ts of multihoming and proposed protocols
and algorithms to realize these bene�ts. They focus on how to
dynamically selectwhich ISPsto usefor forwarding and receiving
packets, and assume that the set of subscribed ISPs is given
a priori . In practice, a user often has the fr eedom to choose
which subset of ISPs among all available ISPs to subscribe
to. We call the problem of how to choose the optimal set of
ISPs the ISP subscription problem. In this paper, We design a
dynamic programming algorithm to solve the ISP subscription
problem optimally. We also design a more ef�cient algorithm
for a large classof common pricing functions. Using real traf�c
traces and realistic pricing data, we show that our algorithm
reducesusers' cost. Next we study how ISPs respond to users'
optimal ISP subscription by adjusting their pricing strategies.
We call this problem the ISP pricing problem. Using a realistic
charging model, we formulate the problem as a non-cooperative
game. We �rst prove that if cost is the only criterion used by
a user to determine which subset of ISPs to subscribe to, at
any equilibrium all ISPs receive zero revenue. We then study
a more practical formulation in which differ ent ISPs provide
differ ent levels of reliability and users choose ISPs to both
impr ove reliability and reduce cost. We analyze this problem
and show that at any equilibrium an ISP's revenue is positive
and determined by its reliability.

I . INTRODUCTION

Multihoming is a popularmethodusedby largeenterprises,
stub ISPs,and even small businessesto connectto the Inter-
net [33]. A user is said to be multihomedif it hasmultiple
external links (either to a single provider, or to different
providers). According to a study by CAIDA [9], as of June,
2004,51%of stubASesaremultihomed.Whena multihomed
useractively controlshow its traf�c is distributed amongits
multiple links, we saythat it implementssmartrouting. Smart
routing is alsoreferredto asrouteoptimization,or intelligent
routecontrol.

In the past few years,there has beensigni�cant research
on evaluatingand realizing the bene�ts of multihoming. For
example, in [1], [2], Akella et al. quantify the bene�ts of
multihomingandshow thatselectingtheright setof providers
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yields performanceimprovement.In [15], Goldenberg et al.
proposesmart routing algorithmsto distribute traf�c among
multiple links to optimize both cost and performance.A
recent economicanalysisshows that smart routing has the
potentialto bene�t not only theendusers,but alsotheservice
providers[13]. Many companiesareactively developingcom-
mercial productsto realizethe bene�ts of multihoming (e.g.,
Internap,Pro�cient, Radware,RouteScience).

Although theseprevious studieshave mademuchprogress
in realizingthe potentialbene�ts of multihoming,two impor-
tant problemsremainunaddressed.First, mostof the previous
studiesfocuson how to dynamicallyselectwhich ISPsto use
for forwardingandreceiving packets,anddo not considerthe
ISP subscriptionproblem(i.e., how to determinewhich ISPs
amongall availableISPsto subscribeto). Second,thefreedom
for usersto chooseISPsintroducescompetitionsamongISPs.
ISPswill respondto users'selectionsby adjustingtheirpricing
strategies. We call this problem the ISP pricing problem.
While there is a large volume of literature on pricing and
competition,mostarebasedon abstractpricing models.There
is no previous study on this problemusing realistic Internet
pricing models.

To addressthe above issues,we �rst study the ISP sub-
scription problem. We develop an optimal algorithm using
dynamic programmingto minimize a user's cost. Basedon
the observation that many pricing functionsare concave due
to diminishing marginal returns,we designa more ef�cient
algorithmfor this classof pricing functions.Using real traf�c
tracesand realistic pricing data,we show that our algorithm
reducesa user' cost by up to 24% comparedwith a greedy
heuristic,andby up to 100%comparedwith randomsubscrip-
tion.

Next we studythe ISP pricing problem.Using the realistic
percentile-basedcharging model, we formulate the problem
as a non-cooperative game.We prove that if cost is the only
criterion usedby a userto determinewhich ISPsto subscribe
to, all ISPsreceive zero revenueat any equilibrium. We then
studya morepracticalformulationof the ISPpricing problem
in which different ISPsprovide different levels of reliability
anduserschooseISPsto both improve reliability and reduce
cost.We analyzethis problemandshow thatan ISP's revenue
is positive anddeterminedby its reliability at any equilibrium.
This resultsuggeststhat whenusersusemultihomingto both



improve reliability and reduce cost, the increasingly wide
deployment of multihoming can be bene�cial to the global
Internet,sinceit provides incentives for the ISPsto improve
their reliability and thusbene�ts users.

Our key contributionscanbe summarizedas follows:

� We designa dynamic programmingalgorithm to solve
the ISP subscriptionproblemoptimally. We also design
a moreef�cient algorithmfor concave pricing functions.
Wedemonstratetheeffectivenessof thegeneralalgorithm
usingreal traf�c tracesandrealisticpricing data.

� Westudytheeffectsof multihomingon ISPsby formulat-
ing the ISP pricing problemas a non-cooperative game
using a realistic charging model. We prove that if cost
is the only criterion usedby a user to determinewhich
ISPsto subscribeto, all ISPsreceive zerorevenueat any
equilibrium.

� We also study a more general formulation in which
different ISPs provide different levels of reliability and
userschooseISPsto both improve reliability andreduce
cost. We show that an ISP's revenue is positive and
determinedby its reliability at any equilibrium.

Therestof this paperis organizedasfollows. In SectionII,
we describethe network andcharging models.In SectionIII,
we proposedynamicprogrammingalgorithmsto solve theISP
subscriptionproblem.In SectionIV, we studythe ISPpricing
problem when cost is the only criterion. In Section V, we
investigatea moregeneralformulation,in which differentISPs
provide differentlevelsof reliability. In SectionVI, we review
relatedwork. Finally we concludethe paperin SectionVII.

I I . NETWORK AND CHARGING MODELS

We startwith a descriptionof our network andISPcharging
models.

A. NetworkModel
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ISP K

WANNetwork
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Fig. 1. An illustration of a userwith K serviceproviders.

A multihomeduser has multiple links to the Internet for
sendingand receiving traf�c, as shown in Fig 1. The imple-
mentationtechniquesof distributing traf�c to the links aredif-
ferent for outgoingand incomingtraf�c. For outgoingtraf�c,
a borderrouter inside the user's network canactively control
how traf�c is distributed.For incomingtraf�c, a usercanuse
NAT, BGP prepending,BGP selective announcement,and/or
DNS to controltheroutes.For moredetaileddiscussionsabout
theimplementations,wereferthereadersto [1], [8], [11], [15],
[16], [31]. In this paper, we consideronly outgoingtraf�c.

B. Charging Models

UserspayISPsfor usingtheir service.Thecostincurredto a
useris usuallybasedon theamountof traf�c a usergenerates,
i.e., cost = c(p), where p is a variable determinedby a
user's traf�c (which we will term the charging volume) and
c is a non-decreasingfunction which mapsp to cost.Various
charging modelsdiffer from one anotherin their choicesof
charging volumep andcost function c.

Usually, the cost function c is a piece-wiselinear (non-
decreasing)function, which we will use for our designand
evaluation. There are several ways in which the charging
volume p can be determined.Percentile-basedcharging and
total-volumebasedcharging areboth in commonuse.

In this paper, we focus on percentile-basedcharging. This
is a typical usage-basedcharging schemecurrently in useby
many ISPs[27]. Underthis scheme,an ISP recordsthe traf�c
volume a user generatesduring every 5-minute interval. At
the end of a completecharging period, the q-th percentileof
all 5-minutetraf�c volumesis usedasthe charging volumep
for q-percentilecharging. More speci�cally, the ISP sortsthe
5-minutetraf�c volumescollectedduring the charging period
in ascendingorder, andthencomputesthe charging volumep
asthe traf�c volumein the (q%� I )-th sortedinterval, where
I is the total numberof intervals in a charging period. For
example,if 95th-percentilecharging is in useandthecharging
periodis 30 days,thenthe cost is basedon the traf�c volume
sentduringthe8208-th(95%� 30� 24� 60=5 = 8208) sorted
interval.

I I I . THE ISP SUBSCRIPTION PROBLEM

In this section, we �rst develop optimal algorithms to
solve the ISP subscriptionproblem.Thenwe demonstratethe
effectivenessof our algorithmsusing real traf�c tracesand
realisticpricing data.

A. ProblemFormulation

The ISP subscriptionproblem can be statedas follows:
GivenasetK = f 1; : : : ; K g of ISPswith costfunctionsck and
charging percentilesqk , wherek 2 K, �nd a subsetS � K of
ISPsthat minimizesthe user's total cost

P
k2 S ck (pk ), where

pk is the charging volumeof ISP k. Formally,

min
S

X

k2 S

ck (pk )

subjectto S � K:
(1)

Comparedwith the cost optimization problem formulated
in [15], the ISP subscriptionproblemis different in that [15]
assumesthat the ISP subscriptiondecisionhasalreadybeen
made,so all ISPscanbe used,while in our ISP subscription
problemtheuserhasthe freedomto selecta subsetof ISPsto
usein orderto minimizecost.A usercanbene�t from selecting
a subsetof the ISPsif the ISPscharge non-zerobaseprices.



TABLE I

NOTATIONS

K The set of all ISPs,i.e., K = f 1; : : : ; K g, whereK is
the total numberof ISPs.

ck Thecostfunctionof ISP k. We assumethat ck is a non-
decreasingfunction.

I The numberof time intervals in a charging period.

v[i ] The total traf®c volumeduring interval i . Let time series
V = f v[i ] j 1 � i � I g.

t [i ]
k Thevolumeof traf®c distributedto ISPk during interval

i . Let time seriesTk = f t [i ]
k j 1 � i � I g. Note that

V =
P

k Tk (with vectorsummation).

qk The charging percentileof ISP k, e.g., qk = 0:95 if an
ISP chargesat 95th-percentile.

zk zk
def
= 1 � qk .

qt (X ; q) Thedq� jX je-th valuein X sorted(or 0 if q � 0), where
X sortedis X sortedin non-decreasingorder, andjX j is
the numberof elementsin X .

pk The charging volumeof ISP k, (i.e., pk = qt (Tk ; qk )).
For example,if ISPk chargesat 95th-percentile,thenpk
is the 95th-percentileof the traf®c assignedto ISP k.

V0 (S) V0 (S) def= qt (V; 1 �
P

k 2 S zk ), where S � K is a
subsetof ISPs,andV is thetime seriesof thetotal traf®c
volumesof a user.

B. A DynamicProgrammingAlgorithm

Table I introducesthe notationswe will use. We de�ne
aggregated charging volume and total peak percentile as
follows. Supposea user subscribesto a set S of ISPs, then
the user's aggregatedcharging volume is de�ned as the sum
of pk , i.e.,

P
k2 S pk , and the user's total peak percentileis

de�ned as the sum of zk , i.e.,
P

k2 S zk , wherezk = 1 � qk .
Assumea user subscribesto a set of ISPs, denotedas S.
Then aggregated charging volume and total peak percentile
satisfy the following two properties[15]. First, if the cost
functionsck of all ISPsin S arenon-decreasing,thentheuser's
minimum total cost

P
k2 S ck (pk ) is also a non-decreasing

functionof theuser'saggregatedchargingvolume.Second,the
user's aggregatedcharging volumehasa lower bound,which
is V0(S) def= qt (V; 1 �

P
k2 S zk ), where qt is the quantile

function, and V is the time seriesof the user's total traf�c
volume. The lower bound is achievable when eachISP has
suf�cient bandwidthto handletheuser's traf�c by itself. Below
wewill focuson thisscenario,sincemultihomingis oftenused
to provide high reliability – even when all other ISPsfail, a
user can still use the single remaining ISP to carry out its
traf�c.

Basedon theabove properties,now we reformulatethe ISP
subscriptionproblemas in (2).

min
S

X

k2 S

ck (pk )

subjectto S � K
X

k2 S

pk = V0(S):

(2)

The reformulation in (2) allows us to design ef�cient
optimal algorithms.

Insteadof solving the ISP subscriptionproblemfor a �x ed
K , we �rst generalizethe problem.Let K = f 1; : : : ; K g be
the setof all ISPs.Let C(n; k; p;z) denotethe minimum cost
when the userhasaggregatedcharging volume p, total peak
percentilez, andsubscribesto no morethank out of the �rst
n ISPsf 1; : : : ; ng. Formally,

C(n; k; p;z) = min
S

X

k2 S

ck (pk )

subjectto S � f 1; : : : ; ng

jSj � k
X

k2 S

pk = p

X

k2 S

zk = z:

(3)

Note that for somecombinationsof n, k, p, and z, there
may not be any S � K that satis�es all of the constraints.In
suchcases,we de�ne C(n; k; p;z) = + 1 .

Given the de�nition of C(n; k; p;z), we have that the
solutionto (2) is minz C(K ; K ; qt (V; 1� z); z). Thuswe can
solve the ISP subscriptionproblem (1) if we can compute
C(n; k; p;z) ef�ciently .

The generalizationallows us to observe that C(n; k; p;z)
satis�estherecurrencerelationshown in (4), assumingthatthe
cutpointson thecostfunctionsareall integers.This recurrence
relationleadsnaturallyto a dynamicprogrammingalgorithm.
The algorithmsolves the ISP subscriptionproblemoptimally
whenthereis no capacityconstraint(i.e., eachISPcanhandle
the user's traf�c by itself).

Now, we analyze the complexity of the algorithm. Its
time complexity is O(K 2Z P2), and its spacecomplexity is
O(K Z P), whereZ is the total numberof choicesof z, and
P is the total numberof choicesof p. The percentilez is
of the form i=I , where I is the total numberof intervals in
a charging period, and i is an integer between0 and I . So
we have Z = I . Since the input speci�es the user's traf�c
in each interval to decide the charging volumes, the input
complexity is linear in I , insteadof log I . In the worst case,
thedynamicprogrammingalgorithmis exponentialfor general
pricing functions.In practice,however, the cost functionsare
usually piece-wiselinear or stepfunctionswith very coarse-
grainedcut points, so P is usually small. In addition, it is
easyto usediscretizationto make tradeoffs betweenprecision
versuscomputationaltime andspacecomplexity.

C. Polynomial-time Dynamic Programming Algorithm for
ConcaveFunctions

If the ISP's cost functions are concave (as is often the
case),we canspecializethe precedingdynamicprogramming
algorithm to designa more ef�cient, polynomial-timealgo-
rithm. First, for concave costfunctions,we have the following
observation:



C(n; k; p; z) = min
�

C(n � 1; k; p; z)
min 0� y � p (cn (y) + C(n � 1; k � 1; p � y; z � zn )) (4)

C(n; k; p; z) = min

8
<

:

C(n � 1; k; p; z)
cn (0) + C(n � 1; k � 1; p; z � zn )
cn (p) + C(n � 1; k � 1; 0; z � zn )

(5)

Lemma1: Let S = f 1; : : : ; ng be a set of n ISPs. If the
total costfunctionc(p1; : : : ; pn ) is concave, thenthefollowing
minimizationproblem

min
p1 ;::: ;pn

c(p1; : : : ; pn )

subjectto
nX

k=1

pk = p > 0

pk � 0 8k 2 S

(6)

hasan optimal solutionin which the charging volumespk are
0 for all but one ISP.

Proof: Denote by ek the k-th unit vector. Suppose
(p1; : : : ; pn ) is an optimal solution.Since

P n
k=1

pk
p = 1, we

have c(p1; : : : ; pn ) = c(
P n

k=1 pk ek ) = c(
P n

k=1
pk
p (pek )) �

P n
k=1

pk
p c(pek ) =

P n
k=1 pk

c(p ek )
p , where the inequality is

due to the concavity of c.
Let k � = argmink

c(p ek )
p , we have

P n
k=1 pk

c(p ek )
p �

P n
k=1 pk

c(p ek � )
p = c(pek � ). In addition, pek � also satis�es

the constraintin (6), so pk � = p, and pk = 0; 8k 6= k � is an
optimal solution to (6).

Giventheabove lemma,we observe thatif all costfunctions
ck are concave, then for any subsetS = f 1; : : : ; ng of ISPs,
the user's total cost c(p1; : : : ; pn ) =

P n
k=1 ck (pk ) is also

concave. Applying Lemma 1 to the secondcaseof (4), we
have that the minimum occurseither when y = 0 or y = p.
Therefore,we do not needto searchfor y all the way from
0 to p. Instead,we only needto comparethe user's total cost
when y = 0 with that when y = p. This leads to a new
recurrencerelation shown in (5). Notice that now, in order
to computeC(K ; K ; qt (V; 1 � z); z), insteadof having to
computeC(n; k; p;z) for all p valuesasin (4), weonly needto
computeC(n; k; p;z) valuesfor p = qt (V; 1 � z) andp = 0.
Therefore,a dynamic programmingalgorithm basedon the
recurrencerelation in (5) has time complexity O(K 2Z ) and
spacecomplexity O(K Z ), which areboth polynomial.

D. GreedySubscription

The greedyalgorithm choosesa set of k ISPs,denotedas
Sk , as follows. In the �rst iteration, it examinesall ISP sets
with sizeno larger thanr (r � k), andselectsthe onewhich
yields the lowest cost. In the seconditeration, it searchesfor
a new ISP to addwhich in conjunctionwith the ISPsalready
picked yields the lowest cost. It iteratesuntil k ISPs have
beenchosen.Here r is a tuning parameterof the algorithm,
and all ISP setswith size no larger than r are exhaustively
searched.If r = n, all subsetsare searched,and hencethe
solution is optimal; however, in this case,its complexity is
muchhigherthanthedynamicprogrammingalgorithm.Using
different valuesof r can tradeoff running time for solution
quality. In our evaluation,we set r = 1.

E. RandomSubscription

The random subscriptionalgorithm randomly choosesa
speci�ed numberof ISPs under the constraintthat the total
bandwidthof the subscribedISPsis large enoughto accom-
modatetheuser's traf�c. In our evaluation,we run therandom
subscriptionalgorithm20 timesandreport the average.

F. Evaluations

In this subsection,we evaluatethe performanceof our ISP
subscriptionalgorithmsusingtwo setsof Abilenetraf�c traces.
The tracescontainnet�ow datafrom an institution (National
Institutesof Health) and an enterprise(Red Hat Inc.) on the
Internet-2from October8, 2003 to January6, 2004. In our
evaluations,We scaleeachsetof traf�c tracessuchthat each
ISP canhandlethe traf�c by itself.

In eachevaluationscenario,thereare 10 ISPsand 1 sub-
scriber. The 10 ISPs have 5 different pricing functions as
shown in Fig. 2. Eachpricing function has2 ISPsassociated
with it. The shapeof the pricing functionsre�ects the general
pricingpracticeof decreasingunit costasbandwidthincreases;
it is alsoconsistentwith thepricing functionswe areawareof
( e.g., [4], [24]). We referreadersto [15] for moredetails.The
subscriptioncostis computedbasedon the95-thpercentileof
the subscriber's traf�c during eachmonth.
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Fig. 2. The complex OC3 pricing functions.

We compareour optimal subscriptionalgorithmagainstthe
random subscriptionalgorithm and the greedy subscription
algorithm.In our �rst setof experiments,we assumethat the
user knows its traf�c volume in advance.Fig. 3 compares
the total cost incurredusingthe threesubscriptionalgorithms
as we vary the numberof ISPs the user subscribesto. We
presenthere the results using tracesobtainedin December
2003. Results using other months' traces show the same
relative rankingof the threealgorithms.Randomsubscription
continues to do much worse than the optimal, while the
differencebetweenthe greedyand the optimal algorithmsis
muchsmaller.

We make the following observations.First, asexpected,our
optimal subscriptionalgorithm yields the lowest cost in all



cases.The randomsubscriptionalgorithm incurs about50%
highercoston averagefor bothtraces,andleadsto over 100%
higher cost in worst cases,especiallywhen subscribingto a
small numberof ISPs.The greedysubscriptionyields similar
costto theoptimalalgorithmin mostcases,but couldresultin
up to 24%highercostin worstcases.Second,we observe that
addingISPsinitially helpsreducethetotal cost;asthenumber
of ISPsincreasesfurther, the cost increases.To explain this,
we note that an ISP's cost involves two components:base
charge andusage-basedcharge.Adding ISPsinitially helpsto
accommodateburstinessof thetraf�c, therebyreducingusage-
basedcharge. The initial reductionin usage-basedcharge is
large enoughto offset the additional ISPs' basecharge. As
thenumberof subscribedISPsincreasesfurther, the reduction
in usage-basedcharge becomessmaller than additionalbase
charge.Thereforethetotal costincreaseswith additionalISPs.
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Fig. 3. Comparisonof the threesubscriptionalgorithms.Tracesareobtained
in December2003.

In our secondsetof experiments,we study the casewhere
the user doesnot know its traf�c a priori , but predictsone
month's traf�c basedon the previous month's traf�c and
appliesthe threesubscriptionalgorithmsto the predictedtraf-
�c. We call this schemepredictedsubscription.We compare
the results with the optimal subscriptionthat knows traf�c
in advance. We presentthe results using trace obtainedin
Novemberto predict the traf�c of December2003,asshown
in Fig. 4. Resultsusingothermonths' tracesaresimilar.

We observe that our optimal subscriptionalgorithm using
predicted traf�c performs fairly well. It performs close to
the optimal algorithm under perfect knowledge about traf�c
patterns,andmuchbetterthan the randomsubscriptionalgo-
rithm. In mostcases,uncertaintyin traf�c patternsyields less
than5% costincreaseon averagefor the optimal subscription
algorithm.Thegreedyalgorithmperformscloseto theoptimal
in mostcases,but could leadto 24% highercost in the worst
case.

Althoughour evaluationshows that the greedysubscription
algorithmperformsreasonablywell in mostcases,it is worth
noting that its worst caseapproximationratio is unbounded
for r < n � 1, asshown below. Considerr + 2 ISPsthat are
available for subscription,and they all use100-th percentile
charging with the following pricing functions,

c1(p) = A; (7)

ci (p) =
�

B if p < V=r;
2A if p � V=r;

i = 2; : : : ; r + 2; (8)
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Fig. 4. Impactof traf®c ¯uctuationon subscriptionalgorithmsfor December
2003.Predictionis basedon traf®c of November2003.

whereA � B > 0, and V is the user's peaktraf�c volume.
Thegreedyalgorithmstartsby exhaustively searchingover all
ISP setswithin size r .

The optimal subscriptioncost is (r + 1)B . In comparison,
the greedyalgorithm �rst selectsISP 1, since all other ISP
setsof sizewithin r have highercost.Its �nal subscriptionis
no lessthanA, sinceISP 1 is includedin the �nal selection.
So the ratio betweenthe greedysolutionandoptimal solution
is no lessthanA=(r + 1)B , which is unbounded.The above
analysiscan easily be generalizedto the caseof more than
r + 2 available ISPsby having cj (p) = 3A for j > r + 2.

To summarize,in this sectionwe develop a dynamicpro-
grammingalgorithmfor solvingtheISPsubscriptionproblem,
anddemonstrateits effectivenessusingreal traf�c traces.

IV. THE ISP PRICING PROBLEM

Our ISP subscriptionalgorithm allows usersto choosea
subsetof ISPs to subscribeto and minimize their costs.In
response,ISPs may adjust their prices to maximize their
revenue.How ISPs will adjust their prices is an interesting
questionbecauseit helpsus understandthe evolution of In-
ternetmultihoming.In this section,we formulatethe problem
asa non-cooperative gameandprove that, if cost is the only
criterion usedby a userfor ISP subscription,all ISPsreceive
zerorevenueat any equilibrium.

A. ProblemFormulation

To makeourgametheoreticalanalysismorerealistic,weuse
the realistic percentile-basedcharging model in our formula-
tion. Using this modelmakesour analysismoreinvolved,but
webelieve theresultscanbemorerelevant.In our formulation,
we focuson thecasewheremultiple ISPscompetefor a single
subscriber. Hereafter, we usesubscriberanduserinterchange-
ably. We assumea specialstructureof pricing functions:ISP
k receivesrevenueby charging the subscriberck = ak pk + bk

if it is selectedby the subscriber, and 0 otherwise.Here ak

is the unit price; pk is the charging volume determinedby
the charging percentileqk and time seriesof the subscriber's
traf�c assignedto ISP k; andbk is the baseprice.

We now de�ne thegameformally. Theplayersof thegame
are a set K = f 1; 2; :::; K g of ISPs. The action spaceof
player k is R + � R + � [0; 1]. Speci�cally, a player adjusts
its charging parametersf ak ; bk ; qk g, whereak ; bk 2 R + , and
0 � qk � 1, such that its revenueis maximized.When an



ISP changesits charging parameters,it shouldconsiderhow
the subscriberand the other ISPs will respond.Speci�cally,
thereexists competitionamongISPs,andthe subscribertakes
advantageof our subscriptionalgorithmto selecta setof ISPs
to minimize cost. It is worth noting that, since all pricing
functionsare concave, when subscribingto a set S of ISPs,
the subscriberalwaysallocatestraf�c in sucha way that only
ISPsin S with minimumunit costcanhave non-zerocharging
volume.

To stateour assumptionsclearly, we �rst introducesome
more terms. We call the set of ISPs computedby our sub-
scriptionalgorithmasa feasibleset.An ISP in a feasibleset
is calleda feasibleISP. Theremayexist multiple feasiblesets.
Let F denotethesetof all feasiblesets.Notethata subscriber
hasequalcoston any feasiblesetof ISPs.Let amin (S) denote
the minimum unit price of all ISPsin a setS, andna(S) the
numberof ISPshaving thesameunit priceasa in setS. Note
that S may have multiple ISPswith the sameminimum unit
price.For a completelist of notationswe usehereafter, please
refer to the Appendix.

Finally, we explicitly make thefollowing assumptionsin the
analysisbelow:

� We assumethat eachfeasibleset has equal probability
of beingselectedby the subscriber. We alsoassumethat
whenthesubscriberis multihomedto a feasibleISPsetS,
theaggregatedcharging volumetraf�c p(S) is distributed
evenly acrossthoseISPswith minimum unit price.

� We assumethat eachof the ISPs has enoughcapacity
to accommodateall of the subscriber's traf�c, and that
the total amountof traf�c that thesubscribergeneratesis
bounded.We also assumethat eachISP only chargesa
�nite price andcanadjustits unit price andbaseprice in
an in�nitesimal amount.

� We assumethat there is perfect information sharing
among the subscriberand ISPs; that is, each of them
has perfect information about the otherswhen making
decisions.

B. Summaryof Results

Our analysisbasedon the percentile-basedcharging model
is quite involved. In the interestof clarity, we �rst summarize
our resultsand the structureof our analysis.

The main result of this section is that an action pro�le
of the ISP pricing problem is an equilibrium if and only if
all ISPs receive zero revenue in the outcome.It is obvious
that any action pro�le with an outcomein which all ISPs
receive zerorevenueis anequilibriumof thegame,sinceif an
ISP unilaterally increasesits price, the subscribercanalways
switch to other ISPsthat charge zero; thusthe revenueof the
ISP is not increased.

The remaining challengethen is to prove that all ISPs
receive zero revenueat any equilibrium. We �rst show that
at any equilibrium, either all ISPs receive zero revenue or
all of them receive positive revenue. There does not exist
an equilibrium in which some ISPs receive zero revenue
while others receive positive revenue. Therefore, we only

needto show that there doesnot exist an equilibrium with
positive revenuefor all ISPs,which we call a positive-revenue
equilibrium.To do so,we derive the following propertiesthat
a positive-revenueequilibriumshouldhave. We �rst show that
a subscriberis not ableto free-rideall providers(payonly the
baseprice),andthatany feasibleISPk musthave a unit price
equal to the maximum of all positive minimum unit prices
of all of the feasiblesetscontainingISP k, at any positive-
revenueequilibrium. We then show that a feasible ISP can
reduceits unit price by a small amountwithout introducing
any new feasibleset with the sameminimum cost. We then
prove that any ISP k in a feasibleset must have the unique
minimum unit price in that set. Using theseproperties,we
prove that thereexists no positive-revenueequilibrium.

C. Equilibrium Analysis

We consideran arbitrary ISP k. Without lossof generality,
we assumek appearsin feasiblesetsZ i 2f 1;:::;N k g. Note that
there must exist at least one such set thus Nk � 1. Also,
there are N � k � 0 feasiblesetsthat do not contain k, and
N = Nk + N � k is thetotal numberof feasiblesets.We sortZ i

in non-increasingorderof amin (Z i ). Let Si 2f 1;:::;N k g denote
the sorted sets.Without loss of generality, we assumethat
S1; :::; Sn k have thesameminimumunit price,anddenotethis
minimum unit price by a. Apparently, amin (Sj ) = a;8j 2
f 1; :::; nk g, and ak � a. In addition, a subscriberhas equal
costonall feasiblesetsof ISPs;thatis, c(Si ); 8i 2 f 1; :::; Nk g,
areequalandwe denoteit by cmin . We denoteby Rk thetotal
revenueof ISP k.

We �rst notice that at any equilibrium, either all ISPs or
noneof themreceivespositive revenue:

Theorem1: At any equilibrium,eitherRk = 0; 8k 2 K, or
Rk > 0; 8k 2 K.

Proof: Proof by contradiction.AssumeRk = 0; Rk 0 >
0; k 6= k0. ThenISPk canincreaseits revenuefrom 0 to some
positive valueby reducingits charge to the minimum of Rk 0

(e.g., by settingak = 0; qk = 0, and bk = mink 0 Rk 0), which
leadsto a contradiction.

The above theoremtells us that there does not exist an
equilibrium in which someISPs receive zero revenuewhile
othersreceive positive revenue.Now we only needto show
that theredoesnot existsanequilibriumwith positive revenue
for all ISPs.Therefore,in theremainingpartof thissubsection,
we consideronly thesepositive-revenueequilibria.

Next we show the �rst property of a positive-revenue
equilibrium:thesubscriberis not ableto free-rideall providers
at a positive-revenueequilibrium.

Lemma2: At any positive-revenueequilibrium,thereexists
at least one Sk 0 2 F such that p(Sk 0) > 0, for somek0 2
f 1; :::; nk g.

Proof: Proof by contradiction.Assumethat p(Sk 0) =
0; 8k0 2 f 1; :::; nk g. Thenwe have pk = 0. Therefore,ISPk's
total revenueis

Rk =
Nk

Nk + N � k
bk :



We �rst prove thatcmin > bk . Supposethatcmin = bk , then
bj = 0 for anarbitraryISPj 2 Sk 0, for somek0 2 f 1; :::; nk g.
We considerthe following two cases:

1) all feasiblesetscontainISP k. Then any other feasible
ISP j receives zero revenuesincebj = 0 and pj = 0
(becausep(Sk 0) = 0; 8k0 2 f 1; :::; nk g). This contra-
dicts with Theorem1.

2) somefeasiblesetsdo not containISPk. ThenISPk can
setak = 0 andchoosea small positive value

� <
N � k

Nk + N � k
bk

so that it canattractall of the user's traf�c andreceive
revenueR0

k = bk � � > Rk .
Therefore,we have cmin > bk .

We next show that ISP k can increaseits revenue by
reducingits baseprice bk . Becauseall original feasiblesets
of ISPshave equalcostsand cmin > bk we can �nd a small
positive value � satisfying

� < cmin �
Nk

Nk + N � k
bk

suchthat ISP k cansetbk = cmin � � to increaseits revenue
to R0

k = cmin � � > Rk . Thereforewe derive a contradiction.

Next we study the secondproperty of a positive-revenue
equilibrium:any feasibleISP k musthave thesameunit price
asall other ISPsin feasiblesetscontainingk.

Lemma3: At a positive-revenueequilibrium,ak = a if a >
0.

Proof: Proof by contradiction.
Assumeak > a. We comparethe expectedrevenueof ISP

k beforeandafter letting ak = a.
The expectedrevenueof ISP k whenak > a is

Rk =
Nk

Nk + N � k
bk ;

sinceeachof the N feasiblesetsis chosenby the subscriber
with equalprobability, and ISP k receives bk revenuewhen
any setSi 2f 1;:::;N k g is chosen(recall that the subscriberruns
smartrouting algorithmto optimizecostsuchthat all ISPsin
Si with unit price higher than amin (Si ) have zero charging
volume; therefore,the charging volumeof ISP k is 0).

We next considerthe expectedrevenueof ISP k, R0
k , after

letting ak = a, in the following threecases:
1) There are no new feasiblesets introducedby ISP k's

action.Thenwe have

R0
k =

1
Nk + N � k

 

a
n kX

k 0=1

p(Sk 0)
na(Sk 0)

+ bk Nk

!

:

Therefore,

R0
k � Rk =

a
Nk + N � k

n kX

k 0=1

p(Sk 0)
na(Sk 0)

:

Sincea > 0, we only needto show that p(Sk 0) > 0 for
somek0 2 f 1; :::; nk g. Applying Lemma 2, we know

that 9k0 2 f 1; :::; nk g suchthat p(Sk 0) > 0. Therefore,
R0

k > Rk .
2) ThereareN 0

k � 1 new feasiblesetswith the sametotal
costascmin introducedby settingak = a.
Denotethesenew setsby S0

i ; 8i 2 f 1; :::; N 0
k g. Notethat

ISP k's unit price must be the minimum unit price of
all ISPsin S0

i . Then the expectedrevenueof ISP k is

R0
k =

1
Nk + N 0

k + N � k

 

a
n kX

k 0=1

p(Sk 0)
na(Sk 0)

+ bk Nk

!

+
1

Nk + N 0
k + N � k

0

@a
N 0

kX

k 0=1

p(S0
k 0) + bk N 0

k

1

A

>
Nk + N 0

k

Nk + N 0
k + N � k

bk

>
Nk

Nk + N � k
bk :

Note that the �rst inequality is derived by applying
Lemma2 andthe fact that a > 0.

3) There are N 0
k � 1 new feasible sets with total cost

c0
min < cmin introducedby setting ak = a. Denote

thesenew setsby S0
i ; i 2 f 1; :::; N 0

k g. Note that noneof
theold feasiblesetsin F is feasiblenow sincethey have
highercost.Note also that k 2 S0

i ; 8i 2 f 1; :::; N 0
k g.

Therefore,the expectedrevenueof ISP k is

R0
k =

a
N 0

k

N 0
kX

k 0=1

p(S0
k 0)

na(S0
k 0)

+ bk :

Thenby applyingLemma2 andthe fact that a > 0, we
have

R0
k � Rk >

N � k

Nk + N � k
bk � 0:

Apparently, we have contradictionR0
k > Rk in all cases.

Therefore,ak = a if a > 0 at a positive-revenueequilibrium.

Theabove lemmashows thata feasibleISPk is not ableto
increaseits revenueby increasingits unit price. However, it
is still unknown if it is possiblefor ISP k to increaserevenue
by reducingits unit price. We show below (Lemma4) that a
feasibleISP canreduceits unit price by a small amountsuch
that all feasiblesetsremainunchanged;basedon this lemma,
we thenprove by contradictionthat a feasibleISP canreduce
its unit priceby a small amountto increaseits revenue,if that
unit price is not the uniqueminimum (Lemma5).

Lemma4: At a positive-revenue equilibrium, if ak > 0,
thereexists a small number� > 0 suchthat ISP k canreduce
its unit price to ak � � without introducingany new feasible
sets.

Proof: Considerthe setsin Uk � F , whereUk is the set
of all subsetsof K containingISP k. Note that we cansafely
drop thosesetsthat do not contain ISP k sincethey are not
affectedby ISP k's actionof reducingak .

For any setZ 2 Uk � F , we show that we can�nd a small
value � such that c(Z ) is still larger than cmin after ISP k



reducesits unit price to ak � � . Note that whenUk � F = � ,
no new feasibleset is introducedby ISP k's reducingits unit
price.

SupposeZ = f k; u1; :::; ul g 2 Uk � F . Therefore,we have
c(Z ) > cmin . Let c(Z ) and c0(Z ) denotethe expectedtotal
cost of the subscriberbeforeand after ISP k reducesits unit
price, respectively, if the subscriberusesISPs in Z as the
providers.Now wederive theconditionfor � suchthatc0(Z ) >
cmin .

Note that

c(Z ) = ak pk + bk +
X

k 02f u 1 ;:::;u l g

(ak 0pk 0 + bk 0)

and

c0(Z ) = ak p̂k � � p̂k + bk +
X

k 02f u 1 ;:::;u l g

(ak 0p̂k 0 + bk 0);

wherepk 0 andp̂k 0 are the charging volumesof ISP k0 before
andafter ISP k reducesits unit price, respectively.

Considerthreecasesas follows.
� case1: ak � � is not the minimum unit price in set Z .

Thenwe have c(Z ) = c0(Z ) > cmin sincep̂k = pk = 0.
� case2: ak � � is the minimum unit price while ak is not.

Then we can reduce� suchthat ak � � is no longer the
minimum unit price and this casedegeneratesto case1.

� case3: both ak � � andak are the minimum unit price.
Then we have p̂k = pk � 0 (we have equality here
becausep(Z ) � 0); therefore,c(Z ) = c0(Z ) > cmin .

Let � Z denotethe appropriate� valuefor a setZ satisfying
the above conditions.Therefore,we can always �nd an � by
taking the minimum of all � Z .

Lemma5: At a positive-revenueequilibrium,if ak > 0 and
a > 0, then ak = a is the unique minimum unit price in
Si ; 8i 2 f 1; :::; Nk g.

Proof: Proof by contradiction.Assumeat a positive-
revenueequilibrium,ak is not the uniqueminimum unit price
in Si ; 8i 2 f 1; :::; nk g:

By applyingLemma3, we have

ak = amin (S1) = amin (S2) = ::: = amin (Sn k ) = a:

By applyingLemma4, we can�nd � > 0 suchthat no new
feasibleset is introducedby reducingISP k's unit price to
ak � � .

Now we comparethe revenuereceivedby ISPk beforeand
after ISPk reducesits unit price.Therevenuereceivedbefore
the reductionof ak is

Rk =
1

Nk + N � k

 

ak

n kX

k 0=1

p(Sk 0)
na(Sk 0)

+ Nk bk

!

:

The revenueafter ak is reducedto ak � � is

R0
k =

ak � �
nk

n kX

k 0=1

p(Sk 0) + bk ;

because

1) the setsSn k +1 ; :::; SN k are no longer feasiblebecause
the userhaslower coston S1; :::; Sn k andthe userwill
subscribeto these sets; therefore, ISP k receives no
revenuefrom the setsSn k +1 ; :::; SN k ;

2) all of the setsSN k +1 ; :::; SN that do not containk are
no longer feasiblebecausethe userhassmallercoston
setsS1; :::; Sn k ;

3) we have chosen� carefully such that no new set is
introducedby reducingak ; therefore,ISP k receivesno
revenuefrom othersetsin U � F .

Next, we compareR0
k andRk by consideringthe following

two cases:
1) N > 1: sinceN � Nk , we note that if

� <
N � Nk

N
bkP n k

k 0=1 p(Sk 0)
+ ak

n kX

k 0=1

(1 �
nk

N
);

then R0
k > Rk (the right-hand side of the above in-

equalityis alwayspositive). Therefore,we couldchoose
� suchthat the above conditionis satis�ed, which leads
to a contradiction.

2) N = 1: Then N = Nk = 1, and we have one single
feasibleset S1 (k 2 S1). If jS1j = 1, then we already
have ak = amin (S1) and ak is the unique minimum
unit price; otherwise,we can choosea small positive
value � satisfyingthe precedinginequalityandderive a
contradiction.

Finally, we prove the propertyof any equilibrium basedon
the precedinglemmas.

Theorem2: At any equilibrium, every ISP k has zero
revenue.

Proof: Proof by contradiction.
By applyingTheorem1, weknow thattherecanbeonly two

possiblecases:(1) Rk = 0; 8k 2 K, or (2) Rk > 0; 8k 2 K.
Therefore,we only needto prove that the secondcasedoes
not show up in any equilibrium.

For an arbitrary ISP k, Rk > 0, ISP k must be in some
feasibleset.We next considerthecasewhereISPk is in some
feasibleset.Speci�cally, we examinethe following two cases:

1) a > 0.
By applyingLemma5, ak = a is the uniqueminimum
unit price in all of the setsSi 2f 1;:::;N k g. Therefore,all
thesetswith non-zerominimumunit pricecanhave only
one single ISP. Then we only needto considerN > 1
sincewhenN = 1 it is trivial to show that eachISP k
haszerorevenue.
Assume ISP k has positive revenue Rk ; therefore,
cmin > 0. Then,ISPk canlower its priceto increaseits
revenue.Let cmin denotethe revenueof eachfeasible
setwith a single ISP. Thenwe have

Rk =
cmin

N
:

ISP k can lower its charge to cmin � � , where� > 0 is
a small number, andreceives revenue

R0
k = cmin � � :



Since cmin > 0, we are always able to �nd a � <
N � 1

N cmin such that R0
k > Rk . This leadsto a contra-

diction.
2) a = 0.

Note that in this casebk = 0, becauseotherwisethe
subscribercan dump all traf�c to the ISP with zero
unit price in Si without using ISP k, which means
that Rk = 0 and leadsto contradiction.Therefore,ISP
k is not in Si ; 8i 2 f 1; :::; nk g. By the assumption
Rk > 0, ISP k should be in any feasible set since
the subscribercan assign free-riding traf�c to ISP k
(by making charging volume zero) without incurring
any extra cost.Therefore,all feasiblesetscontainingk
shouldhave zerominimum unit price andk is in all of
thesesets;otherwise,it contradictswith our assumption
that a = 0.

Therefore,we prove that all ISPs receive zero revenueat
any equilibrium if cost is the only criterion usedby a userto
determinewhich subsetof ISPsto subscribeto.

V. RELIABIL ITY AND THE ISP PRICING PROBLEM

We have shown in the previous section that if the only
differenceamongISPs is pricing, then all ISPs receive zero
revenue at any equilibrium. However, in reality, pricing is
not the only difference among ISPs, and cost is not the
only concernof subscribers,either. Subscribersalsoconsider
many other factors,e.g., reliability, easeof management,and
security. In particular, reliability is a major motivation for the
deploymentof multihoming.

Given the importance of both cost and reliability, we
investigate a more realistic formulation of the ISP pricing
problem:how ISPsrespondto multihomedsubscriberswhen
the subscribersoptimizeboth costandreliability.

A. ProblemFormulation

Similar to the previous section,we formulatethe problem
as a non-cooperative game.We considerthe percentile-based
charging model and focus on the casewhere multiple ISPs
competefor a single subscriber. The players,action spaces,
and ISPs' revenue-maximizationobjectives are the sameas
thoseof the previous section.

The major differencebetweenthis formulationandthe pre-
cedingformulationis thatweconsiderbothcostandreliability.
Speci�cally, thesubscribertakesadvantageof our subscription
algorithm and smart routing algorithms to minimize cost
and maximizereliability. To characterizethe objective of the
subscriber, we de�ne a utility function of the subscriberon a
subsetS of ISPsas follows:

U(S) = w
X

k2 S

logmk �
X

k2 S

ck ;

where� k is theinstantaneousfailurerateof ISPk, mk = 1
� k

is
the meantime betweenfailures(MTBF) of ISP k, andw > 0
is the weight of the subscriber's preferenceof reliability over
cost.We consider�nite constantmeantime betweenfailures

in thispaper. Theweightw re�ects how muchthesubscriberis
concernedwith reliability. The higherthe weight is, the more
the subscriberprefers reliability over cost. The subscriber's
objective is to choosea subsetof ISPssuchthat its utility is
maximized:maxS2U w

P
k2 S logmk �

P
k2 S ck . We assume

that the subscriberalways choosesas many ISPsas possible
whenmaximizingits utility, e.g., whenthesubscriberhasequal
utility overmultiple feasiblesetsof ISPs,thesubscriberprefers
to multihome to ISPs in the largest set in order to improve
reliability.

Note that our formulation and approachcan be easily ex-
tendedto considerothermetricsthatsubscribersareconcerned
with.

B. Analysisof Existenceand Non-uniquenessof Equilibrium

Given our non-cooperative game-theoreticformulation,we
will prove the existenceand non-uniquenessof equilibrium
of the game in this section. The intuition of our proof is
that no matter how ISPs changetheir charging parameters,
thesubscriberexcludesa particularISPk from subscriptionif
that ISPchargesmorethanw logmk , becausethesubscriber's
utility becomeslessif ISP k is includedin subscription.

Formally, we have the following theoremstatingthe exis-
tenceandnon-uniquenessof equilibrium:

Theorem3: Thereexist multiple equilibria in the ISP pric-
ing game.

Proof: We �rst show that f ak = 0; qk = 0; bk =
w logmk g; 8k 2 K; is anequilibrium.Notethatthesubscriber
haszero utility and usesall ISPsas providers.Let S denote
the set of ISPsused(i.e., all ISPs)in this scenario.We look
at all of thepossibleactionsf a0

k ; q0
k ; b0

k g takenby anarbitrary
ISP k:

1) b0
k < bk . We �rst considerthecasewhereISPk changes

its baseprice only. In this case,w logmk � b0
k > 0 and

the subscriber's utility is maximized by including all
ISPsasproviders.However, ISP k's revenuedecreases.
We next considerthecaseswhereISPk changesits unit
price and/or charging percentilesimultaneously. Note
thatno matterhow ak andqk change,thesubscribercan
alwaysdistributethetraf�c in sucha way thata0

k p0
k = 0.

For instance,if pk > 0 anda0
k > 0, then the subscriber

re-distributestraf�c suchthatp0
k = 0 andincursno extra

cost. This is achievable becauseall of the other ISPs
have zero unit price. Therefore,no matterhow ak and
qk change,the subscriber's utility is alwaysmaximized
by using all ISPs as providers, while ISP k's revenue
decreases.

2) b0
k = bk . Therearethreecasesto beconsidered:a0

k > ak

andq0
k = qk ; a0

k = ak andq0
k > qk ; a0

k > ak andq0
k >

qk . We presentthe proof for the last casehereand the
proof for the �rst and secondcasescan be constructed
similarly. Theintuition of ourproof is thatthesubscriber
canalwaysdumpall aggregatedcharging volumetraf�c
p(S) to the ISP with zerounit price suchthat no extra
cost is incurred. Therefore,no matter how ak and qk

change,the subscribercan always distribute the traf�c



in sucha way that a0
k p0

k = 0. For instance,if a0
k > ak

and q0
k > qk , the subscriberassignsp0

k = 0 amount
of traf�c to ISP k. The differencebetweenutilities of
including andexcluding ISP k is:

U(S) � U(S � f kg)

=

 

w
KX

k 0=1

logmk 0 �
KX

k 0=1

bk 0

!

�

0

@w
KX

k 0=1 ;k 06= k

logmk 0 �
KX

k 0=1 ;k 06= k

b0
k 0

1

A

= w logmk � b0
k

= 0:

Therefore,no matter how ak and qk change,the sub-
scriber's utility is always maximizedby using all ISPs
asproviders,while ISPk cannotincreaseits revenueby
settingb0

k = bk .
3) b0

k > bk . The subscriberhasthe option to choosefrom
two possiblefeasiblesetsS and S � f kg in this case.
Note that we implicitly apply our previous assumption
that the subscriberchoosesas many ISP as possible
whenmaximizing its utility. Speci�cally, the subscriber
hasthe sameutility on any subsetof S � f kg.
Similarly, we know that the subscriber can always
distribute the traf�c in such a way that a0

k p0
k = 0 no

matterhow ISP k changesak and qk . We computethe
differenceof utilities on S andS � f kg as follows:

U(S) � U(S � f kg)

=

 

w
KX

k 0=1

logmk 0 �
KX

k 0=1

bk 0

!

�

0

@w
KX

k 0=1 ;k 06= k

logmk 0 �
KX

k 0=1 ;k 06= k

b0
k 0

1

A

= w logmk � b0
k

< 0:

Therefore,thesubscriberchoosesS� f kg asthefeasible
set,and ISP k receiveszero revenueby increasingbk .

Therefore,we have found an equilibrium. Furthermore,it
is obvious to seethat f ak = 0; qk = 0:95; bk = w logmk g is
anotherequilibrium.Therefore,thereexist multiple equilibria.

C. Propertiesof Equilibria

Given the resultsof existenceandnon-uniquenessof equi-
libria, we considera morechallengingandimportantproblem
in this subsection:what propertiesdoesan equilibrium have?
In particular, we are interestedin understandinghow the
revenueis distributedacrossISPsat an equilibrium.

We �rst show that every ISP has positive revenueat any
equilibrium by proving Theorem4. We summarizeour in-
tuition of the proof as follows. Any ISP k can attract the
subscriber's subscriptionby charging thesubscriberwith some

amountsmaller than w logmk . By doing so, an ISP k can
always receive positive revenuebecausethe subscriberwill
receive a higherutility if ISP k is subscribedto.

Theorem4: At any equilibrium, Rk > 0; 8k 2 K. In other
words,all ISPsreceive positive revenueat any equilibrium.

Proof: Proofby contradiction.SupposeRk = 0; 9k 2 K.
For ISP k, we considerthe following two cases:

1) Rk = 0 becauseISP k is not in any of the subscriber's
feasiblesets.
ISP k canset its charging parametersto f a0

k = 0; q0
k =

0; b0
k = w logmk � � g , where w logmk > � > 0 to

increaseits revenue.Note that the subscriber's utility is
maximizedif ISPk is includedin the feasiblesetssince
w logmk � b0

k = � > 0.
2) Rk = 0 andISPk is in someof thesubscriber's feasible

sets.
Similarly, ISPk cansetits chargingparametersto f a0

k =
0; q0

k = 0; b0
k = w logmk � � g, wherew logmk > � >

0, and the subscriber's utility is maximizedif ISP k is
still includedin the feasiblesets.ThenISP k is able to
increaseits revenuefrom 0 to w logmk � � .

Therefore,ISP k can increaseits revenue by taking the
above actions.This contradictswith our equilibrium assump-
tion.

Theorem4 above shows thatevery ISPhaspositive revenue
when we considerthe competition among all ISPs. It also
indicatesthatnew ISPshave incentivesto join thecompetition
and obtain a shareof the total revenue.However, it is still
not clear how the revenueis distributed acrossISPs,or, an
equivalentquestionis that what an ISP shoulddo in order to
increaseits revenuein the game.

Next, we show that therevenueanISPreceivesat any equi-
librium is determinedby both its own reliability of services
and the weight of the subscriber's preferenceof reliability.
Speci�cally, we prove the following theorem:

Theorem5: At any equilibrium, Rk = w logmk ; 8k 2 K.
Proof: Theorem3 shows that there exist (non-unique)

equilibria,whereRk = w logmk ; 8k 2 K. We now prove that
this propertyindeedholds for every equilibrium.

Theproof follows from the fact that if an ISPk chargesthe
subscriberRk < w logmk , then it mustbe includedin all of
the feasiblesetsof thesubscriber, becauseby including ISPk
in the feasibleset, the subscriberalways increasesits utility.

Supposeat an equilibrium, a particular ISP k charges the
subscriberRk < w logmk , thenISP k canincreaseits charge
by a small positive amount� . As long asRk + � < w logmk ,
ISPk canbesurethat it will be includedin all of the feasible
setsof the subscriber. Thus ISP k can increaseits revenueto
Rk + � , which contradictswith our equilibrium assumption.

On the otherhand,supposethat at an equilibrium,a partic-
ular ISP k chargesthe subscriberRk > w logmk if the sub-
scriberusesISPk asa provider. This leadsto a contradiction:
ISPk receiveszerorevenuebecausethesubscriberhashigher
utility by excluding ISP k from the feasibleset;however, ISP
k canincreaseits revenueby charging thesubscriberw logmk

if the subscribertakes it as a provider. This contradictswith



our equilibrium assumption.Note that here we assumethat
the subscriberusesas many ISPsas possiblewhen thereare
multiple utility-maximizing feasiblesets.

A coupleof commentsfollow.
First, by consideringboth reliability andcost,we show that

ISPs receive positive revenue in the competition; therefore,
new providers have incentives to join the competition and
sharethe total revenue.

Second,at any equilibrium, an ISP's revenue is jointly
determinedby thatISP's reliability andthesubscriber's weight
of preference.Therefore,ISPshave incentivesto improve their
reliability by upgradingtheir networks. On the other hand,
thesubscriberalsobene�ts from thecompetitionamongISPs.
By adjust relative preferencebetweenreliability and cost, a
subscribercan trade reliability for cost, or vice versa.Our
resultsindicatethat the wide deploymentof multihomingcan
bebene�cial to theglobal Internet,sinceit providesincentives
to ISPsto improve their reliability.

VI . RELATED WORK

We classify the relatedwork into four areas:analysisof
multihoming bene�ts, algorithm design for smart routing,
implementationtechniquesfor smart routing, and Internet
pricing.

Thereareseveral papersthat evaluatethe potentialbene�ts
of smartrouting, including [1], [13], [28], [29]. For example,
in [1], Akella et al. quantify the potential performanceand
reliability bene�ts of multihoming using real Internet traces,
and concludethat a careful choice of upstreamproviders is
crucial. Dai et al. quantify the potentialeconomicbene�ts to
both subscribersand ISPs [13]. Our work differs from the
above in that we useboth costandperformanceasmetricsof
interest.

The potentialperformanceand economicbene�ts of smart
routing motivate researchstudieson designingalgorithmsfor
smart routing (e.g., [1], [3], [15], [21], [23]). For example,
Akella et al. [3] proposeand evaluate a seriesof schemes
to optimize the performanceof multihomed users. In [15]
the authors design smart routing schemesto dynamically
distributetraf�c amongdifferentexternallinks to optimizecost
and performance.They also study the interactionsbetween
multiple smart routing users,and betweensmart routing and
single-homedusers.Our work is complementaryto the above
work in that both of the above work considerthe casewhere
usershavealreadydecidedwhich ISPsto subscribeto, whereas
in this paperwe studytheISPsubscriptionproblem.Moreover
weanalyzetheimplicationsof users'costminimizationon ISP
pricing strategies.

On the implementationside, [8], [11], [18], [26], [31]
propose implementing smart routing using BGP peering,
whereasF5 Networks[14] andRadware[25] implementsmart
routingusingDNS andNAT.

Finally, thereis a largebodyof literatureon Internetpricing
strategiesandcompetition(e.g., [5], [6], [7], [10], [12], [17],
[19], [20], [22], [30], [32]). Thesepapersconsiderabstract

charging models,while our work studiesthe percentile-based
charging model which is widely usedby today's ISPs. We
believe analysisusing a realistic charging model can provide
much neededinsight in understandingthe implications of
multihoming.

VI I . CONCLUSION

In this paper, we study two related problems— which
subsetof ISPs a user subscribesto to minimize cost, and
how ISPs respondto the user's selectionby changingtheir
pricing strategies.Our resultsshow that a usercan apply the
dynamicprogrammingalgorithmto effectively reduceits cost.
In responseto users' cost optimization,ISPswill adapttheir
pricing strategies.Using the percentile-basedcharging model
which is widely usedby today's ISPs,we formulatethepricing
problemas a non-cooperative game.Our resultsshow that if
cost is the only criterion usedby a user to determinewhich
ISPsto subscribeto, at any equilibrium all ISPsreceive zero
revenue.To be more practical, we considerthe casewhere
different ISPsprovide different levels of reliability, andusers
chooseISPs to both improve reliability and reducecost. In
this case,at any equilibrium an ISP's revenueis positive and
determinedby its reliability.
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APPENDIX

� ak : the unit price of ISP k.
� amin (Z i ): the minimum unit price of all ISPsin setZ i ,

i.e., amin (Z i ) = minf ak 0jk0 2 Z i g.
� bk : the baseprice of ISP k.
� ck : the cost function of ISP k. We assumethat ck is a

linear non-decreasingfunction.
� c(S): the minimum total cost of subscribingto all ISPs

in setS (single-homingwhen jSj = 1).
� F : thesetof all feasiblesetsof ISPswhich thesubscriber

obtainsby applyingour subscriptionalgorithm.A feasi-
ble setis a setof ISPsthat the subscriberpaysminimum
cost to deploy multihoming over all possiblesetsin U.
Theremay exist multiple feasiblesets.

� I : the total numberof intervals in a charging period.
� K: the set of all ISPs,i.e., K = f 1; :::; K g, whereK is

the total numberof ISPs.We usek as the index.
� mk : mk = 1

� k
is themeantime to failure(MTTF) of ISP

k.
� N : N = jF j is the numberof feasiblesets.
� Nk : the numberof feasiblesetsin F that containISP k.
� N � k : the numberof setsin F that do not containISP k.

N � k = N � Nk .
� nk : the number of feasible sets containing ISP k and

having maximum unit price over all Nk sets which
contain ISP k. In other words, nk = jf Z i jamin (Z i ) =
maxf amin (Z j )jj = 1; :::; N ggj.

� na(Z i ): the numberof ISPsin setZ i that have the same
unit price asa. na(Z i ) = jf ak jak = a;k 2 Z i gj.

� pk : thecharging volumeof ISPk, (i.e., pk = qt (Tk ; qk )).
For example,if ISP k chargesat 95th-percentile,thenpk

is the 95th-percentileof the traf�c assignedto ISP k.
� pk (S): the charging volume of ISP k 2 S when the

subscribersubscribesto all ISPsin the feasiblesetS.
� p(S): the aggregatedcharging volume of ISPsin set S.

p(S) = V0(S).
� qk : the charging percentileof ISP k, e.g., qk = 0:95 if

an ISP chargesat 95th-percentile.
� qt (X ; q) : the dq � jX je-th value in X sorted (or 0 if

q � 0), where X sorted is X sorted in non-decreasing
order, and jX j is the numberof elementsin X .

� Rk : the total expectedrevenueof ISP k.
� t [i ]

k : the volume of traf�c distributed to ISP k during
interval i . Let time seriesTk = f t [i ]

k j 1 � i � I g. Note
that V =

P
k Tk (with vectorsummation).

� U: the set of all subsetsof K. Uk denotesthe set of all
subsetsof K containingk.

� U(Z ): thesubscriber's utility functionon a setZ of ISPs.
U(Z ) = w

P
k2 Z logmk �

P
k2 Z ck . The subscriber's

objective in ISP pricing problemis maxZ 2U U(Z ).
� v[i ] : the total traf�c volumeduring interval i .
� V: time seriesof traf�c volumesV = f v[i ] j 1 � i � I g.
� V0(S): V0(S) def= qt (V; 1 �

P
k2 S zk ), whereS � K is

a subsetof ISPs,
� w: theweightof thesubscriber's preferenceof reliability

over cost.
� Z i : the enumerationof all the feasiblesetsin F . Here

i 2 f 1; :::; N g.
� zk : zk

def= 1 � qk .
� � k : the instantaneousfailure rate of ISP k. We consider

constantfailure rate in this paper.


