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Abstract
Distributed Algorithmic Mechanism Design
Rahul Sami

2003

Distributed algorithmic medanism design (DAMD) is an approad to designing dis-
tributed systemsthat takesinto accournt both the distributed-computational ervironment
and the incentivesof autonomousagerts. In this dissertation, we study two problems, mul-
ticast cost sharing and interdomain routing. We also touch upon seeral issuesimportant
to DAMD in general, including approximation, compatibility with existing protocols, and
hardnessthat results from the interplay of incertivesand distributed computation.

The multicast cost-sharing problem involves choosing a set of receivers for a multi-
cast transmission and determining payments for them to o set the bandwidth costs of
the multicast. We focus on cost-sharing mecanisms that are group-strategyproof and
budget-balanced. We prove fundamertal lower boundson the network complexity of group-
strategyproof medanismsthat are exactly or approximately budget-balanced. The Shapley-
value medhanism (SH) is perhapsthe most economicallycompelling mechanismin this class.
We give a group-strategyproof medtanism that exhibits a tradeo betweenthe other prop-
erties of SH: It canbe computed by an algorithm that is more communication-e cien t than
SH, but it might fail to achieve exact budget balanceor exact minimum welfare loss (albeit
by a bounded amount). We also shav that no strategyproof medanism for multicast cost
sharing can be both approximately e cien t and approximately budget-balanced.

Interdomain routing is the routing of trac betweenlInternet domains or Autonomous
Systems a task currently performedby the Border Gateway Protocol (BGP). We rst show
that there is a unique strategyproof medanism for lowest-®@st routing. Moreover, the prices
required by this medanism can be computed with a straightforward changeto BGP that
causesonly modest increasesin routing-table sizeand convergencetime.

We also formulate the policy routing medanism-designproblem. We show that, with
arbitrary route valuations, it is NP-hard to nd a welfare-maximizing (or even approxi-

mately welfare-maximizing) set of routes. For an important classof restricted valuations,



next-hop preferences a welfare-maximizing set of routes can be computed with a strate-
gyproof medanism in polynomial time (in a certralized computational model). Howewer,
we show that this medanism appearsto be incompatible with BGP, and henceis hard to

compute in the context of the current Internet.
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Chapter 1

In tro duction

With the advent of the Internet, we are seeingthe design and deployment of large-scale
distributed systems. The deployed systemsinclude large-scaleparallel computing projects
such as SETI@home[ACK ™ 02] and factoring [LM90], Internet servicessuc as le-sharing
and cading, and systemsto support the basic network functionality, suc as routing and
congestioncontrol. Usually, the primary focus of researd on these distributed systemsis
the dewvelopmert of good distributed algorithms, i.e., algorithms with low computational
complexity and communication requiremerts. This researt often tacitly assumeshat the
di erent componerts of the system perform their tasks as speci ed by the systemdesigner.
Sometimes,particularly in the cryptography literature, someof the participants are explic-
itly modeled as adversaries who can deviate arbitrarily from the speci cation in order to
defeat the intentions of the system designeror the other participants; the focus is then
on designing systemsthat function well in spite of these adversaries. Often, distributed-
systemsreseart is also concernedwith issuesof fault tolerance, i.e., dewveloping algorithms
and protocolsthat are robust in the presenceof failures.

Computational and communication complexity, security against adversaries,and fault
tolerance are certainly important features of Internet-based computation. Howewer, one
aspect of distributed systemson the Internet that has not been addresseduntil recertly
is the involvemert of self-interesta parties. Most of these distributed programs run on
computers at many dierent locations on the Internet, owned and operated by a wide

assortmen of ertities ranging from individual usersto governmertal and trans-national



organizations. Each of these parties has its own goals and objectives; furthermore, these
parties often operate with partial or complete autonomy and can exercisethis autonomy
in order to adhieve their own objectives. Rather than follow the \rules" of the system as
laid down by the designer,they can strategizeto manipulate the systemto their advantage.
There are many situations in which sudc strategic deviation cannot be prevented. For
example, the party may be required to report information that is intrinsically private, suc
asits own preferencesthe party's behavior may not be fully obsenable or veri able by any
other componert of the system;there may be legal di culties that preclude enforcing any
contract. Thesestrategizing parties are bestmodeledasthe \sel sh agers" studied in game
theory. An agert neednot be a single individual but can also be a group or organization;
the precisecharacter of an agent dependsheavily on the particular context. For instance,
in the multicast scenariodescribed in Chapter 3, a single useris the most natural \agent,"

whereas,in the interdomain-routing scenarioin Chapter 4, an entire corporation is more
naturally treated as a single agert.

The sel sh agerts involved in the system cannot be relied on to blindly follow any
prescribed algorithm { wheneer possible,they might strategizefor their own gain. Howewer,
it is frequertly possiblefor the systemdesignerto model the objectivesof an individual agert
reasonably well; for example, if the agent is a corporation, we may assumethat it seeks
to maximize its prot to create value for its shareholders. Then, the system designercan
exploit the fact that a sel sh agert is primarily interestedin maximizing its own personal
gain: Although the agen will not obediertly follow any prescribed protocol, we can assume
that it will respond to incentives Thus, we neednot designalgorithms that achieve correct
results in the face of adversarial behavior on the part of someagerts, merely algorithms
that work correctly in the presenceof predictably sel sh behavior by all agerts.

This approad { structuring incentives so as to induce the desired behavior of sel sh
agerts { lies at the heart of mechanism design a large area of researt in economics.
Informally, a mecanism is a system with the following form: Each agert can select a
strategy from an allowed range of strategies. The system then processesall the agens'
selectedstrategies and outputs an outcome as well as monetary paymentsto (or receipts

from) ead agen. Our aim is for the outcome to achieve some desirable global goal (for



example, a congestion-cotrol mecanism may want to select o w rates to maximize overall
throughput). The medanism is called incentive-compatible with this goal if the monetary
transfers (payments or receipts) are suc that sel sh behavior on the part of eat agert will
lead to this desirable outcome's being achieved.

Economic medanism designfocuseson issuesof incentive and strategy and largely ig-
nores computational considerations. The algorithmic mechanism designapproac of Nisan
and Ronen [NRO1] conmbines the two considerations. For simplicity, Nisan and Ronen con-
sidereda certralized computational model; however, they suggestedhat a distributed com-
putational model would be more appropriate for the Internet, where agerts are scattered
acrossa network, and communication may be expensive or slow.

Feigerbaum, Papadimitriou, and Shenlker [FPS0]] extendedthe Nisan-Ronenframework
to include distributed computation, in order to encompasssystemsin which the agerns
are distributed acrossa network, and it is impractical to collect all the input data at a
single location and compute the mechanism in a certralized fashion. They initiated the
distributed algorithmic mechanism design (DAMD) approad to designing systemsfor the
Internet, which combines the incentiv e-compatibility considerations of medanism design
with the distributed-computing objective of designing systemswith modest computation
and communication requiremerts. A more detailed overview of medanism design, algo-
rithmic medanism design, and distributed algorithmic mecanism designcan be found in
Chapter 2.

In this dissertation, | attempt to further our understanding on distributed algorithmic

medanism design. The thesis of my researa is:

The distributed-computing context can have a major impact on

the feasibilit y of a mechanism.

DAMD is a very generalframework that can potentially be applied to a broad classof prob-
lems. However, the exact interplay of incertives and distributed-computation constraints
that arisesin a system depends heavily on the cortext. Thus, my dissertation researt is
focusedon two speci ¢ problems: multicast cost sharing and interdomain routing.

The multicast cost-sharing problem is a medanism-designproblem that was rst in-



troduced by Feigerbaum et al. [FPS0]] and has since been studied by many researders,
including Jain and Vazirani [JV01], Adler and Rubenstein [AR02], Fiat et al. [FGHKO02],
and Mitchell and Teague[MTO02]. The problem is described in detail in Chapter 3; here,
we only outline it in brief. The problem is asfollows: There is somedigital cortent (say, a
movie) at one node of the network and a set of userswho are potentially interestedin re-
ceiving that cortent. The cortent can be deliveredto any subsetof users,using a multicast
tree for e ciency . Howewer, bandwidth is costly, and ead link hasa certain assaiated cost
that must be met if the link is used. Each useris willing to pay up to a certain amount for
the content, but the maximum amourt shewill pay (the "utility' of the content to her) is
private information known only to the user herself. A medanism for this multicast cost-
sharing problem takesthe users'reported utilities asinput and decideswhich usersreceive
the content, aswell as how much ead receiwer pays.

There are two featuresthat make this a useful problem for exploring issuesin DAMD:
It involves dividing costsamong many usersof an Internet service,and the costsinvolved
exhibit economies of sale, i.e., the marginal cost of serving an additional user goesdown
as the user base grows. These features are common to many network applications, and
we beliewe that the analytical ideaswe use for the multicast cost-sharing problem can be
applied to other problem domains as well.

In joint work with Joan Feigerbaum, Arvind Krishnamurthy, and Scott Shenler [FKSSO03,
AFK * 03], | studied the communication requiremerts of multicast cost-sharingmedanisms.
We focusedon mecanismsthat are budget-lalanced, i.e., the total payment exactly equals
the incurred cost, and group-strategyproof, i.e., no group of users can collude to manip-
ulate the medanism to their advantage. (In addition, we assumethat the medanism
satis es certain other natural properties, which are detailed in Chapter 3.) Feigerbaum et
al. [FPS0]] studied one particularly attractive medanism of this class,the Shapley-value
medanism (SH). They proved a lower bound on the communication required to compute
this medanism for a restricted class of algorithms called \linear distributed algorithms":
Any sud algorithm must use ( np) bits of communication in the worst case,wheren is
the number of nodesin the multicast tree and p is the humber of users.

In this dissertation, | preser the following contributions towards our understanding of

4



the multicast cost-sharing mecanism designproblem:

Any distributed algorithm, deterministic or randomized, that computes a budget-
balanced, group-strategyproof multicast cost-sharingmedianism must send ( p) bits
over ( n) links in the worst case. This lower bound applies, in particular, to the SH

medanism.

Any distributed algorithm, deterministic or randomized, that computes an approxi-
mately budget-balanced,group-strategyproof multicast cost-sharingmedanism must

send (log p) bits over ( n) links in the worst case.

There is no strategyproof multicast cost-sharingmecdanism satisfying certain natural

properties that is both approximately e cien t and approximately budget-balanced.

There is a group-strategyproof medanism that exhibits a trade-o betweenthe prop-
erties of SH: It canbe computed by an algorithm that is more communication-e cien t
than the SH medanism (exponertially more so in the worst case),but it might fail
to adhieve exact budget balance or match the overall welfare of the SH medanism

(albeit by a bounded amourt).

Apart from their immediate relevanceto multicast cost sharing, theseresults shed new
light on the generalissueof approximation in algorithmic medanism design. It is known
that approximating a medanism's output can destroy its strategic properties (see, e.g.,
Nisan and Ronen [NROQ]). Our results showv that, in somecircumstances,it may be pos-
sible to presene the strategic properties of a mechanism while trading o accuracy and
communication complexity.

The multicast cost-sharingproblem is certered on an application-level Internet service.
In cortrast, the interdomain-routing problem described in Chapter 4 attempts to capture
the incertiv e issuesinvolved in providing basic network functionality: The discovery and
distribution of good Internet routes must be supported by many autonomousorganizations
with independert goals. This touches upon additional complications that do not arise in
proposalsfor new user-le\el servicessuch as multicast, e.g., issuesof backwaid compatibility .

It is unlikely that a proposalfor an interdomain-routing protocol that is radically di erent

5



from, and perhapsincompatible with, the current de facto standard protocol (BGP, the
Border Gateway Protocol), will beadoptedin the foreseeablduture. Instead, it isimportant
that any new mechanism co-exist with BGP to facilitate a gradual phase-in. Thus, BGP is
a vital part of the distributed-computation context within which any interdomain routing
medanism must operate.

In joint work with Joan Feigerbaum, Christos Papadimitriou, and Scott Shenler [FPSS02],
| studied the problem of lowest-@st interdomain routing. Our model is asfollows: The nat-
ural strategic agerts in the interdomain-routing cortext are the domains or Autonomous
Systems(ASes). We assumea simple cost model that is similar to earlier models of lowest-
cost routing in the algorithmic medanism design literature [NRO1, HSO1], in which ead
AS incurs a privately known, per-padket cost for every padet it carries. The goal of the
medanism is to minimize the total cost of routing any giventrac, which requiresus to

nd the lowest-costroute for every source-destinationpair. We show:

There is a unique strategyproof medanism for lowest-costrouting that pays nothing

to ASesthat carry no transit tra c.

There is a \BGP-based" algorithm for computing the prices required by this med-
anism, i.e., an algorithm that requires only modest changesto BGP. The algorithm
has reasonablecomputational complexity: It requiresa small constart-factor growth

in the sizeof the BGP routing tables and a modestincreasein BGP cornvergencetime.

Our idea of including the current standard protocol in the computational model is in
itself a novel addition to the mecanism-designapproac. The existing protocol can steer
the designtowards medanismsthat are easierto adopt and also serwe as a yardstick for
\acceptable” complexity.

The lowest-cost routing model may be too simplistic { in practice, ASes have more
complex costs and preferenceswhich they expressthrough their routing policies. In joint
work with Joan Feigerbaum, Tim Grin, Vijay Ramacandran, and Scott Shenler, | stud-
ied extensionsof the algorithmic medanism designapproac to more generalpoliciesthan
lowest-costrouting. We formulated a model in which sourcesof network trac have a val-

uation for potential routesto a destination, and this value neednot be basedon per-padket
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transit costs. The goal of the medanism is to maximize the sum of all the ASes'valuations.
We prove the following results, indicating that policy-routing mecanisms may be di cult

to implemernt in this \BGP-based" computational model:

In the most general case(in which ASes have arbitrary valuation functions over all
paths to a given destination), nding an optimal outcomeis NP-hard; it is even NP-

hard to nd an outcomethat is approximately optimal, up to any reasonablefactor.

An important restricted classof valuation functions is the onein which an AS's valu-
ation of a route is only basedon its next hop on that route. Valuations basedon the
next hop alone can capture preferencesdue to customer/peer/provider relationships
that pairs of ASesmay have, and so this is an interesting classof valuations. In this
case, nding the optimal routes reducesto nding a maximum-weight directed span-
ning tree and can be computed in polynomial time. The payment computation can
alsobe performedin polynomial time, and thus the mecanism appearsto be feasible

in a certralized setting.

The communication required to dynamically recomputethe payments whenvaluations
changemay be unacceptablyhigh in the context of BGP: There is a family of networks
with n ASes,which are Internet-lik e in that they are sparseand have low diameter, for
which any update in valuations must result in ( n) messagesgver a cortiguous open
subsetof valuations. With this generically high communication, routing could be done
in a link-state fashion, in which all relevant information is broadcast to all agerts.
BGP usesthe alternative path-vector approad in order to reduce communication
requiremerts, but adding the payment computation for this medanism could defeat

this purpose.

In both the multicast cost-sharingand interdomain-routing problems,we nd that some
(but not all) medanismsthat appearto be feasiblein a certralized computational model
turn out to beimpractical in the distributed-computing context. Takentogether, the results
on multicast cost sharing and interdomain routing support my thesis that the distributed-

computation corntext must be taken into accourt when designingInternet medanisms.



The caseof budget-balanced,group-strategyproof multicast cost-sharingis particularly
interesting: If either the incertive-compatibility requiremert (group-strategyproofness)or
the distributed-computation requiremert is dropped, the problem becomeseasyto solwe;
thus, the hardnessarisesfrom the interplay of incentivesand distributed computation. We
call such problems canonically hard; they may form part of a \complexity theory" of dis-
tributed algorithmic medanism design. Further, by showing the existenceof canonically
hard problems, we have demonstrated that distributed computation and incentive com-
patibilit y are not orthogonal issuesthat can be tackled independertly; an approad that
combines both is essetial.

The rest of this dissertation is structured asfollows: In Chapter 2, | review someconcepts
from Mechanism Design and Algorithmic Mechanism Design. In Chapter 3, | describe the
multicast cost-sharing problem. | review the earlier and related work on this problem and
then present our new results. In Chapter 4, | focus on the interdomain-routing problem.
| describe earlier work on formulating routing as a medanism-design problem and then
explain where our model diers from the earlier ones. | then outline the \BGP-based"
computational model and present our results on lowest-cost routing and policy routing.
Finally, in Chapter 5, | summarizeand mention someinteresting open problems for future

work.



Chapter 2

Background: Distributed

Algorithmic  Mec hanism Design

In this chapter, we review conceptsand terminology from classicalmedanism design,aswell
asalgorithmic mecanism designand distributed algorithmic mecanism design. Our aim is
to present formal de nitions of the conceptswe use,to make clear the assumptionsimplicit
in our analysis, and to outline the relationship betweenour work and other researt in this
eld. We are not attempting a comprehensie survey of the literature in this vast eld; we
refer the readersto the chapter on medanism design theory in the book by Mas-Colell,
Whinston, and Green [MW G95, Ch. 13], and to the survey article by Jadkson [Jac0]. A

recert survey of distributed algorithmic medanism designcan be found in [FS0Z.

2.1 Mechanism Design Framew ork

Figure 2.1 depicts a simple medanism setting: There are n agerts; ead agert i has some
private information, called her private type t;. This typeis drawn from a set T of possible
types;the set T is known to all, but t; is known only to agert i. For example, the agerts

could be bidders at an auction; in this case,the private type of an agert is the amourt she

The function of a medanism in this setting is to solve a decisionor allocation problem

that a ects all the ageris. There is a set O of possibledecisions(or allocations), and the



Private type

Information Strategies
a1
b Agent 1
P1 Output O
Paymerts Medhanism
Pn
{ th Agert n
an

Parameterz

Figure 2.1: The generalmedanism-designsetting

medanism must pick somedecisiono 2 O. For example, an auction decideswhich agen
the item should belongto; in this case,the set of possibledecisionsis O = f1;2;:::ng. Typ-
ically, we want the decisionto follow certain principles or exhibit someethically appealing
property; in the auction example, we might want the item to be allocated to the agern who
valuesit the most. This is not trivial when the desireddecisionmust depend on the private
information of the agens (as in the auction case,where the value eah agert placeson
the item is private). These constraints on the decisionare expressedby requiring that the
decision conform to a certain function of the agen types, the sccial choice function. We
discusssacial choice functions in more detail in Section 2.1.4.

In order to implement a sccial choice function, the medanism must get someinput from
the agerts. The designof the medanismthereforeincludesa messagespace or strategy space
A; eat agen i sendsthe mecanism somemessagea; 2 A. (The medanism could invite
ead agert to declarehertype, in which casewe would have A = T, but the medtanism does
not have to take this form.) The medianism thus receives as input a vector of strategies
a = (a1;:::;ap). It usesthis input to compute a decision o, by following some output
function o= O(a).

The medanism also decideson the money transfers that accompaty this decision;this

givesthe mechanism designerthe tools to incertivize the agens. Formally, the medanism
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the medanismto agert i; thereis no restriction onthe sign, however, and soa negative value
can be usedto indicate money received from agent i. Returning to our auction example, p;
would typically be non-positive: The winner would have to pay the medanism, but there

is no money transfer with any other agert. We usep to denote the vector of payments

The goal of the medanism designeris to designthe output and payment functions
such that sel sh behavior by the agerts leadsto a predictable strategy pro le a(t) (which
depends on the true typet), and the output function for this predicted strategy exactly
correspondsto the social choice function. We will develop the game-theoreticframework to
describe \predictable strategies"in Section2.1.1and Section2.1.3,and then mertion some
overall objectivesfor the medanism in Section2.1.4.

One nal addition to this model is that we allow the medanism designframework to
include a parameter z from a spaceZ. We do this becausewe are often interestedin solving
a classof related problems; for instance, in Chapter 3, we are interestedin solving a classof
cost-sharingproblems, eat corresponding to a di erent instance of multicast tree topology
and cost. In a sense this parameter represerts the public information in the system;in the
multicast problem, the public information consistsof the tree topology and the link costs.
This parameter z can in uence the desired social choice function, the medanism output
function, and the paymernts.

We are now ready to de ne a medanism formally:

De nition 2.1 We are given a set of n agents, type space T, decision space O, and pa-
rameter space Z. A mechanism M is atuple (A; O;p1;p2;:::pn), Whete A is the strategy
spce,

O:Z A"! O isthe output function, andp; : Z A" ! R is the payment function for

agenti. A game form M ; is the mechanism M with the parameter xedto z2 Z.

The relevance of the type spaceT will becomeapparent when we discussthe SCF that the

medanism is implemerting.

We usep and pi to denote the payment function as well as the actual payments computed. It will be
clear from the context which of these we are referring to.
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For concisenesswe will often let the strategy spaceA beimplicit and write the meda-

We remark that this is not the most general model of a medanism design problem.
Many variations are possible: For example,we could have di erent type spacesand strategy
spacesfor di erent agers; there may also be probabilities assignedto the type pro les; or
the medanism itself may be randomized. Further, we have depicted the running of the
medanism as a one-round game (i.e., a game in strategic form). It is also possibleto
consider iterative mechanisms, with many rounds of communication between the ageris

and the medanism; this would result in an extensive-formgame.

2.1.1 Quasilinear utilit y model

An agen i's chosenstrategy a; thus a ects both the nal decisionand her payment p;.
What is the combined impact of the decisionand the payment on the agert? The answer
requires us to specify a utility maodel.

Throughout this dissertation, we usethe quasilinear utilit y model. In this model, agert

i's overall welfare? w; is given by:

w; = ui(ti;0) + pi;

where u;(tj; 0) is the utility she derives from the decision o of the medanism; this may
depend on the agert's type. It is this welfare w; that agert i seeksto maximize.

The quasilinear model is characterized by the fact that the welfare is additively sefrable
into moneyand everything elseand that it islinear in money There are seeral consequences
to this assumption. Among other things, it implies that agens are risk-neutral and that
there is no\income e ect," i.e., the changein wealth of agert i (due to the paymert p;) does
not in uence her utilit y u; for the consumedgood or service. In general, neither of these
assumptionsis likely to be satis ed exactly; howewer, it is often a reasonableapproximation

for a particular medanism, such asa movie multicast, in which the moneytransfersinduced

2The terms welfare and utility are used interchangeably in the algorithmic mechanism design literature;
what we call welfare is often referred to as utilit y. Throughout this dissertation, we stick to the convention
that the utilit y is that portion of the welfare that is derived from the decision of the medchanism.
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by the medanism do not signi cantly alter the wealth of the participating agens. The
guasilinear model has the advantage of analytical simplicity. For this reason, most of the

algorithmic medanism designliterature to date assumesguasilinear utilities.

2.1.2 Induced Game

Supposethat we are givenamedanismM and a particular instanceof the problem speci ed
by parameterz 2 Z. For every type pro le t, the gameform M , inducesa strategic-form
gameamong the agerts as follows: Each agert i choosesand plays somestrategy a;. The

\payo " for agert i when the strategy pro le is a, is her resultant welfare:

wi(a) = ui(ti; O(z;a)) + pi(z;a)

Note that agen i's typet; is an implicit argumert in her welfare w;(a).

2.1.3 Solution Concepts

We assumethat all the agerts are rational, sel sh maximizers, i.e., that they will only
attempt to maximize their own welfare. Further, we assumethat they know the exactform
of the mechanism M . Recall that medanism designerswant to exploit the predictably
sel sh behavior of the agens. This leadsto the following question: Given a type prole t,
when can we predict the strategy pro le a that results from sel sh behavior by the agerns?

Game theory provides us with many di erent ways to answer this question, depending
on the assumptionswe make about the agerts' information about other agerts' typesand
strategies,the agers' ability to coordinate strategies,etc. Theseassumptionsare embodied

in the solution concept used.

Nash equilibrium One solution conceptthat is very widely usedis that of a Nash equi-
librium. A strategy prole a is said to be a Nash equilibrium if, given the equilibrium
strategy for all other agens, a; is an optimal strategy for agert i. Formally, we can express
this asfollows: We usethe notation a ' to denote the strategiesof all agens excepti, i.e.,

a = (a;:na aer;iiian).
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De nition 2.2 A strategy pro le a is a Nash equilibrium if
8i 8a’°2 A wa ;&) w(a';ad)

A Nash equilibrium can be viewed as a \self-enforcing" contract: if agert i is con dent
that all other agerts are going to play their equilibrium strategies,then shecannot improve
her welfare by playing any strategy other than a;. Thus, if a is a Nash equilibrium strategy
in the gameinduced by a medanism, and all agerts believe that ewvery other agert is going
to play accordingto this strategy, then sel sh behavior will lead all ageris to choosestrategy
prole a.

Howewer, onemajor drawbadk of the Nash-equilibrium solution conceptis that it requires
agerts to have complete knowledge (or belief) about ewvery other agert's strategy. This
problem arisesbecause,in any game, there may be many di erent Nash equilibria. For
the equilibrium strategy to be self-enforcing,all agerts have to play accordingto the same
one of these multiple equilibria. This requires some coordination among agerts; in some
domains, sudh coordination may be acdiieved (for instance, through repeated gamesand
learning), but it appearsto be too stringent a requiremert for many Internet medanisms.

Attempts to get around this problem of multiple equilibria have been made in the
literature on implementation theory; Jadkson [JacQ]] surveys the literature in this eld.
There hasalsobeena lot of researf on re nements of Nashequilibria: If we make additional
assumptionsabout which strategiesare \reasonable" for an agert to play, most of the Nash

equilibria may be eliminated, leading to a simpler coordination problem.

Dominan t strategy equilibrium A stronger solution conceptis that of dominant strate-

gies

De nition 2.3 A strategy prole a is said to be a dominan t-strategy equilibrium if,
in the gameunder considemtion, agenti's optimal strategy is alwaysto play a;, regardless

of the strategy played by any other agert:
8i 8a°2A 8a '2A" 1! w(a';a) w(a';ad)
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A dominant-strategy equilibrium is alsoa Nash equilibrium.

Thus, dominant strategiesdo not su er from the coordination problem of Nash equilib-
ria: An ager i can chooseher optimal strategy a; without worrying about other agens'
typesor strategiesat all. This is particularly attractive in an Internet setting, where an
agert may not even know which other ageris are participating in the medanism. Thus, if
a medanism always inducesgameswith dominant strategy equilibria, an agert's dominant
strategy only dependson her own private type t;j (and perhapsthe parameter z). In this
case,there is a very strong reasonto believe that sel sh behavior will lead the agens to

collectively play the dominant strategy pro le a.®

Strategypro of Mec hanisms While dealing with the dominant strategy solution con-
cept, we often focus our attention on strategyproof mechanisms A strategyproof meda-
nism is one in which the strategy spaceA is identical to the type spaceT, and, for every
instance z and ewery type pro le t, the induced game has a dominant-strategy equilibrium
in which ead agert i plays the truthful strategy a; = t;. The revelation principle says that
any medianism with a dominant strategy solution can be transformed into a strategyproof
medanism. It is easyto seewhy this is true: We canwrap the mecanismwith a procedure

that asksfor the type of eat agert and computestheir dominant strategiesfor them.

De nition 2.4 A mechanism is strategypro of if A = T and, for any parameter z, the

gameform hasthe property that

8z; 8t2T" [ 8i; 832T; 8 '2T" 1
wi(a t) = u(t;O(z:a i) + pi(za )

wi(a a) = u(t;0(z;a ha)) +pi(za ha) |

Thus, a strategyproof medanism induces eat agert i to reveal her private type in-

formation t; to the mecanism, in all circumstances. The medanism will ideally use this

31t is possiblefor the induced gameto have multiple dominant-strategy equilibria, but this is rarer than
in the caseof Nash equilibria. Further, we are often dealing with strategypro of mechanisms, in which case
it is reasonableto expect an agert to play the simplest dominant strategy, which is to truthfully reveal her
type.
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information to output the desiredsocial choice function SCF (t).

Group-strategypro  of Mec hanisms  Strategyproofnessimplies that, in all circumstances,
no single agent can gain from lying about her type. Howewer, it may still be possiblefor a
group of agerts to collude to improve all their welfares. This leadsus to the de nition of a
stronger property: group-strategyproofness

Let S [1;2:::;n] denote a subset of the agerts, and let tS = ft;ji 2 Sg. We sa
the group S has a successfulstrategy if there is somestrategy tS that strictly increasesat
least one member of the group without reducing the welfare of any other member. For any
strategy pro le a, we usethe notation a S to denote the vector of strategies of all agerts

notin S: a S = fajj 62Sg.

De nition 2.5 A mechanismis called group-strategypro of if A = T and no group can

ever have a suaessful strategy, i.e.,

8z; 8t2T" f 8S;, 8t527T/S; ga S2T1" S,
9i2S st w(a 5;t5 > w(a S;t5)

=) 9 2S st wi(a 5t%) <w(a 5;t5)
(Recall that i's true typet; is an implicit argumert of the function w;().)

Whic h is the \righ t" solution concept? We have described someof the solution con-
ceptsusedin the medanism-designliterature; there are many more solution conceptsthat
we have not described. The question of which solution conceptis most appropriate for Inter-
net mecanismshas beendebated by many researters (see,e.g., [NRO1]), and was studied
at length by Friedman and Shenler [FS97]. Strategyproofnessseemsto be a safe choice,
provided collusion betweenagerns is impractical, becausethe incentive compatibility of the
medanism then holds regardlessof the extent of any agen's knowledge of other agerts'
preferencesand strategies. Group-strategyproofnesswill give security against collusion as
well.

Howewer, there is atrade-o betweenthe strength of the solution conceptand the range
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of social choice functions that can be implemented. Classicimpossibility results shaw that
certain sccial choice functions cannot be implemented by strategyproof medanisms[Arr63,
Gib71, Sat75 GL79]. If the cortext of the particular medanism justi es a wealer solution
concept (such as Nash equilibrium), these SCFsmay be implemented.

In this dissertation, we follow most of the algorithmic mecanism design literature in

choosing strategyproofnessand group-strategyproofnessas our solution concepts.

2.1.4 Overall Goals

We now turn to de ning overall goalsfor a mechanism. Recall that the mecanism selects
both a decisiono 2 O and a vector of payments p. Howewer, the medanism may not have
complete exibilit y to choose them independertly; requiremerts such as budget balance
(discussedbelow) may restrict the choice. In general,we assumethat the medanism must
choose an outcome (o;p) 2 F O R", where F is the spaceof feasible outcomes. A
mechanism is designedto implemert a given sccial choice function, SCF: T" ! F, which
maps a type prole t to a \desirable" outcome (0;p). (More generally we may have a
sacial choice corresppndencethat maps ead type vector to a set of acceptableoutcomes.)
Here, \desirabilit y" is decided by the medcanism designer (or social planner), who must
set objectivesfor his metanism. There is a large branch of economics,called sccial choice
theory, that dealswith formalizing \desirable" goalsfor society.

How is the function SCF picked? Usually, it is built up from a combination of axioms,
ead represering a constraint on the mecanism, or an ethical principle that we would
like to follow. For example, \If, at type prole t, all agerts like decision o best, then,
SCF(t) = o." In this section, we describe two objectives, e ciency and budget-lalance,

which we target for the mecanismsin this thesis.

E ciency (P areto-optimalit y) The principle of Pareto-optimality says that, if all the
participants of the gameinduced by a mecanism prefer outcome (0% p9 to outcome (o;p),
then (o;p) should not be the chosen outcome. In other words, if (o;p) is the chosen
decision, it should be \P areto-optimal": There should be no decision (0%p% 2 F that

all the participants prefer to (o;p). Moulin [Mou9l, pg. 14] calls the Pareto-optimality
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principle \the single most important concept in welfare economics.” A Pareto-optimal
outcome is also called an e cient outcome, and a medianism is said to be e cient if it
always gives a Pareto-optimal outcome.

When we are dealing with quasilinear utilities (de ned in Section 2.1.1), this concept
of e ciency takeson a conveniert analytical form. The important feature of quasilinear
utilities hereis that all agens derive the samewelfare from money; thus, money transfers
among agents are irr elevant to the e ciency of the medanism. Not all money need be
transferred between ageris; the medanism may run a de cit or generatea surplus. This
can be dealt with by assumingthat there is a non-strategic party assaiated with the
medanism, such as scciety at large or the medanism operator, that bearsthe de cit or
surplus. In this casetoo, we can extend the quasilinear utilities to the party bearing the
de cit or the surplus, and hencethe Pareto-optimality of the mecanism is independert
of the money transfers* This leadsus to de ne the e ciency or overall welfare W (0) of
decisiono:

pd
W(o) = ui (ti; 0)
i=1

With quasilinear utilities, an outcome (o;p) is e cien t if and only if o is a decisionin O
that maximizesthe overall welfare W (0).° Maximizing W (o), the sum of all agent utilities,
is the classicalutilitarian goal.

When the decisionsmay have di erent intrinsic coststo society, thesehave to be taken
into accourt. For example, in the multicast cost-sharing problem described in Chapter 3,
ead decisiono correspondsto a di erent selectedmulticast tree, resulting in di erent costs

C(0).% In sudh situations, the e ciency or overall welfare (with costs) W (0) is de ned as:

xo
W(o) = ui(ti;o)  C(o)
i=1

A medanism is then e cien t if and only if it maximizesthe overall welfare with costs.

“For this reason, gameswith quasilinear utilit y functions are also known as transferable utility games.

SHere, we assumethat all balanced money transfers are feasible; this is true of all the mechanism design
problems we consider.

5The cost may also depend on the problem instance, xed by parameter z; for simplicity, we omit z from
the notation.
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Budget Balance The other overall medanism goal we considerin this dissertation is
budgetbalance. As mentioned earlier, this can be viewed asa constraint on the mecanism's
outcome: If there are no costs, then the payment vector p must satisfy P i pi = 0. If there
is an intrinsic cost C(0) assaiated with ead decision o, then the outcome (o;p) of the
medanism must satisfy

C(o) + pi=0

In other words, the revenue generated from the agens exactly balancesthe cost the
medanism incurs.

It is also possibleto considera weaker budgetary constraint, in which the mecdanism
is allowed to run a surplus, but not a de cit. If the mecanism is a commercial ertity, it
is clear that this represerts a real feasibility constraint: the mecanism can make a prot
and survive, but it cannot make a loss.

Howeer, there are situations in which a large surplus could also be detrimental to the
compary running the medanism. In particular, a large surplus meansthat the ageris are
being charged more than what is required to cover the cost of the servicethe medanism
is providing, and soit is open to being undercut by competition. In suc cases,we may
want a medanism that is as closeto achieving exact budget balance as possible. Another
situation in which exact budget balancemay be required is when the medanism is set up

by the agerts to cooperatively solve an allocation problem.

2.1.5 Vic krey-Clark e-Groves Mec hanisms

One of the most striking results in medanism designis a generaltechnique for construct-
ing strategyproof, e cient medanismsin the quasilinear setting. This construction can
be traced back to Vickrey's second-priceauction [Vic61] and was further deweloped by
Clarke [Cla7]] and Groves[Gro73]. In the algorithmic medanism design literature, these
are called Vickrey-Clarke-Groves (VCG) medanisms.

The VCG construction seemso give us all that we need{ strategyproofnessand optimal
e ciency . Howewer, onedrawbadk of VCG medanismsis that they are usually not budget-

balanced;the construction relies on having the freedomto run a surplus or a de cit. This
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is one rami cation of a result dueto Greenand Laont [GL79], which shaws that there is
in general no strategyproof medanism that is both budget-balancedand e cient. VCG
medanisms are also not group-strategyproof; typically, a colluding group of agerts can

easily improve all their individual welfares.

2.2 Algorithmic  Mechanism Design

In Section2.1, we described the economicaspect of mecanism design. We now turn to the
computational aspect, which was rst studied by Nisan and Ronen [NRO1] in their seminal
paper on algorithmic mechanism design

Nisan and Ronenobsenedthat, for a medanismto be feasiblein practice, the functions
O(a) and p(a) have to be tractable. Specically, for a medanism to be tractable, the
output and payment functions must be polynomial-time computable; perhaps surprisingly,
even this simple requiremert ruled out many medanismsthat would appearideal from an
economic standpoint. This arisesbecause,in many problem settings, nding an optimal
(e.g., e cient) decisionis an NP-hard combinatorial optimization problem.

This naturally leadsusto askwhether an approximation algorithm can be usedto yield
a medanism that is approximately optimal. Howewer, Nisan and Ronen [NROQ] showved
that this is not as straightforward as it may appear: Replacing an exact solution by an
approximate solution may destroy the game-theoretic properties (e.g. strategyproofness)
of the medanism. Thus, approximation in the context of medanism design has to be
done carefully; general approximation techniques have beendeweloped for some classesof
medanism design problems [ATO1].

The original paper of Nisan and Ronen [NRO1] sparked a large body of researth on
algorithmic aspectsof medcanismdesign. In particular, there is growing interestin incentive
compatibility in both distributed and certralized computation in the theoretical computer
sciencecommunity (see, e.g., [AT02, FPS01, FGHKO02, HS01, NROO, RT02]) and in the
\distributed agerts" part of the Al comnunity (see, e.g., [MT99, Par99, PU0O, San99
Wel93 WWWMO01 ]). One problemthat hasbeenintensively studied is that of combinatorial

auctions, which are auctions in which bidders may bid for subsetsof a set of goods rather
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than for individual goods. The computational challenge here arisesfrom the combinatorial
explosion of the number of subsetsthat must be considered. Combinatorial auctions have

an immediate application in the FCC Spectrum Auctions.

2.3 Distributed Algorithmic Mechanism Design

Nisan and Ronen's model of tractable computation is basedon polynomial-time centralized
computation. One of the main motivations for algorithmic medanism designis the study of
Internet medanisms, and sothey suggestedhat a distributed, Internet-like computational
model might be more suitable in somecases.

In the Internet, the agens are often dispersedacrossthe network; thus, the input and
output of the medanism must occur at dispersed locations. One way to compute the
medanism is to sendall the input strategiesto a single location, compute the output and
payments in a certralized manner, and then send the required information badk to the
agert locations. Howewer, this approad may require prohibitiv ely high communication and
it may causecongestionnear the certralized sener. This led Feigerbaum, Papadimitriou,
and Shenler to considerdistributed computational modelsin their paper on multicast cost-
sharing medanisms [FPS0]]; this started the study of distributed algorithmic mechanism
design Feigerbaum et al. pointed out that for a medanism to be feasiblein an Internet
setting, it must be computable by a distributed algorithm with low computational complex-
ity and modest communication requiremerts. More speci cally, the distributed algorithm

should ideally have the following properties:
The local computations require polynomial-time.
Low communication complexity; the total number of messagesert is ideally O(s).
Eadh messages reasonablysmall, e.g., polylog(s).

No singlelink is congested,i.e., the maximum number of message®n a link is O(1).

(Here, s denotesthe input sizeof a giveninstanceof the problem.) They intro ducedthe term
network complexity to cover thesefour aspects of a distributed algorithm. A mecdanism is

said to have \good network complexity” if it satis es all these properties.
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We remark that the communication complexity of medanismsis related to the concept
of messagespace dimensionality that hasbeendewveloped in the economicditerature [MR74,
Wal77]. The parallels betweenthe two approadces are demonstrated by Nisan and Segal,
in their analysis of conmbinatorial auctions [NS03]. Howeer, the conceptsare di erent in
that the message-spacdimensionality only dealswith the informational requiremerts at
equilibrium, whereasthe communication complexity of computing the medanism includes
the information transfers required to reac equilibrium as well.

Finally, we note that our framework of distributed algorithmic medanism design in-
cludes both distributed information (inputs and outputs) and distributed computation;
there has also beenwork on studying the impact of distributed information alone on algo-

rithmic medanism design[MT99, NS03.
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Chapter 3

Multicast Cost Sharing Y

3.1 Intro duction

In the standard unicast model of Internet transmission, ead padket is sert to a single
destination. Although unicast service has great utilit y and widespread applicability, it
cannot e cien tly transmit popular content, sud as movies or concerts,to a large number
of receiwers; the source would have to transmit a separate copy of the corntent to eadh
receiver independertly. The multicast model of Internet transmission relieves this problem
by setting up a shareddelivery tree spanning all the receivers; padkets sert down this tree
are replicated at branch points sothat no more than onecopy of eat padet traverseseah
link. Multicast thus greatly reducesthe transmission costsinvolved in reading large user
populations.

The large-scale,high-bandwidth multicast transmissionsrequired for movies and other
potential sourcesof reverue are likely to incur substartial transmission costs. The costs
when using the unicast transmission model are separablein that the total cost of the
transmission is merely the sum of the costs of transmission to ead receiver. Multicast's
useof a shareddelivery tree greatly reducesthe overall transmission costs, but, becausethe
total costis now a submodular and nonlinear function of the set of receiwers, it is not clear

how to share the costs among the receivers. A recert seriesof papers has addressedthe

YThis chapter describes joint work with Joan Feigerbaum, Arvind Krishanmurthy, and Scott Shenker;
parts of it were reported in [FKSS03, AFK * 03]. Aaron Archer provided valuable commerts.
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problem of cost sharing for Internet multicast transmissions. In the rst paper on the topic,
Herzog et al. [HSE97] consideredaxiomatic and implementation aspects of the problem.
Subsequeltly, Moulin and Shenker [MS01]] studied the problem from a purely economicpoint
of view. Seweral more recent papers[FPS01, AR02, FGHK02, MT02] adopt the distributed
algorithmic mechanism designapproad, which augmens a game-theoreticperspective with
distributed computational concerns. In this chapter, we extend the results of [FPS0]] by
consideringa more generalcomputational model and approximate solutions. We alsoextend
a classicimpossibility [GL79] result by shaving that no strategyproof medanism can be

both approximately e cien t and approximately budget-balanced.

3.2 Multicast Cost Sharing Mo del

We usethe multicast-transmission model of [FPS01]: There is a user population P residing
at a set of network nodes N, which are connectedby bidirectional network links L. The
multicast ow emanatesfrom a sourcenode 52 N; given any setof receiersR P, the
transmission o ws through a multicasttree T(R) L rooted at ¢ and spansthe nodesat
which usersin R reside. It is assumedthat there is a universal tree T(P) and that, for each
subsetR P, the multicast tree T(R) is merely the minimal subtree of T(P) required to
reac the elemerts in R. This approac is consisten with the designphilosophy embedded
in essetially all multicast-routing proposals(see,e.g., [BFC93, DEF* 96, HC93, PLB* 99)).

Eacdh link | 2 L has an assaiated cost ¢(I) 0 that is known by the nodeson eadh
end, and ead useri assignsa utilit y value u; to receiving the transmission. Note that u; is
known only to useri a priori.

A cost-sharingmechanismdetermineswhich usersreceive the multicast transmissionand
how much ead receiwer is charged. Using the medanism-designterminology introduced
in Chapter 2, we can describe the medanism-designproblem: The usersare the strategic
agerts. The private type information that useri hasis u;, her utilit y for the transmission.
We are interested in strategyproof mecanisms,and hencewe can assumethat the strategy
spaceA is the spaceof possible utilit y values, which is the set of all non-negative real

numbers. The medanism asksead useri to report her utilit y value; useri can strategize
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by reporting any value ; 0 in place of u;. The decisionspaceO is the set of all subsets

of receivers. We use ; to denote whether useri receivesthe transmission: ; = 1 if the
user receives the multicast transmission,and ; = 0 otherwise. The decisionoutput by a
medanismis thusavector = ( 1; 2;:::; jPJ).

This is a cost-sharing mecanism, and thus, it will receive payments from the users;
thus, the payments p; as de ned in Chapter 2 will be negative. We let x;j = p; denote
how much useri is chargedand ; denote whether useri receivesthe transmission; ; = 1

if the userreceivwesthe multicast transmission,and ; = 0 otherwise. We useu to denote

We want medanismsto solve the cost-sharing problem for all possiblemulticast trees,
rather than a simple problem. Therefore, the medanism is parametrized by a parameter
z= (N;T(P);fcgg; <) that describesthe non-private information in a particular problem
instance: the set of nodes,the universal multicast tree, the link costs,and the sourceof the
multicast. In order to keepthe notation simple, we do not explicitly include this parameter
in our formulae; when we are dealing with a single instance of the problem, it will be clear
from the cortext.

The mecanism M is then a pair of functions M (u) = ( (u);x(u)). The practical
feasibility of deploying the mecanism on the Internet dependson the network complexity
of computing the functions x(u) and (u). It is important to note that both the inputs
and outputs of these functions are distributed throughout the network; that is, ead user
inputs his u; from his network location, and the outputs x;(u) and ;(u) must be delivered
to him at that location.

The receiver set for a given input vector is R(u) = fi j ; = 1g. A user'sindividual
welfare is given by wi = ju; X;. The cost of the tree T(R) reading a set of receivers
R is ¢(T(R)), and the overall welfare, or net worth, is NW(R) = ugr ¢(T(R)), where
Ur = i i»r Ui and ¢(T(R)) = i 121(r) C(1)- The overall welfare measuresthe total bene t
of providing the multicast transmission (the sum of the utilities minus the total cost).

Figure 1 depicts an instance of the multicast cost-sharing problem. There are v e
potential receiwers, ead located at a particular node of the multicast tree and ead having a

certain utilit y value for receivingthe multicast transmission. For example,the notation u; =
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Figure 3.1: A multicast cost-sharingproblem.

3 besidethe leftmost node on the secondlevel from the top meansthat potential receiver
number 1 is located at this node and is willing to pay at most 3 to receiwe the transmission.
The numerical valueson the links represen the costsof sendingthe transmission over those
links. The source of the transmission is the root node at the top level of the tree. If
R f1;:::;6q is the set of actual receiwers, then the transmissionwill be sert only to the
nodes of the tree at which members of R are located. The total cost of this transmission
will be the sum of the costsof the links in the smallest subtree that cortains these nodes
and the root. For example,if R = f2;3;4g, then the total cost of the transmission would
be 15. The role of the cost-sharingmecdanism is to determine, for ead instance, what the
receiver-set R should be and how much ead menmber of R should be charged.

Our goalis to explorethe relationship betweenincertivesand computational complexity,
but, before we do so, we rst commert on se\eral aspects of the model. The cost model
we employ is a poor re ection of reality, in that transmission costsare not per-link; current
network-pricing schemestypically only involve usage-basedr at-rate accesdees,and the
true underlying costsof network usage,though hard to determine, involve small incremertal
costs(i.e., sendingadditional padetsis essetially free) and large xed costs(i.e., installing
a link is expensiwe). Howewer, we are not aware of a well-validated alternative cost model,
and the per-link cost structure is intuitiv ely appealing, relatively tractable, and widely used
(e.g. in [AR02, FGHKO02, FPS01,JV01, MT02]).

We assumethat the total transmission costs are shared among the receivers. There
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are certainly casesin which the costswould more naturally be borne by the source(e.g.

broadcasting an infomercial) or the sharing of costsis not relevant (e.g., a teleconference
among participants from the sameorganization); in sud cases,our model would not apply.

Howewer, wethink that there will be many casesparticularly thoseinvolving the widespread
dissemination of popular content, in which the costswould be borne by the receiwers.

There are certainly cases,such as the high-bandwidth broadcast of a long-lived evert
such as a concert or movie, in which the bandwidth required by the transmission is much
greater than that required by a certralized cost-sharing medanism (i.e., sending all the
link costs and utilit y valuesto a certral site at which the receiver set and cost shares
could be computed). For these cases,our feasibility concernswould be moot. Howewer,
Internet protocols are designedto be general-purpose; what we addresshere is the design
of a protocol that would share multicast costsfor a wide variety of uses,not just long-lived
and high-bandwidth events. Thus, the fact that there are scenarios(e.g., the transmission
of a shuttle mission, as explained below) in which our feasibility concernsare relevant is
Su cien t motivation; they neednot be relevant in all scenarios.

In comparing the bandwidth required for transmission to the bandwidth required for
the cost-sharing mechanism, one must consider seweral factors. First, and most obvious,
is the transmission rate b of the application. For large multicast groups, it will be quite
likely that there will be at least one user connectedto the Internet by a slov modem.
Becausethe multicast rate must be chosento accommalate the slowest user, one can't
assumethat b will be large. Second,the bandwidth consumedon any particular link by
certralized cost sharing mecanisms scaleslinearly with the number of usersn = jPj, but
the multicast's usageof the link is independert of the number of users. Third, one must
consider the time incremert over which the cost accourting is done. For someewernts,
such asa movie, it would be appropriate to calculate the cost sharesonce(at the beginning
of the transmission) and not allow usersto join after the transmissionhasstarted. For other
events, sud asthe transmission of a shuttle mission, userswould come and go during the
courseof the transmission. To share costs accurately in such cases,the time incremert
must be fairly short. The accourting bandwidth on a single link scalesroughly asn, which

must be comparedto the bandwidth b usedover a single accourting interval. Although
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small multicast groupswith large and b could easily use a certralized mecanism, large
multicast groupswith small and b could not.

We have assumedthat budget-balanced cost sharing, where the sum of the charges
exactly coversthe total incurred cost, is the goal of the charging medanism. If the charging
medanism were being designedby a monopoly network operator, then one might expect
the goalto be maximizing reverue. There have beensomerecert investigations of revenue-
maximizing charging schemesfor multicast (see,e.g., [FGHKO02]), but herewe assume,asin
[HSE97, MS01, FPS01, AR0Z2], that the charging medanism is decidedby scciety at large
(e.g., through standards bodies) or through competition. Competing network providers
could not charge more than their real costs (or otherwise their prices would be undercut)
nor lessthan their real costs (or elsethey would lose money), and so budget balance is
a reasonablegoal in such a case. For some applications, sud as big-budget movies, the
bandwidth costswill beinsigni cant comparedto the costof the content, and then di erent
charging schemeswill be needed,but for low-budget or free cortent (e.g. teleconferences)
budget-balancedcost-sharingis appropriate.

Lastly, in our model it is the userswho are sel sh. The routers (represeried by tree
nodes), links, and other network-infrastructure componerts are obediert. Thus, the cost-
sharing algorithm does not know the individual utilities u;, and so userscould lie about
them, but oncethey report them to the network infrastructure (e.g. by sendingthem to
the nearestrouter or accourting node), the algorithms for computing x(u) and (u) can
be reliably executedby the network. Ours is the simplest possiblestrategic model for the
distributed algorithmic medanism-designproblem of multicast cost sharing, but, even in
this simplest case, determining the inherernt network complexity of the problem is non-
trivial. Alternativ e strategic models (e.g., onesin which the routers are sel sh, and their
strategic goalsmay be aligned or at odds with those of their residert users)may alsopresen
interesting distributed algorithmic mecdanism-designchallenges. Preliminary work along

theselines is reported in [MT02].
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3.3 Notation and Terminology

In order to state our results more precisely we needadditional notation and terminology.
In general,we only considermecanismsthat satisfy four natural requiremerts?:
No Positiv e Transfers (NPT) : xj(u) O; in other words, the medtanism cannot pay
receivers to receiwe the transmission.
Voluntary Participation (VP) : w;j(u) 0; this implies that usersare not charged if
they do not receiwe the transmissionand that userswho do receiwe the transmission are not
charged more than their reported utilities.
Consumer Sovereignty (CS) : For any given problem instance z there exists some
such that ;(u) = 1if y; cs; this condition ensuresthat the network cannot exclude any
agert who is willing to pay a su cien tly large amount, regardlessof other agerts' utilities.
Symmetry 2 (SYM) : If i and | are at the samenode or are at di erent nodes separated
by a zero-costpath, and u; = uj, then ;= ; andXx; = X;.
We are concernedwith mecanism that are strategyproof, or group-strategyproof (GSP);

these properties were de ned in Chapter 2.

3.4 Overall Objectiv es

In addition to these basic requiremerts, there are certain other desirable properties that
one could expect a cost-sharing mechanism to possess.A cost-sharing mecanism is said
to be e cient if it maximizesthe overall welfare, and it is said to be budget-lalancd if the
reverue raised from the receivers coversthe cost of the transmissionexactly. It is a classical
result in game theory [GL79] that a strategyproof cost-sharing medanism that satis es
NPT, VP, and CS cannot be both budget-balancedand e cien t.

Moulin and Shenler [MS01] have shown that there is only one strategyproof, e cien t
medanism, called marginal cost (MC), de ned in Section 3.9 below, that satis es NPT,

VP, and CS. They have also shavn that, while there are many GSP, budget-balanced

1The one exception is Section 3.9, in which we do not assumeSYM; that section contains an imp ossibility
result, and so not making this assumption only makesthe result stronger.

2This straightforward de nition is lessrestrictiv e than the one given by Moulin and Shenker [MS01]. The
SH, JV, and EG mecdhanisms that we use as examples satisfy the more stringent de nition of symmetry in
[MSO01] as well.
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medanismsthat satisfy NPT, VP, and CS, the most natural oneto consideris the Shapley
value (SH), de ned in Section3.7 below, becauseat minimizes the worst-casee ciency loss.
Both MC and SH also satisfy the SYM property. The egalitarian (EG) medanism
of Dutta and Ray [DR89] is another well studied GSP, budget-balanced mecanism that
satis es the four basic requiremerts. Jain and Vazirani [JVO1] presen a novel family of
GSP, approximately budget-balanced mechanisms® that satisfy NPT, VP, and CS. Each
medanismin the family is de ned by its underlying cost-sharingfunction, and the resulting
medanism satis es the SYM property whenewer the underlying function satis es it. We
usethe notation JV to refer to the members of the Jain-Vazirani family that satisfy SYM.
It is noted in [FPS0]] that, for multicast cost sharing, both MC and SH are polynomial-
time computable by certralized algorithms. Furthermore, there is a distributed algorithm
given in [FPS0]] that computesMC using only two short messageper link and two simple
calculations per node. By cortrast, [FPS01] notesthat the obvious algorithm that computes
SHrequires ( jPj jNj) messagesn the worst caseand shows that, for a restricted classof
algorithms (called \linear distributed algorithms™), there is an in nite set of instanceswith
jPj = O(jNj) that require ( jNj?) messages.Jain and Vazirani [JV0O1] give certralized,
polynomial-time algorithms to compute the approximately budget-balancedmedanismsin

the classJV.

3.5 Our Results

In this chapter, we shaw that:

Any distributed algorithm, deterministic or randomized, that computes a budget-
balanced, GSP multicast cost-sharingmedanism must send ( jPj) bits over linearly
many links in the worst case. This lower bound applies, in particular, to the SH and

EG medanisms.

Any distributed algorithm, deterministic or randomized, that computes an approxi-

mately budget-balanced,GSP multicast cost-sharingmecdanism must send (log (jPj))

3The medhanisms in [JVO01] actually satisfy a more stringent de nition of approximate budget balance
than we use;thus, our network-complexity lower bounds apply to them a fortiori .
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bits over linearly many links in the worst case. This lower bound applies,in particular,

to the SH, EG, and JV medanisms.

(In both theseresults, the \w orst case"is worst with respectto all possiblenetwork topolo-
gies, link costs,and user utilities.)

In order to provethe rst of theselower bounds(i.e., the onefor exact budget balance),
we rst prove a lower bound that holds for all medanisms that correspond to strictly
cross-monotonic cost-sharing functions. Cross-monotonicily, a technical property de ned
precisely in Section 3.6, meansroughly that the cost share attributed to any particular
receiver cannot increaseas the receiwer set grows; the SH and EG cost-sharingfunctions for
a broad classof multicast trees are examplesof strictly cross-monotonicfunctions but not
the only examples. Our lower bound on the network complexity of strictly cross-monotonic
medanisms may be applicable to problems other than multicast.

It is well known that there is no strategyproof medanism that is both (exactly) e cien t
and budget-balancedon all problem instances[GL79]. This in itself doesnot rule out the
existenceof a strategyproof medanism that is approximately e cien t and approximately

budget-balanced. Howewer, we prove that this is alsoimpossible:

There is no strategyproof multicast cost-sharingmedanism satisfying NPT, VP, and

CSthat is both approximately e cien t and approximately budget-balanced.

Finally, we attack the question of nding an approximation to the SH medanism:

We presert a group-strategyproof medanism that exhibits a trade-o between the
properties of SH: It can be computed by an algorithm that is more communication-
e cien t than the natural SH algorithm (exponertially more soin the worst case),but
it might fail to achieve exact budget balance or exact minimum welfare loss (albeit

by a bounded amourt).

3.6 Submo dular Cost-sharing Problems

We brie y digressfrom the multicast problem to study a more generalclassof cost-sharing

problems. Consider the generalsituation in which we want a medanism to allow the users
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to share the cost of a common service. We restrict our attention to the caseof binary
preferences:User i is either \included,” by which he attains utilit y u;, or he is \excluded"
from the service,giving him 0 utilit y. A mechanism can usethe utilit y vector u asinput to
compute a set R(u) of userswho receiwe the serviceand a payment vector x(u). Further,

supposethat the cost of servingasetS P of the usersis given by C(S).

De nition 3.1 A cost function Cis called submo dular if, for all S;T P, it satis es

C(S[ T)+ C(S\ T) C(S)+ C(T):

Submodularity is often used to model economiesof scale, in which the marginal costs
decreaseas the serviced set grows. One example of a submodular cost function is the
multicast preseried in Section 3.1, where the cost of delivering a multicast to a set R of
receivers is the sum of the link costsin the smallest subtree of the universal tree that
includes all locations of usersin R.

Moulin [Mou99] has shawvn that any medanism for submaodular cost sharing that sat-
is es budget-balance, GSP, VP, and NPT must belong to the class of cross-monotonic
cost-sharing mechanisms A medanism in this classis completely characterized by its set
of cost-sharing functions g = fgi : 2° | R og. Here gi(S) is the cost that g attributes
to useri if the receiver setis S. For brevity, we will referto g = fgjg as a \cost-sharing

function,” rather than a set of cost-sharingfunctions.

De nition 3.2 We saythat g is cross-monotonic if, 8i 2 S;8T P; gi(S[ T) g(S).
In addition, we require that gi(S) Oand, 8] 2S; ¢ (S) = O.

Then, the corresponding cross-monotonicmedanism Mg = ( (u);x(u)) is de ned as fol-
lows: The receiwer set R(u) is the unique largest set S for which gi(S) uj, for all i. This
is well de ned, becausejf setsS and T ead satisfy this property, then cross-monotonicily
impliesthat S| T satis es it. The cost sharesare then setat x;(u) = g (R(u)).

There is a natural iterativ e algorithm to compute a cross-monotoniccost-sharingmeda-
nism [MS01, FPS01]: Start by assumingthe receiver setR° = P, and compute the resulting

cost sharesx? = gi(R®. Then drop out any userj suc that u; < x/; call the set of re-
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maining usersRY. The cost sharesof other usersmay have increased,and so we needto
compute the new cost sharesxil = g(R') and iterate. This processultimately corverges,
terminating with the receiver set R(u) and the nal cost sharesx;(u).

Jain and Vazirani [JV01] give a geometriccharacterization of the spaceof cross-monotonic
medanismsfor a given submodular cost-sharingproblem. A medanism M ¢ can be repre-
serted asa point in R"2" ! asfollows: ForeahS P andeadi 2 S, we have a coordinate
variable x(S;i). Then, we represen M4 by the point x4 de ned by x4(S;i) = gi(S). Given
any submodular costfunction C= fC(S)g, the cross-monotonicmedanismsM 4 for sharing

the cost function C satisfy these conditions:

X

budget balance: g(S)=C(s) 8 P (3.1
i2s

cross-monotoniciy:  gi(S) g(S[j) 8 P 82S 8 2S (3.2)

Moreover, any point xg for which conditions (3.1) and (3.2) hold corresponds to a cross-
monotonic mechanism for C. Thus, the set of points corresponding to feasible cross-
monotonic medanisms for C forms a polytope P(C), de ned by the linear equalities and

inequalities in conditions (3.1) and (3.2) and the implicit constraints g;(S) 0.

3.7 Lower bound for exact submo dular cost sharing

In this section, we prove a basic communication-complexity lower bound that applies to
the distributed computation of many submodular cost-sharingmedanisms. We rst prove
this lower bound for all mechanismsthat satisfy \strict cross-monotoniciy” aswell asthe
four basic properties discussedn Section3.1. We then show that, whenewer the underlying
costfunction is strictly subadditive, the resulting Shapley-value mectanismis strictly cross-
monotonic and hencehas poor network complexity. Finally, we discussthe special caseof
multicast cost sharing and describe very generalconditions under which the multicast cost
will bestrictly subadditive. In particular, we preser anin nite family of instancesthat have
strictly subadditive costs and shawv that, on these instances,any cost-sharing mecanism

that satis es the four basic requiremerts is equivalent to SH and must have poor network
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complexity.

In section Section 3.6, we noted that any medanism for a submodular cost-sharing
problem that is group-strategyproof and satis es the properties NPT, VP, and CS must
be a cross-monotoniccost-sharing medanism. Now, we consider a subclassof the cross-

monotonic medanisms:

De nition 3.3 A cross-monotonic cost-sharing function g = fg; : 2° I R og is called
strictly cross-monotonic if, for all S P;i 2 S;andj 2 S, gi(S[ fjg) < g(S). The

correspnding mechanism Mg is called a strictly cross-monotonic mechanism.

We now prove alower bound on the communication complexity of strictly cross-monotonic
cost-sharingmedanisms. Our proof is a reduction from the set disjointness problem: Con-
sider a network consisting of two nodes A and B, separatedby a link | (seeFigure 3.2).
Node A hasasetS; f1;2;:::;rg, nodeB hasanothersetS, f1;2;:::;rg, and onemust
determine whether the setsS; and S, are disjoint. It is known that any deterministic or
randomized algorithm to solve this problem must send ( r) bits betweenA and B. (Proofs
of this and other basic results in communication complexity can be found in [KN97].)

S=112, rg

Figure 3.2: The set disjointness problem

Theorem 3.1 Supmse My is a strictly cross-monotonic mechanism correspnding to a
cost-sharing function g and satisfying VP, CS, and NPT. Further, supmse that the mech-
anism must be computal in a network in which a link (or set of links) | is a cut and there
are ( jPj) userson each side of I. Then, any deterministic or randomizel algorithm to

compute My must send ( jPj) bits acrossl| in the worst case.

Pro of: For simplicity, assumethat the network consistsof two nodesA and B connected
by onelink | and that there arer = jPj=2 usersat ead of the two nodes. (For the more

generalcase,we considerequal-sizedsubsetsof the usersat A and B, and the remainder of
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the proof is identical.) Arbitrarily order the usersat ead node. We can now call the users

can nd arealvalued> Osudc that, forall S P;i2S;j 28S,

G(S[ fig) < a(S)

For ead useri 2 P, we will de ne two possibleutilit y valuest- and tH as follows:

First, the valuesfor a; and b; are

th = gm(farsbig);  tg, =t d
th = oy (fas;big);  th = th d
Similarly, the valuesfor ax and b, are
H _— . e e . L — +H
ta, = Ga (fas;aei:i e by iiiihg); g =ty d
th = b (fasaz i ac by iig),  th =t d

de ned by
8i2 S Uy = tf

8i2S; Uy =t

Similarly, node B is given set S, and constructs a utilit y vector v for the usersat B, de ned

by
8i2S; vy =ty
8i2S; vy =ty

They now run mecanismMg oninput (u;v) and chedk whether the receiver setRg(u; V)
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is empty.

Claim : Rg(u;v) isempty i S; and S; are disjoint.

Pro of of claim: To show the \if " direction, we can simulate the iterativ e algorithm to
compute the receiver set. We start with R = P. Then, becauseS; and S, are disjoint,
eitherr 2 S; orr 2 S;. Assume, without loss of generality, that r 2 S;. Now, uy, =
tgr < 0y (R), and hencea, must drop out of the receiver set R. But now, becauseof strict
cross-monotoniciy, it follows that g, (P farg) > gy (P) = t!, and sob must also drop
out of the receiver set. Repeating this argumert forr  1;r 2;:::;1, we can show that

the receiver set must be empty.

bi;ii;bBg Uy = th = 0a(T), and v = tf} = gy (T). Further, for all j < i, it follows
from strict cross-monotoniciy that g, (T) < tgj Ug , and gy (T) < tg V. Thus, the
receiver set Rq(u;v) T, and henceit is nonempty. 2

Theorem 3.1 follows from this claim and the communication complexity of set disjoint-

ness. 2

3.7.1 Strictly Subadditiv e Cost Functions

In this section, we show that, for a classof submodular cost functions, the Shapley-\alue
medanism (which is perhapsthe most compelling medanism from an economicpoint of
view) is strictly cross-monotonicand hencehas poor network complexity.

Theorem 3.1 provides a su cien t condition, strict cross-monotoniciy, for a mecanism
to have poor network complexity. Howewer, for some submodular cost functions, it is
possiblethat no medanism satis es this condition: If the costsare additive, i.e., if the cost
of servinga set S is exactly the sum of the costsof serving eat of its membersindividually,
then there is a uniqgue medanism satisfying the basicproperties. This mectanismis de ned
by:

R(u) = fiju; C(fig)g

Xj(u) = C(fig) if i 2 R(u); and x;(u) = 0 otherwise
This medanismis very easyto compute, either certrally or in adistributed manner, because
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there is no interaction among the users'utilities; in essenceye have jPj independen local
computations to perform.

We needto excludethesetrivial cost functions in order to prove generallower bounds
for a classof submodular functions. This leadsus to consider submodular cost functions

that are strictly sukadditive:

8S P;S6;; 8i2P; C(S[ fig) < C(S)+ C(fig)

For a given cost function C, there may be many g = fg;g for which the corresponding
medanism Mg satis es the basic properties NPT, VP, CS, and SYM. Howewer, Moulin
and Shenler [Mou99, MS01] have shown that, for any given submodular cost function, the
cross-monotonic medanism that minimizes the worst-casee ciency lossis the Shapley-
value mechanism (SH). This is a cross-monotoniccost-sharingmedanism corresponding to

a function g5, de ned by:

X JRjNS] jR] 1)

iSj! C(R[ fig) CR)] (33)

8S P 8i2S;, ¢H(s)=
R Sf ig

The SH medanismis therefore a natural medanismto choosefor submodular cost sharing.

The following lemma shows that this medanism has poor network complexity.

Lemma 3.1 The SH mechanism for a strictly sukadditive cost function is strictly cross-

monotonic.

Pro of: We needto show that, for all setsS, for alli 2 S;j 2S, g>"(S[ fjg) < g°H(S).
The proof follows directly from the de nition of g>H (S) in Equation 3.3.  We useMC;(R)

to denote [C(R[ fig) C(R)], the marginal cost of servingi in set R. Consider a set
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S P fjgandauseri2 S. Letr = jRj;s=|S].

: X ri(s r)!
S = .
g (Sl fig) = e MeR)

R S[f jgf ig

S I | (I 1T O S O I

= D) MCi(R) + s+ D MCi(R[ fjg)
R Sf ig

X s r s r+1 _

= ol s IMCIR) + FMCIR[ fig)  (34)

R Sf ig

It follows from submaodularity of coststhat, for all R, MC;(R[ fjg0 MC;(R). Further,
strict subadditivity implies that, for R = ;, MC;(R [ fjg) < MC;(R). Thus, Equation 3.4
yields

X r'(s r 1)

(ST g < - meir)

R Sf ig
g (S[ fig) < o°"'(S)

Corollary 3.1 For a strictly suladditive cost function, any algorithm (deterministic or
randomizel) that computesthe SH mechanism in a network must communicate ( jPj) bits

acrossany cut that has ( jPj) userson each side of the cut. 2

Note that the network may consist of a root node ¢ with no residen users,a node A
with % residert users,another node B with % residert users,a link from ¢ to A, and
a path from A to B consistingof jNj 3 nodes, eat with no residert users. Each link in
the path from A to B is a cut with ( jPj) userson ead side,and thus ( jPj) bits must be

sert acrosslinearly many links. In what follows, we call thesethe path instances

3.7.2 A class of strictly cross-monotonic mechanisms

Feigerbaum et al. [FPS0]] conjectured (in the context of multicast cost sharing) that the
high communication requiremerts are not speci ¢ to the Shapley-walue medanism but arise

for any cross-monotonicmedanism that satis es a property they called nonseprability.
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Here, we presert a result that capturesthe essenceof their conjecture{ that \most" cross-
monotonic medanisms have poor network complexity.

Recall the polytope P(C) of cross-monotonicmedianisms, rst introduced by Jain and
Vazirani [JV01], that wasdescribedin Section3.6. We obsene that, for strictly subadditive
cost functions, xg 2 P(C) is an interior point of P(C) if and only if none of the inequalities
in condition (3.2) is satis ed with equality. In other words, for any interior point xg, the

medanism Mg is strictly cross-monotonic. This leadsto the following result:

Theorem 3.2 For a strictly suladditive submalular cost function C, let M4 be a cross-
monotonic cost sharing mechanism correspnding to an interior point of the polytope P (C).
Then, any deterministic or randomizel algorithm that computes Mg in a network must

communicate ( jPj) bits acrossany cut that has ( jPj) userson each side of the cut. 2

3.7.3 Multicast cost sharing

We now return to the special caseof multicast cost sharing. Recall that the cost function
assaiated with an instance of the multicast cost-sharing problem is determined by the
structure of the universal multicast tree T, the link costs, and the locations of the users
in the tree; sothe cost C(S) of servingusersetS P is P 127(S) c(l), where T(S) is the
smallest subtree of T that includes all nodes at which usersin S reside. It is not hard to
shawv that there are many instancesthat give rise to strictly subadditive functions C. In

fact, we have the following lemma:

Lemma 3.2 Consider any instance of multicast cost sharing in which, for every two po-
tential receiversi andj, there existsa link 1 2 T(fig)\ T(fjg) suchthat c(l) > 0. The cost

function assaiated with this instance is strictly sukadditive.

Pro of: GivenS P i, pickanyj 2 S. Letl beany link in T(fjg)\ T(fig) with c(l) > 0.
Then, C(S[ fig) C(S)+ C(fig) c(lI) < C(S)+ C(fig). 2

For example, whenewer the sourceof the multicast has only onelink from it, and this
link has non-zerocost, the assaiated cost function is strictly subadditive. One sud family

of instances(parametrized by n = jPj) is shown in Figure 3.3. There are three nodes, s, A,
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Figure 3.3: Multicast tree with strictly subadditive costs

It follows immediately from Corollary 3.1 that the Shapley-\value mecanism for this
family of treesrequires ( jPj) bits of communication acrosslinearly many links. In addition,
we now show that any medanism that satis es the basic properties, suc as EG, must be
identical to the SH medanism on instancesof the type shawvn in Figure 3.3; thus, the lower

bound extendsto all such medanisms.

Lemma 3.3 Consider multicast cost-sharing instances of the type shownin Figure 3.3.
Let My be a cross-monotonic cost-sharing mechanism that satis es SYM, corresmpnding to
a cost-sharing function g = fgig. Then, g (and Mg) are completely determined on these
instances by

) Cc
8S P;8i2S g.(S)_Ej.

Pro of. For any receiver set S, if the utilit y valuesof all usersin S are increasedto some
su cien tly large value, the receiver setwill still be S. Becausethe medanism satis es SYM,
this implies that g (S) = g (S) for any pair i; j in this set. The budget-balancerequiremert
then forcesg;(S) = % for all i in setS. 2

It follows from Lemma 3.3that any such mechanism must be strictly cross-monotonicon

this family of instances. Thus, Theorem3.1and Lemma 3.3imply the following lower bound
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for multicast cost sharing. The worst-caseinstancesinclude the path instancesde ned in
Section 3.7.1, with cost C on the link from 5 to A and cost0 on all the other links; these
instancesare identical to the onesin Figure 3.3, exceptthat they contain a zero-costpath

of length jNj 2 from A to B instead of a single zero-costlink.

Theorem 3.3 Any distributed algorithm, deterministic or randomizel, that exactly com-
putes a budget-lalanced, GSP multicast cost-sharing mechanism that satis es the four basic

properties must send ( jPj) bits over linearly many links in the worst case. 2

Note that this lower bound applies to the EG medanism for multicast cost-sharing

referred in Section3.1.

3.8 Network complexit y of appro ximately budget-balanced

mechanisms

In view of the lower bounds preseried in Section 3.7, it is natural to ask whether one
can approximate a budget-balanced, GSP medanism in a communication-e cien t manner.
In this case,we do not have a clean analogue of Corollary 3.1, becausecross-monotonic
cost functions no longer characterize the class of feasible medanisms. Howewer, for the
special caseof multicast cost sharing, we can still prove a result similar to Theorem 3.3
that provides a lower bound on the network complexity of approximately budget-balanced,
GSP medanisms.

First, we recall the de nition of an \approximately budget-balanced" medanism. As
explained at length in, e.g., [NROQ], one cannot de ne an approximation of a cost-sharing
mechanism ( ;x) simply as a pair ( ¢x9 suc that °and x° approximate and x, re-
spectively, as functions. Sud an approach may destroy the game-theoretic properties of
( ;x), e.g. the resulting \mechanism" ( % x% may not be strategyproof! For our purposes
in this section,a -approximately budget-lalanced mechanism where > 1is a constart, is

a medanism ( ;x) with the following properties: VP, NPT, CS, SYM, and

X
8z=(N;T(P);c(); s); andu:(1=) c(T(R(u))) Xi(u) c(T(R(u))):
i2R(u)
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An approximation to a specic budget-balanced metanism sudc as SH or EG would
have to satisfy at least one additional (non-strategic) condition. For example, because
SH is the GSP, budget-balanced mecanism that minimizes worst-casee ciency loss, an
approximation to SH would have to comewithin a constart factor of SH's e ciency lossin
the worst case.

We extend the lower-bound technique of the previous section so that it appliesto -
approximately budget-balancedmedanisms,when is upper-boundedaway from P 2, i.e.,
when p? , for some xed > 0. As before, we want to reduce from the set-
disjointness problem where node A hasasetS; f1;2;:::;rg, node B has another set
S, f1;2:::;rg, and one must determine whether the setsS; and S, are disjoint. We

again construct the multicast tree shown in Figure 3.3 with (n=2) usersat ead of B and

We rst prove somebasic lemmasabout group-strategyproof medanismsfor this mul-

ticast cost sharing problem.

Lemma 3.4 LetM bea -approximately budget-lalanced mechanism for the multicast cost
sharing problemin Figure 3.3 that satis es GSP. Then, if is a utility prole of the n users
suchthat

9h 1lsuchthat8i 2f1;2;:::;hg ;> C=h
then the receiver set R( ) speci e d by this mechanism is nonempty.

Pro of: Let be suc a utility prole, and considerany value of h for which the given
condition holds. Let s be the bound for which the CS condition holds, i:e:, if

s =) 12R(). LetS=1f1,2:::;hg. Dene autility prole S by

-0

cs 8i2S

S i 8i2S

By the CS condition, S R( S). Further, by the SYM condition, we must have
8i;j 2S; xi( S)= x;( ). Further, becausethe NPT condition implies that x;( S) O,

for all i 2 S, and the approximate budget-balancecondition requires that the reverue be
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boundedby C , we must have x;( ) C =h,foralli2 S.

It follows that 8i 2 S, x;( S) < ;. Now supposethat R( ) is empty. Then, at utilit y
prole |, the coalition S could strategizeto report a utility prole S; then, foreahi 2 S, i
would receiwe the transmissionand pay lessthan ; for it. This would constitute a successful

group strategy, which corntradicts the assumptionthat M is group-strategyproof. 2

Lemma 3.5 LetM bea -approximately budget-lalanced mechanism for the multicast cost

sharing problemin Figure 3.3 that satis es GSP. Then, if is a utility prole suchthat

1 2 il n and

®h 1 suchthat h C=h)

then the receiver set R( ) speci e d by this mechanism is empty.

Proof: Let be sud a utility prole, and let S = R( ). Supposethat S 6 ;. Let
h = maxfiji 2 Sg, which implies that 8i 2 S; ; h. By the conditions of the lemma,

h < C=(h); thus, the approximate budget-balancecondition combined with VP implies
that 9] 2 S sudh that x;( ) > Xp( ). It then followsthat ; > 4. (If j = p, then by
SYM we would have x; () = Xn( ).)

Now, de ne the utility prole 9by

h = ]

=)
1

| i 8i6h

If h 2 R( 9, then at utility prole © h could strategize to report | and get trans-
mission with payment x,( ); this would be a successfulstrategy becausexp( ) < X;j( )

i = ﬁ. Mechanism M is strategyproof, sowe must have h 2 R( 9. Further, we must also
have x,( 9 = xn( ) for the samereason: If xn( 9 > xp( ), then h could strategizeat °©,
and, if x,( ) > xn( 9, then h could strategize at

Now, by applying the SYM condition at % wemust havej 2 R( 9 andxj( 9 = xn( 9.

This implies that x; ( 9 = xn( )< Xj( ). But now, h andj could collude and strategize
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at to report © this strictly increasesj's welfare (as her paymert is strictly reduced),
and leaves h's welfare unchanged, and henceit would be a successfulgroup strategy. This
contradicts the fact that M satis es GSP. 2

The ordering condition 1 2 il n in Lemma 3.5is only included for simplicity

of the exposition; we can always relabel the agents suc that it holds.

Theorem 3.4 Any distributed algorithm, deterministic or randomizel, that computesa -

approximately budget-lalanced, GSP multicast cost-sharing mechanism, where P 2

logjPj
log

for some xed > 0, must send ( ) bits of communication over linearly many links

in the worst case.

Pro of: It is more corveniert to work with an alternativ e represenation of the input utilit y
vectors. We useonly a restricted set of the possibleutilit y vectorsu and v for the users

located at nodesB and A respectively, where (u;Vv) satis es the following conditions:

Let =3( + )?=2 ( + )2, where > 0is an arbitrarily small constart only
required to make the inequalities strict. Restrict the set of allowable utilities to
_(+)C.
t i ZT .
Each of u and v is (internally) sorted,i.e.,i<j =) u; ujandv; V. Thereis

no restriction on the relationship betweenu; and v;.

Consider node B. De ne ng(q) to be the number of usersat node B who have utilit y

For this classof utilit y pro les, there is a one-to-onemapping betweenvaluesof u and
y. Becauseu is sorted, the monotonically decreasingfunction ng () completely de nes the
utilit y vector; u; must be the largest q for which ng(g) > 0, and so on. Furthermore, by
de nition, there is a unique ¥ for any u. A similar correspondenceholds for v and z.

We rst prove a useful lemma about approximately budget-balanced medianisms on

this classof instances.
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Lemma 3.6 LetM bea -approximately budget-lalanced mechanism for the multicast cost
sharing problemin Figure 3.3 that satis es GSP. Let vectors ¥, Z be de ned correspnding
to the utility proles u and v, as descrilted atove. Then, M satis es the following two

properties:

(). If thereis ani suchthat (y; + z) 2 '*1, then mechanism M will compute a non-

empty receiver set on this instance.

(ii). If for alli wehave(yi+z) (3 '+ i*1), then mechanismM will computean empty

receiver set on this instance.

Pro of. (i): Obsenethat with asuitable ordering of the players, the conditions of Lemma 3.4
aresatised if (yi + z) 2 1.
(i): Assumethat the receiver set is non-empty and that the conditions of Lemma 3.5 do
not apply dueto the presenceof someh suchthat h  C= , where isthe utility prole
of P sorted in decreasingorder.
Let , =t  for somek. Sinceh yx+ z, wenotethat h 1  (yx + z)t «
(3 K+ K1)t . = C= + ). This violates the assumptionthat h |, C= . 2
We now use Lemma 3.6 to provide a reduction from the set disjointness problem as
follows. Recall that node A has a set S; f1;2;:::;rg and node B has another set
S, f1;2;:::;rg. We must make surethat, if S\ S; 6 ;, there is a set of receivers who
canshare C , and, if S;\ S, = ;, there is no set of receivers who can shareeven C= . For

this, we construct the vectorsy and z using the rules:

i+1

vi = di*le ifi2s,
yi = d'e otherwise
z = d'*le ifi2g
z. = d'e otherwise

Theseare valid input vectors, becausey; y;+1 and similarly for z. If i 2 S;\ Sy, then
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yi + zi 2 "1 and sothere is transmission. If S; and S, are disjoint, then, for all i,

yitzi< '+ Mli2<cg iy M

where the 2 arisesbecauseof the ceiling terms.

This meansthat, in the target instance,
C
(yi+tz)t,i<—;

and consequetly there is no transmission.
Thus, we can usethis -approximate medanism to solve the set-disjointness problem,

and this implies that the medanism must use ( r) bits of communication, where

logn _ logn
log ~  2log( + ) log2 ( + )?

If werequire to beupper-boundedaway from pZ then the right-hand sideis ( 'lg%).
Thus, the statemert of the theorem follows. 2

We note that this lower bound applies to the approximate medanisms described in
[JVO01], as well asto the approximations to SH that we will presert in Section 3.11. The
medanisms SF and SSF described in this chapter provide the best known corresponding
upper bound: They require ( h :g%) utilit y valuesto be comnmunicated on ead link to
achieve -approximate budget balance,where h is the height of the multicast tree T (P).

3.9 An imp ossibilit y result for appro ximate budget-balance

and appro ximate e ciency

As stated in Section 3.1, it is a classicalresult in gametheory that no strategyproof cost-
sharing mecdhanism can be both budget-balancedand e cient [GL79]. We now consider
whether this fundamertal impossibility result holds when the budget-balanceand e ciency

considerationsare replaced by their approximate counterparts. In this section, we do not

assumethat the cost-sharing metanisms have the SYM property; the impossibility result
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that we presert heredoesnot require this assumption. Furthermore, this result only requires
the medanism to be strategyproof, not GSP asin Section 3.8.

We rst review the de nition of the MC medanism, which was showvn by Moulin and
Shenler [MS0]] to be the only e cien t medanism that satis es VP, NPT, and CS. Given
an input utilit y pro le u, the MC receiwer setis the unique largeste cient setof users.To
compute it, asshawvn in [FPS01], one recursively computesthe welfare (also known as net

worth or e ciency ) of eadcr node 2 N:
0 1

%x § X
W( )= W() c(l) + Ui ;

2Ch( ) i2Res( )
W() 0

where Ch( ) is the set of children of in the tree, Res( ) is the set of usersresidert at
and c(l) is the cost of the link connecting to its parent node. Then, the largeste cien t
setR(u) is the set of all usersi such that every node on the path from i to the root ¢ has
nonnegative welfare. The total e ciency is NW(R(u)) = W( ).

Another way to view this is asfollows: The algorithm partitions the universaltree T(P)

if and only if the child node has nonnegative welfare. R(u) is then the set of usersat nodes
in the subtree T1(u) containing the root.

Once F (u) has been computed, for ead useri, dene X (i;u) to be the node with
minimum welfare value in the path from i to its root in its partition. Then, the cost share

Xij(u) of useri is de ned as

Xi(u) = max(O;u; W(X(i; u)) 8i 2 R(u)

Xj(u) = 0 8i 2 R(u)

If multiple nodeson the path have the samewelfare value, we let X (i; u) bethe onenearest
toi.
By a -approximately e cient mechanism, where0< < 1, we mean one that always

achievestotal e ciency that is at least times the total e ciency achieved by MC.
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Figure 3.4: An exampleof a multicast tree that fails to achieve approximate e ciency and
approximate budget-balance.

We can ask whether there is any strategyproof medanism that satis es the basic re-
quirements of NPT, VP, and CS and is both approximately e cient and approximately
budget-balanced. We now show that this is impossible,using the following approac: We
construct a family of multicast trees and utilit y pro les for which any approximately e -
cient mechanism must transmit to all users. We show that the strategyproofnesscondition
and the VP condition together place an upper bound on the reverue collected in thesein-
stances. This upper bound is lessthan that required for even approximate budget balance,
and hencewe have our negative result.

Consider the tree in Figure 3.4. There are n users,ead with utilit y C=n residert at a
node A that is separatedfrom the root node by a link of cost (n 1)C=n) + . It is easy

to seethat this instance of multicast cost-sharingdisplays the following properties.

Prop erty 1 Any -approximately e cient mechanism must transmit to all n usersif 0 <

< C=n.

Prop erty 2 Any -approximately e cient mechanism must transmit to all n usersevenif

one user, say i, lowershis utility to + , for any ; > O.

Prop erty 3 Any -approximately e cient, strategyproof mechanism that satis es VP as-

signsto each user a cost share of at most .

If the costsharex;(u) weregreaterthan , the useri could strategizeby claiming that his

utility wasvi = + < x;(u). By VP and the requiremert of -approximate e ciency, the
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mechanism would needto include useri and assignhim a costsharex;(uj'vi) v < x;(u),
which would imply a violation of strategyproofness.
Therefore, the revenue collected by a strategyproof medanism that achieves -approx-

imate e ciency is boundedfrom above by n .

Prop erty 4 A -approximately e cient, strategyproof mechanism cannot be -approxi-

mately budget-lalanced if < (C(n  1))=(n(n 1)).
In summary, we have:

Theorem 3.5 A strategyproof mechanism for multicast cost sharing that satis es the basic
requirements of NPT, VP, and CS cannot achieve both -approximate e ciency and -

approximate budget-lalance for any pair of constants and . 2

3.10 Strategically Faithful Appro ximate Mec hanisms

In view of the proof given in Section 3.7 that exact computation of the SH medanism has
unacceptably high communication cost, it is natural to askthe following question: Can one
compute an approximation to the SH medanism using an algorithm that is signi cantly
more communication-e cien t? To approad this question, we must rst say what it means
to \approximate the SH medanism."

A multicast cost-sharing medchanism is a pair of functions ( ;x). Thus, one may be
tempted to de ne an approximation of the mecanism as a pair of functions ( ¢ x9 sud
that 0approximates well (for ead u, theseare characteristic vectors of subsetsof P; so,
wemay call %agood approximation to if, for eac u, the Hamming distance betweenthe
vectors is small), and x° approximates x well (in the sense,say, that, for somep, the LP-
di erence of x(u) and xYu) is small, for each u). The medanism ( ¢x9, however, would
not be interesting if its game-theoretic properties were completely di erent from those of
( ;x). In particular, if ( %x9 were not strategyproof, then ageris might misreport their
utilities; thus, evenif ( ;x) and ( ®¢x9 were, for ead u, approximately equal as pairs of
functions, the resulting equilibria might be very di erent, i.e., ( { );xY )) might be very

far from ( (u);x(u)), where is the reported utilit y vector when using the approximate
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medanism ( % x9. Thus, we require that our approximate medanismsretain the strategic
properties { strategyproof or group-strategyproof { of the medanism that they are approx-
imating. In addition, if the original medanism has someproperty, suc as budget balance
or e ciency, that doesnot relate to the underlying strategic behavior of ageris but is an
important designgoal of the medanism, then we would want the approximate medanism
to approximate that property closely

The SH medanismis GSP, budget-balanced,and, amongall metanismswith thesetwo
properties, the unique onethat minimizes the worst-casewelfare loss. We should therefore
strive for a GSP mecanism that haslow network complexity and is approximately budget-
balanced and approximately welfare-lossminimizing in the worst case. \Appro ximately
budget-balanced™ can be taken to mean that there is a constart > 1 suc that, for all

problem instancesz = (N;T(P);c(); s, and utility proles u:

(1=) o(T(R(u))) * Xi(u) c(T(R(u)))
i2R(u)

The e ciency lossof a medianism M on a particular run I = (z;u) is the di erence
betweenthe optimal net worth of | (i.e., that realized by the MC medanism) and the net
worth realized by M. (Recall that the parameter z = (N;T(P);fc(l)g; s) describesthe
non-private information for a particular instance of the problem, i.e., it describesthe cost
structure assaiated with the multicast.) The SH mecanism minimizes the worst-caseloss
in the following sense:For any given cost structure z , the worst-casee ciency lossL (z)
of a medtanism M on this cost structure is the maximum, over all possibleutilit y pro les
u, of the eciency loss of M on the instance (z;u). Among all GSP, budget-balanced
medanisms, the SH medanism achieves the minimum L (z), for any parameter z; further,
SH is the only medanism to achieve this minimum for all cost structures z. A mecanism
M is \approximately e ciency-loss minimizing in the worst case" if there is a constart

> 1 such that, for all cost structures z, the worst-casee ciency lossof M on this cost

structure is at most times the worst-casee ciency lossof SH on the samecost structure.

4An alternativ e de nition of approximate budget balance could allow for only a one-sidederror, e.g., a
surplus but not a de cit, asin [JVO1].
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We do not obtain an approximate SH medanism here, but we do make someprogress
toward the goal; our mecanism is GSP and fails to achieve exact budget balance and
exact minimum-welfare lossby bounded amournts, but the boundsare not constart factors.
Furthermore, there is a distributed algorithm that computesthis medanism using far less
communication over the links of T(P) than appearsto be neededfor SH computation.

This notion of approximating a mecanism M that we usein this chapter { roughly,
\retain the strategic properties of M but approximate the other medanism designgoals” {
is called strategically faithful approximation. Approximation is an increasingly active area
of algorithmic medanism design, and seeral other interesting notions of approximation
have beenput forth { seeSection 5 of [FS0Z for an overview. Here we mertion only the
work that is most closelyrelated to the results in this chapter.

[NROQ] were the rst to addressthe question of approximate computation in algorith-
mic mecdhanism design. They consideredVCG medanismsin which optimal outcomesare
NP-hard to compute (as they are in conmbinatorial auctions). They pointed out that, if an
optimal outcome is replacedby a computationally tractable approximate outcome, the re-
sulting medanism may no longer be strategyproof. The above discussionof how we should
de ne \approximating the SH medanism" and why approximating the pair of functions
( ;x) is not sucient is basedon the analogousobsenation in our cortext. [NROO] ap-
proadc this problem by deweloping a notion of \feasible" strategyproofnessand describing
a broad classof situations in which NP-hard VCG mecanisms have feasibly strategyproof
approximations. This approac is not applicable to SH-medanism approximation for sev-
eral reasons: SH is not a VCG mechanism; we are not seekingan approximation to an
NP-hard optimization problem but rather a communication-e cien t approximation to an
apparertly communication-ine cien t, but polynomial-time computable, function; we are
interested in network complexity in a distributed computational model, and [NROO] were
interested in time complexity in a certralized computational model. Approximate mul-
ticast cost sharing was rst addressedby [JVO1]. They exhibited a GSP, approximately

budget-balanced® polynomial-time medanism basedon a 2-appraximation algorithm for

5The [JVO01] de nition of approximate budget balance is more stringent than the one we suggestin this
section; it doesnot allow a budget de cit (and also requires, as ours does, a constant-factor bound on the
budget surplus).
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the minimum-Steiner-tree problem. Their approad is alsonot applicableto SH-medanism
approximation, becausethey are concernedwith time complexity in a certralized compu-
tational model, their network is a generaldirected graph (rather than a multicast tree, as
it is in our case),and they are not attempting to approximate minimum worst-casewelfare
loss. Finally, \comp etitiv e-ratio” analysis (a form of approximation) has beenstudied for

a variety of strategyproof auctions (see,e.g., [FGHKO02], [GHWO01], and [LNOO]).

3.11 Towards appro ximating the SH mechanism

In this section, we dewvelop a GSP medanism that exhibits a trade-o betweenthe other
properties of the Shapleyvalue: It canbe computed by an algorithm that is more communi-
cation-e cient than the natural SH algorithm (exponertially more soin the worst case),
but it might fail to achieve exact budget balance or exact minimum welfare loss (albeit by
a bounded amourt).

First, in Section 3.1, we review the natural SH algorithm given in [FPS01. In Section
3.2, we give an alternative SH algorithm that alsohasunacceptablenetwork complexity but
that leads naturally to our approac to approximation. In Sections3.3, 3.4, and 3.5, we
de ne a new mechanism that haslow network complexity, prove that it is GSP, and obtain

bounds on the budget de cit and the welfare loss.

3.11.1 The natural multi-pass SH algorithm

The Shapley-walue medtanism divides the cost of a link | equally amongall receivers down-
stream of I. The medanism can be characterized by its cost-sharing function g : 2P 7!
RP, [MS01, Mou99]. For a receiver set R P, player i's cost shareis gij(R). [FPSO0]]
preser a natural, iterativ e algorithm that computes SH. We restate it here:

The simplest caseof the SH cost-shareproblem is the onein which all u; are su cien tly
large to guarantee that all of P receiwes the transmission. (For example, u; > C(T(P)),
for all i, would suce.) For this case,the SH cost sharescan be computed as follows.®

Do a bottom-up traversal of the tree that determines, for each node , the number n of

5This simple caseis essetially a distributed version of the linear-time algorithm given in [Meg78§].
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usersin the subtreerooted at . Then, do a top-down traversal, which the root initiates by
sendingthe number md = 0 to its children. After receiving messagemd, node computes
md° ‘;(J + md, wherel is the network link between and its parent, assignsthe cost
sharemd®to ead of its residert users,and sendsmd®to ead child. Thus, ead user ends
up paying a fraction of the cost of ead link in its path from the source,where the fraction
is determined by the number of userssharing this link.

In the general case,we initially start, as before, with R = P and compute the cost
sharesas above. Howewer, we cannot assumethat u;  md°for all i, and so someusersmay
prefer not to receiwe the transmission. After ead passup and down the tree, we update R
by omitting all usersi sud that u; < md®and repeat. The algorithm terminates when no
more usersneedto be omitted.

Unfortunately, this algorithm could make as many as jPj passesup and down the tree
and senda total of ( jNj jPj) messagesn the worst case. Moreover, [FPS01] contains a
corresponding lower bound for a broad family of algorithms: There is an in nite class of
inputs, with jPj = O(jNj), for which any \linear distributed algorithm" that computes SH

sends ( jNj?) messagesn the worst case.

3.11.2 A one-pass SH algorithm

Our rst step toward a more communication-e cien t medanism that has some of the
desirable properties of SH is to presen a distributed algorithm for SH that makesjust one
passup and down the tree. We do this by communicating, in a single messagea digest
of the utilit y prole of all the playersin a subtree. This algorithm still sendsmore than
jNj jPj communication bits in the worst case,and thusiit is not directly usable. Howeer,
we show in Section 2.3 how approximating the functions communicated in this one-pass
SH algorithm leads to a new medanism that can be computed in a signi cantly more
comnunication-e cien t manner and has other desirable properties.

Let be the (reported) utility prole. Then, for every link | in T(P), the digest we
compute is:
n(p; ) %" the number of playersin the subtree beneath | who are each willing to pay p for

the links alove | (i.e., the number of playersin this subtree who will not drop out of the
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receiver set when their cost sharefor the links from the root down to but excluding | is p).
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()

>

I

o

5

o

o]

E

>

Z L‘

)

Price p

Figure 3.5: The function n|(p; ) computed for ead link |

(We put the utilit y prole in explicitly asan argumernt sothat it can be usedbelow in
the proof of group strategyproofness;however, in any one run of the algorithm, is xed.)

Note that this de nition requiresthat the cost from the leaves through | has already
beenadjusted for. The information corveyed through the function n(p; ) is a sucient
digestof the costsand utilities in the subtreebeneathl, because¢he SH medanism doesnot
distinguish betweenreceiwers downstream of | when sharing the cost of | or its ancestors;
all such receiwvers pay the sameamourt for these links. For ead link, we compute this
function at all prices p. The function nj(p; ) is monotonically decreasingwith p, and, for
any given utility prole , can be represerted with at most jPj points with coordinates
(pi; n;) corresponding to the \corners" in the graph of ni(p; ) in Figure 3.5. We usethis
list-of-points represenation of n;(p; ) in our algorithm.

The [FPSO0]] statemert of the multicast cost-sharing problem allows for players at in-
termediate (non-leaf) nodes; howewer, to simplify the discussion,we cantreat eadh of these
playersasif it werea child nodewith oneplayer and parent link-cost zero. Thus, we assume,
without lossof generality, that all players are at leaf nodesonly.

The function n|(p; ) is computed at the node | below | in the tree. The computation
is easyif | is a leaf node. Let p , be the number of agents at |, and assumethat

1 o il p - Let c(l) bethe costof link I. For a given price p, compute ni(p; ) as

follows. Let k = 0. If p+ pcl(')k (®, K then stop with ni(p; ) = p, k. Otherwise,

incremert k by 1 and repeat the test. If k readhesp , 1, and the test fails (i.e., if
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p+ c(l) > 1), then stop with ni(p; )= 0.
If | is not aleaf node, we have to include the functions reported by its children in this
calculation. Supposewe are at node | and have received the functions n;;(p; ) from all

the child links flq;12;:::1,g of I. We can compute n(p; ) in two steps:

Step 1. First, we compute a function

X
mip; )= n(p; )
i=1
Intuitiv ely, m;(p; ) is the number of players beneath| who are willing to pay p eat
towards the cost from the root down to (and including) I. This is apparert from
the de nition of nj,(p; ). If ead n;, () is specied as a sorted list of points, we can

compute m;( ) by merging the lists and adding up the numbers of players.

Step 2: Now, we haveto accoun for the costc(l) of the link | to compute the function

ni(p; ). Forany psuchthat p mi(p; ) c(l), we have

c(l)
mi(p; )

ni(p v ) mi(p; ) (3.5)

becausethe m(p; ) players who were willing to pay p for the path including | can
sharethe cost of I. Equation 3.5 neednot be a strict equality becauseit is possible

that, for a price q< p, the larger set of sizem;(q; ) has

(1) (1)
mig ) © mip )

and so could also support the price p°= p (c()=m(p; )) ead for the links above .
However, the value of n;(p; ) must correspond to m;(p® ) for somep® p, because
ewery player beneath| who receiwes the transmission pays an equal amount for the

link I. It follows that

np; )=n max ompS ) (3.6)
p° c(l) p
m(pY% )

When the right hand side of Equation 3.6 is unde ned (becausethere is no p° satisfy-
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ing the condition), we setn;(p; ) = 0. Given a list of points (p); m{") correspnd-
ing to m;(), we can compute n;( ) through the following procedure: For ead point
(pM: m®), we get the transformed point (p(  (c(1)=m®); m®). We then sort the
list of these transformed points and throw away any point that is dominated by a

higher m; at the sameor higher price.

In this manner, we can inductively compute n( ) for all links, until we reac the root.
At the root, we can conbine the functions received from the root's children to get mgot( ).
Becausethere are no further coststo be shared, it follows that there are m = m4,:(0; )
players that are willing to share the costsup to the root. Also, there is no set of more
than m playersthat can support the cost up to the root, and som is the sizeof the unique
largest xed-p oint set computed by the Shapley-value medanism.

Now, we have to compute the prices charged to ead player. Assuming that the nodes
have stored the functions n|( ) on the way up the tree, we compute the prices on the way
down asfollows: For ead link |, we let x; be the cost share of any receiver below | for the
path down to (but not including) I. If | is the link from node to 's parent, then we use

X; and x interchangeably Then, X;q0t = 0 and, if | haschild links I1;15;::: 1k,

c(l)

XI n(xi; )

:)(|+

(3.7)

j

We descendthe tree in this manner until we get a price x; for every playeri 2 P: If i is

at node , andl| isthe link from to its parert, then x; = x| + nlf)(('l)_ 3 Then, we include i

in R( )i X i, and if included i pays Xx;.
The following two lemmas show that this one-passalgorithm computesthe SH meda-

nism.
Lemma 3.7 The outcome computed by this algorithm is budget-lalanced.

Pro of: By de nition, there are exactly n|(x|; ) playersbeneathl who can pay x, for the

path down to but excludingl. It follows that

. P
8 m(x;; )=m(xy; )= jn(X;; )
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Using this inductiv ely until we reac the leaves, we can show that there aren,(x;; ) players
downstream of | in the receiver set chosenby the algorithm, i.e., with X; i. Equation 3.7
then shows that the cost of ead link is exactly balanced,and hencethe overall mecanism

is budget-balanced. 2

Lemma 3.8 The receiver set computed by this algorithm is the same as the receiver set

computad by the Shapley-valuealgorithm givenin Section 2.1.

Pro of: By Lemma 3.7, we know that the set R( ) constructed can bear the cost of
transmitting to R( ). Let R( ) be the receiwver set chosenby the iterative Shapley-\alue
algorithm (i.e., the onein Section 2.1). BecauseR( ) is the greatest xed point, R( )
R( ).

We show that R( ) = R( ) as follows. Let X;( ) be the cost sharesof individual
receiwers for the path down to but excluding | corresponding to the receiver set R( ). Let
n( ) bethe number of receivers below | in this outcome. By induction, we can show that

Steps1 and 2 of the algorithm described in this section maintain the property

mx(); ) m()

Becausethis is true at the root, it follows that jR( )j jR( )j. HenceR( )= R( ). 2
The two algorithms (one-passand iterativ e) are both budget-balanced,with the same

receiver setand the samecost-sharingfunction; thusthey both compute the SH mecdanism.

3.11.3 A communication-e cien t appro ximation of n;()

The algorithm for the Shapley-walue medanism described in the previous section makes
only one passup and down the tree. Howewer, in the worst case,the function n|() passed
up link | requiresjPj points (p;j; n;j) to represen it, which is undesirable.

Our approach to approximating the SH mecanismis asfollows: We replacethe function
n,( ) in the one-passSH medanism by a small appro ximate represen tation of nj(); only
this approximate represenation is communicated up the tree, resulting in an exponertial

saving in the worst-casenumber of communication bits. What should this approximation
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look like? To begin with, we would like to underestimate n;() at every point, e ectively
underestimating the players' utilities, sothat we can still compute a feasiblereceiver setin
one pass.
For ead link |, instead of n|(p; ), the medanism usesan under-approximation r(p; ).
The approximation we chooseis simple and is illustrated in Figure 3.6. For someparameter
> 1, we round down all valuesof n;(p; ) to the closestpower of . The resulting function

/i (p; ) has at most (logjPj=log ) \corners,” and so it can be represened by a list of

O(logjPj) points.

m 5
g L np)

o S — 4
= m(p; )

S 3
8 2
% 1
z 1

o
0 Price p

Figure 3.6: Approximation to n(p; ).

At the leaf nodes,we rst compute the exact function n,(p; ) as before,and from this
we compute the approximation ri(p; ) asillustrated in Figure 3.6. At non-leaf nodes, we
compute m(p; ) by using the following modi ed versionsof Steps1 and 2 of the one-pass

algorithm:

Step 1': Compute
X
M )= m(p; )
li
(This step is unchanged; we do an exact summation, but the input functions are

approximate.)

Step 2': First, adjust for cost c(l) as before

N(p; )=n  max  om(p’ )
P Fry P
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Then, approximate the function () by m():

ﬁl(pv ): blog f(p; )c

Becauser( ) is givenin the list-of-p oints represenation, this is easilydoneby dropping

elemerts of the list that do not changenr,(p; ).

The function f;() computed on the way up is stored at the node beneath!.” On the

way down, we compute

()

XI A(x; )

=Xt

Note that Step 2' guararteesthat there are at least f(x);; ) playersbeneathl who can
aord to pay p°= X, for the links from the root through I.

We can now de ne a mecanism (called Mechanism SF, for \step function") by com-
puting X; for i 2 P asin the one-passalgorithm for SH in Section 2.2, including i in the
receier set if X; i, and assigningcost sharex; to i if i is included. Howewer, we now
have a situation in which the number of receivers downstream of link | is potentially greater
than m(Xx;; ), becausen() is an under-approximation. Thus, SF doesnot acieve exact
budget balance;there may be a budget surplus.

For example, considerrunning mecanism SF on the instance shown in Figure 3.7 with

= 2. Node B computesny, () asfollows: If only player 4 is included, he would have to pay
the ertire costof link 11 and hencehave only 12 left to pay for link |3; this givesus a corner
at point (12;1). Further computations shaw that the other corner points are (11, 2), (10; 3),
and (3;4). Figure 3.7 alsoshows the approximate function ry,( ): the only di erence is that
the corner at (10; 3) is dropped. Similarly, node C computesry,( ); in this case,there is a
single corner at (7; 2).

Now, node A receiwes the approximate functions r,() and r,(). It then combines
them to compute n,( ). It turns out that the only way to sharethe cost of |3, basedon
the received ry, () and ry,( ), is to admit two players from eat of A and B; ead of these

playersis willing to pay at least 7 for links |3 and above, and so can sharethe cost of link |3

"If there are spaceconstraints, it is easyto modify the mechanism to store r () instead, by rounding i,
to a compact approximation m; and using this function to compute r() in Step 2.
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Figure 3.7: Example illustrating budget surplus of Mechanism SF with = 2.

and be willing to pay up to 1 more. Thus, the function fA,() hasa single corner at (1;4).
Our approximation procedure makes no di erence in this case,and so the function r, is
identical. Finally, the root receives ry,, and as there are no additional coststo share, it
computesthat transmissionis feasible.

On the way down, the payments are computed as follows: At node A, the cost of I3 is
divided by f,(0;u) = 4, and thus x|, = X|, = 6. Node B then adds on the additional cost
of 11, and divides it among fi|,(6;u) = 3 players. Thus, the ask price for players at node B
is 6+ 4= 10; players 2; 3; and 4 are included in the receiwer setand pay 10 eadr. Similarly,
the ask price at node C is computedto be 6+ 12 = 18; players 7 and 8 are included and pay
18 eadh. The total amourt collectedis 66, but the cost of transmissionis only 60, resulting
in a surplus of 6. This surplus arisesbecausenode A counted on having only 4 receivers

sharing the cost of I3, whereasthere were actually 5 receiwers.

3.11.4 Group strategypro ofness of mechanism SF

Notation
Throughout this section, we useu = (ujp;Uy;:::;Up) to indicate the true utilit y prole of
the players. Recall that j'r; denotesthe utility prole ( 1; 2:::; i 1.Fi; i+1.::5; n),
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i.e., the utilit y vector perturbed by replacing ; by r;.
Now, let be the reported utility prole. Then S = fi ju; 6 ;g is the strategizing
group. This strategy is successful if no member of S hasa lower welfare as a result of the

strategy, and at least one menber has a higher welfare as a result of the strategy:

8i2S w() w(u)

9] 2 S sud that w;( ) > w;(u)

We prove that medanism SF is GSP in three steps: First, we prove that, if there is
a successful(individual or group) strategy, there is a successfulstrategy in which all
colluding players raise their utility, i.e., ui. This is intuitiv e, because,if a player
receivesthe transmission, sheis not hurt by raising her utilit y further. Next, we shawv that
a receiver has no strategic value in raising her utilit y: If x; u; < |, then the outcome of
the medanism (both receiver set and cost shares)is unchangedin moving from strategy
to j'u;. Finally, we combine thesetwo results to show that a successfulstrategy against
medanism SF cannot exist.

For the rst part, we formalize our argumert that it is su cien t to consider strategies
in which all members raise their utilities. The key to this is showing that the following

monotonicity property holds:

Lemma 3.9 Monotonicity: Letu be a utility prole and be the perturbed pro le obtained
by increasing one elementof u ( = uj’ ;, wher ; > u;j). Then, the following properties

hold:
. 8LKx m(x; ) m((xu)
(). 8 2P x() x(u)
(). R() R(u)
(Here x; () is the ask price computed for playerj in the downwad pass.)

Pro of: Note that our approximation technique hasthe property that, if A;(x; ) f/(x; u),

then m(x; ) m(x;u). Statemert (i) is then immediately true at the leaves and follows
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by induction at non-leaf nodes. Becausethe cost of any link | is divided among A (x;; )
players, statemert (ii) follows from statemert (i) . Finally, becausehe utilities are the same
(or higher in the caseof player j), statemert (i) implies statemert (iii) . 2
Lemma 3.9 suggestgthat, for any successfuktrategy , we can get a successfuktrategy
Oby raising ; to u; whenewer ; < u;. Howewer, we rst have the technical detail of

eliminating non-receivers from the strategizing group:

Lemma 3.10 Let be a strategy for group S. Supmsei 2 Sandi 2 R( ). Let 9be the
strategy j'u;. Then, X;j ( 9 Xj( ), forallj2P.

Pro of: Becausei ZR( ), xi( )> i. When ; uj, the statemert follows directly from
Lemma 3.9. When ; > u;, we can show that m(x;( ); 9 = m(x;( ); ) by induction on
the height of | (where | is the link from the location of i to its parent), and the statement
follows. 2

Combining the last two results, we get:

Lemma 3.11 Supmseagroup S hasa suwessfulstrategy. Then, S hasa suwessfulstrategy

Owhee ¢ u;.

Pro of: By lemma 3.10, we can assume,without lossof generality, that S hasa successful

strategy suchthat S R( ). De ne asequenceof strategies

= @ @ (0D Mz 0
where ® = (k Dijky, jf u, > , ® = (& 1) otherwise. The monotonicity property
implies that, if ( 1 is a successfultrategy, sois ). 2

Now, we prove that, if a receiver i raiseshis utilit y, the solution is not altered:

Lemma 3.12 Let u be a utility prole, and let be the perturbed prole obtained by in-

creasing one elementof u ( = uj' ;, where ;> u;). If ui x;(u), then

8l;8x < x(u) m(x; )= m(xu)
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Pro of: It is obviously true if i is at a leaf and | is the link from the leaf to its parer,
becausehe utilit y ; only a ects the value of r|( ) at pricesabove u; x;. (This is aresult
of our pointwise approximation scheme; not all approximations would have this property.)
Also, becauseof the monotonically decreasingnature of r( ), this property is maintained
by Steps1' and 2' as we move up the tree. 2

A corollary of lemma 3.12is that, when the conditions of the lemma hold, the output
of the mechanism is identical for inputs u and . This follows from the fact that m() is
not evaluated at prices above x;(u) on the way down, and soinductively x;( ) = x;(u) for
all links I. Hence,ead player gets the sameask price x;( ) = x;(u).

We can now prove the main result:
Theorem 3.6 Mechanism SF is GSP.

Pro of: Assumethe opposite, i.e., that there is a successfulgroup strategy against med-
anism SF. Then, by lemma 3.11, there is a group strategy for someset S, where every

member of S receivesthe transmission after the strategy. De ne the sequenceof strategies:

= O @ (D oy
where () = (k Djky, |t follows from lemma3.12that, if * 1 is a successfulstrategy

for S, sois (K. This implies that u is a successfulstrategy, which is a cortradiction. 2

3.11.5 Alternativ e pro of that mechanism SF is GSP

We now preseri an alternative proof of Theorem 3.6 that builds on previous results in
the mecanism-designliterature Moulin and Shenler [MS01, Mou99] discusseda family of
budget balanced metanisms basedon cross-monotonic cost-sharing functions and proved
them to be group strategyproof. In this section, we dewelop a new characterization of
the family of cross-monotoniccost-sharing mechanisms and show that medanism SF is a
member of this family.

Let g be a cross-monotoniccost-sharing function, and let Mg = ( ( );x( )) be the

corresponding cross-monotonicmedanism.
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Lemma 3.13 My is group strategyproof.

This was proved by [Mou99] in the context of budget-balancedmedanisms, but his proof
extendsdirectly to all cross-monotonicmedanisms.

Let M = fMg j gis cross-monotonig be the set of cross-monotonicmedanisms. We
give an alternate characterization of the medanismsin this setthat doesnot explicitly use

the cost-sharingfunction in the construction of the receiwer set.

Theorem 3.7 Fix thetree and the costsc(l), and let U = RP ; be the space of possibleutility

proles. A mechanismM = ( ( );x( )) isin M i it satis es the following properties:
1. Consumer soveeignty: 9B such that, for all i, for all u 2 U such that u; B,
i 2 R(u).

2. Monotonicity of receiver set: if u,u®are utility proles suchthat, for all i, u;  u®,

then R(u) R(u9.

3. Let u;u®2 U be utility proles suchthat R(u) = R(u9. Then, x;(u) = x;(u9, for all
i. In other words, the cost shares are a function of the receiver set alone, and we can

use the notation x;(S) to indicate the payment of player i whenthe receiver setis S.

4. xi(:) is cross-monotonicon the space of receiver sets, i.e., if S SO then x;(S9

Xi(S), foralli 2 S.

5. Forany S P, letU(S) = fu 2 UjR(u) = Sg. Then, U(S) is closa under the
pointwise minimum operation: If u;u®2 U(S), and u®is de ned by u®®= min(u;;u?),

then u®2 U(S).

6. Xi(S) = minyzys) Ui

Pro of:

If direction: Considera medanismM = ( ( );x( )), and let R( ) be the receiver set

correspondingto (). AssumeM satis es properties 1-6.
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Properties 5 and 6 say that this medanism partitions the utilit y spaceinto \regions"

U(S) corresponding to every receiver setS. Every region hasa unique minimum point T(S)

de ned by
Ti(S) = x(S) fi2s
Ui(S) = 0 ifizs
Consider the utilit y prole uS given by
u> = B ifi2s
u> = 0 ifizs

Then, by property 1, R(uS) S.

Now, considerthe cost-sharingfunction g de ned by
def s
6 (S) = Ti(R(u)) (3.8)

For any S° S, we know by property 2 that R(uS)  R(uS). Then, by property 4, it
follows that, for all i 2 S, gi(S9 gi(S), and henceg is a cross-monotoniccost-sharing
function. It only remainsto be shawvn that, for all , R( ) is the unique largest set S for

which

8i2Sgl(S) i (3.9)
R( ) satis es equation (3.9), because ; Ti(R( )) = Xi(R( )). Considerany setT

that also satis es this condition. Then, by assumption,

8i gi(T) i
=) G(R(UT)) i

=) R(UR(u"))) R( ) by property 2
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We note that R(W(R(u'))) = R(u") T, and soit followsthat T R( ). Becausethis is
true for all such T, R( ) must be the largest set for which equation (3.9) is satis ed.

Only If direction: Considerany cross-monotonicmedanism Mg. Let B = max; g (fig).
Then, it is easyto verify that ead of the properties above is satis ed. 2

Figure 3.8 illustrates one possiblepartition for two players. The medanismsin M are

U(f2g)
uif2g) U(f1; 29)
u(f 1; 2g)
© ] uO) U(f 19)
u( ) u(f 1g)
0 / /
0

U

Figure 3.8: Partition of utilit y spacefor a two player mecanism
completely characterized by the points U(S), overall S P.
Theorem 3.8 MechanismSF 2 M .

Pro of: We show that mecanism SF has all the properties listed in Theorem 3.7.
Property 1: Let B be the maximum cost of a path from any player to the root. Then, if
u B,i2R(u).

Property 2: The monotonicity of medanism SF was proved in Lemma 3.9.

Property 3: SupposeR(u) = R(u9 = S. Then, using Lemma 3.12 repeatedly, we can shov
that x;j(u) = x;(uS), whereu®S is de ned asin the proof of theorem 3.7. Similarly, it also
follows that x;(u9 = x;(u®), and sox;(u) = x;(uY. Hencethis property is valid, and we
can refer to the payment function as x;(S).

Property 4: For receiver setsS and S%such that S S° considerthe utilit y pro les u®s and
uS’. The conditions of Lemma 3.9 apply, and sox;(S) = x;(uS) < x;(uS%) = x;(S9.

Properties 5 and 6: For any utilit y prole u, with receiver setR(u) = S, considerthe utilit y
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prole U de ned by

U = Xxi(S) ifi2$s

] 0 ifizs

<
I

Note that it is su cien t to shav that R(U) = S to prove both properties 5 and 6.

We can prove that R(U) = R(u) = S by increasing the elemerts of U; to u; one at
time and shaowing that the receiver set remains the sameat ead step. Fori 2 S, we can
shaw this by induction on r(:), asin Lemma 3.10. For i 2 S, this follows directly from

Lemma 3.12. 2

3.11.6 Mechanism SSF: bounded budget decit and welfare loss

While medanism SF is group strategyproof and has a bounded budget de cit, it has a
potentially fatal aw: it may output an empty receiver set in situations in which the SH
medanism would give a large receiver set. As a result, it may incur a very large welfare
losswith respect to the SH medianism. In this section, we presern a simple modi cation
of medanism SF, called SSF (for \scaled SF"), and prove boundson its budget de cit and
loss of net worth with respect to the SH medanism. The goal of the modi cation is to
ensurethat, for every utilit y prole, the mecanism has a receiwver set at least as large as
the SH receiwer set. We do this by discourting the cost of ead link by a bounded fraction;
this corverts the budget surplus of mecanism SF to a budget de cit, but improves the
worst-casewelfare loss.

Mec hanism SSF:

Let h; be the height of link | in the tree. (If one of the endpoints of link | is a leaf, then
h; = 1.) Then, de ne the saled costc (1) of the link | to be c(1)=( ™). Run mecanism SF
assuminglink costsc (l) instead of c(l), to compute a receiver set R (u) and cost shares

X; (u).

Lemma 3.14 Mechanism SSFis GSP.
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Pro of: The player's utilit y doesnot a ect the scaledcosts,and medanism SF is GSP for
any tree costs. 2
Let R(u) be the receiwver set in the (exact) Shapley-value mecanism. We now show

that R (u) R(u).

Lemma 3.15 For any link I, let i, (x; u) be the approximation computed by mechanism
SSF. Let n|(x; u) and x; be de ned as in the one-mss exact Shapley-valuealgorithm given

in Section 2.2. Then,

ni(x;u)
hy

8l m (x);u)

Pro of:  We prove the statemert by induction on h;. For h; = 1, it is true becauseof our

approximation method. Supposethe statemert is true for all links of height no more than

m, G u) (g (X5 u))= . It follows that

Xk
My (X;u) = Ry, (X);;U) (3.10)

i=1

ni(x;u)

(3.11)

From the computation of the ask pricesx; and xj; in the exact Shapleyvalue medanism,

we know
s nl(cé:?U) '
Let
x0= x; r’hl(zxi(:);u): (3.12)

Then, x° x; follows from Equation (3.11).
Now, in Step 2' of medanism SSF, the function r, () is adjusted for the scaledcost
c (I) to compute the function f, (). Equation (3.12) guaranteesthat i, (x;;;u) playersin

the subtreebelow | can sharethe additional costc (1) and still be willing to pay x°ead for

68



links above |. Thus, we have
f (x%u) My (X5 u) ;

and, becausex®  x;, A (x;u) N (x%u). Finally, in passingfrom A () to r (), we get

f (X5 U) fy (i)
mocuy MW
And thus the statemert is proved by induction. 2
Lemma 3.16 R (u) R(u).
Pro of: Using Lemma 3.15,
c () c(l)

fm (xisu) i)
and we can show inductively that x;  x; for all links |. Becausethis is true at the leaves,

it followsthat R (u) R(u). 2

Bounding the budget decit: Unlike medcanism SF, which is balancedor runs a surplus,
medanism SSF may generatea budget de cit (but never a surplus). Howewer, the de cit
(as a fraction of the cost) can be boundedin terms of and the height h of the tree:

Theorem 3.9

X
m X (u)  o(T(R (u))

i2R (u)

P
Proof: Let X = ;g ()X (U). Becausemedanism SF never runs a de cit,

c(T(R (u)) .
X c(T(R () ———5—

We now shaw that medanism SSF never runs a budget surplus. For ead link I, let x,
denotethe o er price computed by medanism SSF. Considera link I, and let 14;15; i
beits child links. Note that the costof link | is factored into x|, by assumingthat there are

A, (X;; u) receivers downstreamof |. It is su cien t to prove that, for any link I, the number
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of receiwers downstream of | (in R¥) is at most ™ A, (x;u); asthe cost of link | hasbeen

scaleddown by P

I, it follows that we newver collect a surplus with respect to the true cost.

We prove this by induction on the height h, of . When h; = 1, this is clearly true: there
are exactly n, (x;;u) receivers downstream of |. Assumeit is true for all links of height at
most r, and considera link | of height r + 1. By the inductive assumption, for ead child

link Ij, we have
1 : R
A, (x;;u)  —  number of receivers downstream of |; in R® :
Thus, we have

number of receiwers downstream of |; in R¥ ;

ﬁ|i(X|i;U) r+1

and so

m, (X ;u) number of receivers downstream of | in R¥ :

r+l

Finally, the computation of the price x; from x; satis es i, (x;;u) = m, (x,,;u), which gives
us

Ay (x5 u) number of receivers downstream of | in R¥ :

r+l

Thus, by induction this is true for every link 1. The total payment collectedfor any link

lisat most Mc (I) ), and so mecanism SSF never runs a budget surplus. 2

Bounding the worst-case welfare loss: Let T and T bethe multicast treescorrespond-
ing to the receiwer setsR (u) and R(u) respectively. Then, T canbewritten asa disjoint
union of trees, T = T[ Ti[ T2[ :::[ T¢. The corresponding relation for the receiver set
ISR (u) =R R1[ R2[ :::[ Ry, whereR; is the subsetof playersin R (u) who are
attached to somenodein T;. Someof thesesubtreesmay have negative welfare, and sothe
overall welfare of the SSF mechanism may be lessthan the welfare of the Shapley value.
Howewer, we can bound the worst-casewelfare loss(with respect to the exact Shapleyvalue)

P
in terms of the total utility U = ., u;:
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Theorem 3.10
NW(R (u)) NW(R(u) (" 1)U

Pro of: The welfare of the receiver setR (u) is

X
NW(R (u))

ui c(T(R (u)))
i2R (u)

X
NW(R()+ NW(R))
j=1

Now, for any subtree T; of T ,

X :
o= u e X5 Nwey (" u)

i2T;

and hence

X
NW (R (u)) NW(R(u) (" 1) um)
i=1
X
NW(Ru) (" 1) uj
i2R (u)

NW(Ru) (" U

2

To summarize, Mechanism SSF sendsO(log n) points (p;; nj) over ead link, incurs a
costof at most M times the reverue collected, and has an welfare lossof at most ( " 1)U
with respect to the SH mecanism.

For example,when jPj = 100 000 and h = 5, the natural algorithm for the SH meda-
nism givenin [FPS01]would require about 100 000 messageso be sert acrossa link in the
worst case. Our algorithm for SSFrequiresonebottom-up passand onetop-down pass,i.e.,
exactly two messagesver ead link. The maximum size of ead point (p;j; n;) in a message
in the bottom-up passis always bounded by O(logjPj+ max;,p logu;) bits, and the maxi-
mum size of a messagesern in the top-down passis always bounded by O(Iog(P 121 ¢))

bits. For jPj = 100000,h = 5, and = 1.03, SSF has a budget de cit of at most 14% of
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the tree cost and a worst-casewelfare losswith respect to SH of at most 16% of the total
utilit y, and the largest messagesert in the bottom-up passconains at most 400 points
(pi;ni). As another example, when jPj = 10° and h = 10, we canuse = 1:02 to achieve
a worst-casede cit of 18% and worst-case welfare loss of 22% of the total utilit y, with

maximum bottom-up messagesize of 700 points, or use = 1:04 to achieve corresponding

bounds 33%, 48%, and 350 points.
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Chapter 4

Interdomain Routing ¥

4.1 Intro duction

The Internet is comprisedof many separateadministrativ e domainsor AutonomousSystems
(ASes). Routing occurs on two levels, intradomain and interdomain, implemerted by two
di erent sets of protocols. Intradomain-routing protocols, such as OSPF, route padets
within a single AS. Interdomain routing, currently handled by the Border Gateway Protocol
(BGP), routes padkets between ASes. Although routing is a very well-studied problem, it
has been approadied by computer scienists primarily from an engineering or \proto col-
design" perspective. In this chapter, we cortinue the study of routing from a mecanism-
designperspective, concertrating speci cally on interdomain routing, for reasonsexplained
below. We study two dierent formulations of the routing problem. In Section 4.2 we
introduceour rst formulation, the lowest-@st routing problem. In Section 4.3, we provide
a formal statemert of the problem and in Section 4.4 we derive a strategyproof pricing
scheme. In Section 4.5, we describe the BGP-based computational model that we use
for the distributed price-calculation algorithm given in Section 4.6. In Section 4.8, we

turn to our secondformulation, the policy routing medanism-designproblem, in which

YSections 4.2 to 4.7 describe joint work with Joan Feigerbaum, Christos Papadimitriou, and Scott
Shenker, and was reported in [FPSS0Z. Ramesh Govindan provided us with a recert AS graph, and taught
us about some of the intricacies of BGP. We also thank Kunal Talwar for helpful discussionson the role
of incentivesin AS-graph formation, and Gauri Shah for suggestingimprovemerts to the convergencetime
analysis. Sections4.8to 4.10 describe joint work with Joan Feigerbaum, Tim Grin, Vijay Ramachandran,
and Scott Shenker.
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sourceASeshave valuations over alternativ e routes to a destination. Here, the medanism
design problem appearsto be more dicult: In Section 4.9 we show that in the most
general case(in which ASes have arbitrary valuations) it is NP-hard to nd the routing
tree that maximizesoverall welfare; it is NP-hard evento nd atree that is approximately
optimal, for any reasonableapproximation factor. In Section4.10,we consideran interesting
classof restricted valuations, next-hop preferences,in which an AS's valuation for a route
dependsonly on which of its neighbors the route passegshrough. In this case,we nd the
problem reducesto nding a maximum-weight directed spanningtree, and is thus solvable
in polynomial time. We derive a strategyproof mecanism, and show that the payments
are also polynomial-time computable, and hencethe medanism appearsto be tractable
for a certralized computation. However, in Section 4.10.2, we argue that this mecanism
is incompatible with BGP, and hencethe medanism appearsto be hard in a BGP-based

computational model.

4.2 Lowest-Cost Routing

In our rst formulation of the routing-mechanism design problem, ead AS incurs a per-
padket costfor carrying trac, wherethe costrepreserts the additional load imposedon the
internal AS network by this trac. To compensatefor theseincurred costs,ead AS is paid
a price for carrying transit trac, which istrac neither originating from nor destined for
that AS. It is through thesecostsand pricesthat consideration of \incentive compatibilit y"
is introducedto the interdomain-routing framework, which, ascurrently implemented, does
not consider incertives. We are following previous work on mecdanism design for rout-
ing [NRO1, HSO]] by introducing incentivesin this way. Our goal is to maximize network
e ciency by routing padkets along the lowest-cost paths (LCPs). Standard routing pro-
tocols (such as BGP) can compute LCPs given a set of AS costs. Howewer, under many
pricing schemes,an AS could be better o lying about its costs! suc lying would cause

trac to take non-optimal routes and thereby interfere with overall network e ciency .

1There are two ways in which lying might increase the AS's total welfare: Announcing a lower-than-
truthful cost might attract more than enough additional trac to o set the lower price, or announcing a
higher-than-truthful cost might produce an increasein the price that is more than sucien t to oset any
resulting decreasein tra c.
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To prevent this, we rst ask how one can set the prices sothat ASeshave no incertive
to lie about their costs;aswe discussin Chapter 2, suc pricing schemesare called \strat-
egyproof." We also require that ASesthat carry no transit trac receivwe no paymernt. We
prove that there is only one strategyproof pricing schemewith this property; it is a member
of the Vickrey-Clarke-Groves (VCG) classof mecanisms [Vic61, Cla7l, Gro73]. We next
ask how the VCG prices should be computed, and we provide a \BGP-based" distributed
algorithm that accomplishesthis.

Our results cortribute in seeral ways to the understanding of how incentivesand com-
putation a ect ead other in routing-proto col design. Nisan and Ronen [NRO1] and Hersh-
bergerand Suri [HS0]] consideredthe LCP medianism-designproblem, motivated in part
by the desireto include incertiv e issuesin Internet-route selection. The LCP medianism
studied in [NRO1, HS0]] takesasinput a biconnectedgraph, a single source,a single des-
tination, and a (claimed) transmission cost for ead link; the strategic ageris are the links,
and the medanism computes,in a strategyproof manner, both an LCP for this singlerout-
ing instance and a set of paymernts to the links on the LCP. This mecanism is a member of
the VCG family and forms the point of departure for our work. Howewer, our formulation of
the problem di ers in three respects, ead of which makesthe problem more represerativ e

of real-world routing:

First, in our formulation, it is the nodesthat are the strategic agerts, not the links as
in [NRO1, HS01]. We make this choice, becausewe are trying to model interdomain
routing. ASesactually are independent economicactors who could strategize for -
nancial advantage in interdomain-routing decisions;in the BGP computational model
into which we seekto incorporate incertiv e issues,it is the nodesthat represen ASes
and that are called upon to \adv ertise" their inputs to the protocol. Formulations in
which the links are the strategic agerts might be more appropriate for intradomain
routing, but it is not clear that incertiv e issuesare relevant in that context; because
all links and routers within a domain are owned and managedby a single entity, they

are unlikely to display strategic behavior.

Second,instead of taking asinput a singlesource-destinationpair and giving asoutput
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a single LCP, our medanism takes in n AS numbers and constructs LCPs for all
source-destination pairs. Once again, we make this choice in order to model more
accurately what BGP actually does. This complicatesthe problem, becausethere are

now n? LCP instancesto sole.

Third, we compute the routes and the payments not with a certralized algorithm,
as is done in [NRO1, HSO1], but with a distributed protocol based on BGP. This
is necessarnyif the motivation for the medanism-designproblem is Internet routing,
becauseinterdomain-route computation is in fact donein a distributed fashion, with
the input data (AS-graph topology) and the outputs (interdomain routes) stored in a
distributed fashionaswell. The various domains are administrativ ely separateand in
some casescompetitors, and there is no obvious candidate for a certralized, trusted
party that could maintain an authoritativ e AS graph and tell eat of the ASeswhich
routes to use. Real-world BGP implementations could be extended easily to include
our pricing medanism, and we prove that sud an extensionwould causeonly modest

increasesin routing-table sizeand corvergencetime.

Our approadc of using an existing network protocol asa substrate for realistic distributed
computations may prove useful generally in Internet-algorithm design, not only in routing
or pricing problems. Algorithm designfor the Internet hasthe extra subtlety that adoption
is not a decisionby a systemsmanager,concernedonly with performanceand e ciency, but
rather a careful compromiseby a web of autonomousertities, ead with its own interestsand
legacies.Backward compatibility with an establishedprotocol is a constraint and criterion
that is likely to becomeincreasingly important and prevalert.

Despite these e orts to formulate the problem realistically, there are seweral aspects of
reality that we deliberately ignore. First, per-padket costs are undoubtedly not the best
cost model, e.g.,, in somecasestransit costsare more administrativ e than tra c-induced.
Second,BGP allows an AS to chooseroutes accordingto any one of a wide variety of local
policies; LCP routing is just one example of a valid policy, and, in practice, many ASes

do not useit [TGSO01]. Furthermore, most ASesdo not allow non-customertransit trac
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on their network.? In the lowest-costrouting formulation, we ignore generalpolicy routing
and transit restrictions; we only useLCPs. Lastly, BGP doesnot currently considergeneral
path costs;in the casesin which AS policy seeksLCPs, the current BGP simply computes
shortest AS paths in terms of number of AS hops. This last aspect is minor, becauseit
would betrivial to modify BGP sothat it computesLCPs; in what follows, we assumethat
this modi cation hasbeenmade.

Becauseof theselimitations, our results on lowest-costrouting clearly do not constitute
a de nitiv e solution to the incertive problem in interdomain routing. Nonetheless,they
represen measurableprogresson two fronts. First, although it doesnot capture all of the
important featuresof interdomain routing, our problem formulation is an improvemen over
the previousonesin the algorithmic mecanism-designliterature [NR0O1, HS01]], asexplained
above. Second,we have expandedthe scope of distributed algorithmic medanism design,
which has heretofore been focused mainly on multicast cost sharing [FPS01, AFK * 03,

FKSS03].

4.3 Statement of Lowest-Cost Routing Problem

The network has a set of nodesN, n = jNj, where eaty node is an AS. There is a set L
of (bidirectional) links betweennodesin N. We assumethat this network, called the AS
graph is biconnected; this is not a sewere restriction, becausethe route-selection problem
only ariseswhen a node has multiple potential routesto a destination. For any two nodes
i;] 2 N, Tj isthe intensity of trac (number of packets) originating from i destinedfor j.

We assumethat a node k incurs a transit cost cx for ead transit padet it carries. In
the terminology of Chapter 2, ¢ is the private type of agern k.

For simplicity, we assumethat this costis independen of which neighbor k received the

padket from and which neighbor k sendsthe padket to, but our approac could be extended

2We say that two ASes are \in terconnected" if there is a tra c-carrying link between them. Intercon-
nected ASes can be peers, or one can be a customer of the other. Most ASesdo not accept transit trac
from peers,only from customers.

77



We also assumethat ead node k is given a payment px to compensateit for carrying
transit trac. In general,this payment can depend on the costsc, the trac matrix [Tj ],
and the network topology. Our only assumption, which we invoke in Section 4.4, is that
nodesthat carry no transit trac whatsoever receive no paymert.

Our goal is to send eah padket along the LCP, according to the true cost vector c.
We assumethe presenceof a routing protocol like BGP that, given a set of node costsc,
routes padkets along LCPs. Furthermore, we assumethat, if there are two LCPs between
a particular sourceand destination, the routing protocol has an appropriate way to break
ties. Let I¢(c;i;j) be the indicator function for the LCP from i to j; i.e., I(c;i;j) = 1,
if node k is an intermediate node on the LCP from i to j, and I¢(c;i;j) = O otherwise.
Note that Ii(c;i;j) = Ij(c;i;j) = 0; only the transit node costsare counted. The objective

function we want to minimize is the total costV(c) of routing all padets:

X X
V(c) = Tjj le(cii; )k
2N k2N
Minimizing V is equivalent to minimizing, for every i;j 2 N, the cost of the path between
i andj.

We treat the routing problem asa medanism-designproblem in which the ASesare the
strategic agerts. Each node plays the game by reporting a transit cost. A node's transit
costis private information not known to any other node, and thus no other agern can assess
the correctnessof an agent's claimed transit cost. Moreover, V() is de ned in terms of
the true costs, whereasthe routing algorithm operateson the declared costs;the only way
we can be assuredof minimizing V() is for agerts to input their true costs. Therefore, we
must rely on the pricing schemeto incertivize ageris to do so.

To do so, we design an algorithmic medanism as described in Chapter 2. The med-
anism takes as input the AS graph and the vector ¢ of declared costs® and produces as

output the set of LCPs and prices? The pricing medanism must be strategyproof so that

SWe will often usec to denote the declared costs and the true costs; usually, the context will make clear
which we mean.

“BGP can take the AS graph and c asinput and produce the set of LCPs. We use this output of BGP
in our mechanism and do not alter this aspect of BGP in our algorithm.
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agerts have no incertive to lie about their costs.

The utility eah AS derives from the set of routes chosen by the medanism is the
negative of the total costit incurs in transiting trac along those routes, i.e., \cost" is a
synorym for \disutilit y* here. For a given cost vector ¢, the payment px minus the total
costs incurred by a node k is wg(c) = px i Vi I(c;i;j)ck. In the terminology of
Chapter 2, wi () is the welfare of agert k. In this cortext, the medanism is strategyproof
if for all x, wi(c)  wi(cj“x), where the expressioncj¥x meansthat (cj“x); = ¢, for all

i 6 k, and (cj¥x)x = x.

4.4 The Pricing Mechanism

Recall that we assumewe have a biconnected graph with a routing algorithm that, when
given a vector of declaredcostsc, will producea setof LCPs, breakingties in an appropriate
manner; these paths are represenied by the indicator functions fly(c;i; j)gkon . Further-
more, both the inputs and the outputs are distributed, i.e., neither ever residesat a single
node in the network. In this section, we derive the pricing scheme,and, in Sections4.5 and
4.6, we describe the distributed computation.

We require that the pricing mecanism be strategyproof and that nodes that carry
no transit trac receive no payment. We now show that thesetwo conditions uniquely
determine the medanism we must use. Moreover, we show that they require that the
payments take the form of a per-padet price that dependson the sourceand destination;
that is, the payments px must be expressibleas

X ,
Pk = Ti Py ;
i 2N
where pE is the per-padet price paid to node k for ead transit padet it carriesthat is sert

from nodei destined for nodej.

Theorem 4.1 When routing picks lowest-ost paths, and the network is biconnected, there

iS a unique strategyproof pricing mechanism that givesno payment to nodesthat carry no
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P "
transit trac. The paymentsto transit nodesare of the form px = ;5,5 Tjj py , where

pL= adi(ei]) + .

I (ci®1 ;i j)c I (c;1;))C
r2N r2N

Pro of: Consider a vector of costsc. Let uy(c) denote the total utilit y derived by a node

for this cost vector:

X - -
ug(c) = o Tij lk(c; iy ):

i;j 2N
We can rewrite our objective function as
X X o X
V(c) = Tjj I(ciiyj)ek = Uk(c):
ij 2N k2N k2N

Thus, the objective function V() is simply the negative of the overall welfare (e ciency)

de ned in Chapter 2. Note that the routing function f1(c;i; j )gkon minimizesthis quartity,
i.e., the mechanismis e cien t. A classicresult dueto Greenand La ont [GL79] statesthat
any strategyproof, e cien t pricing mecanism must be a VCG mecanism, with payments

expressibleas

pc = uk(c) V(c)+ he(c ¥);

where hy() is an arbitrary function of ¢ K. When ¢, = 1, we have I (cj*1 ;i;j) = 0,
for all i; ] (becausethe graph is biconnected, and all other costsare nite); so (1) px = O,

becausewe require that payments be 0, and (2) uk(c) = 0. Thus,

he(c %) = V(cj*1 ):
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This, in turn, implies that

P = V(1 )+ u(c) V(c)
X X e X N
= Tij olk(ciyj) + (™1 50 j)c lr(ciiij)e
i;'kZN r2N r2N
= Tij Py ;
i;j 2N
where
" #
ij .o X -k .. X ..
P = Gllesiig)+ le(c"L 5 )e (G )
r2N r2N

2
This medanism belongsto the Vickrey-Clarke-Groves (VCG) family [Vic6l, Cla71,

Gro73. It is in essencea node-certric, all-pairs extension of the LCP medanism studied
by Nisan and Ronen [NRO1] and Hershberger and Suri [HS0J]. There are seeral aspects
of this result that are worth noting. First, although the payments could have taken any
form and could have dependedarbitrarily on the trac matrix, it turns out the paymerts
are a sum of per-padket payments that do not depend on the trac matrix. Second,the
price p:i is zeroif the LCP betweeni andj doesnot traversek. Thus, these payments can
be computed, once one knows the prices, merely by counting the padkets asthey enter the
node. Third, although the costsdid not depend on the sourceand destination of the padet,
the prices do. Lastly, the payment to a node k for a packet from i to j is determined by
the cost of the LCP and the cost of the lowest-costpath that doesnot path through k. We
usethe term k-avoiding path to refer to a path that doesnot passthrough node k.

For example, considerthe AS graph in Figure 4.1, and supposethe trac consistsof a
single padket from X to Z. The LCP is X BD Z, which hastransit cost3. How much should
AS D be paid? The lowest-cost D -avoiding path from X to Z is X AZ, which has transit
cost 5. Hence, Theorem 4.1 says that D should be paid cp + [5 3] = 3. Similarly, AS B
ispaid cg + [5 3] = 4. Note that the total payments to nodeson the path is greater than
the actual cost of the path. A more extreme example of overcharging occursin sendinga

padket from Y to Z. The LCP is YDZ, which hastransit cost 1. Howewer, the next best
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Figure 4.1: Example AS graph from Section 4.4

path is Y B X AZ which hascost9, and henceD's payment for this padketis1+[9 1]= 9,
eventhough D's costis still 1. Wereturn to this issueof overcharging in Section4.7. These
examplesalso showv why the network must be biconnected;if it weren't, the payment would

be unde ned.

4.5 BGP-based Computational Mo del

We now seekto compute these prices p:i using the current BGP algorithm, which is the
repository of interdomain routing information, asthe computational substrate. We adopt
the abstract model of the BGP protocol described by Grin and Wilfong [GW99], which
involves seweral simplifying assumptions. Speci cally, we assumethat there is at most one
link betweenany two ASes,that the links are bidirectional, and that eat AS canbe treated
as an atomic ertity without regard to intradomain routing issues. The network can then
be modeled as a graph in which every node represens an AS, and every edgerepreseits a
bidirectional interconnection betweenthe corresponding ASes.

BGP is a path-vector protocol in which every nodei stores,for eat AS j, the lowest-cost
AS Path (the sequenceof ASestraversed)from i to j; in this vector, ASesare identi ed
by their AS numbers. In addition, in our treatment, the LCP is also described by its total

cost (the sum of the declared AS costs). If d is the diameter of the network (the maximum
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number of ASesin an LCP), a router stores O(nd) AS numbers and O(n) path costs.
BGP's route computation is similar to all path-vector routing protocols. Each router sends
its routing table and, in our treatment, its declared cost, to its neighbors, and eath node
can then, basedon this information, compute its own LCPs. When there is more than
one LCP, our model of BGP selectsone of them in a loop-free manner (to be de ned more
preciselybelow). As mentioned earlier, we are making the oversimplifying assumption that
ewvery node is using lowest cost asits routing policy.

These routing-table exchangesonly occur when a changeis detected; that is, a router
only sendsits routing table to its neighbors when that table is di erent from what was sert
previously. Routing tables can change either becausea link was inserted or deleted (which
would be detectedby the nodeson either end) or when updated routing-table information is
received from someother router that changesthe paths and/or costsin the current table.®

The computation of a singlerouter can be viewed as consistingof an in nite sequenceof
stages where ead stage consistsof receiving routing tables from its neighbors, followed by
local computation, followed (perhaps) by sendingits own routing table to its neighbors (if
its own routing table changed). The communication frequencyis limited by the needto keep
network trac low, and hencethe local computation is unlikely to be a bottlenedk. Thus,
we adopt as our measuresof complexity the number of stagesrequired for corvergenceand
the total communication (in terms of the number of routing tables exchangedand the size
of those tables).

If we assumethat all the nodesrun syndironously (exchangerouting tables at the same
time), BGP corverges,i.e., computes all LCPs, within d stagesof computation (where,
again, d is the maximum number of AS hops in an LCP). Eadch stage involves O(nd)
communication on any link.® The computation time required by nodei in a single stageis
O(nd degre€i)).

Becausethis level of complexity is already deemedfeasiblein the current Internet, we

5In practice, BGP only sendsthe portion of the routing table that has changed. Nodes keepthe routing
tables received from ead of their neighbors so that they can reconstruct the new routing table from the
incremental update. Becausethe worst-case behavior is to sendthe entire routing table, and we care about
worst-case complexity, we ignore this incremental aspect of BGP in the statements of our bounds.

5Becauseof the incremental nature of updates, where nodesneedonly processand forward routing ertries
that have changed, the communication and computational load is likely to be much lower in practice.
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seekto compute the prices with a similar (or better) complexity and state requiremerts.

We describe sudh an algorithm in the next section.

4.6 Distributed Price Computation

We want to compute the p:i using the BGP computational model described in Section
4.5. The input to the calculation is the cost vector ¢, with ead c¢; known only to nodei.
The output is the set of prices, with node i knowing all the pE values! In describing our
algorithm we assumea static environment (no route changes). The e ect of removing this
assumptionis that the processof \converging" beginsagain ead time a route is changed.

Our algorithm introducesadditional state to the nodesand to the messageexdanges
betweennodes, but it doesnot introduce any new messageso the protocol. In particular,
all messagesire betweenneighborsin the AS graph. The addedstate at eat node consists
of the reported cost of ead transit node and the set of prices. This is O(nd) additional
state, resulting in a small constart-factor increasein the state requiremerts of BGP. The
costsand prices will be included in the routing messageexdhanges,and so there will be a
corresponding constart-factor increasein the communication requiremerts of BGP.

We rst investigate how the prices p:i at nodei arerelated to the pricesat i's neighbors.

Let P(c;i;j) denotethe LCP from i to j for the vector of declaredcostsc, and let c(i; j )
denotethe cost of this path. De ne P ¥(c;i;j) to be the lowest-costk-avoiding path from
i to j. Recallthat, if there are multiple LCPs betweentwo nodes, the routing medanism
selectsone of them in a loop-free manner. Loop-free meansthat the routes are chosenso
that the overall set of LCPs from ewery other node to j forms a tree. In other words, for
ead destination j, we assumethat the LCPs selectedform a tree rooted at j ; call this tree
T(j). For example, the tree T(Z) corresponding to the graph in Figure 4.1 is shawn in
Figure 4.2. We say that D is the parent of B in T(Z) or, equivalertly, that B is a child of
D in T(Z).

We treat ead destination j separately Considerthe computation of pE at somenodei

for another node k on the path fromi to j. Let a be a neighbor of i. There are four cases:

"More precisely, these are the parts of the input and output that we intro duce; BGP, with its standard
distributed input (AS graph and costs) and distributed output (LCPs) is used as a substrate.
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Figure 4.2: Tree T(Z2) for the examplein Figure 4.1

Case (i) : aisi's parent in T(j)
In this case,provided that a is not k, we can extend any k-avoiding path from a to j

to a k-avoiding path from i to j, and sothe following inequality holds:
ST (4.1)

Case (ii) : aisi's child in T(j)

Here, note that k must be on the LCP from a to j. Further, given any k-avoiding
path from ato j, we can add or remove the link ia to get a k-avoiding path from i to
j, and sowe have:

Pp PP +G+G (4.2)
Case (iii) : aisnot adjacert toi in T(j), andk isonP(c;a;j).
B PP+ catc(@j) o) (4.3)

ConsiderP X(c;a;j), the lowest-costk-avoiding path from a to j . We can always add
the edgeia to this path to get a k-avoiding path from i to j. The inequality is then

apparert by substituting the costsof the paths.
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Case (iv) : ais not adjacert to i in T(j), and k is not on P(c;a;j). In this case,we
can add the edgeia to P(c;a;j) to construct a k-avoiding path from i to j. It is easy
to seethat

Pl ot cato(@j) o) (4.4)

Note that thesefour casesare not exhaustive. In particular, the casein which a= k is
the parernt of i are excluded. In this case,the link ia will not be usedin P |‘(c; i;j); thus,
we can ignore neighbors in this category

Let b be the neighbor of i on P ¥(c;i;j); i.e., the link ib is the rst link on this path.

We claim that, for this neighbor, the upper boundsin the previous inequalities are tight:

Lemma 4.1 Let ib be the rst link on P K(c:i;j). Then, the correspnding inequal-

ity (4.1)-(4.4) attains equality for b.

Pro of: We can consideread of the four casesseparately
Case (i) : Giventhat P ¥(c:i;j) goesthrough its parert, it follows that bis not k,
and so p:i = ptk’j.
Case(ii) : If P ¥(c;i;]) passeghrough achild b, it is easyto seethat pj = py + ¢+ G

Case(iii) : In this case,if P X(c;i;j) passesthrough b, it must cortain P K(c;b;j),

and so Inequality 4.3 is an exact equality.

Case(iv) : In this case, the lowest-cost k-avoiding path through b must contain

P(c;b;j), and so Inequality 4.4 is exact.
2

Inequalities (4.1)-(4.4) and Lemma 4.1 together mean that pE is exactly equal to the
minimum, over all neighbors a of i, of the right-hand side of the corresponding inequality.
Thus, we have the following distributed algorithm to compute the payment values:

4.6.1 The Algorithm

Consider eat destination j separately The BGP table at i contains the LCP to j:

P(c;i;j)  VsiVs 1, Vo=
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and the cost of this path, c(i; j), wherevs;vs 1;  ;Vp are the nodeson the LCP to j and
oif) = t=1 Gy, -

Note that ead node can infer from the routing tables it receiwes from its neighbors
whether a is its parent, child, or neither in the tree T(j), for eat neighbor a.

At the beginning of the computation, all the entries of pU, are setto 1 . Whenewer
any entry of this price array changes,the array and the path P(c;i;j) are sert to all
neighbors of i. As long as the network is static, the erntries decreasemonotonically as the
computation progresses.If the network is dynamic, price computation (and, as explained
above, corvergence)must start over whenewer there is a route change.

When node i receives an updated price from a neighbor a, it performs the following

updatesto its internal state.

If aisi's parent in T(j), then i scansthe incoming array and updatesits own values

if necessary:

pl = min(pl ;pd) 8 s 1
If aisachild ofiin T(j), i updatesits payment valuesusing
P, = min(pl, ;pfl + i+ ca) Br s

If ais neither a parent nor a child, i rst scansa's updated path to nd the nearest

common ancestorv;. Then i performs the following updates:

gr t pl = min(pl;pd + cat c(aj) ofi;]))

gr>t pl = min(pl o+ cat o(aj) i)

The algorithm is summarizedin Figure 4.3.

4.6.2 Correctness of the algorithm

Inequalities (4.1)-(4.4) can be usedto shaw that the algorithm never computesa value pE

that is too low. In order to show that the p:i valueswill ultimately corvergeto their true
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Initialize 0

f

g

[* Computeroutes, initialize payments */
for each destination |
ComputeP(c;i;j) and c(i; j)

[Vs;vs 1;  svi]l = P(ci;j)
for each node k on P(c;i; J)
pp =1

Update a, j, c(&j), P(c;a;j), [pZ;pd; pd]

f

[* Called whenan UPDATHEnessage *
[* for destination | is received */
[* from neighbor a. */
/* uq;up; u, are the transit nodes */
/* on the route P(c;a;j) from a to j */
modified := FALSE
if ais on P(c;i;j) [* parent */
* u=v, for r=121,2, | *
for eac'h k in flV]_;Vg; vig
it g > Py
P = P
modified := TRUE
else if i on P(c;a;j) /* child */
F u =v, for r=1212 (I 1) *
for each k in fvi;ve; v 10
if p > Py *tCtc
Pe = PQ Gt
modified := TRUE
else [*neither  parent nor child*/

t := largest index such that u; = v
for each k in fvi;ve;  wg
AR e al) o)
P = P *Catc@j) cij)
modified := TRUE
for each k in fvis Vsg
if p% > Ck"'Ca"'C(aEJ:) C(?EJ:)
Pe = G+ cato(@j) i)
modified := TRUE
if modified = TRUE
/* Send UPDATHEnessageto neighbors*/
for each neighbor b of i
send UPDATEI, |, c(i;j), P(c;i;j),
i pl; spl] to b

Figure 4.3: Price-computation algorithm run by AS i
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values,we obsene that, for every nodesonP X(c;i;j), thesux of P X(c;i;j) fromstoj
is either P(c;s;j) or P K(c:s;j). It follows that, in general,the path P ¥(c:i; j) consists
of asequencef nodes[v|; V| 1; ;Vi,Um;Um 1; ;U1]sud that, for ea uy, P(C;uy;j) isthe
SuXx [ux;ux 1; ;ui], and, for eat vy, P k(c;vy;j) isthe sux [vy;Vy 1; ;Vi;Um;Um 1;
;u1]. Note that, oncethe LCPs are computed, u, will know the correct P(c;um;j) and
cost c(a;j). This information will be sert to v; in the next update messagefrom up, to
v1; thus, v1 will then be able to compute the correct P ¥(c;v4;j) and p‘lilj. Proceedingby
induction ony, we can show that i will ultimately have all the correct pE values.
In fact, the precedinginductive argumert shaws that all prices will be stable after d°
stages,where d®is the maximum over all i; j; k, of the number of nodeson P K(c:i;j). In
general, d° can be much higher than the lowest-cost diameter d of a graph. Howewer, we

don't nd that to be the casefor the current AS graph, aswe explain in Section4.7.

4.6.3 Convergence time

Up to this point, we have assumedfor simplicity that the prices computation beginsonly
after the LCPs have beenfound. In reality, however, the algorithm can start to compute

prices even before the routes have stabilized. This leadsto the following bound:

Lemma 4.2 Letd; = maxfj P(c;i;j)j;jP *(c:i;j)jg, wher jPj denotesthe numker of hops
in path P. Then, after the rst d; stages,i knowsthe correct path P(c;i; j), and the correct

price pj. .

Pro of: The intuition behind this proof is asfollows: The critical information that i needs
to compute the correct price pE is the cost of P(c;i; j) and the costof P K(c;i;j). (The
cost ¢, can be distributed with LCPs to k, and soit will be known to i before or at the
sametime asthe cost of P(c;i;j).) After these costs have beendiscovered, the price p:i

will not change. The key obsenation is that, for both P(c;i;j) and P ¥(c;i;j), all suxes

of the path are also LCPs or minimum-cost k-avoiding paths; moreover, this is true even at
intermediate stagesof the computation. Using this, we can show that the costsalongthese

paths will be propagated further in ead stageand hencewill reach i in d; stages.
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We now formalize this argumert into an inductive proof. First, obsene that both the
LCP costsand the prices never increaseas the computation proceeds. Now, if there is an
r-hop path from i to j with cost , then, after r stages,we must have c(i;j) <= . It
follows that i discoversthe LCP in jP(c;i;j)j di stagesfrom the beginning.

Now, supposejP X(c;i:j)j = r. We canwrite P K(c:i;j) asvi;v; 1; :viij, where
v = i. Let {vm;j) denote the total cost along this path from vy, to j. We show by

induction on m that, after m stages,node vy, satis es one of the following two conditions:
1. ¢(Vm:;j) = {vm:j), and the current LCP from vy, to j doesnot passthrough k.

2. The current LCP from vy, to j passeshrough k, and the current p‘if“j = Avm:j)

(V] )-

The basecasefor v, is easy: After 1 stage of computation, condition 1 is clearly satis ed.
Supposeit istrue forallr (m 1). After (m 1) stages,vy, 1 Satis es one of the two

conditions; we considerthe two casesseparately:

Case (i) : vin 1 satis es condition 1

In this case,in the mth stagev,, will receive an advertised path from v,, ; that has
cost Vi ;j) and doesnot passthrough k. If this is the lowest-costpath to j that
Vm hasseen,then vy, will satisfy condition 1 at the end of this stage. If not, then the
current LCP from vy, to j must passthrough k, or elseP ¥(c:i;j) would not pass
through v, 1. In this scenario,the path advertised by v, 1 must be the lowest-cost

k-avoiding path from vy, to j; henceafter this stage condition 2 will be satis ed.

Case (ii) : vm 1 satis es condition 2

In this case,vy, 1 advertisesa path of cost lessthan c{vp;j) to vy. Thus, the LCP
from v, to | after the mth stagemust passthrough k, or elseit would be part of the
lowest-cost k-avoiding path from i to j. Now, the advertisemert from v, 1 (which
includesthe price p‘ém lj) allows vy, to infer that there is a candidate k-avoiding path
of cost c{vm;j); this is the lowest-cost k-avoiding path, and so condition 2 will be

satis ed.
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Extending this inductive argumert to v, = i, we seethat, after r stages,i will know of the
existenceof a k-avoiding path of costcYv,;j). Thus, after d; stages,i will know the correct
LCP to j and its cost, aswell asthe cost of the lowest-costk-avoiding path to j, and soit

will compute the correct price p:i . 2

Corollary 4.1 After max(d;d9 stages,every node hasthe correct LCPs and prices.

4.6.4 Using the Prices

At the end of the above price computation, eat node i hasa full setof prices pE . The next
guestion is how we can usethese prices actually to compute the reverue due ead node.

The simplestapproad isto have ea nodei keeprunning tallies of owed charges;that is,
ewvery time a padket is sert from sourcei to a destination j, the counter for eat nodek 6 i; |
that lies on the LCP is incremerted by pE . This would require O(n) additional storage at
ead node. At various intervals, nodescan sendthese quartities in to whatever accourting
and charging medanisms are used to enforce the pricing scheme. We assumethat the
submission of these running totals is done infrequently enough that the communication
overhead can be easily absorbed.

In summary, we have:

Theorem 4.2 Our algorithm computesthe VCG prices correctly, usesrouting tables of
sizeO(nd) (i.e., imposesonly a constant-factor penalty on the BGP routing-table size), and

convemgesin at most max(d;d% stages.

4.7 Analysis of Overcharging

We now turn to the issueof overcharging. VCG medanisms have been criticized in the
literature becausehere are graphsin which the total price alonga path, i.e., the sum of the
per-paket payments along the path, is much more than the true costof the path. Examples
of this phenomenonwere given in Section 4.4. In the worst case,this total path price can

be arbitrarily higher than the total path cost [AT02]. Although this is undesirable,it may
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be unavoidable, becauseVCG medanisms are the only strategyproof pricing mecanisms
for protocols that always route along LCPs. In addition, our distributed algorithm has a
corvergencetime (measuredin number of stages)of d° whereasBGP's corvergencetime is
d; in the worst case,%0 could be ( n). These are seriousproblems that could undermine
the viability of the pricing scheme we presen here. Thus, we ask whether these problems
occur in practice.

To provide a partial answer to this question, we looked at the prices that would be
charged on the current AS graph if we assumedthat all transit costswere the same. Out
of a 9107-nale AS graph, re ecting a recert snapshotof the current Internet®, we selected
a 5773-nale biconnected subset. We then computed d, d® and the payments that would
result from our pricing scheme, assuminga transit cost of 1 for eatcr node. We nd that
d= 8and d°= 11, and sothe corvergencetime of the pricing algorithm is not substartially
worse than that of BGP. The highest transit node price was 9, and, with uniform tra c
between all pairs, the mean node paymert is 1:44. In fact, 64% of the node prices were
1, and 28% of them were 2. Thus, overcharging appearsnot to be a problem in this case,
re ecting the high connectivity of the current Internet. Of course,the values of d and d°
and the overcharging margin would be di erent with non-uniform transit costs; howeer,
we expect them to exhibit similar trends towards low d, d® and overcharging margin.

It would be interesting to ask whether this is becauseof the incerntive issuesin AS-
graph formation. In this chapter, we merely looked at the routing aspects of a given AS
graph. Howewer, if one considersthe incertives presernt when an AS decideswhether or
not to connectto another AS, the resulting transit priceswould be a seriousconsideration.
In particular, we conjecture that high node prices will not be sustainable in the Internet
preciselybecausejf presen, they would give an incertiv e for another AS to establisha link

to capture part of that reverue, thereby driving down the transit prices.

8These data were taken from Route Views [Rou], which collates BGP tables from many sites acrossthe
Internet.
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4.8 The Policy Routing Problem

The results in the preceding sectionsare basedon a simple model in which ASesattempt
to minimize per-padet transit costs. In practice, ASeshave more complex costsand route
preferencesthat are embodied in their routing policies. In this section, we introduce a
formulation of the policy-routing algorithmic medanism design problem.

Our model of policy routing retains seweral features of the lowest-costrouting problem
described in Section 4.2: The network consistsof n Autonomous Systems. For simplicity,
we treat ead AS as an atomic ertity; thus, the network can be modeled as a graph with
nodes corresponding to the autonomous systems. The edgesin this graph correspond to
BGP peeringrelationships betweenASes;we have a directed edgefrom node a to node bif b
advertisesits routesto a. In practice, the edgesin this graph may vary with the destination;
howewer, we assumethat these edgesare identical for routes to any destination.

A route from anodei to anodej is simply a directed path, with no cycles,from i to j
in this graph. The routing problem in this network is as follows: For ead pair of nodes
i and j, we needto selecta singleroute from i to j. Further, we insist that the setsof all
routes to destination j form a tree rooted at j. This is a natural restriction when padkets
are routed one hop at a time (as opposedto being routed in an end-to-end manner, e.g.,
source-routed). A candidate solution to the routing problem is thus a set of directed trees,
onefor ead destination. The treesfor di erent destinations are independen of ead other,
and henceit is possibleto analyzethe model for a single destination.

The root dierence between the lowest-cost routing problem and the policy-routing
problem lies in the source of preferences. In the former, the costs incurred by transit
carriers result in them preferring routes that do not passthrough them; in the latter, ASes
have di ering preferencesover alternativ e routes, and the constraint that routes form a tree
leadsto conicts of interest. There are many reasonswhy ASesmay have real economic
preferencesfor dierent routes: Two dierent routes from i to j may lead to diering
transit costs, customer satisfaction, or service paymerts. In this section, we assumethat
AS i's preferencesamong the candidate solutions are dictated ertirely by the route from i

to j in ead solution, independert of the routes from other nodesto j. In a sense,this is
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complemerary to the lowest-costrouting model, in which AS i's utilit y for a tree depends
only on the routes on which it was a transit node.

Further, we supposethat AS i's preferencesfor paths can be expressedas a utilit y
function wu; : Py ! R, where Pjj is the union of all possiblepaths from i to j and the
empty path ? (which correspondsto solutions in which there is no route from i to j). Only
the relative utilities are important, and sowe can normalize this function by requiring that
ui(?) = 0. Further, we assumethat for any route P; fromi to j, ui(Pj) O; in other
words, having any route to j cannot be worsefor i than having no route at all.

Abstractly, a medanism for the routing problem for destination j usesthe user utilit y

is the amournt of money paid to i. We usethe notation u;(T) to denotei's utilit y for its
path to j in the tree T.

The overall economicgoal of this routing medanism is to maximize the overall welfare,
i.e., the sum of the usersutilities. In other words, we want to maximize a function W (T)
where

X
W(m) = u(T)
i2P

We call this the welfare-maximizing routing problem

4.9 NP-hardness of the general problem

In this section, we show that it is not tractable to maximize the overall welfare when the
route valuations can be arbitrary . We will focus on computing routes to a single destination
only. BGP essetially computesroutesto di erent destinationsin parallel, soit is su cien t
to considerthe single-destination case. Moreover, our results show that a policy routing
medanism is hard to compute, even for a single destination. It follows a fortiori that
it is hard to compute the medanism when all destinations are considered(although the
complexity may not grow by a factor of n).

An instance of the routing problem we are consideringis as follows: We are given a

directed graph G, with a distinguished destination node j. Each node i is assa@iated with
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a set S; of paths from i to j in G, represerning the set of alloweal paths, and a valuation
function u; : S;! R (.2

We now shaow that if the valuation functions are arbitrary, it is NP-hard to compute
a tree that maximizes the overall welfare. We prove this result by a reduction from the
Independent Set problem: Given a graph G with vertices N, nd a largest subsetS of
N sud that no two vertices in S have an edge between them. This problem is known
to be NP-hard [Kar72]; in fact, it is even NP-hard to approximate the size of the largest

independen setto within a factor of nz [Has99.

Figure 4.4: Reduction from Independert Set. The path P4 is shavn in bold.

GivenaninstanceG = (N;E) of the Independert Setproblem, we construct an instance
H of the welfare-maximizing routing problem. The construction is illustrated in Figure 4.4.

For ead vertex v in N, we have a terminal vertext, in H. In addition, for eath edge

9There may be an exponertially high number of paths from i to j in the graph (and, indeed, in the
Internet). Thus, it might seemthat even describing the AS valuation functions completely is a hopelesstask.
However, it is possiblethat an ASesvaluation function can be described with polynomial amounts of space.
We include a set of allowed paths in the problem description simply to provide one such represeration:
A path Pj implicitly has valuation 0 if it is not in the allowed set. The NP-hardness reduction in this
section shows that, even when all ASes have valuation functions that can be expressedconcisely using this
represertation, it is NP-hard to nd a welfare-maximizing routing tree. Any other conciserepresertation of
valuation functions with small support would su ce for the reduction described here.
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e = (v1;Vv2) in E, we add three vertices e'1;€"2, and € to H. We also add directed edges

from eto €1 and €'2. Finally, we add a special destination vertexj to H. Wethen choosean

onv in G, in that order. We add the directed edges(ty;&;); (e];&2);:::(¢/ 1;8);(€’;j) to
H.

In this manner, we construct a directed path

for ead terminal vertex ty,. Now, we let Sy, = fPyg, and u, (Py) = 1, for eat suth
vertex. For a nonterminal vertex & corresponding to an edgee = (vi;Vv2) in G, we let
Se = fPy,;Py,0, whereP,, isthe sux of P,, frometoj, and P, isthe sux of Py, from
etoj. Welet ug(Py,) = us(Py,) = 0. Similarly, for a vertex of the form €Y, we let Sev

cortain only the sux of P, from €' to j, and let €''s valuation for this path beO.

Lemma 4.3 Given an instance G = (N;E) of the Independent Set problem, let (H; f Sjg;
fui()g) be an instance of the welfare-maximizing routing problem constructed as descriked
alove. Let T be an optimal routing tree for this problem. Then, the following conditions

hold:

(). For any verticesvi;v2 2 N suchthat (vq;Vv2) is an edgein G, at most one of t,, and

ty, hasapathtoj in T .

@i). If S N is anindependentset,then W(T ) |Sj.

Pro of: (i) Let e be the edge(v1;Vv2). If ty, hasa path to j, it must be the path P,,. The
vertex € lies on this path, and hencethe unique path from €to j in T must passthrough
e't, not €2, It then follows that the path Py, is not contained in T , and hencethere is no
path fromty, toj in T .

(i) No two verticesin S have any edgein common; hence,if vq;v; 2 S, the paths Py, and
Py, are disjoint. Thus, the union of paths P, for all v 2 S forms a tree T(S). Further, we

note that W(T(S)) = jSj. T is optimal, and henceW (T ) |Sj. 2
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Corollary 4.2 If S is a maximum independent setin G, then T(S) is an optimal routing
tree. Conversely,if T is an optimal routing tree, then S = fvjt, hasapathtoj in T gis

a maximum independent setin G.

2

Finally, we obsene that this reduction implies that even an approximately optimal
routing tree is hard to nd: If T is an approximately optimal routing tree, then S =
fvjty hasa path to j in Tg is an approximately maximum independert setin G, with the
sameapproximation factor. Note that we reducea graph with n verticesto a network with
0(n?) nodes and O(n?) allowed paths. Thus, an (n2)7 = n? 7 approximation to the

1
2

welfare-maximizing routing problem would give usan nz 7 approximation to the indepen-

dent setproblem, and an (nz)% =nt

2 approximation to the welfare-maximizing routing
problem would give us an n! z approximation to the independert set problem. Combin-
ing this with known results on the hardnessof computing exactly maximum independert
setsand approximately maximum independen sets[Kar72, Has99, we have the following

theorem:

Theorem 4.3 Given a geneal network on n nodes, with a total of O(n) allowed paths and

arbitrary AS-path valuations,

UnlessN P = P, thereis no polynomial-time algorithm to compute a welfare-maximizing

routing tree.

For any > 0, unlessNP = P, there is no polynomial-time algorithm to compute a
tree the total welfare of which approximates that of a welfare-maximizing routing tree

to within a factor of n%

For any > 0, unlessNP = ZPP, there is no polynomial-time algorithm to compute
a tree the total welfare of which approximates that of a welfare-maximizing routing

tree to within a factor of n%
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Theorem 4.3 probably rules out the possibility of exactly or approximately solving this
problem for the most general case. There are two possible approadesto restricting the
scoe of the problem in order to make it more tractable. The rst is to restrict the class
of networks, while still covering Internet-lik e situations. The secondapproad is to restrict

the classof allowable route valuations; we pursue the secondapproacd in Section4.10.

4.10 Next-hop preferences

In this section, we consider solutions to the welfare-maximizing routing problem with a
restricted classof AS preferences.Speci cally, we assumethat AS i's valuation u;(P;j ) for
route P; dependsonly on the next hop from i on this route (i.e., the valuation depends
only on which of i's neighbors this route passesthrough). The motivation for this is that
an AS is likely to have di erent economicrelationships with di erent neighbors (customers,
providers, and peers),leadingto di erent valuations for routes depending on which neighbor
is used for transit; howewer, it is reasonableto assumethat two routes to j through the
same neighbor have a similar economicimpact on i. Further, we assumethat the set of
allowed routes from i is likewisedetermined solely by which neighbors of i may be usedto
transit padets destinedto j.

With this assumption, i's valuation function can be written as a function u;j(a) of the
neighboring AS a. Similarly, the set of i's allowed routes can be expressedas a set S; of
i's neighbors that can be usedto carry transit trac to j. (The setS; re ects agreemets
betweeni and its neighbors: If a2 S;, it meansthat, in principle, i is willing to sendpadets
through a, and a is willing to accept padets from i for destination j.)

This leadsto a corveniert combinatorial form of the welfare-maximizing routing prob-
lem. We construct a graph G;, with a vertex corresponding to ead AS, and an identi ed
destination vertex j. If a2 S;, we include a directed edgee from i to a; we assignthis edge
a weightue = u;j(a). A routing tree is then simply a directed tree (arbores@nae) T with
all edgesdirected towards the root j. Further, an AS i's valuation for its route in T is the

weight ue of the edgeoutgoing from i in T if such an edgeexists or 0 otherwise. Thus, the
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overall welfare with routing tree T is

X
W(T) = Ue
e2T
It follows that the welfare-maximizing routing tree T is a maximum-weight directed tree
with root j in G;.

We rst show that we can restrict our attention to directed spanning trees

Lemma 4.4 Supmwsewe are given a weightal graph G;, with vertexsetN. Dene R N

by

Rdgffi 2 N jThereis a path fromi toj in Gjg[ fjg

Then, there is a maximum-weight directed tree with root j that spans R.

Proof: Let T be a maximum-weight directed tree with root j. Supposethere is some
vertex v 2 R sudh that v 2 T . There is a path from v to j in G;j; we can add edges
from this path to T without decreasingits weight, becausethe valuations are always non-
negative. By adding edgesalong this path in order, we can ewverntually grow the tree to
include v, without reducing its weight. 2

Note that the ASesthat cannot evenreadc j can be completely ignored for the purpose
of nding routesto j. Also, it is easyto compute, for ead AS i, whetherj is reachable from
i. This, combined with Lemma 4.4, meansthat without loss of generality, we can assume
that T spansthe vertex setN.

Thus, we want to compute a maximum-weight directed spanning tree, with edgesdi-
rected towards j (a maximum-weightj -arbores@nce).° This is a well-studied problem; one

distributed algorithm for this problem was given by Humblet [Hum83].

410.1 A VCG Mechanism

We now describe an e cien t, strategyproof medanism for the welfare-maximizing routing

problem with next-hop valuations. This is a direct application of the theory of Vickrey-

0This is essetially equivalent to the problem of computing a minimum -weight j-arborescence, with
weights adjusted appropriately .
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Clarke-Groves (VCG) mecdhanisms. It follows from the characterization of e cien t, strate-
gyproof medanisms[GL79] that the payment to AS i must have the form:
X

pi=  Ua(T) + hi(u' (4.5)
a6i

Here, h;() is an arbitrary function of u ', the vector of valuations of all ageris other
than i. We normalize the payment by requiring that nodesthat do not carry transit tra c
(leaf nodesin T ) are not paid. The rationale for this requiremert hereis that leaf nodes
are not cortributing to other agens' value.

Let T ' bethe maximum weight j -arborescencen N nfig.1* Then, W(T ') isa function
of u ' alone. Recall that an AS can refuseto accepttransit trac, i.e., eectively cut o
all incoming edges.If ASi did this, it would forcethe optimal tree to have it asa leaf node.
We would then have T = T '[ (i; @), where (i; a), an edgefrom AS i to someother AS a
in the network, is the heaviest outgoing edgefrom i. As i would be a leaf, the payment p;
must be 0 in this case;for this to occur, we must have hj(u ') = W(T ). Substituting

badk into Equation 4.5, we get the following formula for the payment p;:

X :
o= ua(T) W) (4.6)
a6i
= W() uw(T) WwW(T (4.7)

We call this the MDST mechanism In order to compute this mecanism, we will have
to compute the MDST, aswell asthe payment p; to be givento ead AS i. The payments
can be computed by solving (n 1) minimum-weight j -arborescenceanstances(one for ead

node exceptj).

4.10.2 Proving hardness in a BGP-based model

Up to this point, we have formulated the problem of nding the welfare-maximizing routing
tree with next-hop preferencesas a maximum-weight directed-spanning-tree problem and

derived the natural strategyproof, e cient medanism for this problem. This medanism

1we assumethe network is 2-connected, and hence such a tree exists.
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is polynomial-time computable in a certralized computational model; this leadsus to hope
that, asin the caseof lowest-costrouting, we can nd a BGP-baseddistributed algorithm
for it. Unfortunately, this appearsnot to be the case. In this section, we argue that this
medanism is incompatible with BGP.

\BGP-based computation” is not yet a precisely de ned term. It is relatively easyto
arguethat an algorithm, for examplethe LCP-mechanism price-computation algorithm de-
scribedin Section4.6 above, doesnot causelarge changesin the structure or performanceof
BGP. In order to prove impassibility results, however, we needto identify speci ¢ properties
that we expect a BGP-based computation to have. We identify three sud properties that
su ce for the negative result sougltt in this section. We do not claim that these properties
provide us with a full eshed out \BGP computational model”; that is a goal for future
work.

Consider routing to somedestination j. The properties we require of any BGP-based

computation of the routesto j are:

P1 The routing table should have roughly the sameform and size of BGP routing tables,

i.e., there should be O(l) spaceusedfor a route of length .

P2 Routesshouldbecomputablein time proportional to the diameter of the network rather

than the total sizeof the network.

P3 When a node fails, or there is a changein the information (such ascostsor preferences)
assaiated with the node, the changeshould not always have to propagateto the whole
network; instead, it should usually be propagated only to a small subsetof nodes. In
a link-state routing protocol, any change hasto be broadcastto all the nodesin the
network. BGP is a path-vector protocol, partly to avoid this dynamic communication

burden; thus, a BGP-basedalgorithm should presene this property.

As the set of routes to j forms a tree, we cannot prevernt changesin a few nodesnear
the root from a ecting many other nodes. Similarly, it seemsacceptablethat a large
changein the costor preferenceof nodei canput it nearthe root and hencea ect many
nodes. Howewer, we don't want every changeto result in this much communication.

Formally, we require that there are o(n) nodesthat trigger ( n) UPDATHEessagesvhen
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one of them fails and comesbadk up or changesits cost or valuation by an in nitesimal

amournt.

It may bearguedthat requiremerts P2 and P3 capture desirableproperties of distributed
algorithms generally and not BGP-basedalgorithms in particular. This is not an obstacle
for our purposesin this section. Becausewe are trying to show that the MDST medanism
is not BGP-compatible, it suces to show that it doesnot have properties required for a
larger classof algorithms that corntain those that are BGP-based.

Another important point is that we do not necessarilyrequire these conditions to hold
for all possiblenetworks and all possiblecost or preferencevalues. The only networks that
we care about are\In ternet-like" networks, thosethat can plausibly represert an AS graph,
or somesubgraph of an AS graph. For this reason,we restrict oursehesto networks that
satisfy three properties: They must be sparse,with averagenode degreeO(1); they must
have small diameter O (logn); and, when any one node is removed from the network, the
diameter must remain O(logn).

It is moredicult to identify what \reasonable" cost or preferencevaluesmight be. We
de nitely want them to be polynomial in n and preferably polylogarithmic in n. Further, we
are not as concernedwith hardnessthat may arise becauseof somestrange coincidenceof
speci ¢ numerical valuesthat happento producea very unstable state. At the sametime,
there is no single natural distribution with respect to which we can analyze the average-
casecomplexity of an algorithm. Instead, we insist that any hardnessresult hold over an
open set of cost or preferencevalues; this meansthat the hardnessholds over a region of
preferencespacewith non-zerovolume, instead of at isolated points. This is similar in spirit
to the smaothed analysis of Spielmanand Teng [STO1].

First, we obsene that the LCP-mechanism satis es theseproperties, provided the costs
are similar to ead other, not very skewed. We follow the notation in Section 4.6.3, using
d to denotethe length (in hops) of the longest chosenroute and d°to denote the length of
the longestrelevant minimum-cost k-avoiding path, for somek.

(P1) We have shavn in Theorem 4.2 that the routing table is only a constart factor larger

than the BGP routing table.
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(P2) By Theorem 4.2, the medanism corvergesin max(d;d% stages. For unweightel
Internet-lik e graphs, both d and d®are O(log n). If the weights are very skewed, the corver-
gencemay take ( n) stages;however, if all the weights are in the range [1;r], for small r,
then d and d®are at most a factor of r greater than their respective valuesin the underlying
graph. (Any path with more hopswould have a cost higher than that of the corresponding
LCP or minimum-cost k-avoiding path in the underlying graph.) In this case,the LCP
medanism cornvergesin O(r logn) stages.
(P3) The failure of a node i only a ects the nodesfor which i lies on the LCP or on the
minimum-cost k-avoiding path (for somek). Thus, eat node is a ected by at most dd®
other node failures; this argumert also holds for cost increases. Similarly, when the node
comesbadk up, only those nodesthat end up having it on their LCP or minimum-cost
k-avoiding path are a ected. Finally, we note that a small changein the cost of one node
doesnot changethe routing tree (exceptin the rare casethat multiple paths have the same
length). Thus, a node near the root of the tree may impact ( n) nodes,but as most nodes
are near the leaf of the tree, most changesonly a ect O(dd% nodes. In Internet-lik e graphs
with weights in a small range, we expect d and d°to be polylog(n), and so most changes
trigger UPDATEessagesamong only a small subsetof the n ASes.

By contrast, we shaw that the welfare-maximizing routing problem doesnot satisfy these

properties, even for networks and preferencevaluesthat t our de nition of \reasonable.”

4.10.3 Long convergence time

Figure 4.5shows an exampleof a network with 2n 1 nodesfor which a BGP-basedalgorithm

for the welfare-maximizing routing mecanismtakes ( n) stagesto converge. The network

be extendedto have diameter 2logn by adding reverseedgeswith lower preferencevalues;
thesereverseedgesdo not a ect our argumert, and so we omitted them from Figure 4.5.
Similarly, by adding one more low-preferenceedgefrom ead internal node, we can arrange
for the diameter to remain small evenwhen any onenode is removed. Each node is adjacert
to at most 4 other nodes, and so the network satis es the sparsenessequiremert as well.

The preferencevaluesare shavn as numbers (weights) on the edgesin Figure 4.5. Each
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the path up the tree (value 1). Thus, the welfare-maximizing routing solution, given by the
maximum-weight directed spanning tree in this network, consistsof the path a;a, a,
attached to the remainder of the tree at a,,. Note that the valuesare in a small range[1; 2].
We also remark that this remains the optimal solution even if any subsetof the next-hop
valuesare perturb ed by a small amount (lessthan 0:5 ead).

Thus, the optimal solution has a route of length ( n), for any preferencevaluesin an
open set around the speci ed values. BGP builds routes on a hop-by-hop basis. An AS
can use a route only when its next hop on the route has advertised it, and it can itself
extend and advertise the route only in the next stage. Thus, we have proved that any suc

algorithm doesnot satisfy property P2:

Theorem 4.4 Any BGP-basal algorithm for computing the next-hop welfare-maximizing
mechanism in the network of Figure 4.5, over an open set of preference valuesin a small

range, takes ( n) stagesto converge.

2
Given the hop-by-hop route construction in BGP, it may seemthat a more reasonable
requiremert than P2 is that the number of stagesrequired for convergenceis proportional
to the length of the longest route. Howewer, the length of the longest selectedroute is

alsoa function of the medanism under consideration (in this case,the MDST medanism);
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for this reason,we prefer the more stringent requiremert P2, which is independert of the
medanism. One of the reasonsthat the MDST medanism is incompatible with BGP is
preciselythat it may selectvery long routes evenin networks with small diameter and hence

will causeBGP (or any hop-by-hop protocol substrate) to convergevery slowly.

4.10.4 Extensiv e dynamic comm unication

It may be arguedthat the long route in Figure 4.5is unlikely to arise, becauselong routes
are inherertly undesirable,and henceASeswill lower their preferencevaluesfor neighbors
with long routes to the destination. In other words, even though next-hop valuations may
adequately capture an AS's preferencesat any given time, thesevaluations will themseles
ewlve (over alongertime period, perhaps)to rule out value pro les that leadto long routes.
In this section, we shaw that, evenif there are no long routes, any algorithm to compute the
next-hop welfare-maximizing medanism will not satisfy condition P3: There are situations
in which ewvery changein a single node's valuation will trigger update messagedo at least
half of the other nodes.

We shaw this by constructing a network as depicted in Figure 4.6. The network has
n = 2" + 1 nodes. We construct it with by recursively constructing clusters of nodes.

At the bottom, we construct a 1-cluster that consists of two nodes, B and R. The
1-cluster has two edges,a \blue" edgefrom R to B and a \red" edgefrom B to R. Here,
\blue" and \red" are simply labelsthat we attach to the edgesto clarify the analysis;they
have no particular semartics. Each of thesetwo edgeshasweight L 1, whereL = 2m + 4.

In eadh cluster in our construction, we identify two specialnodes: Oneis the \blue port"
and oneis the \red port." For a 1-cluster, B is the blue port and R is the red port. We
recursively construct (k + 1)-clustersfrom two k-clusters, for k = 1;2;:::;m 1, usingthe
construction in Figure 4.6(b): We add a blue edgefrom the blue port of the right k-cluster
to the blue port of the left k-cluster; the latter then serwesasthe blue port of the (k + 1)-
cluster. Similarly, we add a red edgefrom the red port of the left k-cluster to the red port
of the right k-cluster, which senesasthe red port of the (k + 1)-cluster. These edgesboth
have weight L 2k 1.

Oncewe have built up the m-cluster in this manner, we complete the network construc-
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tion as shown in Figure 4.6(c): We add one more node, the destination j. We also add a
blue edgefrom the blue port of the m-cluster to j, with weight L 2m 1= 3, and ared
edgefrom the red port of the m-cluster to j, with weight L 2m 2= 2. The complete
network, for m = 3, is shawvn in Figure 4.6(d).

This network is sparse(ead node has only two outgoing edges)and has low diameter,
asrequired. All the valuations are in the range[1;L], whereL = O(logn). The network we
have just built hastwo distinguished directed spanningtreesto destination j : oneconsisting
of all the blue edgesand oneconsistingof all the red edges.In ead of thesetrees, the longest
path (route) hasm+ 1= O(log n) hops. We will now show that thesetwo directed spanning

trees have greater weight than any other directed spanning tree with destination j .

Lemma 4.5 If T is a j-arboresence in a network of the form shownin Figure 4.6, and
T has both blue and red edges,then there is another j-arbores@nae T suchthat W(T)
W(T) + 2.

Pro of:  Consider a minimum-sized cluster that hasboth red and blue outgoing edgesin
T. Supposethis isa (k+ 1) cluster, asshown in Figure 4.7(a). Considerthe two k-clusters
it is composedof, and label the ports B1; R1; B2; Ry as shawn.

Now, the (k + 1)-cluster has a blue outgoing edge;it must be from the blue port B;. All
smaller clusters have only one color of outgoing edgein T. It follows that the left k-cluster
must have only blue edges.Similarly, the red outgoing edgemust be from the port R, and
sothe right k-cluster must have all red edges.Thus, the spanningtree T must include the
blue spanningtree of the left k-cluster, the red spanningtree of the right k-cluster, and the
two outgoing edgeswith weight L 2k 3 (or lessif k= m 1).

We now construct the tree T as shown in Figure 4.7(b): we replacethe red spanning
tree by a blue spanning tree, and replace the red outgoing edgeby the blue edgewithin
the (k + 1)-cluster, with weight L 2k 1. Becauseof the symmetric construction of the
k-clusters, the red and blue spanning trees have the sameweight. Thus, the overall weight

of T is at least 2 higher than the weight of T. 2

Lemma 4.6 For the network and weightsu as constructed in Figure 4.6, the maximum-

weightj -arbores@ence T (u) is the blue spanning tree. Further, for any node B4 that is the
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blue node of its 1-cluster, T Bx(u) (the maximum-weight;j -arbores@nae on N nfBg) is the

red spanning tree restricted to NnfByg.

Pro of: From Lemma 4.5, we know that the maximum weight j-arborescencemust be
either ertirely blue or ertirely red. At the top level, the blue edgehas a higher weight than
the red edge;at all other levels of the construction, the weights are the same. Thus, the
blue spanning tree must be the maximum-weight j -arborescencel (u).

The red spanningtree hasB, asaleafand hasweight only 1 lessthan optimal. Any other
j-arborescencewith By asa leaf must have both red and blue edgesand hencehave weight
at least 2 lessthan optimal, by Lemma 4.5. Finally, we obsene that any j-arborescenceon
N nfByg can be extendedto a j-arborescencdhat hasBy asa leaf, by adding the red edge
(Bx;Rx) with weight L 1. Thus, the restriction of the red subtreeto N nfBxg must be
optimal. 2

Now, consider perturbing the weights u by adding an amount . to the weight of eath
edgee, for any  with absolute value lessthan % Then, the weight of any spanning tree

cannot changeby 1 or more, and so Lemma 4.6 still holds.

This leadsus to the hardnessresult for this section:

Theorem 4.5 For the network constructed in Figure 4.6 and an open set of valuations in
a small range, any in nitesimal changein valuation must cause UPDATEessagedo be sent

to at least (n 3)=2 nodes.

Pro of: We start with the weight vector u. A perturb edweight vector & canbe constructed
from u asfollows: For eat node i, we add iblue to the weight of the blue outgoing edge
from i and [€d to the weight of the red outgoing edgefrom i, wherej PIU€j;j redj < 1,
This correspondsto picking a weight vector from an open set around u.

Considerthe payment pg, dueto somenode By. Let k be sudh that By is the blue port
of a k-cluster, but not the blue port of a (k+ 1)-cluster. Then, the blue outgoing edgefrom

Bx hasweight (L 2k 1). The red outgoing edgefrom B must have weight (L 1), and
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so using Lemma 4.6 and Equation 4.7, we get

PB. W(T ) us, (T) W(T %)

W (blue spanningtree) (L 2k 1) [W(red spanningtree) (L 1)]

W (blue spanningtree) W (red spanningtree) + 2k
" #

X
1+ blue — redy . (4.8)
i2N

Note that pg, satis es Equation (4.8) for any perturbed weight vector & in the given
range. Now, supposewe start from someweight vector ¢, and then there is an in nitesimal
changein DU€ (or €d) for somenode a. It follows from Equation (4.8) that pg, changes
when this happens,and hencenode By must receive an update messaggor else,it cannot
update its value of pg, ). This is true for every blue node, and thus an in nitesimal change
in any node's preferencemust causeprice updatesat every blue node (a total of ”Tl nodes).
Apart from the node a that originated the change (which may be a blue node), every other
blue node must receie an update messagethus proving the theorem statemert. 12 2

Theorem 4.5 shaws the essenceof why the MDST medanism appearsdicult for a
BGP-based computational model: A small changeat any one node can causechangesthat
are global, not con ned to the routes the node lies on. This appearsto be an inherent
problem of the maximum-weight directed spanningtree structure: Even if we neglectedthe
payment computation, the failure of any blue node would force the red spanningtree to be

used, e ectiv ely changing the routes of all other nodes.

12\We assumeherethat the payment ps, must bestored at Bx. Evenif this is not true, we could get a result
that is nearly as strong, as follows: pg, must be stored at some node. By property P1, each node can store
O(m) values only; thus, the payments for all the blue nodes must be distributed across ( n=m) = ( IogLn)
nodes, which must all receive UPDATEevery time the preferenceschange.
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Chapter 5

Conclusion

In this dissertation, we have explored aspects of distributed algorithmic medanism design
through the study of two problems, multicast cost sharing and interdomain routing. The
thesisof this dissertation is that the distributed-computational environment of a metanism
can signi cantly in uence its feasibility. Our results support this thesis: In both problem
domains, we nd medanisms that appear to be feasiblein a certralized computational
model, yet are provably hard in a distributed computational model. We also presert med-
anisms,for both multicast cost-sharingand routing problems,that do appearto be practical
for distributed computation.

Our researt also touches upon seweral important aspects of distributed algorithmic
medanism designin general: We considerapproximate mecanismsand presert upper and
lower bounds for the multicast cost-sharing problem. We incorporate the current stan-
dard protocol (BGP) into our computational model for interdomain-routing medanisms;
this is potentially important for other network services. Finally, we intro duce the concept
of canonically hard problems, i.e., medanism-design problems in which hardness arises
from a conmbination of the strategic requiremerts and the distributed-computational model.
Finding and analyzing sudch problems may lead to a clearer picture of tractabilit y and in-

tractabilit y in Internet computation.
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5.1 Open Questions

Distributed algorithmic medanism designis a new eld, and much work remainsto be done
beforewe fully understand the interaction betweenincertivesand distributed computation
on the Internet.

We rst mention somespeci ¢ open questionsthat are suggestedby the results in this
thesis.

The results in Chapter 3 lead naturally to the following question about the SH med-
anism: Is there an approximation to the SH medanism with the sameworst-casenetwork
complexity asmedanism SSF?That is, is there a mechanism with the sameworst-casenet-
work complexity that alsoadievesconstart-factor boundson the budget de cit (or surplus)
and on the worst-casewelfare loss?

In Chapter 4, we consideredtwo formulations of incertiv e issuesthat arise in interdo-
main routing. It would beinteresting to study a formulation that includesboth transit costs
and sourcepreferences.Another interesting direction is to augmert the network model with
link or node capacitiesin order to tackle the problem of routing in congestednetworks. This
is particularly natural, becauseit seemsplausible that transit trac imposescostsonly in
the presenceof congestion.

Oneimportant issuethat is not yet completely resohed is the possibility of nodesstrate-
gizing in the computation of the medanism. This issuedoes not arise in [NRO1, HS01],
wherethe medanism s a certralized computational devicethat is distinct from the strate-
gic agerts who supply the inputs or in the distributed multicast cost-sharingmedanisms,
where the medanism is a distributed computational device (i.e., a multicast tree) that is
distinct from the strategic agerts (who are usersresidert at various nodesof the tree but not
in control of thosenodes). Howeer, it is of great relevancein the interdomain-routing prob-
lem. On the one hand, we adknowledgethat ASesmay have inceniv esto lie about costsin
order to gain nancial advantage, and we provide a strategyproof medtanism that removes
theseinceniv es. On the other hand, it is thesevery ASesthat implement the distributed
algorithm we have designedto compute this medanism; even if the ASesinput their true

costs, what is to stop them from running a di erent algorithm that computes prices more
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favorable to them? If ASesare required to sign all of the messageghat they sendand to
verify all of the messageshat they receive from their neighbors, then the protocol we gavein
Section4.6 can be modi ed sothat all forms of cheating are detectable MSTTO01]. Achiev-
ing this goal without having to add public-key infrastructure (or any other substartial new
infrastructure or computational capability) to the BGP-based computational model is the
subject of ongoing further work.

We now turn to some exciting directions for future work on distributed algorithmic
medanism design, apart from the two problems we have studied in this dissertation. Per-
haps the most important direction is simply to study more problem domains. There are
many systemsthat appear to involve incentivesas well asdistributed computation, includ-
ing peer-to-peer le sharing, wirelessad-hoc networks, and grid computing. We believe that
understanding more problems in detail will enable the dewelopmert of a richer theory of
such systems. In particular, it would beinterestingto nd other problemsthat are \canon-
ically hard" as de ned in Chapter 3, i.e., where the dicult y of the problem arisesfrom
the interplay of incertivesand distributed computation; hardnessresults of this form may
ultimately be part of a \complexity theory of Internet computation.”

Another important direction is to broadenthe scope of distributed algorithmic meda-
nism designby intro ducing other solution concepts. Strategyproofnessis a very strong (and
hencerestrictive) solution concept. Many real-world economic mecanisms are not strat-
egyproof, but they appear to perform adequately in practice for well-understood reasons
(e.g., su cien t competition in markets). It would be interesting to identify problem settings
in which a weaker solution conceptis justied and then to study the impact of weakening

the solution concepton the network complexity of the mecanism.
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