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Abstract

This article describesa Java Card programming ervironment which to a large extent
is generatedfrom formal speci cations of the syntax and semartics of Java Card, the
JCRE (Java Card Runtime Environment), and the Java Card APIs. The resulting
ernvironment consistsof a set of tightly integrated and somewhatsmart tools, suc
as a Java speci ¢ structure editor and a simulator which allows an application to
be tested before being downloaded to a card. Furthermore, the simulator analyses
the applet in questionin orderto nd out the structure of the acceptedcommands.
This information is then usedto automatically adapt the GUI of the simulator.
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The Java Card environment is deweloped within Certaur [5], a generic,in-

teractive programming environmert generator.It makesit possibleto create
programmingtools sud as structure editors, compilers,interpreters basedon

formal speci cations of the syntax and semartics of the languagein question.

Theseare then integrated into a graphical programming ervironment which

also can provide viewers for important structures sud as stads, heaps,and

objects during interpretation. Certaur thus allows sophisticatedtools to be

deweloped quickly at a high level of abstraction. Furthermore, having access
to the formal semartics providesthe potertial for proving interesting proper-

ties about applications within the sameframework, and sincethe semaitics

is executableit can be tested and debuggedwhich is important if it is to be

usedas the basisfor proofs. Proving properties is of key importance in this

corntext sincesecurity is often a prime concernin applicationsinvolving smart

cards. Howe\er, this article focuseson the basic aspects of our programming

ervironmenrt, sud as editing, testing, and debugging.

The rest of this article is organisedas follows. In the next section, we discuss
related work. Then we presen the architecture of our environment and explain
how it is generatedfrom various formal speci cations. The following sections
ead discussonemajor part of the Java Card environmert in greaterdetail, il-

lustrating through a running example(seeappendix A for the completesource
code). Finally, we presen conclusions.

2 Related work

The certral aspect of the programming ernvironment preserned in this article
isthat it to alargeextert is generatedfrom formal speci cations of the syntax
and semartics of Java Card. This puts it apart from most other Java Card en-
vironmernts. From a formalisation perspective, the emphasison programming
environments meansthat our design choicesare a bit dierent from much
of the related work in that area. In this section, we will rst look into the
programming ervironmernt aspects, and then cortinue with the formalisation
aspects.

Sun has deweloped free tools around Java Card: a corverter (available since
November 1999)and a simulator. The latter allowsJava Card applet codeto be
simulated, but unfortunately it hasno debuggingfacilities sud asbreakpoints,
step by step execution, or variable value inspection. Thus it works as a black
box taking a le of command APDUs as input (byte sequencesn textual
format) and giving back a le of resppnseAPDUs asoutput. Moreover, all the
tests cannot be performedsinceit is not possibleto simulate card withdrawal
or power failure.



There are also commercialJava Card dewelopmern Kits, for instance Odyssey
lab™ from Bull, Cyker ex™ from Sclumberger, GemXpressoRAD™ from
Gemplus, Sm@rtCaé ProfessionalV from Giesele & Devrient, GalatiIC™
from Oberthur Card Systems.Thesekits cortain a card reader,cards,and soft-
waretools (a converter, a loader,a tool to test appletson the card, and some-
times a simulator). Accordingto [6], the programming environment providing
the bestcoding support is GemXpressdM . It o ers awizard to help dewelopers
in creating Java Card applications which takescare of low-level issuessuc as
handling APDUs. For testing and debugging,Sm@rtCaé™ , currertly being
the the only environment o ering a Java Card speci ¢ simulator-debugger,
hasthe edge.An ideal Java Card speci ¢ simulator-debuggershould be able
to give information about the stadk and the storage,to handle atomic oper-
ations when card withdrawals or power failures are simulated and to inspect
the JCRE cortents.

Our aim is obviously not to compete with thesesmart card manufacturers, but
to proposenew methods for creating developmen environments with innova-
tive functionality. For example,most of the currently commercially available
Java Card ervironmerts are really Java ervironments augmeried with some
extra tools. In particular, a standard Java compiler is usedto compile Java
sourcecode into byte code. Thus a developer would not know for surewhether
the application being deweloped conformsto the Java Card subsetuntil an at-
tempt is madeto corvert the compiled code into a CAP le. In cortrast, our
editor makesit impossibletowrite code which doesnot conform to the Java
Card subset.

We have put a lot of e ort into making it easyto simulate and test the be-
haviour of Java cardsat the APDU level. While communication at the APDU
level and the asseiated code to interpret APDU commandsand dispatch on
them is the current standard for writing Java Card applets, and will con-
tinue to be the standard for the foreseeablduture in legacy corntexts, it has
beenproposedthat higher-lewvel protocolswould be more appropriate for new
dewelopmerts. For example, Vandewalle and Vetillard [21] proposea design
framework wherea card application is viewed as a remote object. Its methods
are invoked through a proxy object executingon the CAD. Behind the scenes,
a special protocol called DMI (Direct Method Invocation), built on top of the
APDU standard, handlesthe communication (this is all similar to how Java's
RMI works). This framework hasbeenimplemerted in the GemXpressaRAD
environment by Gemplus. It is usedby their wizard to help applet dewelop-
merts. A recert work of Hagimort and Vandewalle [13] usesthe DMI facility
to proposea cortrol of accessrights betweenremote applications basedon
software capabilities.

SinceDMI is still basedon APDUSs, this and similar protocolscould be incor-
porated directly on top of what we have. This might have advantagessince



the simulation would be su cien tly detailed to make it possibleto simulate
ewvernts sud ascard withdrawal or power failure. On the other hand, sincethe
aim of sudh protocolsis to hide the low-level comnunication details, it might
make more senseto simulate sud protocolsdirectly. It would not be di cult
to adapt our environmert in this way, but one should probably still keepthe
simulation capability at the APDU level aswell for thosewho needsor prefers
this.

Concerningthe formal semarics of Java and Java Card, there is already a
large body of work in the area. In the following, we will just considersome
represemativ e examples.

Drossomulou and Eiserbadc [11] have descriked the semartics of Javas, a
large, sequetial, subsetof Java, with the main goal of proving type sound-
ness.The semarics is descriked in small-step style, which should facilitate
an extensionto cover concurrert aspects. Symethen formalised most of this
sematics in his theorem proving systemDeclare[20]. An executableML pro-
gram can be extracted which makesit possibleto test and debugthe speci -
cation. Sincethe focuswason type safety, Javas only includesthe featuresof
Java which are essetial for that purpose.Aspectswhich wereleft out include
constructors, classvariables, local variables(and concurrency).

Another exampleis the work by the Bali team at Munich; seeOheimb and

Nipkow [18] for example. Among other things, they formalisedthe type sys-
tem and the operational semarnics for a signi cant subsetof sequetial Java,

reasonablysimilar to Javas. Again, a major goalwasto provetype soundness.
Unlike the work by Drossomulou and Eiserbadh, a big-step semarics was

used.

In cortrast to the formalisations discussedabove, we strive to cover as much
of Java and Java Card as possible (including concurrency?), since we want
to usethe formal semartics as a componert of a programming ervironmert.
This alsomeansthat we have formalisedparts of the JCRE and the Java Card
APIs. Furthermore, like Syme, we also emphasisethe importance of having
an executablespeci cation for testing and debuggingpurposes.On the other
hand, we have not addressedhe static aspects of Java or Java Card. That is
not to say that this is not an important aspect of a programmingernvironmernt,
but thus far we have chosento prioritise the dynamic aspects.

Thereis alsoa body of work focusingon the J(C)VM; that is, to study the Java
and Java Card sematrtics at the byte code level. Examplesinclude Lanet and
Requet[17] (a formalisation of most of the JCVM in B), Cohen|[9] (formal-
isation of the so called Defensive JVM in Common Lisp), and more recertly
Barthe et al. [4] (formalisation of the complete JCVM in Coq). Theseworks

5 Java Card may well becomea concurrert languagetoo in the future.
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Fig. 1. Programming environment architecture.

all aim to be completeor at leastfairly complete,and, like the work presened
in this paper, the formalisationsof Cohenand Barthe et al. are executable.In
cortrast, we choseto work at the sourcelevel sincewe wanted to descrike the
semattics of Java and Java Card assud, and sincewe did not want to rely on
external Java toolsto provide an interpretativ e capability in our programming
ervironmert.

3 Overview

3.1 The Environment

Our Java Card ervironmert is madeup of two parts: a structure editor and a
simulator for testing applets. The simulator in turn consistsof three parts: the
APDU (Application Protocol Data Unit) format extractor, the CAD (Card
AccessDevice) simulator, and the Java Card simulator. Figure 1 shaws the
architecture of the ervironment. Both parts of the ervironment understand
normal text les, soit is easyto import existing code, to replacethe editor
with somestandard editor like Emacs, or to usethe structure editor on its
own. Compilation to byte code and functionality related to loading applets
onto physical cardsis outside of the scope of this work, but existing free or
proprietary tools could easily be interfaced from the environmert.

Figure 2 givesan overview of the interfacesof the di erent parts of the en-
vironmert. The top left corner shows the structure editor window. In the

lower half of the gure, one can seethe window for constructing and send-
ing genericAPDUs (NewAPD)) the menu for selectingapplet-speci c com-
mands(Extracted Commangisand a window for constructing and sendingan

APDU for a selected,applet-speci c command(Purse PURSIPEPOSIT The

top right cornershavsthe APDU log and a window shawing a failed regression
test (seesection5). The commandand APDU log windows all belongto the

CAD simulator. Finally, in the certer: the window for setting interpretation

parametersbelongingto the Java Card simulator.
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Fig. 2. Overview of the di erent tools comprising the ervironment.

The editor is Java Card speci c. Thusthe deweloper is assuredthat the writ-

ten code is free from syntax errors and respectsthe Java Card subsetof Java.
Moreover, the editor facilitates developmen of Java Card code by displaying
context-sensitive merus cortaining all valid syntactic constructs for any se-
lected part of the sourcecode. This feature is useful for peoplebeginning to

write Java Card applications, for examplesmart card dewelopersusedto writ-

ing assembler code. But it can also be useful for experiencedprogrammers,
who could, for example,ener the skeletonof a completeif -statemert with a
single selectionfrom a meru.

An important aspect of the ervironmert is that it enableshe deweloper to test
and debugan applet on a work station. It is not necessaryo downloadit to a
real Java Card, or having accesdo a card reader.This is achieved by providing
simulators for the Java Card and the CAD. This shouldin itself cut down the
time for the test-debug-diangecyclesigni cantly: if an applet runs well on the
simulator, it will run well onthe Java Card. Howewer, heterogeneoudava Card
platforms run di erent virtual madines, ead of which has speci c features
in terms of optimisation, allocation, or external library. We aim at providing
a high-lewvel view of the applet behavior sud that applet providers can claim
that their appletsverify important security propertiesthat are valid for every
platform.

In addition, our ervironment makesit easyto study the communication be-
tweenthe applet and the CAD in terms of sert and received APDUSs, aswell
as the inner workings of the applet itself. The simulation ervironment also
provides a facility to extract APDU formats from applet sourcecode.
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Fig. 3. The relation betweenspeci cations and generatedtools.

3.2 Tool Genemtion

All the above mentioned tools were createdusing the Centaur system.Figure
3illustrates the relationshipsbetweenthe deweloped speci cations on the one
hand, and the generatedtools on the other.

To obtain the structure editor, we have speci ed a Java Card parserand a
pretty printer or unparser. The parserspeci cation de nes the concreteand
abstract syntax of the Java Card languageas well astree building functions.
It is written using the Metal formalism which permits the concreteand ab-
stract syntax to be speci ed simultaneously This speci cation is then used
to automatically generatea parser. The parseris responsible for translating
Java Card source(text) into an abstract syntax tree which is how Java Card
applets are represered inside the environment. The PPML speci cation is
then usedto translate an abstract syntax tree bad to text, e.g.for display
purposeswithin the editor, or for storing the Java Card programin a le.

The certral part of the Java Card simulator is the dynamic semarics of Java
Card, speci ed in Natural Semarics using Typol [16]. Typol is the language
usedto specify semarics in Certaur. It is atyped, declarative, logic language
with badktracking, uni cation and pattern matching medanisms(seesection
6 for an example). The Java Card sematrtics is speci ed on the level of the
abstract syntax, and thus it also needsto refer to the Java Card abstract
syntax speci cation. For studying the behaviour of an applet during execu-
tion, it is possibleto view important runtime structures. Thesestructures are
represered internally astrees. Thus PPML is usedto specify the unparser.



The APDU format extractor alsoworks on the abstract syntax tree of a Java
Card applet. In addition, it usesdata structures speci ¢ to the analysistask,
which are again speci ed using Metal and PPML. The extractor itself is writ-
ten in Typol.

4 The Java Card Structure Editor

This sectiondescrikesthe featuresof the editor. We illustrate by explaining
how to write a small Java Card program, which alsowill be usedasAriadne's
thread in the following sections.

Our editor is dedicatedto the Java Card language.lt preverts the deweloper
from making errorsw.r.t. the generalJava syntax (e.g.a semicolonor a brace
missing), but alsofrom making errorsrelated to the speci cities of Java Card
(e.g. using the char, long, double, float primitiv e types, multidimensional
arrays, or the synchronized , volatile , transient keywords) [10]. These
latter errors would otherwise only be discovered when converting class les
into CAP (Converted Applet Program) les sincestandard Java compilersare
usedto compile Java Card programs. Anyone who usesour editor will only
encourer errorsrelated to the static semarics (e.g. unde ned variables,type
errors) when compiling, and no errors at all during the corversionstage.

Applets are stored as plain Java Card text les. This makesit easyto import
existing Java Card applications into our environment, or to use traditional
text editors for dewvelopmern should that be desired.

Internally, the applet being edited is represeted as an abstract syntax tree.
Syntax colouring is made possible by specifying di erent styles (font, size,
colour) in the unparsing rules. Note that, unlike a corvertional text editor
like Emacswhich doesnot do a proper parsing, we are sure that the colours
will always be correct. Moreover the formatting sceme (i.e. indentations,
wherethe bracesare set) is the samefor all the Java Card programsensuring
consistencyregardlessof author.

The editor provides two ways for writing sourcecode: free text editing or
syntax-directed editing. In the rst mode, the editor behareslike a normal
text editor, but the written part is parsedwhen this mode is exited. Thus,
only syntactically correct program fragmerts canbe insertedinto the abstract
syntax tree. The other mode facilitates the dewelopmert by displaying the
valid syntactic constructswhich canreplacethe selectedpart of the codein a
conext-sensitive meru. When any of theseconstructsis selected,its structure
replacesthe selectedpart and only the placeholdersneedto be lled in by the
deweloper (a placeholderstarts with a dollar sign). If the placeholderis for
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Fig. 4. Start menu and syntax-coloured applet skeleton.

an iderti er, the completion medanism can be usedto avoid writing the full
nameof an identi er which occurs somewhereelsein the program.

When starting writing a Java Card program from scratch, a meru allows
either an applet pattern or a classpattern to be insertedinto the empty editor
window; see gure 4. If the deweloper choosesthe applet pattern in the meru,
the skeleton of an applet is displayed. This skeleton contains the structures of
the applet constructor and the main methodsi.e. process, install , select ,
deselect andgetShareableinterfaceO bject. Theinstall method already
contains the creation of the applet object and the registration call to the JCRE.
Thus, the deweloper only needsto Il in the placeholders.

Figure 5 shows a meru of the available block statemeris and the result of
selectingand inserting the if -pattern into an applet being dewveloped. This is
a simple purseapplet, which we are usingasthe running examplein the rest of
the article. The complete program can be found in appendix A. The services
provided by this applet are deposits, withdrawals, and balanceinquiries. See
Chen[7] for an introduction to how to write Java Card applets. Finally, also
note that commerns are handled. They are seenasdecorationsin the abstract
syntax tree and correctly handled by the pretty printer (in greenon lavender
badkground).

5 The CAD Simulator

The CAD simulator gives the user the possibility to interactively test ap-
plets. It provides a graphical user interface which allows both generic and
application-speci ¢ APDUs to be constructedand sert to the Java Card sim-



Fig. 5. Block statement menu.

|CLA| INS| P1| P2| Lc| data | Le|

CLA Command class Lc Length of data eld (optional)
INS Instruction data  Application-sp ecic data (optional)
P1,P2 Parameter 1, 2 Le Length of data eld in response (optional)

(a) Command APDU

| data |SW1| SW2|

data Application-sp ecic data (optional)

Swil, Sw2 Status words indicating command result

(b) ResponseAPDU

Fig. 6. The generallayout of APDUSs.

ulator. It alsoallowsthe returned resppnseAPDUSs to beinspected.An APDU
log recordsall sert and received APDUs. The CAD simulator allows theseses-
sionsto be stored and later re-usedin order to undertake regressiorntesting.

While the basic APDU layout and somecommandsare standardised( gure
6), any particular application necessitateshe de nition of application-speci ¢
commands.Sincean APDU is just a byte sequencejt would in principle be
enoughif the CAD simulator simply allowed arbitrary byte sequenceso be
asserbled and sert. But that would clearly be rather inconveniert for the
userunder normal circumstances.lt is far easierto just specify the contents
of an APDU and let the simulation environmert take careof the pading (and
unpading) details.

Howewer, this meansthat the CAD simulator needsto be told about the de-
tails of application speci c APDUSs, sud aswhat commandnamesthere are,

10



Applet
NameAID Commands
[Command]
NameCLA INS Lc Arguments Le Response
[Argument]

Name Position  Length

Fig. 7. The structure of an applet description. Square brackets indicate a list.

the command number for eat one, the namesand types of any argumens
(in the data eld), etc. To make it possibleto usethe CAD simulator with-
out rst having to provide a separatespeci cation of the application specic
APDU formats, we have deweloped a tool, the APDU format extractor, which
extracts this information from an applet by static analysis. The extraction
schemeworks reasonablywell sincea Java Card applet usually is written in
a very stylized way (there is always a method process which doesthe ini-
tial commanddecaling, the basiclayout of the APDUs is standardised,etc.).
Thus a deweloper typically just hasto write the applet code, or indeed, get
code from somewhereelse,and the CAD interface will automatically adapt
itself to the applet (or applets) in question. The results from an analysiscan
be saved to avoid having to re-analyseknown applets.

Figure 7 shovs a somewhatsimpli ed structure of the applet descriptions
returned by the format extractor. For the purposeof the CAD simulator, an
applet is descriked by its nameand AID (applet ID, for selectingthe applet),
and descriptionsof the acceptedcommandsand their assaiated formats. The
format extractor works by symbolically executing the applet code, keeping
track of data dependencesand constart and variable namesin the process.

The APDU extraction processconsistsof four steps:
(1) Statemert lItering

(2) Commandidenti cation

(3) Command APDU argumerts analysis

(4) ResmpnseAPDU analysis

The APDU format extractor is written in Typol, using inferencerules and
axiomsfor eat step of the extraction process.

Step 1 transforms the program in order to keep only the statemerts that

11



instructions |- call(Util.arrayCopy,Src Buffer, SrcOff, DestBuffer, DestOff, Length)
-> arrayAssign((SrcBuffer , SrcOff,Length ),
(DestBuffer,DestOff,Le  ngth)). in str ucti ons)

Fig. 8. Extraction of the arrayCopy statement.

Lookup(instructions |- bufferAccess is APDUldent.getBuffer()[l SOORSET_INS])

Intersection(|- INS, GetValue(Command)-> InsForThen)

UpdateCommandsList( AppletSpecification |- (CLA, InsForThen), GetName(Command)
->  NewAppletSpecification )

Intersection(]- INS, Not(GetValue(Command)) -> InsForElse)

(CLA, INS), instructions, APDUldent
|- if (bufferAccess == Command),AppletSpecification
-> (CLA, InsForThen ), (CLA, InsForElse), NewAppletSpecification

Fig. 9. Analysis of the conditions concerningthe secondbyte of the APDU bu er.

we are able to analyseand to nd important method calls such as calls in-

side the current classand calls to system methods like arrayCopy. Figure
8 shaws how this Itering is donein Typol for a call to arrayCopy: given
a list of instructions, eat statemert is consideredin sequenceto build a
new list of instructions. Here the pattern-matching on the one hand focuses
on invocation (call statemert) and on the other hand imposesthe name
of the method (Util.arrayCopy ). Parametersof the consideredstatemen

(SrcBuffer, SrcOff, DestBuffer, DestOff, Length) arere-usedto build

the instruction arrayAssign which is then stored in the resulting list. Array

copying is important becausethe APDU bu er is an array, and array opera-
tions may thus concernthe APDU.

Step 2 analysesthe conditions of if -statemerts in order to nd accesseso
the rst and secondbyte of the APDU bu er. Thesetwo bytes (designated
as CLA and INS) are usedto distinguish between di erent instructions. A
list of CLAand INS bytes being tested for are extracted from the condition
of ead if -statemert. The if -statemerts are then transformed into blocks
labelled with the correspnding CLAand INS for further analysis.Moreover,
this step createsthe list of pairs (CLA INS) which are valid for the given
applet being tested for) and the list of pairs (CLA INS) which are invalid
(which causea CLANOTSUPPORTBDINS NOTSUPPORTEKCeption). Figure
9 givesone of the main rules of the secondstep which analysesthe condition
of an if -statemert, updates the list of existing commands,and returns the
correspnding CLA and INS sets. In this rule, Lookup is a function which
performs a lookup in a set of statemers and follows dependenceggraph to
determinewhethertwo expressionsre equal(after evaluation) or not. GetName
is a function that takesan expressionand returns a string in order to give a
nameto the correspnding statemert (for examplewhen the expressionis an
identi er it returns the identi er name).

Step3 examinesaccesse® the APDU bu er and updatesthe list of argumens
a commandAPDU should cortain. The fth byte of the APDU is the length

12



public class MyApplet extends Applet
{ Command

find static byte Sendvaue=0x50;— — — — — 5 — \Name
find static byteMy_CLA =0xE5;— _ o CLA:\ s \,(V«Sendv S
pljbiicvoid process(APDU apdu) Bg=: 0 - Parameters
throws |SOException { - L
byte[] buffer = apdu.getBuffer(); = Parameter 1

if (buffer[|SO.OFFSET_CLA] ==My_CLA) —

if (buffer[| SO.OFFSET_INS] == SendVaué) { /
apdu.setlncomingAndRece ve();

R ) Name: - .
short Va u\e— Utll.getS@ort(buffer, 5\) } «Vaue» POStIOI’].‘S Length.'Z
N > A N N / /
} } AN ~ ~ ] e / — B P
S~ ~ — _ - —

— — i
— — — — —

Fig. 10. lllustration of the extraction process.

of the data eld which itself starts at the sixth byte. The APDU extractor
considerghe data eld asalist of argumeris of di erent lengthsand positions,
which are to be identied by the analysis. When an accessto the APDU

bu er is encourtered, the position (given by the o set of a call to arrayCopy,

getShort , or similar), the length (2 for a getShort method, for example),and
the nameto be asseiated with the thusidentied argumert cannormally be
determined. Then the list of argumerts of the corresppnding commandshas
to be updated. The currently analysedblock (correspnding to the nearest
if -statemert) cortains the list of commandsconcernedby the analysedbu er

access.

Step4is similar to step 3 and determinesthe structure of the resppnseAPDU.

Figure 10givesan examplewhich sthematically illustrates the principle behind
the extraction process.SeeHenrio [14] for further details.

It could happenthat the analysiscarried out by the format extractor fails due
to an applet not being su cien tly stylized. In that case,the usercan create
the applet description manually by using an editor.

The CAD simulator also allows standard applet installation and selection
APDUs to be sern, aswell asarbitrary APDUs assembled from scratch. The
latter is useful for sendingnon-conforming APDUs in order to test that an
applet handlesinvalid commandscorrectly, for instance. Furthermore, there
is an option to simulate card withdrawal, which optionally can be conbined
with saving the state of the running card. The card simulator canbe initialized
from sud a saved state.

When applied to the Purse example,the extractor determinesthat the name
of the applet is Purse, and that this applet acceptsthree commands:
PURSIBEPOSITPURSEVITHDRA%Md PURSIBALANCEHECHKi th instruction

13



Fig. 11. The CAD simulator command selectionwindow.

Fig. 12. The CAD simulator command sendwindow and the APDU log.

numbers 1, 2, and 3 respectively. PURSIDEPOSITS found to have one short
(2-byte) argumert amountOfDeposit at position 5, and PURSEVITHDRAW/
similarly found to have one short argumert amountOfWithdrawat position
5. Finally, the extractor determinesthat all commandsreturn a short result
purseTotal , i.e. the resulting balance.

The result of the analysisis sert to the CAD simulator which opensa window
which allows one of the three identied commandsto be sert to the applet;
see gure 11. Onceone of thesecommandshas beenselected(by clicking on
it), a secondwindow pops up which allows any parametersto be lled in
prior to sendingthe complete APDU to the applet; see gure 12. Many of
the numeric elds of this window (CLA INS, etc.) are xed asthey are given
by the commandin questionand only presen for information purposes.The
window alsoshawsthe full details of the sert commandAPDU and, evertually,
the received resppnseAPDU in the form of byte strings. Figure 12 shows the
result once a deposit of 101 Euros has beenmadeto an empty purse. Note
that the resulting balanceis 101 (0x0065) Euros. The gure also shaws the
APDU log which keepstrack of all sert and received APDUs and allows them
to be examined.

6 The Java Card Simulator

The certral part of the Java Card simulator is an executablespeci cation of
the dynamic sematrtics of the Java Card language[19]. It is expressedn Nat-
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ural Sematics, small-stepstyle, using Typol. Thus the sematic rules express
the stepwise transformation of the abstract syntax tree of an applet into the

nal result. The semairtic speci cation is derived from a Java speci cation also
deweloped within our group [2,3]. Almost the entire Java semairtics has been
re-usedwithout changesto makeit easyto prot from further dewelopmerts of

it (or vice versa).As there is no concurrencyon a Java card, the schedulerwas
changed[10]. There is only one active thread and a thread may only be acti-

vated when somespecial program points are readed. Furthermore, executable
speci cations of Java Card APIs (i.e. speci cations of Java Card classesud

as AID, APDUAPDUEXxception Applet , JCSystem have beenadded. On the

top, we have speci ed a minimal JCRE with the duties to receive command
APDUSs, selectapplets, dispatch commandsAPDUs betweenapplets,and send
responseAPDUs to the terminal.

The principle of Typol rules is the following: inferencerules and axioms are
structured in sets, that deal with a sameobject (evaluateExpression for
instance). Each rule PPz Pr hasa number of premisesPy, Py, ..., P, and
one conclusionP. If all premisesare true, then the conclusionholds and the
rule applies.

Figure 13 shovs someTypol rules from our Java Card semaittics. They are
concernedwith giving the semattics of an if -statemen. The rst rule says
that an if -statemen wherethe condition is not yet in normal form, is to be
rewritten to anif -statemert wherethe condition hasbeenevaluated onestep
further by the rule evaluateExpression . The parametersObjL1 and ClVarL1
(and variations) are the object list and classvariable list, respectively, i.e. they
represem the current global state of the Java macdine. OThldis the id of the
currently executingthread. The actual if -statemert is embeddedin what is
referredto asa "closure'(constructedwith the operator clr ), which represeis
the rest of the computation for a thread (in someglobal state). In particular,
a closurecortains a list of instructions, of which the rst oneis the current
instruction. Other important parts of the closure are the object id (corre-
sponding to this object), and an ervironmernt for local variable bindings.

The two following rules state that an if -statemernt wherethe condition is in
normal form (i.e. true or false ), shouldbereplacedby either the then-branch
or the else -branch depending on the condition.

It should be pointed out that the current semarics is incomplete in some
respects. For example, it is a dynamic semartics which currertly does not
perform static type cheding. As a consequencegverloadingresolution is not
handled completely accurately Howewer, sinceJava Card applets tend to be
small and fairly simple, the current limitations have as yet not causedany
major problems.
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If_EvaluateExpression:
evaluateExpression(Obj L1, CIVarLl, Envl, OThid, Objldl, Mode
|- Exprl -> ObjL1_1, ClvarL1_1, Envl_1, Exprl_1, InstL2, ThStatus) &
appendtree(InstL2,  insts[if(Exprl_1, Statl, Stat2).InstL1], InstL3)
ObjL1, ClvarL1l, OThid
|- clr(Objld1, Mode, MethName, Envl, insts[if(Exprl, Statl, Stat2).InstL1])
-> ObjL1_1, ClvarL1_1,
clr(Objld1, Mode, MethName,Envl_1, InstL3), ThStatus ;
provided diff(Exprl, true()) & diff(Exprl, false());

If_False:
ObjL, ClvarlL, _
|- clr(Objld, Mode, MethName, Env, insts[if(false(), _, ElseStatement).InstL])
-> ObjL, ClVarlL,
clr(Objld, Mode, MethName, Env, insts[ElseStatement.Ins  tL]), executing()
If_True:
ObjL, ClVarL,

|- clr(Objld, Mode, MethName, Env, instsif(true(), ThenStatement, _).InstL])
-> ObjL, ClvarlL,
clr(Objld, Mode, MethName, Env, insts[ThenStatement.Ins tL]), executing()

Fig. 13. Excerpts from the Java Card dynamic semartics speci cation.

The formalisation of the JCRE covers the basic aspects of the runtime sys-
tem sud as loading and registration of applets, selectionand deselectionof
applets, and the primitiv esnecessarfor comnunication with the runtime en-
vironmernt, i.e.the CAD simulator in our case.Thereis alsosupport for saving
and loading the state of a running card. This is usedto simulate card insertion
and withdrawal, but it is alsousefulfor debuggingsinceit makesit possibleto
get back to someinteresting state without having to restart debuggingfrom
scratd, or if one simply would like to take a pauseand cortinue from where
oneleft o at somelater point.

When it comesto the APIs, there are two basic approates. One possibility
is to describe them in Java, somehev making useof built-in primitiv eswhere
necessaryThe API classesvould then be loadedinto the simulation ernviron-
ment prior to the loading of any applets. The other approad is to descrike
the semarics of the API classesand their methods directly in Typol. Basi-
cally, this meansthat there is a set of hard-caoded rules for eacy method which
descrikes what happens when the method in question is invoked. We have
chosenthe latter approad for the following reasons:

If we implemert someof the APIs in Java Card, all the correspnding code
will be interpreted by Typol rules which would take much more time. This
APl code would also be visible during debugging, even though it can be
expected to be reasonablycorrect (once releasedfor applet dewelopmert,
not during the dewelopmen of the API code itself, of course).

It is natural and simpleto let the APl methods be the built-in primitiv es.
Otherwise, it would be necessaryto provide accesgo lower level primitiv es
by someother means.Moreover, in that case,many of the APl methods
would not do more than just invoke sud a primitiv e anyway.
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Fig. 14. The Java Card simulator during execution of the Purse applet.

Having the semantics of important methodsdirectly available asTypol rules
hopefully makesit easierto prove properties about the speci cation aswell
asindividual applets.

The speci cation of the Java Card APIs is not asyet complete.For example,
the medanismsfor atomic transactions and object sharing, as well as the
related APl methods, are currertly not in place.

During simulation, the deweloper can follow the executionin detail at a se-
lectable speedthrough a graphical user interface. It is also possibleto stop
(interactively or by setting breakpoints), singlestep, and cortinue. The break-
point and single steppingfacilities currently work at the level of the semartic
rules, not at the level of the Java Card sourcecode. This is suitable for debug-
ging the Java Card speci cation, or for a userwho would like to learn about
the semartics of Java card, but it is not ideal for debuggingapplications. Im-
proved debuggingsupport in this respect is somethingwhich we plan to look
into.

Other featuresinclude textual browsersfor inspection of variablesand objects.
Our Java ervironmert [3] provides a dynamic, graphical view of the created
object structures which would be useful also for the Java Card ervironmert.

This functionality could easily be carried over.

Figure 14 shows the Java Card simulator executingthe Purseapplet just after
having received an APDU requesting the deposit of 100 Euros. The large
window is the main Typol debugwindow which shows the currert rule. It is
equipped with buttons for cortrolling the execution. The small window shaws
the value of the variable commandAPDhich has been selectedin the main
window. The shown value is the received command APDU: note the value
0x0064= 100in the APDU's data eld.
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7 Conclusions and future work

This article described a Java Card programmingervironmert which to a large
externt hasbeengeneratedfrom formal speci cations of the syntax and seman-
tics of Java Card. Through this approad), we were able to dewelop a set of
tightly integratedtoolswith usefuland novel functionality, suc asthe APDU

format extraction, at a high level of abstraction. The main features of the
environment from a user perspective are:

Java Card-speci ¢ structure editor.

CAD simulator which makesit easyto sendand receive APDUSs.
Automatic extraction of the APDU formats from applet sourcecode and
automatic adaptation of the user interface of the CAD simulator accord-
ingly.

Semarnics-basedJava Card simulator with facilities for monitoring the ex-
ecution and important data structures.

This makesthe ervironment useful for applet dewelopers, applet testers, and
peoplewanting to learn about the Java Card semarics.

Furthermore, the fact that a formal, dynamic Java Card semattics is the ba-
sis of the simulator, meansthat it has beenpossibleto test and debug this

formalisation. This is important sincea correct formalisation of the language
semattics is a prerequisitefor proving properties about programsand analyses
concerningdynamic properties of programs, somethingwe beliewe is particu-

larly important in the context of typical smart card applications. For exam-
ple, in the framework of Java cardswith seweral applications, we are starting

somework on static analysisof object sharing betweenapplications[15]. One
outcome of this researt could be a facility for statically detecting sharing
violations or the absenceof sud violations. Since a violation will causean

exception,it would clearly be reassuringto know that this cannot happen.

Our environment provides a Java Card speci ¢ editor. Thus the deweloper is
assuredthat his code is Java Card code and is free from syntax error. This
greatly reducesthe number of Java compiler and converter errors and saves
dewelopmert time. Thus our aim is not to build an ernvironmert ful lling
commercialrequiremerts, but we do think it providesinnovative featuresthat
could be integrated to existing ervironmernts in order to improve them.

It still remainsto include the complete set of APIs, and to support loading
applets from more than one le. The current semaitics is still missinga few
features. This should be addressed.We would also like to further improve
the debuggingsupport, for instanceby making it possibleto set breakpoints,
single step, etc. at the Java Card sourcelevel. We alsoaim to integrate capa-
bility for graphical object structure browsingalongthe linesfound in Attali et
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al. [3]. Finally, it is plannedto move towards a SmartTools® -basedsolution,
SmartTools being the 100 % Java successoto Certaur.
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A Source code for the Purse applet

/********************** *k kk kkk kk kk kkk kk kk kkk kk kk kkk kk kk kkk kk kk kkk kk kk ok
*
Purse Class
Fkkkkkkkkkhhkkhhkkkhkkk *k kk kkk hk kk kkk kk kk kkk kk kk kkk kk kk hkk kk kk kkk kk kk */

import javacard.framework.*;

class Purse extends Applet {
protected final static byte PURSE_OP_CIA(byte) 0xDO;
protected final static byte PURSE_DEPOSH (byte) 0x01;
protected final static byte PURSE_WITHDRAWbyte) 0x02;
protected final static byte PURSE_BALANCE_CHEQKyte) 0x03;
private final static short PURSE_MAX (short) OX7FFF;
private short purseTotal;
protected Purse() {

purseTotal = (short) O;

public static void install(byte[] bArray, short bOffset, byte bLength)
throws ISOException {
Purse myPurse = new Purse();
myPurse.register();

public boolean select() {
return  true;

public void process(APDU apdu) throws ISOException {
byte[] buffer = apdu.getBuffer();
if (buffer[0)] == PURSE_OP_CLA)
if (buffer[l] == PURSE_DEPOSIT)
purseDeposit(apdu, buffer);
else
if (bufferfl] == PURSE_WITHDRAW)
purseWithdraw(apdu, buffer);
else if (bufferfl] == PURSE_BALANCE_CHECK)
purseBalanceCheck(apdu, buffer);
} else if (selectingApplet()) {
/* Do nothing. */
}

[RFRdR xR R KA * Private Methods ***xkxkkikkixikikkikik wk kkk K[

private void purseDeposit(APDU apdu, byte[] buffer) {
int Lc = apdu.setincomingAndRec ei ve();

short Le;
short amountOfDeposit = Util.getShort(buffer, (short) 5);
short temporaryPurseTotal = (short) (amountOfDeposit + purseTotal);
if (amountOfDeposit > 0 && temporaryPurseTotal <= PURSE_MAX)
purseTotal = temporaryPurseTotal;
Util.setShort(buffer, (short) 0, purseTotal);

apdu.setOutgoingAndSen d(( short) 0, (short) 2);
}
}
private void purseWithdraw(APDU apdu, byte[] buffer) {
int Lc = apdu.setincomingAndRec ei ve();

short Le;
short amountOfWithdraw = Util.getShort(buffer, (short)  5);
short temporaryPurseTotal = (short) (purseTotal - amountOfWithdraw);

if (amountOfWithdraw > 0 && temporaryPurseTotal >= 0) {
purseTotal = temporaryPurseTotal;
Util.setShort(buffer, (short) 0, purseTotal);
apdu.setOutgoingAndSen d(( short) 0, (short) 2);

}

}

private void purseBalanceCheck(APDU apdu, byte[] buffer) {
Util.setShort(buffer, (short) 0, purseTotal);
apdu.setOutgoingAndSen d( (s hort) 0, (short) 2);

}

21



