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Networks with Adversarial Perturbations
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Adversarial Perturbations Attacking Stereo Networks
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We know they exist for single image based tasks. Goal: optimize vr,VRr € such that We extend diverse inputs [6] to increase transferability of iterative methods.
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Perturbations PertUrBtio

. . . . Interestingly, trénsferabilit IS not s msmetric.
Under fairly generic assumptions, stereo enables unique correspondences gy y y

In covisible regions between a calibrated stereo image pair. Perturbations for PSMNet and DeepPruner has little effect on AANet, yet

Left+ T Right + TN ; perturbations for AANet can wreak havoc on PSMNet and DeepPruner.
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This means that a depth or disparity map can be uniquely inferred
point-wise from the two images.

AANet — DeepPruner

Right +
,g"*“*&, pations

TR + VR

o

Left Image Left Image + Right Image +

Perturbations - ., . (NS} Perturbations

Disparity Before
Perturbations

e — —— — ——— — — — — — — — — —— — — —— — — —" = —— — ——

7
s
// ——————————— ; .
/ Laft +| WU SR T e 2 R Right + SRS DI e
| : | Perturbatians - %, k. # N . Perturbations. =7, /J@é'&s‘ 5
| Shared \ / | | o \ Ve ' : . 1% . s ] Ry AR B . , a2 =4 ;
: Weights ! / : : Disparity Before Disparity After
: I : : Perturbations Perturbations
| 1 | |
| | |
______ ! —_—— e — — —
| - | |
I |_ ——————— —)l
, . , =
|
| | | 7))
| | |
! Stereo Network | | The Same (LB
| | | Stereo ;
: : : Network —
| | |
| | |
/ \ - :
// \\ // DISparlty ,Before KITTI 2015 Gaussian Blur on FGSM (e =0.02) KITTI 2015 Fine-tuned PSMNet vs. FGSM KITTI 2015 Fine-tuned DeepPruner vs. FGSM KITTI 2015 Fine-tuned AANet vs. FGSM
Y N s Perturbations : ] : e : =
_________________________________ -~ SN0l 25+ "+ Fine-tuned on clean + £=0.002 — 4 & - % *++ Fine-tuned on clean + € =0.002 | e *++ Fine-tuned on clean + £ = 0.002 .
Fine-tuned on clean + & =0.005 | jas 16 Fine-tuned on clean + ¢ =0.005 | T 731 ..v Fine-tuned on clean + & = 0.005 P |
80 - i ; i +++ Fine-tuned onclean + £=0.010 | ! ‘ 14 L **+ Fine-tuned on clean + £=0.010 _ | __ ,~°; S Tl o Fine-tuned on clean + £ =0.010 ' j,_';’___ -
P ! : ! 2940 Fine-tuned on clean + £=0.020 = | X I 2 Fine-tuned on clean + £ =0.020 Lo ‘ ! : e 5 Fine-tuned on clean + £ = 0.020 :0.‘ :
.': § i i I— senal § % Fine-tuned on clean only i'o' i ‘ g\c: 121 % Fine-tuned on clean only Fd i f § 12.5 - % Fine-tuned on clean only o
L 60 + bt et e kT R e e L o i o .,' i i ] L b4 |
& . 2 ; | | | | g o R | £ o
% 3 o i i TRY e | O CI 2l - Axaan
Left + i nght+ :‘P . ;J ‘t f =,910_ 77777777777777777 B | | :‘P ? ‘ .c' : : 1: :‘F |
: Perturbations 3 o . g | Perturbations # a ‘ ‘ : ' | B U R A * o | o
3 = T = = - / = i - i P i A ] 5.0 t .
' dKi- = 204-*+= PSMNet , L L . [ P N G 4 =S MR ‘ i e
o - - L L e - o | | T || P ||
As disparity can be inferred without any learning, it would be surprising if | pave || s PR |
a » a a » » a 2 0,‘0 0?2 0.’4 0.’6 0j8 1;0 0.0600 0.0&)25 0,0'050 0.0(‘)75 0.0‘100 0.0‘125 0.0iSO 0,0’175 0.0‘200 g 0.0600 0.02)25 OAOE)SO 0.0675 0.0'100 0.011?5 0.0‘150 0.0‘175 0.0‘200 % 0.0(’)00 0.0625 0.0650 00(‘)75 0.0'100 0.0‘175 0,0i50 0A0‘175 0,0’200
Imperceptible perturbations can override the strong disparity signal ’ ; ; ;
2 KITTI 2015 Gaussian Blur on Clean KITTI 2015 Fine-tuned PSMNet vs. new FGSM KITTI 2015 Fine-tuned DeepPruner vs. new FGSM KITTI 2015 Fine-tuned AANet vs. new FGSM
n . . . (D 4.0 | ,__,_‘.u-,",‘,';",‘,‘-,.,“r,., - I =+« Fine-tuned on clean + &£ = 0.002 ‘o'.: 20.0 4~ : ' e --:~- »~¥—--—1l- - l“'l,':% ==+ Fine-tuned on clean + £ =0.002 ; : :
Stereopagnosia: small perturbations in the image can force the network to 0] O fresinetr s | nerunedoncion 20005 IR R | ol rernen oo B
' 3.5 e e R e e B Eers ' Fine-tuned on clean + £ =0.010 . ".-: 175 === B A 1_‘:'."‘.' Ut Fine-tuned on clean + £ =0.010 = fogetl
. . . . LII- s ! L l | = Fine-tuned on clean + & = 0.020 ’.’:.-' ensl —~ 15.0 s S _“‘..‘9..‘.‘}- MO I G | s 20 Fine-tuned on clean + £ =0.020 = ’: "“':.'r:;_:.‘f' g
overrule the evidence and forget stereoscopic disparity. L g0 B | £ . | Tratmdoncemnmy | = n_y 1 & | rreunsimceneny
= ool e | ¢ 5w oo | e A
E [ | - } 7 B = [ t | oo 1 = i I i R A S I |
. . . . E | it o SENE P 2 | 1 o | e
[1] I. Goodfellow, J. Shlens, C. Szegedy. Explaining and harnessing adversarial examples. ICLR 2015. = ¥ 3 PR 25 S A 3 & = i “; “:l: _1 B 00 ~~$-.‘---‘:—--—E— —‘—_-;,.— : - 2 ol ;F;,-.-E:k‘-;-; ?.:_--4:--_ - _‘_Yi
. . . ; . . . . . 5 p 1 B A = A > T~~~ T i st i w 5 - s LEISEEE TR e
[2] C. Xie, J. Wang, Z. Zhang, Y. Zhou, L. Xie, A. Yuille. Adversarial examples for semantic segmentation and object detection. ICCV 2017. Disparity Before Dispari L 3 | < : : : I B -4 ?i * ..+ Fine-tuned on clean + £ =0.002 - . 1 iR e : : ;
. . . e - : a [a) Y \ a - L a I 5 00 e i RN R —
[3] A. Wong, S Cicek, S. Soatto. Targeted Adversarial perturbations for monocular depth prediction. NeurIPS 2020. Perturbations Pen&ons < i : ,{,-,‘{ ! [ ey »i”_. finetned on clean + £ =0.003 T7 .;.;____,;;,- T N R S
4] A. Kurakin, I. Goodfellow, S. Bengio. Adversarial machine learni le. ICLR 2017 | | : T e | R = CreC|cn Cean 2 O N
[4] A. Kurakin, - Goodfellow, S. Bengio. Adversarial machine learning at scale. 017. N peeppruner NN —— r AR vo] SN .. Fire.tuned on clean + £ =0.020 2 if""?““l’"“ il
[5]Y. Dong, F. Liao, T. Pang, H. Su, J. Zhu, X. Hu, J. Li. Boosting adversarial attacks with momentum. CVPR 2018. * AANet l l l l L R ¢ | % Finetuned on clean only i
. : : : -1 : 1 : : " . : i s | ! ] i } } ; } } } 0L d } ] , e ; s | . . . i . , }
[6] C. Xie, Z. Zhaﬂg, Y. ZhOLl, S. Bai, J. Wang; Z. Ren, A. Yuille. ImPYOVlng tranSferablhty of adversarial eXampleS with mput leerSlt}’- CVPR 2018. e 0.2 0.4 0.6 0.8 1.0 050000 0.0025 0.0050 0.0075 00100 0.0125 0.0150 00175 0.0200 00750000 0.0025 0,0030 0.0075 0.0100 0.0125 0.0150 0.0175 0.0300 0°00000 0,0025 0.0050 0.0075 0,0100 00125 0.0150 0,0175 0.0200

https://arxiv.org/pdf/2009.10142.pdf This work was supported by ONR N00014-17-1-2072 and ARO W911NF-17-1-0304.



