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EMERGING TECHNOLOGIES

INTRODUCTION
WiFi, the popular name for wireless local area
networks based on the IEEE 802.11b standard,
is one of the brightest areas of the communica-
tions business [1]. Annual industry revenue
already exceeds $1 billion and is expected to
pass $4 billion by 2007 [2]. No longer just an
add-on capability implemented through a PCM-
CIA interface card, WiFi is now available as a
built-in feature in a wide range of user devices.
Equally impressive is the way WiFi has captured
broadbased interest in the popular press [3].
Increasingly, it is viewed as not just a newfangled
networking gadget, but rather as the vehicle that
will usher in a new era of untethered broadband
Internet access for the general population.

This article paints a picture of a national (or
even global) landscape dotted with inexpensive
WiFi hotspots offering easy, and often free,
broadband Internet access to anyone equipped
with a WiFi-capable laptop or PDA. The picture
is, of course, unrealistically rosy, but at its core
captures the idea that WiFi, although originally
intended primarily as a wireless extension of
office Ethernets, could be much more: it could
be the platform for ubiquitous broadband access.
Extension of WiFi from the office environment
to wide-area coverage opens new vistas for WiFi
technology and will likely be a key driver of its
future growth. But this will not happen simply by
marketing WiFi to a broader audience. Substan-
tial challenges on both technical and business
fronts must be addressed. In this article we take
a more careful look at the vision of ubiquitous

WiFi and identify the challenges that must be
met to make it a reality.

To put the discussion in context and allow us
to focus on specific details and problems, we
choose a service scenario likely to be important
to WiFi growth; namely, delivering broadband
IP connectivity to the traveling professional, the
laptop-toting road warrior. The challenge is to
give him or her a computing environment similar
to the one available with a desktop computer
supported by Ethernet in a conventional office
setting. Stated succinctly, our goal is to reproduce
the desktop experience for the traveling profes-
sional, as illustrated in the following scenario [4].

Jill, a major account saleswoman, is at her cor-
porate home office, as shown in Fig. 1, working
on her WiFi-connected laptop, when she must
leave to catch a flight to visit a customer.
Although she has several applications open, some
running on network drives, she does not close
them. She simply stops work and suspends her
laptop. Once at the airport, she finds that the
gate area is a WiFi hotspot. When she opens her
laptop and authenticates herself, the computer
immediately builds a secure tunnel through the
Internet back to her corporate intranet and pre-
sents her with the open applications she was using
at the office earlier in the day. The experience to
Jill was almost the same as if she had remained at
the office, but had locked her computer while she
stepped away from her desk to attend a meeting.
As far as she could tell, her laptop was “always
on”; there was no need for annoying shutdown
and reboot when moving from office to airport.
When she walks over to the airport restaurant,
she has the same “close and go, open and resume”
experience. In the air, using the plane’s internal
WiFi network connected via satellite back to the
ground, she continues her work. Finally, upon
arrival at her client’s premises, she discovers that
WiFi network access is unavailable. Undaunted,
she slips a cellular network interface card into her
computer and continues, albeit at reduced band-
width, where she left off.

To make WiFi networking an everyday tool
for road warriors, as commonplace as their cell
phones, major enhancements to existing WiFi
technology are required. At the risk, perhaps, of
oversimplification, the challenges ahead for WiFi
engineers can be grouped into four broad cate-
gories: ease of use, security, mobility, and network
management. While there is considerable overlap
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across these areas, the grouping is nonetheless
useful for structuring further discussion.

Ease of use: From the beginning, simplicity of
operation has been a paramount concern for
wireless LANs (WLANs). They were designed to
add functionality to existing wired LANs without
imposing added inconvenience on the user.
Maintaining that philosophy — hassle-free oper-
ation — as WiFi capabilities are extended to
support the road warrior is a major challenge.

Security: Both on corporate premises and off,
WLANs represent potentially serious security vul-
nerabilities. It is still not clear whether adequate
security is compatible with the ideal of simple low-
complexity implementation that has contributed so
much to the popularity of WiFi up to now.

Mobility: Enabling WiFi mobility within a
single building is relatively simple. Extending it
to public hotspots with secure always-on connec-
tivity is far more difficult. (Integration with cel-
lular WANs, which will be discussed only briefly
in this article, only adds to the problem.)

Network management: WiFi networks, espe-
cially those containing hotspots, present daunt-
ing management challenges. Service must be
provided despite selfish behavior by users, hack-
er attacks, and interference from other systems.

We take up these challenges in the next four
sections.

EASE OF USE
In a recent column R. W. Lucky lamented the
complexity of wireless data networking [5]. He
describes a scene at an engineering conference
where a group of networking experts tries to get
their laptops linked to a WiFi network. After
recounting the frustrations of the adventure, he
concludes with the plea, “What I want is a push-
to-talk button.” What Lucky encountered was
the all too common problem of configuring WiFi
for public networks. That is, one has to set up
the service set identifier (SSID), choose “open
authentication” as the link layer authentication
method, disable the use of Wired Equivalent
Privacy (WEP), and then restart DHCP. This
process, which is annoying at best, could well
become a serious impediment to broad-based
adoption of WiFi networking.

Lucky has it right: ease of use is at the top of
the list of challenges facing WiFi. Although
impressive advances have been made in this direc-
tion, we are still far from a satisfactory solution.
Universal Plug and Play, for example, has made it
vastly easier to interconnect computing devices,
especially in the home environment [6]. And in an
attempt to deal specifically with the complexity of
WiFi networking, Windows XP offers “automatic
wireless network configuration,” whose purpose is
to automatically establish connection with nearby
WiFi access points (APs). Initial setup to enable
this feature, however, is far from simple. In a typi-
cal academic environment, 18 steps are required
for initial configuration, an open invitation to
error and user frustration [7].

WiFi configuration is even more burdensome
in the corporate environment, where data securi-
ty is a primary concern. WEP, the native security
capability offered by WiFi, was designed for sim-
plicity of operation, but it is sufficiently difficult

to use that in many WiFi installations, including
businesses where security is important, it is not
even turned on at all. The reasons behind such
behavior are unclear, but the net result is that a
key feature of WiFi, communications privacy, is
often left unused, even in critical situations.

Still another layer of complexity arises when
our road warrior wants to use a commercial
WiFi hotspot (e.g., at an airport). The hotspot
operator’s access control mechanism must serve
the dual purpose of authorizing existing sub-
scribers while also enabling first-time users to
sign up and one-time users to pay on site. Brows-
er-based authentication, a popular technique
that serves both these ends, is convenient and
user-friendly, but vulnerable to relatively simple
theft-of-service attacks. A more comprehensive
approach, as specified in the 802.1x standard [8],
protects against this and several other attacks,
but only at the cost of added complexity; name-
ly, the WiFi user at the hotspot must have a pre-
arranged service account. This is a serious,
perhaps unacceptable, disadvantage in the still
embryonic hotspot business, where subscriber
acquisition is a top priority.

No matter what other features WiFi network-
ing may offer, until it provides user-friendly
setup and secure hotspot sign-on, it will be
unable to live up to its full potential.

SECURITY
Most of the breathless predictions of WiFi
growth focus on the appeal of free public access,
a mildly utopian vision where issues of network
security are of secondary importance. There is
another, darker side to the WiFi story, however,
which concerns its vulnerabilities to eavesdrop-
pers and other hackers. A commonly reported
scenario involves a hacker, and not a very skillful
one at that, sitting in a parking lot listening to
the WiFi communications of a nearby retail
establishment. This takes no great skill, because
WEP, as mentioned earlier, is often not enabled,
so valuable data like credit card numbers are

� Figure 1. Always-on connectivity is maintained as the road warrior moves
from office to airport to customer site.
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easy to capture. Revelations such as these have
raised serious concern about the viability of
WiFi in the commercial world, an issue that has
only been exacerbated by the discovery that even
when WEP is operating, the encryption key can
be recovered by a hacker with only a modest
amount of effort. [9] Thus, whether WEP is on
or off, WiFi networks are essentially insecure.

In defense of WEP, it should be borne in
mind that it was never intended to be a bullet-
proof security solution. Rather, WEP was
designed to be a simple, easy-to-use technique to
provide wired equivalent privacy. That is, the
effort required to break the cipher was expected
to be roughly comparable to the effort needed
by an intruder to tap into a wired Ethernet. The
ease and efficiency of the key recovery attack,
however, showed that WEP could not provide
even this modest level of security. Recognizing
that such a shortcoming could be a fatal blow if
not corrected quickly, the WiFi community has
developed two approaches to dealing with the
problem: retain the native security approach of
WEP but fix its flaws, or abandon it and provide
a separate security overlay, a virtual private net-
work (VPN) on top of the insecure WiFi net-
work. Both of these have the potential to restore
faith in WEP security, but whether either can
offer the balance of security and ease of use
needed for broad-based market acceptance
remains to be seen.

NATIVE SECURITY (ENHANCED WEP)
The effort to improve WiFi security within the
IEEE 802.11 organization aims at the same goal
that motivated design of the original WEP: pro-
tection of the air link between the AP and the
WiFi user. It is assumed that the wired network
supporting the AP is adequately secure and needs
no further protection. The proposed improve-
ments to WEP focus on two areas: access control,
addressed in the 802.1x standard, and encryption,
being developed under 802.11 Task Group i. [10]
To protect against man-in-the-middle attacks,
which are easily carried out in the WLAN envi-
ronment, 802.1x provides a framework for mutual
authentication; that is, a process that enables the
network to authenticate itself to the user, and

vice versa. It relies on a database of authorized
users and permits WLAN access only to those
who properly authenticate themselves. Network
access can be controlled and configured by a cen-
tral authority, which eliminates the cumbersome
key distribution process required by conventional
WEP. A second important feature of 802.1x is
support for frequent key exchange between the
endpoints of a WiFi air link. This mechanism
enables the use of Temporal Key Integrity Proto-
col (TKIP) [8], an improved encryption procedure
able to thwart the key recovery attack that was so
damaging to the original WEP. Although still not
endorsed by 802.11 Task Group i, which is evalu-
ating several encryption techniques, TKIP is con-
sidered to be so promising as a cure for WiFi’s
security problems that it is being rushed to mar-
ket in prestandard form.

There are two challenges facing the
802.1x/802.11i approach. The first relates to time
to market. Enthusiasm for WiFi, which has been
strong for the past few years, has weakened
recently because of security concerns. The longer
it takes to develop a standardized security sys-
tem to replace WEP, the harder it will be to
rebuild WiFi momentum. The second challenge
is to convince skeptical system administrators
that they can safely entrust their company’s pri-
vate communications to a solution that has had
only limited public scrutiny.

VIRTUAL PRIVATE NETWORK
The VPN approach to WiFi security assumes
that the wireless LAN (including the wireless
link and the wired network supporting the access
points) is insecure, regardless of whether WEP is
turned on or off. Protection is provided by a sep-
arate security mechanism, typically an IPsec tun-
nel, running on top of the wireless link and
extending from the user’s computer to a VPN
gateway installed behind the APs, as shown in
Fig. 2. [11] This provides end-to-end protection,
independent of the vulnerabilities of the under-
lying network. A straightforward extension of
this architecture, of course, can also protect the
communications of an employee using an off-site
WLAN, such as a WiFi hotspot.

VPN technology has been commercially avail-
able for several years and is generally considered
to provide strong security, but the cost, especially
for corporate WLANs, is significant. Since the
APs and associated wiring are assumed to be inse-
cure, they must be kept physically separate from
the existing premises wired LAN. That is, a dis-
tinct, independent wired network must be installed
and maintained. And since all WiFi communica-
tions, even traffic confined within the corporate
premises, must be processed by a VPN gateway,
scaling to large numbers of users is difficult.

If a practical security solution to replace
WEP is not found quickly, there is a real danger
that WiFi could lose the marketplace momen-
tum it has built over the last few years.

One solution, enhanced WEP, has the advan-
tage of fitting naturally and simply into the WiFi
infrastructure, but market acceptance may be disap-
pointing due to standardization delays and user
community concern that the debacle of original
WEP security could be repeated. VPN, on the
other hand, is an established, trustworthy security

� Figure 2. A VPN tunnel protects data in an insecure environment.
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solution, but implementation complexities, especial-
ly on corporate premises, may prove unacceptable.

One final issue of WiFi security concerns
attachment of an unauthorized access point, a
“rogue AP,” to the corporate intranet. Whether
through negligence or malice, such an action can
have disastrous consequences. Further discussion
is postponed until “Network Management” below.

MOBILITY
Mobility, of course, is a core feature of WiFi
networking. Even the most rudimentary WiFi
deployment allows, at the very least, roaming
within the vicinity of a given AP. By analogy
with telephony, this might be called “cordless
roaming.” What is needed to support the road
warrior, however, is something more akin to the
global roaming capability of cellular systems.

TECHNOLOGY
The first step on the path to WiFi mobility is
device-level multivendor interoperability, which
ensures that the wireless LAN network adaptor
(typically a plug-in card) employed by a WiFi
user can establish communication with APs
built by different manufacturers. Reliable inter-
operation, which is not guaranteed simply by
conformance to the 802.11b standard, was
achieved through the WiFi initiative under the
Wireless Ethernet Compatibility Alliance
(WECA) [1]. Indeed, WiFi certification has
become the de facto standard for 802.11b-based
products. Further progress toward large-scale
service-level roaming is being driven by another
WECA initiative known as Wireless Internet
Service Provider roaming (WISPr). Although
details of WISPr are not public, it appears that
the goal of the effort is to build consensus on
best common practices for wireless roaming.
Such capability would enable a subscriber of
one WISP to roam to another’s territory,
authenticate himself, and gain access to that
network. The WISPr proposal would provide a
uniform mechanism for handling the authenti-
cation, authorization, and accounting (AAA)
functions needed to do this. A more ad hoc
approach to roaming across multiple WISPs is
to aggregate them under an umbrella organiza-
tion and resell their services via a single sub-
scription. Boingo, which will be discussed later,
is an example of this approach.

While the WISPr or aggregator capabilities
described above can form the basis of ubiquitous
WiFi access, they are not enough to enable the
kind of mobility that was enjoyed by our road
warrior described earlier. The missing compo-
nent is always-on mobility, which requires an
infrastructure that can provide a secure wireless
connection promptly on demand, and that per-
mits close-and-go, open-and-resume operation.
That is, the system must maintain suspended
computing sessions, and provide a secure con-
nection “instantly,” whenever needed. This fea-
ture is more than just an added frill. Customer
response to cable- and DSL-based broadband
Internet access suggests that the convenience of
being always on is as important to the subscriber
as broadband data capability per se [12].

Always-on mobility can be implemented via

Mobile IP (MIP) or a number of other approach-
es [13]. Typically what is needed is a central
mobility manager (the home agent in MIP) to
keep track of the mobile user and orchestrate
conventional IP routing, and a mobility client
(the foreign agent in MIP, which can be either
deployed as a standalone component in a foreign
network or built into the OS of the mobile com-
puter) to handle connection details in the vicini-
ty of the user, as shown in Fig. 3. Together, the
manager and client create and move the MIP
routes as needed by the user, and ensure that
sessions do not get broken when the user sus-
pends operation or is handed off from one sub-
net to another. Note that for typical data
applications there is no need for the real-time
seamless handoff used in cellular telephony. A
gap of a few seconds while a connection is being
rerouted will cause no great harm. If, however,
mobile WiFi customers begin to use time-sensi-
tive applications, such as voice or streaming
media, the luxury of slow handoff will no longer
be tolerable.

Mobile IP, together with an end-to-end securi-
ty solution such as a VPN, provides a conceptual-
ly satisfying approach to the always-on
connectivity needed by our road warrior. Unfortu-
nately, this capability is not currently available as
a standard feature of popular operating systems
(OSs) such as Windows or Mac, and implement-
ing it on such closed platforms presents a major
challenge. The problem stems from the fact that
both MIP and VPN are layer 3 approaches, best
implemented in the OS’s IP stack. For closed
OSs, however, this avenue is blocked; the only
recourse is to wait for an OS release that offers
the feature, or resort to workarounds. Both hard-
ware and software workarounds have been pro-
posed (e.g., by Ecutel and IPUnplugged), and
trials are now underway.

Whether through OS release or workaround,
a user-friendly solution for secure, always-on
mobility is a key requirement for extending WiFi
support to the corporate road warrior.

� Figure 3. Mobile IP manages routing as the mobile host moves.
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SERVICE PROVIDERS

There seems to be little question that the tech-
nology for secure, always-on WiFi mobility is
within reach. The economic viability of such a
service, however, is far more problematic. The
experiences of recent wireless broadband service
providers are not encouraging. One of the pio-
neers, Metricom, went bankrupt in July 2001.
MobileStar, an ambitious hotspot operator, fol-
lowed in December. Other companies are strug-
gling. Nevertheless, the potential business
opportunity is so great that there is no shortage
of entrants into the fray. [14] The central issue is
how to achieve scale. It is widely conceded that
large networks are much more likely to be prof-
itable than small ones, but especially in the cur-
rent economic climate there is no realistic
possibility of securing enough capital to create,
say, a national network in one stroke. Instead,
entrepreneurs must start small and arrange to
grow quickly to profitability, or at least survive
until a national player, perhaps a cellular opera-
tor, sees the value in owning a large-scale WiFi
network and buys them out. Since it is unclear
which strategy, if any, can succeed in this embry-
onic business, many WiFi service entrepreneurs
are focusing simply on staking out real estate,
attempting to lock up prime sites for hotspots
(airports, hotels, etc.) to maximize their future
revenue potential and/or attractiveness to poten-
tial suitors. The three major approaches to
establishing a presence on the WiFi service
provider landscape are the franchisor, the carri-
er, and the aggregator.

THE FRANCHISOR
This model is probably the simplest approach to
building a public WiFi access network. A fran-
chisor (i.e., franchising company), such as Jolt-
age, strikes an agreement with an individual
location, perhaps a restaurant, that already has
WiFi installed for its own internal business pur-
poses. The franchisor provides software and
back office operations to allow the franchisee to
offer paid public access to the network. The rev-
enue from the resulting hotspot operation is split
between franchisee and franchisor.

THE WIFI CARRIER
The WiFi carrier typically owns and operates a
number of APs in public spaces. Subscribers may
use the service whenever they find themselves in
one of the carrier’s hotspots. Some carriers, like
SurfAndSip, are “pure play” WiFi operators
whose sole product is WiFi service. They tend to
be small, with only a few dozen access points.
Larger carriers, like Wayport, tend to offer a vari-
ety of services, like wired broadband access, in
addition to WiFi. The larger company, of course,
has a survival advantage over the smaller pure-
play operator. Other WiFi carriers, such as T-
Mobile HotSpot, are wholly owned by a parent
communications company. The WiFi carrier gets
vital support through infancy, and if it prospers,
the parent (T-Mobile USA in the case of T-
Mobile HotSpot) can integrate it smoothly into its
larger portfolio of communications services. Such
a scenario would be especially attractive to cellu-
lar carriers, a point we will return to later.

THE AGGREGATOR

The aggregator strikes wholesale partnerships
with WiFi operators and resells their services,
thus giving its subscribers access to a number of
networks. This approach is well suited to rapid
scale-up in size because the aggregator owns little
or no infrastructure. It grows by making deals
with infrastructure owners. Boingo, probably the
most well-known aggregator operating today,
offers its subscribers access to several hundred
hotspot locations operated by a variety of carriers,
including Wayport, SurfAndSip, and AirPath.

If WiFi public access shows signs of economic
viability, cellular carriers will likely be interested
in participating, through either partnership or
direct acquisition. Even if WiFi hotspot service is
marginally unprofitable, synergies with a cellular
system, such as one-stop shopping and joint
billing, might allow it to rise to profitability.
Although it is clear that cellular operators can
bring strength to WiFi, it is not so obvious that
WiFi brings strength to cellular. One could make
an argument that WiFi only cannibalizes revenue
that would otherwise have gone to third-genera-
tion (3G) cellular, and that the best course for
the cellular operators is to encourage WiFi’s
demise. A more prudent view, however, suggests
that a WiFi service offer could buy time for the
cellular operators and ease the pressure for a
rapid (and expensive) rollout of 3G, which has
already suffered from a number of well publi-
cized delays [15]. In time, as 3G makes its
appearance, it could be offered as the wide-area
complement to existing WiFi service. Certainly
from the user’s point of view, integrated WiFi
and wide-area cellular would be an attractive
offer. This message has apparently not been lost
on the cellular industry. Ericsson, for example,
has started shipping infrastructure equipment to
enable a cellular operator to provide integrated
WiFi/cellular service. Lucent has also announced
similar products, and Nokia offers a PCMCIA
network interface card with both WiFi and Gen-
eral Packet Radio Service (GPRS) capability.
On the operator side, Sprint PCS is an investor
in Boingo, VoiceStream (now T-Mobile) has
purchased MobileStar’s assets, and Rogers
AT&T Wireless has conducted trials of com-
bined cellular and WiFi service.

The key to broad-area WiFi mobility is an
infrastructure of public access hotspots, but at this
early stage in the evolution of such businesses, it
is not clear if building an independent infra-
structure for WiFi is economically viable. A possi-
ble solution, which could enable cellular operators
to establish an early foothold in the WiFi busi-
ness, is to reuse the cellular data infrastructure
via vertical handoff techniques on mobile devices
equipped with both WiFi and cellular interfaces.
That is, a MIP client could use the cellular net-
work to provide default always-on connectivity
while scanning for WiFi APs. As soon as an AP is
found, the client switches to the WiFi connection.
Regardless of how the public WiFi industry devel-
ops, survival tends to favor larger networks, so
over the next few years the smaller operators are
likely to disappear in the face of consolidation
among WiFi carriers, growth of aggregators, and
possibly acquisition by cellular operators.
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NETWORK MANAGEMENT

Innovative wireless technology and a well
thought out business plan will come to nothing if
the WiFi network is poorly managed. In addition
to the usual tasks associated with management
of wired LANs, such as monitoring equipment
health and traffic load, WLANs present addi-
tional challenges because network performance
is heavily dependent on variable and unpre-
dictable characteristics at the physical layer (i.e.,
the air link). Managing the network to ensure
even minimal physical-layer performance —
delivery of adequate signal strength with an
acceptable level of unwanted interference — is a
major problem. Cellular systems face a similar
issue, but have the advantage that, for the most
part, they are designed as complete systems, with
adequate management tools integrated from the
outset. WLANs, on the other hand, are more
frequently overlays onto the existing wired infra-
structure, with only rudimentary tools for man-
aging signal strength and interference. Indeed,
the very ease with which an AP can be added to
a wired LAN is itself the source of a serious net-
work management problem, the so-called rogue
AP, which is discussed later.

SIGNAL STRENGTH
In a wired LAN, signal strength problems almost
always stem from gross component failure, such
as a broken wire or faulty interface card; physical-
layer performance is essentially binary: either it
works or it does not. The situation is altogether
different in the wireless world, where routine
changes in the location of a user can cause signal
strength variations of 30 dB and more. The net-
work manager must be able to distinguish
between variations caused by normal operation
and those that indicate impending failure, caused,
perhaps, by reconfiguration of office partitions.
For a small network, consisting of, say, a dozen or
so APs, signal strength issues can be managed by
a hands-on administrator, a local expert, who
through personal experience has developed a
close familiarity with the network and its
inevitable idiosyncrasies. A large network, howev-
er, consisting of hundreds or even thousands of
APs cannot be run in such a personalized fashion.
This problem is particularly acute for operators of
public hotspots, where management is typically
done by a centralized staff at a remote site. Per-
sonal familiarity with the physical network envi-
ronment is a practical impossibility, so powerful
physical-layer management tools are needed. The
IEEE 802.11 community, recognizing this need,
has chartered a Radio Resource Measurement
Study Group to address the problem [10]. This
effort is a first step in developing the physical-
layer tools that will make WiFi networks truly
manageable entities.

INTERFERENCE MANAGEMENT
Here again, the management task is similar to
that faced by cellular operators, but with a cru-
cial difference: cellular systems operate in
licensed frequency bands, whereas WiFi net-
works use unlicensed spectrum. The cellular
operator, in principle at least, can manage the
radio spectrum across the service area to opti-

mize system performance. The WiFi operator, by
contrast, must cope with multiple sources of inter-
ference, many of which are not under his control.
In such an environment, the entire notion of net-
work management might seem to be an oxymoron.
But the situation, while challenging, is by no means
hopeless. Through a carefully crafted combination
of MAC-layer techniques and frequency channel-
ization, WiFi networks are able to perform at least
rudimentary management of mutual interference
among users. Going forward, moreover, IEEE
802.11 Task Group e will likely recommend addi-
tional tools to enable different grades of service
(presumably at different price points) to be offered
to specific groups of users. Such tools will be
important weapons in dealing with the bandwidth
hogs likely to appear at public WiFi sites [10].
Despite these advances, however, WiFi networks
will remain vulnerable to other sources of interfer-
ence, such as a microwave oven operating in the
same frequency band or a nearby WiFi network
under the management of a different business
organization. This latter problem is not serious
today because the density of WiFi installations is
still relatively low, but it will become increasingly
severe as WiFi proliferates. It is imperative that
management tools be developed to enable system
administrators to monitor interference, identify its
source, and take corrective action.

THE ROGUE AP
A particularly nettlesome issue for the WiFi net-
work manager is the problem of the rogue AP:
an unauthorized AP attached to the corporate
intranet, perhaps on company premises, or possi-
bly in the home of a teleworker, as shown in Fig.
4. In addition to being a source of interference,
the rogue AP is a major security vulnerability.
Independent of whether the corporation uses
WEP or VPN, a rogue AP with WEP disabled
can expose internal corporate communications
to the outside world. Even if WEP is enabled on
the rogue, corporations using VPN to secure
their WLANs become vulnerable to attacks that
would otherwise be harmless. Detecting rogues
on corporate premises, perhaps through sniffing
and pinging techniques, will be an added, but
probably manageable, burden for network man-

� Figure 4. A rogue AP represents a major security vulnerability.
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agers. Much more difficult will be the problem
of detecting rogues in employee residences. If
WiFi is to continue to expand into the business
environment, tools and techniques must be
developed that will give administrators confi-
dence that security is not being compromised by
rogues, whether on premises or off.

SUMMARY
WiFi is a wonderful example of how a solution
to a narrow problem — wireless extension of
Ethernet — can become the foundation of a
grand vision: ubiquitous broadband mobility. In
this article we explore what will be required to
make this vision a reality. We focus on WiFi ser-
vice to support the traveling professional, and
through this scenario identified four areas —
ease of use, security, mobility and network man-
agement — that presented key challenges to
WiFi evolution. The technical problems,
although by no means trivial, seem tractable, and
the proposed approaches to solution are promis-
ing enough to give one hope for the future.
Much less certain, and much more troubling, are
the business issues. The economic viability of the
public hotspot market, which is a cornerstone of
ubiquitous WiFi access, is still unclear. Nonethe-
less, current WiFi momentum, combined with
the business potential of integrated WiFi and
cellular services, are enough to justify at least
cautious optimism.
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WiFi networks

will remain

vulnerable to

other sources of

interference, such

as a microwave

oven operating
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or a nearby WiFi

network under

the management

of a different

business

organization.


