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Abstract: Security protocols play more and more important role with the bursting development of
Internet. Formal authentication is an effective way to detect flaws in those protocols. There are many
automatic checkers for verifying protocols, but few can deal with digital signature protocols. This
paper proposes a new tool for formal automatic verifying. It can have an effective check for digital
signature protocols. It is based on intruder’s role impersonate and backward deduction. It was
implemented by using JAVA.
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1. Introduction

With the rapid development of Internet, the exchange of information and communication
becomes more and more frequent. The problem of security, which was not very important once,
therefore, becomes dominant. Cryptic protocols are the core of security and they provide the
essential authentication and encryption. Since the network service relies on the correct acts of those
protocols, whether they are right or no flaw become the key problems.

It is hard to detect flaws of a cryptographic protocol. So people make a lot of research work.
The famous method for the authentication of cryptographic protocol is the BAN logic™” (Burrows,
1989). But without machine tools, the authentication of security must be performed by hand, whose
process is very boredom and easily mistaken. So automatic authentication by computer is expected.
Now there are several famous automatic authentication tools such as the Interrogator[2’3], the NRL
Protocol Analyzer'?, or the use of process algebra CSP and its model checker FDR™®, but they all
concentrate on the protocols without digital signature.

In this paper, we will introduce a new method to automatically detect the flaw in an
authentication protocol, not only for the symmetric-encryption protocols and pub-encryption
protocols, but also for the digital signature protocols.
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2. Method based on intruder’s“role imper sonate”
2.1 Introduction

M .Debbabi'® proposed a new idea that analysis formal authentication protocol on the
perspective of intruder. This idea cleverly avoid the process of formalize the protocol to make it
easier to be dealt with by computer.

In this model, protocol is described as serial messages. It introduces a corresponding “role” to
each principa participating in the protocol. The role of a principal is defined as abstract of protocol
step concerning the principal. Such abstract enables us to have a special comprehension on the
message picked up from the exchange of protocol. An intruder answers all the challenges to
impersonate the role of aprincipal. If it is successful, the protocol is not safe.

Through Woo and Lam protocol, we briefly introduce this method. The protocol is given below:

stepl: A~ B: A
step2: B - A: Ny
step3: A - B: {Np}y_

stepd: B - S {A’{Nb}kas}kbs
step5: S - B: {Np}y
First we extract the roles of the protocol:
Role (A) = <O,A,B><I,Nb,B><O,{Nb}kaS,B>
Role (B) = (I, A, A)
(O,Ny, A)

(1 ANp}e, . A)
(04 ALN} i, i, o S)

Role (S) = <I,{A,{Nb}kas}k,,s,8>
<o,{ Nopti, - B>

The role “A” has three triples, which represent three steps it participates. In each triple, if the first
part is “O”, “A” is the message sender and if is“I”, “A” is the message receiver. The second part
represents the message exchanged in the protocol. The third part represents the other communicating
principal. So do role B and S.

Then we generate verification system. When anayze the security protocol, we always posit the
existent of some intruder. He can intercept, alter, memorize, index and utter any information flowing
in the network. He also has the general capacity of encryption and decryption. In the method of “role
impersonate”, an intruder has another valuable source of information: the protocol. An intruder can
view a protocol as a computing facility, utilized to generate and synthesize some particular
information. In some case, a lethal attack can be deduced. Such capacity of attack is realized in the
verification system including reasoning-rules.

Each reasoning-rule in the verification system is corresponding to a step of a protocol. It has the
following form:

Pa---Pn
m
in which, “p” (i = 1...n) and “m” are messages, while “c” is a Boolean formulation. This rule
denotes that when “c¢” istrue, an intruder can get “m” from the protocol, only if he provides p; to
the protocol. More over, when each rule is given, we can get the detail steps that how an intruder



deduced “m” from*“p;”, i.e., attack scenario. In practice, “c” isfreshnessin general.
In the scenario below, the attack of an intruder is demonstrated.
al I(A) - B: A
a2 B I(A: N,
a3 |1(A) - B: anyvalue
a4 B - I(S): {Aanyvalue},
bl C - I(D): C
b2 1(D) -~ C: N,
b3 C - 1(D): {Np}y_
cl I(C)~B: C
c2 B~ I(C): N,
3 1(C) - B: {Np}y_
c4 B - S {C{Np}_},
¢S S I(B): {Np}y,
a5 1(S) - B: {Np}y,

where, a, b, ¢ represent three instances of the protocol respectively. At a5, the intruder “I”
successfully impersonate “A” to principal “B”. It is clear that between ¢3 and c5, the intruder
utilizes authentication-center “S” asthe Oracleto get {N,},_, achallenge that principal “B”

puts forward in the protocol instance a.

3.Authentication tool based on intruder
3.1 methodology

After analysis and compare, we decided to adopt the formal analysis of security protocol based
on intruder. There are a lot of restricts, when using Mur & ). Stanford University and CMU both
have hardware and software about finite-state system. From the result of their experiment, We can
get the conclusion that space-time complexity will bulge to exponential grade with the increase of
protocol sponsor, protocol receiver and protocol attacker. In such situation, it is very difficult to
make real sense in implementing the authentication tool. While to the logic tools of BAN logic, it is
the bottleneck to formalize the protocol. On the contrary, in the view of efficiency and formalization,
analysis algorithm of security protocol based on intruder has the characters of polynomial grade with
the increase of communicating principals, steps of the protocol and the number of intruders. Only
simple formalizations to yield the roles corresponding to each principal respectively are needed,
which can be done entirely by computer program. So we believe that the analysis agorithm of
security protocol based on intruder is an appropriate method.
3.2Tools

We choose JAVA as our tool, for JAVA is the popular advanced language, which has the parallel

function and is completely object-oriented. Without any revise, JAVA can run on different operating
system.
3.3 Brief introduction to the algorithm

We propose three suppositions based on the algorithm we will introduce.

1) The network on which security protocols run is open. The message any principle sends can
be received, atered, discarded and substituted by any other principles.

2) Inthe running process of security protocol, an intruder is alegal principal. He can provoke
and participate in any instance of the running protocol. In other words, an intruder can
completely use the computation of the protocol itself.

3) The messages transmitted in the running process of security protocol are nonstructural and



not dealt with Hash function and signature. That is, a principal can not discern any message
such as Nonce, Key from district of messages.
Authentication tool is realized with JAVA. For JAVA is purely object-oriented, it is necessary to
define the classes for al concepts, and encapsulate the core algorithm as method for the proper class.
First we define the most basic message-base class. RawMessage. All the message classes
transmitted on the network are derived from Variable class, which is the son-class of RawMessage.
The message classes are Principal class, Nonce class, PubEncrpt class, SymmetricEncrypt class,
Concatenance class , Key class and Signature class. The relationship between these seven classes
and RawM essage class is shown below.

RawMessage

Variable

I I I I |
Principal Nonce PubEncrypt | Key  Signature

SymmetricEncrypt Concatenace

The core class is Deduction class, whose method of Deduction is the core authentic algorithm. The
Deduction class has two attributes: m_Open and m_Close. m_Open represents the formulations to be
verified and m_Close represents the formulations having been known or verified. If m_Open is
empty, then we get an attack on that protocol.

4. Attack upon Digital Signature Protocol

We have aready verified some protocols using the tool we developed, such as Needham
Schroeder protocols®. They are all protocols without Digital Signature, for a protocol using digital
signature has very high quality of security. Now the tools for automatic authentication always aim at
protocols without digital signature.

We improve our tool to verify some digital signature protocols.

For example, the station-to-station protocol®*®

The station-to-station protocol consists of Diffie-Hellman key establishment followed by mutual
authentication. The key establishment assumes the existence of a publicly-known cyclic group and a
corresponding primitive element a

Stepl: A—B: A,B, &

Step2: B—A: BA, &, {Ss @, a )}«

Step3: A—B: A,B,{Sa (@, @)}«

Wherek=a", Sy isA'ssignature and Sg is B’s signature.
First, we give the machine description of the protocol.
Principals:
A(?) - NORMAL PRINCIPLE
B(?) -- NORMAL PRINCIPLE
I[A(?)] —ATTACKER
Messages:
A(?)=>B(?):A(?),B(?), &
B(?)>A(?): B(?),A(?), &, { (&, a")_k(=gn)(B(?),B(?))} _k(pri)(A(?),B(?)
A(?)>B(?:A(?), B (@, @ )_k(sign)(A(?),A())} _k(pri)(A(?),B(?)



Secrets after the protocol:
_k(pri)(A(?),B(?))

Then, generate rule-templates according to the protocol itself. These templatesis outputted below:
Deducing rules:
RuleGenerator:

To Impersonate A(?)

premises.

A(?), B(?), MSG(?)

SideConditions:

Conclusion: B(?), A(?), MSG(?), { (MSG(?) , MSG(?) )_k(sign)(B(?),B(?))} _k(pri)(A(?),B(?))
Variable used:

MSG(?), A(?), B(?)

RuleGenerator:

To Impersonate B(?)

Premises:

SideConditions:

Conclusion: A(?), B(?), MSG(?)
Variables used:

MSG(?), A(?)

RuleGenerator:

To Impersonate B(?)

Premises:

A(?), B(?), MSG(?)

B(?), A(?), MSG(?), { (MSG(?) , MSG(?) )_k(sign)(B(?),B(?))} _k(pri)(A(?),B(?))
SideConditions:

Conclusion:A(?), B(?).{ (MSG(?) , MSG(?) )_k(sign)(A(?),A(?)}_k(pri)(A(?),B(?))
Variables used:

MSG(?), A(?)

Then, we get m_Open set and m_Closed set below:
To Impersonnate B(?)
OpenSet:  { (MSG(?), MSG(?) )_k(sign)(B(?),B(?))} _k(pri)(A(?),B(?)
Close Set: k(sign)(l,!)
A?)
B(?)
1(?)

After the prepared works above, the program generates reasoning-rules and axioms according to
the protocol, and deduces the knowledge of m_Closed and m_Open. In the end, we get the empty of
m_Open set as a result. It means there are some flaws in the protocol. In fact we can get the
attacking scenario from the deduction.



Stepl: AI(B): A,B, &

Step2: 1B I,B, &

Step3: B> @ B, @, {S @, a )}«
Step4: I(B)>A: B, A, @, {Ss (&, @ )}«
Step5: A I(B): A, B, {Sa(d,a )}«

5. Conclusions

During recent research, we found that little work had been done in the field of formal
authentication about digital signature protocol. There are severa reasons. It is hard to find a suitable
protocol to verify, most of digital signature protocol have high levels of security. Another reason is
that it is hard to express the structure of digital signature. So many authentication tools, such as NRL
FDR, choose symmetric-encryption protocols and pub-encryption protocols as their targets. In this
paper, we regard digital signature as pub-encryption and eliminate the detail propertiesinside. So we
can detect the flaws on structure of digital signature protocols.

How to express the properties inside of digital signature protocols and how to detect those
flaws are the further research work.
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