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Crash-safety is an important property of real systems, as the main functionality of some systems is resilience to
crashes. Toward a compositional verification approach for crash-safety under full-system crashes, one observes
that crashes propagate instantaneously to all components across all levels of abstraction, even to unspecified
components, hindering compositionality. Furthermore, in the presence of concurrency, a correctness criterion
that addresses both crashes and concurrency proves necessary. For this, several adaptations of linearizability
have been suggested, each featuring different trade-offs between complexity and expressiveness. The recently
proposed compositional linearizability framework shows that to achieve compositionality with linearizability,
both a locality and observational refinement property are necessary. Despite that, no linearizability criterion
with crashes has been proven to support an observational refinement property.

In this paper, we define a compositional model of concurrent computation with full-system crashes. We
use this model to develop a compositional theory of linearizability with crashes, which reveals a criterion,
crash-aware linearizability, as its inherent notion of linearizability and supports both locality and observational
refinement. We then show that strict linearizability and durable linearizability factor through crash-aware
linearizability as two different ways of translating between concurrent computation with and without crashes,
enabling simple proofs of locality and observational refinement for a generalization of these two criteria. Then,
we show how the theory can be connected with a program logic for durable and crash-aware linearizability,
which gives the first program logic that verifies a form of linearizability with crashes. We showcase the
advantages of compositionality by verifying a library facilitating programming persistent data structures and
a fragment of a transactional interface for a file system.
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1 INTRODUCTION

In this paper, we develop a compositional account of linearizability under full-system crashes.
By a full-system crash, we mean a crash that results in all agents of a system failing or being
reset. This could result from a power outage, a user holding the power button on their computer,
a fatal crash in an OS, a critical component failure, etc. By compositional, we mean that verified
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components can be freely composed vertically and horizontally so that the composed system is
correct by construction, in that no side conditions are necessary to derive its correctness from
the correctness of its components. As a result, we obtain a framework for verifying large-scale
crash-aware systems against linearizability. To see why compositionality is important, consider
one of our main examples: the FLiT library [38].

The FLiT Library. Implementing persistent data structures, even when non-volatile memory
(NVM) is available, is notoriously challenging. For instance, one of the challenges when program-
ming with NVM is that it provides a buffered interface BCell. We can encapsulate the operations of
a buffered memory cell in the following signature, where 1 stands for some singleton set (we will
write () € 1if it is an argument, and ok € 1 if it is a return) and Val a set of memory values:

BCell := {load : 1 — Val, store : Val — 1,flush: 1 — 1}

What this signature expresses is that BCell provides three operations: load(), which takes unit
() € 1 as argument and returns some value in Val; store(v), which takes a value v € Val as argument,
and returns the unit ok € 1; and flush(), which takes unit () as argument and returns a unit ok.
The signature BCell provides the syntax of the operations of a buffered memory cell. It must be
paired with a specification defined later, which provides the semantics of the operations. Such a
specification would state that stores are not guaranteed to persist immediately; instead, they are
buffered and persist only when the buffer is non-deterministically flushed or explicitly flushed by a
flush() invocation [33, 34]. In other words, once a crash happens, a load is only guaranteed to read
a value no older than the latest flush. The explicit flush operation guarantees a buffer flush at a
significant performance cost, so in practice, one would like to minimize its usage. For instance, in
the trace (where ay, a1, a2, and a3 are the names of the agents performing the operations):
ap:store(0) - ap:ok - ap:flush() - ap:0k - ay:store(1) - ay:ok - az:load() - az:0 - § - az:load() - a3:0

the value v must be v = 1, as 1 is currently the buffered value. Meanwhile, either v’ = 0 (the value
at the latest flush), or v’ = 1 (which could have been non-deterministically flushed from the buffer).
This non-determinism of the value of a load after a crash complicates programming with NVM.

Some works attempt to facilitate programming persistent data structures by providing more
robust persistent objects than those available directly from the underlying NVM, which usually only
provides buffered memory cells. One such work is FLiT, a C++ library which provides a wrapper
for the BCell operations. Specifically, in its essence, FLiT provides an object with signature

FLiT := {load : 1 — Val, store : Val — 1}.

As is traditional in the linearizability literature, we use a set of valid concurrent traces v’ to represent
objects. v/ may be further abstracted by providing a set v of less concurrent traces (often atomic,
i.e., traces where every invocation is immediately followed by its response) with respect to which
the traces in v’ are linearizable!. In the context of durable linearizability [22], v’ also differs from
its linearized specification v in that v" has explicit crashes while v does not. More precisely, durable
linearizability requires that ops(v’), the crash-less specification obtained by removing all crash
events from traces in v/, is linearizable (in the usual sense) w.r.t. v.

We specify the FLiT object vf, .; to be durably linearizable to vriir, the usual crash-less atomic
memory cell. This should be understood as stating that the FLiT operations are persistent in v{, 1,
meaning that a load after a crash does read the most recently written value, up to happens-before
reordering. FLiT’s implementation M7, which runs on top of a buffered memory cell object v,
and of a volatile counter object v ..., does this by: (1) always flushing stores; (2) using the counter
to keep track of when flushes are necessary; (3) having loads only flush when the counter marks
that a flush is necessary. The counter specified by v(. .. is volatile in that it lives in volatile

We take the convention that a primed specification is a concrete specification, and the un-primed an abstract specification
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memory, so after a crash, a new instance is created with the initial value of 0. The code Mg ;7 for
our simplified formulation of FLiT is found below in Fig. 1.
For instance, a buffered memory cell allows for

the following trace: Import B:BCell

ap:store(1) - ag:load() - ag:1 - 4 - az:load() - ag:0 Import C:Counter
where either v = 0 (when the buffer containing 1 14,4, store(v)
has not flushed before the crash) oro =1 (when { v « B.load(); { C.incQ;
the buffer is flushed before the crash). If v = 0, if(gfiiﬂo': 0; S;;S;EE‘)”
the trace is not durably linearizable to the usual return vi C.dec):
memory cell specification because a 0 is read after 3 return; }

1 is read with no store(0) to justify it.

Meanwhile, when using FLiT, the call to
store(1) must execute at least up to the B.store(1) invocation (as load() manages to read 1). This
means that the call to store(1) will have executed C.inc(). Assuming it only executes up to re-
ceiving the response B.ok to its B.store(1) call (otherwise, it executes a flush). The a;:load() call
will execute to completion, so it will call B.load() and receive B.1 as response. Then, it will read 1
from C.get(), and will execute B.flush() before returning 1. Hence, when the crash 4 happens, the
buffered memory cell has been flushed, guaranteeing that any load() calls after the crash will read
1. Therefore, calling the memory operations using FLiT guarantees that v = 1.

The FLIiT paper claims that: “Using the library’s default mode makes any linearizable data
structure durable [...]", which they do not prove. In fact, it is challenging to state this theorem without
a compositional model of crash-aware computation, as it concerns discussing the composition
of arbitrary clients with FLiT. In addition, even if such a compositional model were available, it
must provide good support for durable linearizability and be closely connected with a concurrent
compositional model without crashes, also providing good support for usual linearizability [20]. The
reason for this is that this statement relates an implementation that assumes the usual concurrent
memory and implements a linearizable object, with an implementation that runs on top of the crash-
aware FLiT library and implements a durably linearizable object. No framework for verification of
concurrent systems with crashes allows for the correctness of FLiT to be stated in full formality,
much less for it to be proved and used to build provably correct durable components using a
crash-less component (i.e., one whose specification does not involve crashes) which has been
previously verified against a linearizability specification.

Using our compositional account of linearizability with crashes, we prove the following FLiT
correctness theorem (v(., is any crash-less object Herlihy-Wing linearizable to vr).

Fig. 1. FLiT Memory Cell Implementation Mgyt

ProposITION 1.1 (FLIT CORRECTNESS). For any object signature E, writing vy, = ®ierV¢ for
the horizontal composition of several memory cells, if vi,,..; M is an object linearizable to vg then,
writing véMem = ®i€IVéCel]’ it follows that v'BMem; MegyiT; vol(M) is durably linearizable to v.

The — ® — operation stands for horizontal composition, which composes two objects into a single
object, allowing operations from both components to be issued by a client. Therefore, v}, defines
a memory array. M is code implementating a new object with signature E using the memory array
V'M om- The —; — stands for vertical composition, so that V;\/\ emi M stands for the object obtained by
running the implementation M on top of the memory array. Similarly, vg,,.., is a buffered memory
array. vol(M) adds crash semantics to M by running it in each epoch (the period in between crashes),
so that vj,,...; MrLiT; vol(M) is the object obtained by running M on top of the FLiT wrapper MLt
around the buffered memory array.
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Fig. 2. (a) Using our program logic for durable linearizability, we verify the FLiT implementation; (b) Using
the program logic for compositional linearizability we verify the crash-less snapshot object; (c) Using the FLiT
correctness theorem, we lift the crash-less snapshot object into durably linearizable snapshot object running
on top of a FLIiT array; (d) Using vertical and horizontal composition, we obtain (e) a durably linearizable
snapshot object running on top of an array of buffered memory cells and volatile counters.

We prove this by developing a compositional theory of durable linearizability which supports
both locality and observational refinement (where we write v/ 44 v for “v’ is durably linearizable
to v”), proving locality and observational refinement properties for durable linearizability, and then
introducing a program logic for verifying individual components to be durably linearizable. Using
our program logic, we show that (depicted diagrammatically in Fig. 2 (a)):

“

/
PROPOSITION 1.2. (V(y nter ® Vhcell

); MrLit is durably linearizable with respect to veyit.

(VCounter ® Vacen)s MrLiT is the object obtained by running the code in Fig. 1 on top of the volatile
counter v . and the buffered memory cell v .. By using an observational refinement property
for crash-aware linearizability, a novel linearizability criterion we introduce, we prove this using
instead the linearized specifications for the counter and the buffered memory cell, greatly simplifying
its proof by only considering atomic traces. By verifying that Mgt is durably linearizable, we can

use locality (Prop. 1.4) and observational refinement (Prop. 1.3) to prove FLiT’s correctness.

PROPOSITION 1.3 (OBSERVATIONAL REFINEMENT). An object v/, : A is durably linearizable to v 4 if
and only if whenever an implementation M implements a concurrent object linearizable to vg using
va, vol(M) implements an object durably linearizable to vg using v/,.

ProrosITION 1.4 (LocAariTy). For v;‘ T A, v]'B :Bandvy : A,vg : B:
Vv, U va and vi; 44 vp if and only if v, ® vy 44 vy ® vp

While the original paper on durable linearizability claims it satisfies locality, it does not do so
by formalizing horizontal composition. Meanwhile, our locality statement is directly formulated
within our compositional model of computation with crashes, which is defined independent of any
notion of linearizability. This makes our locality theorem much stronger as it interacts well with
refinement and vertical composition. Observational refinement, however, has never been shown for
any linearizability criteria with crashes. Our program logic is the first to verify any linearizability
criteria with crashes. Moreover, as it is necessary to verify the FLiT library, our program logic can
reason about external linearization points and helpings [26], even across crashes.

We further showcase the benefits of compositionality and of the FLiT correctness theorem by
showing that we can lift a crash-less interval-sequential linearizable snapshot object [7] into a
durable one (Fig. 2 (b)). We do this by first verifying the write-snapshot implementation Msnapshot
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from Borowsky and Gafni [6] using the program logic of Oliveira Vale et al. [31, 32]. The imple-
mentation uses a (crash-less) memory cell object v(.,, (which is Herlihy-Wing linearizable to veyir)
to implement an object with interface Snapshot with a single operation write_snapshot:

Snapshot := {write_snapshot : Val — P (Val)}

The operation write_snapshot writes the current value to the memory and returns a set of values
that have been written to the object before. The implementation Mspapshot Uses one memory cell
per agent @ € S in the snapshot system to implement the Snapshot object.

Using the soundness theorem for their program logic [31], we obtain a crash-less interval-
sequential linearizable object. Because we formally connect our model and durable linearizability
definition to their model, we can then use the FLiT correctness theorem to obtain that the write-
snapshot object is interval-sequential durably linearizable in the model with crashes. Note that
this also showcases that our linearizability criteria and program logic are all generalized to handle
interval-sequential objects. We display this setup in Fig. 2 (e).

While durable linearizability is a good criterion for specifying persistent objects, it is inept
at expressing objects with less persistent behaviors, such as volatile objects, buffered objects,
or objects with hybrid crash behaviors (e.g., horizontal compositions of objects with different
persistency guarantees). Therefore, we use the methodology of compositional linearizability [31] to
derive the inherent notion of linearizability to our compositional model, which we call crash-aware
linearizability. We show that this criterion, though simple, is novel to our work and satisfies locality
and observational refinement. Then, we show that durable linearizability and strict linearizability
factor through crash-aware linearizability as different ways to translate crash-aware linearizable
objects to the crash-less model from compositional linearizability. We showcase that crash-aware
linearizability is a robust verification criterion by verifying a fragment of a transactional file system
interface featuring recovery and objects with many different persistency guarantees.

Summary of Main Contributions.

o A compositional model of concurrent computation with crashes directly connected to the model
of crash-less computation used in the compositional linearizability paper [31].

o A novel linearizability criterion, which we call crash-aware linearizability, is apt for specifying
objects with a variety of crash behaviors.

e Compositional formulations of strict and durable linearizability, in particular, generalizing them
away from atomic specifications.

e Proofs of locality, formulated for the first time in a compositional style, for crash-aware, strict,
and durable linearizability.

o The first proofs of observational refinement properties for any linearizability criterion with
crashes, which we show for crash-aware, strict, and durable linearizability.

e Two variations of a program logic for showing linearizability of crash-aware components: one
for crash-aware linearizability and the other for durable linearizability. This makes for the first
program logic that can prove linearizability specifications for components with crashes.

o A proof of correctness for FLiT and a proof that the snapshot object of Borowsky and Gafni
[6] is interval-sequential linearizable, yielding a verified durable interval-sequential snapshot
object using the FLiT correctness theorem.

e A proof of correctness, against crash-aware linearizability, of a simplified file API, involving
objects with a variety of crash-behaviors and a few layers to exemplify compositionality under
heterogenous crash-behaviors.

We present a reduced treatment of our results, which emphasizes the main points and omits all
proofs. A full account of our results may be found in our extensive appedix.
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2 THREE LINEARIZABILITY CRITERIA UNDER CRASHES

We start the technical core of our paper by defining and contrasting three different linearizability
criteria under crashes: crash-aware linearizability, strict linearizability and durable linearizability.
We assume a crash model with full-system crashes, that is, a crash event crashes all agents in the
system. This is appropriate for, for example, a multicore machine but not for a distributed system,
which requires individual crashes for each node. It serves, however, as a crucial stepping stone
toward a realistic compositional modeling of distributed systems with crashes, as each node is
often a multi-threaded system over a multicore machine. We define the criteria formally but omit
many technical details of the compositional model, which we explain later in §3.

2.1 Preliminaries

Our model is parametrized by a set Y of agent names « € Y. Events look like a:m denoting that
agent a performs an invocation or response m. If M denotes the given set of events then s € M*
is said to be a crash-less well-formed trace if its projection 7z, (s) to only events performed by «
alternates between invocations and responses, and denote the set of all such traces by P{3"°.

We denote a crash event by 4. We say a trace s € (M + 4)* is a well-formed crash-aware trace if

itis of the forms; - 4 s34 -...- 4 - s, where each s; € P{3"°. Given this decomposition, we define
the number of epochs ||s|| of s to be ||s|| := n. The trace s; is called the i-th epoch of s and denoted

by epo;(s) :=s;. We denote the set of all well-formed crash-aware traces over M by Pﬁd.
As usual with linearizability, a specification is a non-empty, prefix-closed set of well-formed traces.
If the specification v only has crash-less traces, i.e. v C Py, we call it a crash-less specification,

and if it has crash-aware traces, i.e. v C Pzévp we call it a crash-aware specification.

Toward defining our linearizability criteria, we start by defining a rewrite system that models the
preservation of happens-before ordering from the usual linearizability definition in a more localized
way. This formulation has been used in many developments on linearizability [2, 14, 18, 31].

Definition 2.1. We define a string rewrite system ~» with local rewrite rule:

scam-a'im - tws-a'im cam-t
whenever a # o’ and one of the following two conditions hold:
e m and m’ are both invocations or both responses, or
e m is an invocation and m’ is a response.

The definition of linearizability from the compositional linearizability paper is then given by:

Definition 2.2. A crash-less trace s € P{7"° is linearizable to a crash-less trace t € P{"° when
there exists a sequence of responses sp € M* and a sequence of invocations sp € M* such that
s-sp w> t-sg. We write s ~ t when s is linearizable to t. We say a crash-less specification v/
linearizes to another one v, written v/ ~ v, when every trace s € v’ linearizes to some trace t € v.

Note that ¢ is not required to be atomic, as in Herlihy-Wing linearizability, and that so is not
required to contain every pending invocation of s - sp, unlike most definitions of linearizability. If ¢
is an atomic trace, then this definition is equivalent to the original Herlihy-Wing definition [18, 31].
2.2 Linearizability Under Full-System Crashes

We now define crash-aware linearizability, the criterion we propose in this paper. It requires that
each epoch of a trace s linearizes, in the crash-less sense, to the corresponding epoch of ¢.

Definition 2.3. A crash-aware trace s € ]P’]éw is crash-aware linearizable to a trace t € Pﬁd when

lIsll = Iz and Vi < [Is||.epo;(s) ~ epo,(t)

Proc. ACM Program. Lang., Vol. 8, No. OOPSLA2, Article 352. Publication date: October 2024.



Compositionality and Observational Refinement for Linearizability with Crashes 352:7

We denote this as s -, ¢, extending the notation to specifications as with linearizability (Def. 2.2).

Observe that crash-aware linearizability relates crash-aware specifications to crash-aware spec-
ifications. This is unusual in the literature on linearizability under crashes, as the other criteria
relate a crash-aware specification to a crash-less specification. We discuss the reasons for this later
when we have defined two other linearizability criteria and can better compare them.

We now define strict linearizability [2]. Our definition differs from the original one in that it
specializes it to full-system crashes (instead of allowing for each agent to crash independently),
removes the notion of aborted executions, and generalizes away from atomicity to allow for non-
atomic linearized specifications. The first two changes were already considered in Ben-David et al.
[3] and make the criterion appropriate for the settings we are interested in, such as NVM and file
systems. The later change goes along the lines of the way that Castarieda et al. [7] and Oliveira Vale
et al. [31] generalize Herlihy-Wing linearizability [20]. If we restrict our definition so that the
linearized trace must be atomic, we obtain the same criterion considered by Ben-David et al. [3].

Definition 2.4. For a crash-aware trace s, we define, whenever well-formed, the crash-less trace
ops(s) := epo; (s) - epo,(s) ... - epoj 5 (s)

We say a crash-aware trace s € wa is strictly linearizable to a crash-less trace ¢, written s 2 t,
when there exists a crash-aware trace ¢’ such that s £, ¢’ and ops(t’) = ¢.

Note that our definition of strict linearizability shows a clear factoring of strict linearizability as
crash-aware linearizability followed by crash-removal.

The third and final linearizability criterion we consider here is durable linearizability [22]. Durable
linearizability is more expressive than strict linearizability [3, 19] in that it considers more objects
to be linearizable. This comes at the cost of the extra assumption on the model that new agent
names are used in each epoch, which we call the durability assumption.

Definition 2.5. We say a crash-aware trace s € wa is durable when:
Vi, j < |[lsll.i #j = Y(epo;(s)) N Y(epo;(s)) =@

. . . d 4
where Y(t) is the set of agents appearing in a trace t. We denote by Pji" C P}, the subset of
well-formed crash-aware traces that are durable.

When a trace s is durable, ops(s) is always a well-formed crash-less trace. Durable linearizability
is then defined in terms of usual crash-less linearizability. Our definition, similarly to our definitions
of the other linearizability criteria we consider, generalizes away from atomicity by allowing
linearized traces to be non-atomic and allows for the specification of blocking objects, as it does
not require all uncompleted pending invocations to be removed. It is, however, fully equivalent to
the original definition of durable linearizability if we require that the linearized trace be atomic.

Definition 2.6. We say a durable trace s € ]P’;jv}” is durably linearizable, written s 94 ¢, to a
crash-less trace t when ops(s) ~> t.

Note that durable linearizability corresponds to the inverse factoring to strict linearizability,
one first removes crashes and then uses crash-less linearizability. These two factorings play an
important technical role in our proofs. Moreover, it is possible to show that both criteria factor (in
a different sense) through crash-aware linearizability.

ProrosiTION 2.7.

oIf s’ &, s ands St t thens’ 34 ¢t o Ifs’ &, s ands 44 t thens” du t
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Because of this fact, in practice, when verifying durably linearizable objects, we find it useful to
use a crash-aware specification v™¢ satisfying: v/ £, v™4 and v™¢ dur v, This allows us to consider
less concurrent traces within the linearized specification for v’ by linearizing as much as possible
within each epoch of v™ first. This allows us to obtain the benefits of both crash-aware and
durable linearizability simultaneously: by maintaining both v™ and v we can still express durably
linearizable specifications, but by manipulating v™¢ we achieve the same level of compositionality
as crash-aware linearizability. This technique is not necessary for strict linearizability because we

can just use crash-aware linearizability directly by always picking v™ so that ops(v™i) = v.

2.3 Specifying a Buffered Memory Cell

In §1 we mentioned that we use crash-aware linearizability to specify a buffered memory cell with
signature BCell. As an example, we define here what the linearized specification for a buffered
memory cell implementation would be under crash-aware linearizability.
An example of a trace of a concrete buffered memory cell vi ., is:
ay:store(1) - ag:load() - ag:0k - @2:0 - az:flush() - a:store(2) - @g:0k - § - as:load() - as:1
The trace above is crash-aware linearizable to the following trace, among others:
ay:load() - ar:0 - @y:store(1) - ay:0k - ap:flush() - az:0k - @y:store(2) - a0k - § - as:load() - as:1
We specify the semantics of the buffered memory cell by a set of traces v, with only events that
are allowed by the signature BCell. Crashes can happen at any point. To specify the correctness
of véce” we require it to be crash-aware linearizable to the atomic linearized specification vgcel.
Because we show observational refinement, we are able to leave V’BCe” unspecified for the sake
of verifying the FLiT implementation, as only the linearized specification will be necessary. The
linearized specification vpcey is then defined by:

S € vcell & s is atomic A (Vsy, $5.You.s = 51 - @:load() - a:0 - s, = v € snd(mstate(s;)))

where mstate(s) assigns to an atomic complete trace s a set of pairs mstate(s) € Val x Val. A
pair (vp,0p) € mstate(s) consists of a possibility for a value v, that has persisted and a value v,
currently in the buffer. mstate(s) is then the function inductively defined below (v, € Val is an
identified initial value for the memory cell):

mstate(€) := {(vg,v0)} mstate(s - 4) := {(v,0) | Fo’.(v,0”) € mstate(s)}
mstate(s - a:store(v) - a:ok) := {(v',0) | T”".(v/,0"") € mstate(s)} U {(v,0)}
mstate(s - a:load() - a:0) := {(v/,v) | (v’,0) € mstate(s)}
mstate(s - a:flush() - a:ok) := {(v,0) | (v/,0) € mstate(s)}
The function snd(p) projects into the second component v;, of the pair p = (v),0;), so that
snd(mstate(s)) = {op | Jvp.(0p,05) € mstate(s)}.
Note that we could have specified it instead using a labeled state transition system (LTS), in

which case vpcel is the set of traces that start from the initial state of the LTS. Either way of defining
vecell defines the same set of traces.

2.4 Contrasting Crash-Aware Linearizability

We now compare crash-aware linearizability against strict and durable linearizability. We will not
compare strict and durable linearizability against each other since they are not new to our work,
and refer the interested reader to the following references [3, 19, 22]. We do briefly mention a key
difference that applies to crash-aware linearizability as well. In strict and crash-aware linearizability,
a pending invocation must be linearized within the epoch it was issued. Durable linearizability,
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however, allows for a pending invocation to be linearized in (essentially) a later epoch by allowing
those pending invocations to be reordered after events from later epochs. This is what makes it
more expressive than strict linearizability, allowing for more complex crash behaviors, such as
recovering parts of a data structure only when they are demanded by a client, which could happen
several epochs later. As explained in the remark at the end of §2.2 crash-aware linearizability
interacts well with durable linearizability. This will be discussed further in §5.3.

As we saw, both durable and strict linearizability factor through crash-aware linearizability. The
key difference between the two former criteria and the latter is that the former use crash-less
linearized specifications, while the latter uses crash-aware linearized specifications. So let’s refer to
the former as crash-unaware criteria.

Crash-unaware criteria reduce the correctness of an object with crashes to that of an object with-
out crashes. This makes them great at specifying objects with very strong persistency guarantees,
that is, objects whose whole state (or almost) persists after a crash. But it makes them quite deficient
at specifying objects with weaker persistency guarantees such as volatile objects (all of the state is
lost on a crash), objects with hybrid persistency (part of the state is volatile and part of the state
is persistent), or objects whose persistency features some degree of non-determinism (such as in
buffered memory). Some of these issues were already known. For instance, in the original durable
linearizability paper [22], it is noted that the criteria do not behave well when used to specify a
buffered object, requiring them to define an ad-hoc notion of buffered durable linearizability which
does not satisfy locality, making it not compositional.

Consider the simple problem of specifying the correctness of a volatile object. Given a crash-less
specification v, we can construct a crash-aware specification vol(v) of a volatile version of that
object by the Kleene algebra formula vol(v) := (v- £)* - v.

For example, given the usual atomic counter specification vcoynter, the following trace is allowed
by vol(Vcounter) (the subscript 1 under the Counter operations will be useful later):

s1 = aqiincy - ag:ok - ap:get, - ap:l - § - aziget; - a3:0

Note that the crash move 4 plays a crucial role in the specification, as the counter only resets to 0
after a crash event (such as the last get event in s;), making the linearized specification deterministic.

Under crash-aware linearizability, a concurrent object v/ correctly implements a volatile version
of a crash-less object v when v’ £, vol(v). With our methods, it is easy to show that

PROPOSITION 2.8. IfV/ ~ v then vol(v') £, vol(v).

A consequence of this is that if we have an implementation M that implements a crash-less
object linearizable to vg on top of a crash-less object v4, then if we run M on each epoch on top of
vol(v4) then M implements an object crash-aware linearizable to vol(vg). Formally,

va; M~ vg = vol(va);vol(M) <, vol(vg)

In other words, crash-aware linearizability is able to appropriately specify and characterize the
correctness of volatile objects in a way that is useful to a client.

Now, consider what happens if we try to specify a volatile object using a crash-unaware criterion.
A crash-unaware linearized specification will need to include both of the following traces:

ops(s1) = ayincy - ag:ok - aa:get; - az:1 - a3:get, - @3:0 and ay:incy - ap:ok - ag:get; - aa:l - aziget; - a3:1
so that the linearized specification under crash-unaware criteria must admit non-deterministically
resetting the counter at any point. This can happen at any point, but the point at which it happens
is not detectable in the linearized specification, which makes the specification quite weak. This
means that even if some observational refinement theorem (d la Filipovic et al. [14]) holds for
the crash-unaware criterion, the client to the linearized specification will need to contend with
non-determinism, making the contextual refinement, and hence vertical composition, weaker.
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This issue is compounded when considering horizontal composition. Both durable and strict
linearizability are known to satisfy locality. However, those locality theorems introduce even more
non-determinism into the resulting linearized specifications. Consider now a second trace s, for a
second counter independent of the counter in play s,

s2 = aqtincy - aq:ok - az:get, - ap:l - 4 - as:get, - asz:0

Any trace in their parallel composition s; ® s, (the set of well-formed crash-aware interleavings
of s1 and s,, defined in §3) synchronizes on the crash, so both counters reset their state at the same
time. For example, the following crash-aware trace belongs to s; ® s3:

az:incg - ag:ok - agzincy - ag:ok - ap:get; - aa:l - aaiget, - az:l - § - az:get, - @3:0 - a3:get; - a3:0

Meanwhile, the corresponding linearized specifications under durable or strict linearizability
include these traces without the crash event, i.e., ops(s;) and ops(sz). Hence, the following trace is
in their parallel composition ops(s;) ® ops(sz) (the set of their well-formed crash-less interleavings):

ay:incy - aq:0k - ayiincy - ay:ok - agz:get; - az:l - aziget; - a3:0 - az:get, - aa:1 - a3:get, - a3:0

There is no trace of the concrete horizontally composed volatile counters that is linearizable to
the trace above, as we must at least introduce a crash right before a:get; to justify its return as:0:

ay:incy - ay:ok - aytincy - ag:ok - aa:get - ap:l - 4 - ag:get; - as:0 - ag:get, - az:l - as:get, - as:0

This makes the trace inconsistent with the semantics of the second counter, as the crash should
also have reset it, so that a:get, should not return a:1. The same kind of argument shows how
crash-unaware criteria fail to accurately handle hybrid and buffered objects (all the traces above
are valid for a buffered counter, for example).

3 A CONCURRENT GAME SEMANTICS WITH CRASHES

So far, in §2 we focused on three linearizability criteria in a unstructured setup. For instance,
we did not enforce typing on specifications. This will not be enough to achieve the degree of
compositionality we seek, especially as we treat objects as open components.

In this section, we discuss our compositional model with crashes in detail. The model is defined
using a simple game semantics. The reader not familiar with game semantics jargon will find the
following approximation useful. A game A, B roughly corresponds to a type; a move of the game A
corresponds to an event of type A which also has a polarity, i.e. its metadata (such as the name of
the agent who issued it, and whether it is a move by the environment or by the system); a play
over a game A is a trace of that type. Crucially, plays can have higher-order types (unlike in most
trace semantics); in particular, we may form the affine implication game A — B (the type of code
using an object of type A to implement one of type B) whose plays are well-formed traces involving
moves from both A and B; a strategy o of type A is the denotation of some computation, be it a
state transition system, or the semantics of some code. It is represented as some prefix-closed set
of plays? of its type A. Readers looking for comprehensive introductions to game semantics may
benefit from Abramsky and McCusker [1], Ghica [15], Hyland [21] though we warn that our model
simplifies several aspects of these game semantics, which are not necessary for our purposes.

3.1 Games with Full-System Crashes

Definition 3.1 (Polarities and Moves). A move set consists of a set of moves M together with an
assignment A : M — },y{O, P}, that is, every move is labeled with the agent who plays it and

21t is folklore that prefix-closed sets of traces are in one-to-one correspondence with equivalence classes of transition
systems under forward-backward simulation [27]. Therefore, all of our results translate to equivalent statements that hold
up to forward-backward simulation. We use a presentation based on prefix-closed sets of traces as it aligns well with the
typical treatment of linearizability, while simplifying many aspects of the presentation and of the compositional structure.
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whether or not it is an environment (O) or a system (P) move. The elements of };,.{O, P} are
called polarities and are denoted by @:O or a:P.

Most of the games we use in practice will be defined by first providing an effect signature. An
effect signature is a collection of operations, or effects, E = (e;);e; together with assignments
par(—),ar(—) : E — Set of a set of parameters par(e) and a set of return values ar(e) for each
operation e € E. This is conveniently described by the following notation.

E ={e; : par(e;) — ar(e;) | i € I}

All the signatures defined in §1 are effect signatures. We call an Y-indexed collection of effect
signatures E = (E[a])qer a concurrent effect signature. Given a concurrent effect signature E we
define a corresponding move set as follows:

Mg = ZaeY(ZeeE[a]par(e) + ZeEE[a]ar(e))
Aig(aze(a)) == a:0, e € E[a] A a € par(e) Aie(a:w) == a:P, v € ar(e) for some e € E[a]

in other words, moves in M;g are either a:e(a) for e € E[a] and a € par(e), in which case
Me(aze(a)) = a:0, or a:v with v € ar(e), in which case A;g(a:0) = a:P.

Definition 3.2. We denote a crash by 4. Given a move set M we write M* for its extension M+{4 }
with a crash move. We also extend its polarity function A into A¢ with the assignment A% (4) = 4

Recall that given a sequence s € M*, we write 7,(s) for the projection of s to its largest
subsequence involving only events by « € Y.

Definition 3.3. A game A = (Ma, A4, P4) consists of a move set (Ma, A4) and a non-empty,
prefix-closed set of well-formed crash-less plays P4 C PR?IZC satisfying Py = ||ger 7o (Pa). We write

Pé C Pé for the set Pé =(Psa-4)" - Pa.

The set of plays P4 of a game A defines which plays are valid plays within an epoch. It is required
to be an arbitrary parallel compositions of the sequential plays that each agent can perform.
Meanwhile, Pf‘, the corresponding set of crash-aware plays, is defined by simply allowing crashes
to happen at any point in an epoch.

Some examples of crash-aware games are now due. The simplest game is the game 1 := (@, @, {€}).
The game 1 has no non-crash moves, and its only crash-aware plays are the empty sequence € and
sequences of crashes 4 - 4 -...- 4.

Another game is the game Z = ((Cger g+ a), (Zgey @:0+a:P), |lgex 1{q - a}) where | — stands
for prefix-closure. Unrolling this definition, every agent has two moves: an O-move ¢ (question)
and a P-move a (answer). The only valid sequential plays are q - a and its prefixes, and the valid
plays for the game are interleavings of these sequential plays at each epoch, such as:

aq-a:q-aa-§-a:q-aq-aa-§-aiq

The most important kind of game for our examples are games TE generated by effect signatures
E. We can extend the move set (M;g, A;g) into a game with set of valid plays P;g defined by:

Pig =lgex l(UeeE[a] Uaepar(e) Uvear(e)a:e(a) : a:l))*

That is to say, locally, each agent € Y is allowed to alternate between making a call to an effect
e(a) in E[«a] or providing a response to the previously issued effect. For instance, recall that we
defined, in §1, a signature BCell encoding the operations available to a buffered memory cell. This
defines a concurrent effect signature BCell[a] = BCell. The corresponding set of valid crash-aware

plays p!

+BCell includes all traces seen in §2.3.
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3.2 Combining Games

We now define a few combinators on games. We start by defining a dualizing operation on move
sets, which swaps the role of environment and system.

Definition 3.4 (Dual Move Set). Given a move set (M, 1) we define the moveset (M*,A*) by
M* := M and A+ (m) := A(m)*, where (@:0)* := @:P and (a:P)* := a:O.

In the context of games A, B, C, given s € Pzé\/IA+MB we define sf4 - € me andsl_p € Pzévl,, to
be the projections to the corresponding components of My + Mp, but keeping the crash moves in
the projections too. Similarly, given s € PMA +Mp+Mer W write s[4 g, for the projection of s to its
largest subsequence with only moves in A, B and crashes; we similarly define s[4 _c and s[_ gc.

We now define horizontal composition of games, and the affine arrow.

Definition 3.5. Fix games A and B. We define the games A ® B and A — B by the following data
Magp =Ma+Mp  Aagp =Aa+Ap  Pagp = {s € Pmy+my | STa- € Pa Asl_p € Pp}
Ma_op = Mj" + Mp AAA)B = /U{+/13 Py g = {SEPMXHVIB |3rA,— EPA/\SI‘,EB EPB}

It is implicit in this definition that by composing in parallel the two crash-aware plays, the
resulting set of traces synchronizes the crash events, merging them into a single crash event and
then producing any (locally sequential) parallel composition of the subtraces appearing in each
epoch. Consider, for instance, the two plays below on the left, each of type X:

aq aa 4§ aq aa § a:q da:a aq aa ‘ aq aa ‘ a':q a':a
® = ® ‘ ® 4 ®
aq aa § a:q aa § a:q aa a:q aa ‘ a':q a':a ‘ a':q a':a
The resulting set of traces synchronizes the crashes, as depicted on the right. For example, the
following is a valid trace in their horizontal composition:

aq  aa - aq - aa- 4§ aq aq - aa-aa- 4§ aq - aa- aiq- d:a

Similarly, consider the following play s of ¥ —o X (on the left):
aq a'q ‘ a':q sley=a:q-a’:q-§ -a'q

¢

X
\
P a:q a:a ‘ a':q

sly-=a:q-a:a-§ -a':q

or, depicted sequentially: @:q - @:q - a’:q - a:a - § - @’:q - @’:q. Note that the crash signal synchronizes
across the source and target components of the play. This models that the crashes are synchronous
across components (they happen in all components at once) and that they are instantaneous (it
takes negligible time for the crash to propagate to components). On the right, above, we see the
projections of s to the source and target components. Importantly, the crash event is retained in
both projections, so it effectively belongs to both components.

3.3 Crash-Aware Strategies
We now define strategies, which are the denotations of both object specifications and code.

Definition 3.6 (Crash-Aware Strategy). A crash-aware strategy o : A over a game A is a non-empty,
prefix-closed, subset o C p! , which is moreover 4 -receptive in that

Vsea.s~é€Pf‘ = s-4 €0

4 -receptivity models the usual assumption that crashes may non-deterministically happen at
any point in an execution. It plays a crucial role in proving the locality property.
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We specify the semantics of objects using strategies. For example, in §2.3 we specified the
linearized buffered memory cell by a strategy vgcel : TBCell. The denotations of implementations,
such as Mgt : TBCell ® TCounter — TFLIiT or Msnapshot : TMem —o TSnapshot mentioned in §1
are examples of strategies with the affine arrow type. Strategies of type A — B can be vertically
composed, which amounts to the usual motto of “interaction + hiding”.

Definition 3.7. Given strategies ¢ : A — B and 7 : B —o C we define their vertical composition
0;7: A - Cby: 037 := {sla_c € P! oo | 3s € (Ma+Mp+Mc)t) slap- €0 Asl_pc €T}

ProrosITION 3.8. Composition of crash-aware strategies is well-defined and associative.
For the reader with familiarity with category theory, we can package all the information above:

Definition 3.9. We denote by Crash the semicategory of crash-aware games, with crash-aware
strategies o : A —o B as morphisms between games A and B, and composition given by —; —.

Unfortunately, and this is a common phe-

nomenon in concurrency models, Crash does .

K —_— mport F Import F
not assemble into a category, as the vertical
composition operation —; — does not have a fla) { fla) {
neutral element. That is, to say, there is no :e:_rF'f(a)‘ :e:_rF'f(a);
choice of strategies idy : A — A for which 3 3
id4; 0;idp = o for every o : A —o B. This issue

is explained extensively in Oliveira Vale et al.
[31] in the context of concurrent games.

We follow the approach from compositional
linearizability, and start by noting that there
are obvious candidates crashcopy, : A —o A for the neutral elements, which are called the copycat
strategies and formalize the code seen in Fig. 3. The copycat strategy is idempotent, in that for
all games A, crashcopy 4; crashcopy, = crashcopy,. This essentially means that the crashcopy ,
at least behaves like a neutral element for itself. In fact, they behave like a neutral element with
respect to any strategy which is a parallel composition of sequential strategies. This fact justifies
defining a class of strategies that behaves well when composed with the copycat:

Fig. 3. Code corresponding to the copycat strategy
crashcopyp_op : TF —o TF

Definition 3.10. We say a strategy o : A —o B is saturated with respect to crashcopy when
crashcopy 4; 0; crashcopyy = o

Since crashcopy is idempotent, it is saturated. Moreover, by definition, crashcopy behaves as a
neutral element for strategy composition of saturated strategies. It is also easy to see that saturated
strategies compose. Note that this means that we can promote Crash to a category by restricting
attention to these saturated strategies.

Saturation for concurrent strategies corresponds to, beyond O-receptivity (the environment can
make valid moves whenever it wants), strategies that are insensitive to certain delays, which might
be caused, for instance, if an agent is preempted. This is typically formalized using the rewrite
system — ~» — we defined in §2.1 and redefined now in light of our more detailed formalism.

Definition 3.11. Let A = (Mg, P4) be a game. We define a string rewrite system (P, ~4) with
local rewrite rules:

e Vmm' € My ¥X € {O,PYAa(m) =a:X ANda(m') =’ X ANa+tad = m-m ~am' -m
e Vm,m' € Mg.Aas(m) =a:0O AAy(m’) =’ PrAa+d = m-m' ~am' -m
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A concrete characterization of saturation for crash-aware strategies is possible, but we do not
cover it here for the sake of space (see the appendix). We will soon see an equivalent characterization
in terms of crash-aware linearizability, which will be sufficient for our purposes.

3.4 Refinement and Horizontal Composition

Before proceeding, we briefly address refinement and horizontal composition. We take as our notion
of refinement behavior containment, o C 7, with joins given by set union. This makes all of the
models we discuss into enriched (semi)categories over join semi-lattices, which means that:

PROPOSITION 3.12. Strategy composition —; — is monotonic and join-preserving.

For horizontal composition, recall that we have already defined a game A ® B € Crash. The
tensor can be extended to strategies 0 : A —o Band 7 : A" —o B’ by:

0®7:={s € Paga’<Bop | STA~B € 0 ASlaop €T}

ProrosITION 3.13. Let Crash be the restriction of the semicategory Crash to strategies saturated
with respect to crashcopy. Then, (Crash, — ® —, 1) defines an enriched symmetric monoidal category.

These definitions permit us to prove Prop. 3.13. This means that — ® — defines a monotonic
and join-preserving functor so that horizontal composition behaves well with respect to both
vertical composition and refinement. This formalizes what we mean when we say that our model
is compositional. It remains to extend this compositional structure to linearizability.

4 THREE LINEARIZABILITY CRITERIA REVISITED

We now revisit the linearizability criteria discussed in §2 from the perspective of our just defined
model and following ideas from compositional linearizability. In particular, we argue that their
methodology recovers crash-aware linearizability as the notion of linearizability associated with
the compositional structure of our model and use their general theorem around locality and
observational refinement to obtain these results for crash-aware linearizability. Then, we extend
these results to strict and durable linearizability by analyzing translations from our crash-aware
model to the crash-less model from compositional linearizability.

4.1 Abstract Crash-Aware Linearizability

In §2 we defined a new linearizability criterion which we called crash-aware linearizability (). We,
however, did not come up with this definition of linearizability. Instead, following the methodology
of compositional linearizability, we have derived it from the structure of the model, Crash.

To understand this, we start by defining the operation K; — : Crash — Crash by the formula

K, 7 := crashcopy 4; 7; crashcopyyg

for 7 : A — B € Crash. This operation assigns to 7 the smallest saturated strategy containing 7.

The framework of compositional linearizability proposes that the native notion of linearizability
for crash-aware objects should be equivalent to the refinement v’ C K; v. Indeed, we are able to
show the following characterization of K; —, which provides a concrete characterization of K; v as
the set of all plays that are crash-aware linearizable w.r.t. v.

PROPOSITION 4.1. For any crash-aware strategy v : A it holds that: K, v = {s € Pf4 | 3t € v.s L, t).
It follows immediately from this characterization that

PROPOSITION 4.2. V' is crash-aware linearizable w.r.t. v if and only if v/ C K, v.
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This effectively turns linearizability into a refinement property. This has many benefits from the
point of view of verification, as refinement techniques are well-understood. Moreover, since we
derive it in this way, we may use the general category-theoretic result in Oliveira Vale et al. [31] to
obtain locality and observational refinement.

PROPOSITION 4.3 (OBSERVATIONAL REFINEMENT AND LOCALITY).

e V), : A is crash-aware linearizable w.rt va : A iff for all saturated o : A — B, Vi;0 Cvaso
e Forv), :Avp:Bandva:A,vp:B: VA,\{, va and vy A, vp if and only ifv, ®vg AL va®vp

4.2 Compositional Verification of a File System Fragment

To showcase the benefits of compositionality and to show that crash-aware linearizability provides
a flexible criterion for mixing objects with different, and complicated, crash behaviors, we verify
against a crash-aware linearizable specification a fragment of a file API. Instead of providing a
detailed description, we emphasize the salient aspects to our point (a detailed description is available
in the appendix). The system also features recovery, our handling of which is discussed later (§5).
The file system fragment involves four main objects: the file interface File, a disk interface Disk
implemented using a disk array Disk[N] with a finite number N of disks each with S + 1 blocks,
and a write-ahead log Log. The signatures for File and Disk are given below:
write : block_id x file_id x block — 1,
File := read : block_id X file_id — block, Disk := {

write : block_id X block — 1,}
swap : block_id X block_id X file_id X file_id — 1

read : block_id — block

The file interface exposes a two-level structure. At the first level lies a set of folders, each
occupying a single disk block as its inode. For simplicity, the API uses block ids instead of strings
to uniquely identify folders. Each folder contains a set of files identified by their file id. The swap
operation swaps the pointers in the respective folders’ inodes, which provides a symmetric move
operation as seen in actual file systems. The write and read operations are as usual. The file interface
is implemented on top of a disk, providing write and read operations to read and write to a block.

All the objects involved are specified using crash-
aware linearizability. For instance, a single disk is ‘ p ‘
specified as the horizontal composition of its blocks,
using locality, guaranteeing that its concrete spec- Mrite
ification V/Disk : tDisk is crash-aware linearizable
to a specification vpjsi : TDisk which guarantees
read and writes are persistent and atomic. The disk
array specification v’Disk[ N is required to be crash-
aware linearizable to the horizontal composition of ® vol (Miock) [5]
N atomic disk specifications vpisk[N] := ®ie[N]VDIsk- | . |
The concrete object vi, is required to be crash-
aware linearizable to a specification vgje that en-

,
®‘ Vbisk

’ ’
VLog VLockMapB ‘

Muog |® idpisk

Mbpisk

VOI(véoun(er) [S]

vol(v.,,)[S] ‘ ®

,
VDisk[N] ‘

sures that writes, reads and swaps are persistent and
seem to happen atomically. All the specifications
also enforce that the recovery routines correctly re-
construct any relevant lost state after a crash.

We implement the replicated disk on top of the disk array by replicating writes to all the disks in
the array in a specific order. Reads to the disk array non-deterministically choose a disk to read
from, mimicking the behavior of a disk array controller. On a crash, a recovery procedure copies
the contents of the first disks to all disks.

Fig. 4. The structure of our File example.
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The File implementation Mg for write and read is mostly straight-forward. The swap operation
requires special treatment for its atomicity. As swap operations need to update two different folders
(and thus two different disk blocks), to ensure persistency, we record the operations in a write-ahead
log v| o 5O that the recovery routine can finish incomplete operations. The log is itself implemented
on top of a single block of the disk together with a volatile array and a volatile lock (omitted from
Fig. 4). Since the disk is itself equivalent to the parallel composition of individual blocks, we use
locality together with our compositionality properties (the symmetric monoidal structure of the
model) to separate the part of the disk used for the log, from the rest of the disk.

The file system also uses a set of dynamically allocated locks V/LockMapB to guarantee atomicity
when writing to a block. These locks are volatile objects residing in memory that only last for the
duration of a single File operation. Because of this, we use the verified lock from Oliveira Vale et al.
[31] and lift it to a volatile object using Prop. 2.8, benefiting from the fact that we have connected
our model to their model. The whole structure of the example is depicted in Fig. 4.

At this point it is worth remarking that even this small fragment of a file system features a mix
of persistent objects, volatile objects, and objects that fit neither category well. Some of the objects
involved are horizontal compositions of these objects, making them have hybrid crash behavior.
We model all of these objects using crash-aware linearizability, which proves to be robust enough
to verify the whole system compositionally.

4.3 Crash Abstraction
Recall that strict and durable linearizability relate a crash-aware concrete specification to a crash-

less specification. In this section we develop conversions between these computational models,
which serve as a building block for strict and durable linearizability. So, first, we briefly recall that:

Definition 4.4. Given a game A, a crash-less strategy o : A consists of a non-empty, prefix-closed
set of plays o C P4.

The main difficulty in removing crashes from a play s is that the removal may generate traces
that do not satisfy well-formedness. This happens when the same agent has a pending invocation
in one epoch and also moves in a later epoch. So, in the definition of the operation - (read de-crash,
and the same as ops(—)), the projections ops(s) are required to be well-formed plays.

Definition 4.5. Given a game A = (M, A4, P4) we define the game A", by:
MAb = MA ).Ab (m) = /1A(m) PAb = (PA)* N PR,?:C

Given a crash-aware strategy o : A € Crash we define the crash-less strategy o” : A” as below.
Note that —” formalizes ops(—) (§2). It is also useful to provide a reverse operation —*, read re-crash,
that lifts, in a persistent way, a crash-less strategy o : A” into a strategy o : A.

conc

o’ = {ops(s) e Py | s € o} ot = {s e P&A | ops(s) € o}

4.4 Strict Linearizability

Similarly to how Oliveira Vale et al. [31] characterizes linearizability by lifting a non-saturated
strategy to a saturated strategy, we formalize strict linearizability by lifting a strategy without
crashes into a strategy with crashes.

Definition 4.6. Given games A, B, we define the strict lift str(o) : A — B of a crash-less strategy
o : A’ — B as the crash-aware strategy: str(o) := K 4 ot

It then turns out that, similarly to what we did for crash-aware linearizability, strict linearizability
supports the following refinement-based characterization:
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PROPOSITION 4.7. V' : A is strictly linearizable to v : A” if and only if v C str(v).
We make use of this characterization to show the following observational refinement property:

PROPOSITION 4.8 (OBSERVATIONAL REFINEMENT). Suppose v/, : A is strictly linearizable to v4 : AP
and thato : A’ — B implements an object linearizable to vg : Bb using va, i.e. va;0 C vg, then,
str(o) implements an object strictly linearizable to str(vp) using v',, i.e. v/;; str(c) C str(vp).

The reverse direction, unfortunately, does not hold, fundamentally because str(ccopy ) #
crashcopy 4. By similar reasoning as the locality for crash-aware linearizability, we also obtain:

PROPOSITION 4.9 (LocALITY). For crash-aware strategies v/, : A, vy, : B and crash-less strategies
va:A vg: B: vy C str(va) and vi; C str(vp) if and only if v/, ® vj, C str(va ® vp)

4.5 Durable Linearizability

Recall that a crash-aware play (i.e., a trace) is durable when the set of agents on different epochs
is disjoint. Given a game A, let Pg‘” be the subset of Pf‘ containing only its durable plays. As we
noted in §2, durable plays s have the important property that their de-crash s’ is always defined.
We call a crash-aware strategy durable if it only contains durable plays.

Now, for our refinement-based formulation, we define a durable lift dur(—), which assigns to a
crash-less strategy v : AP the durable strategy dur(v) : A defined by dur(v) : A := (Kconc nin Pg“r.

The operation Kconc — in the formula is defined by Oliveira Vale et al. [31] similarly to K; —, but
in the crash-less setting. It may be more intuitively understood through their result that:

Kconev={s€Pyp | Tt €v.s~t}

that is to say, Kconc — assigns to a crash-less strategy v the smallest strategy containing v that has
all plays linearizable w.r.t. to v. We observe that, indeed, dur(—) does provide an appropriate lifting
operation for durable linearizability.

PROPOSITION 4.10. V' : A is durably linearizable to v : A® if and only if v/ C dur(v).
This refinement characterization enables us to show observational refinement and locality.

PROPOSITION 4.11 (OBSERVATIONAL REFINEMENT AND LOCALITY).

e Let A, B be games. Then v/, : A is durably linearizable to v, : AP if and only if whenever
o : A’ — B is a crash-less strategy implementing a crash-less object linearizable to vg using va,
then dur(o) : A — B implements an object durably linearizable to vg using v/,.

e For durable strategies v/, : A, v}, : B and crash-lessva : A, vp : B: V/, dur v, and Vg dur vp if and
only if v, ® vi, 44 v4 ® vp

5 PROGRAM LOGIC

In this section, we present a program logic for verifying durable linearizability, which is based on
rely-guarantee reasoning, crash Hoare logic and possibility reasoning. We first (§5.1) briefly discuss
how to abstract away recovery. Then (§5.2) we define an object-agnostic imperative programming
language. Lastly (§5.3) we demonstrate the key rules of the program logic. We refer readers to our
appendix for its variation for verifying crash-aware linearizability, which is largely similar.

5.1 Recovery

We start by discussing a simple way of removing recovery events from a play, which is enough for
our purposes. First, we fix a certain kind of signature for objects with recovery.
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Definition 5.1. We define a recovery signature E O R to be the union of two effect signatures E
for regular operations and R for recovery operations.

To simplify reasoning about programs with recovery, it is common to provide a way to remove
the recovery events from the specification. In our setting, this is notoriously simple.

Definition 5.2. We say a strategy v/ : T(E O R) recovery-refines to v : TE when v/ g C v.
It is straightforward to see that the following refinement theorem holds.

PROPOSITION 5.3 (RECOVERY REFINEMENT THEOREM). Suppose V' : T(E O R) recovery-refines to
v:tE and that o’ : T(E O R) —o {F then, foro : tE — {F, o' l4g—otp S0 = Vo' Cvio

5.2 Programming Language

5.2.1 Syntax. We start by defining a language Com for commands over some effect signature E.
Prim := x < e(a) | assume(¢) | ret v Com := Prim | Com; Com | Com + Com | Com™ | skip

Prim stands for primitive commands. The assignment command, x < e(a), executes the effect
e € E with argument a and stores the response to variable x in a local environment A € Env. The
assume command, assume(¢), takes a boolean function ¢ over A and terminates the computation
if it evaluates to False. We implement loops and if-statements using assume(—) in the usual way.
The return command, ret v, stores the value v into a reserved variable res, and is executed once per
invocation of a procedure. Com is the grammar of commands defined as usual in a Kleene algebra.

The implementation M of an object (with the effect signature F O Rp) is defined as a collection
of commands M[a]/ € Com, M = (M[a]) ey = (M[a]f)aeY,feFURp’ which implements each
method f € F U Rr per agent « € Y. Here F defines the overlay’s regular procedures and Rr its
recovery procedures. For simplicity, we require that there is only one recovery program r in Rp,
ie. Rp ={r:1— 1}. We call M[«] a local implementation and M € CMod a concurrent module,
where CMod is the set of all concurrent modules.

5.2.2  Memory Model & Object State. Observe that our programming language is object-agnostic
in that it operates over an arbitrary object of type E. This means that the language does not have a
memory model baked in. Instead, the underlay object’s effect signature E, over which the language
is parameterized, determines which memory operations the user can perform. For example, to
implement the FLiT memory cell in Fig. 1, one would use as the underlay a buffered memory cell with
the BCell signature. Then, one can write a program with statements like x « B.load(); B.flush()
to manipulate the memory shared across threads.

We define the underlay state as (A,s) € UndState, a tuple of a local environment A and a
history s € P;g. The local environment A is defined solely as a mapping from local variables to
their values (with A representing the empty local environment). The history s is a canonical
representation for shared state, since it records all previous operations to the shared underlay
object. One may reconstruct other more intuitive definitions of the shared state by defining an
interpretation function over the trace s. For example, given the traces p € vg it of one FLiT memory
cell, we can define the evaluation function fstate : vg ;7 — Val to compute the current value of the
cell by reading the latest stored value. In particular, note that we may use the (atomic) linearized
specification for FLiT because of observational refinement.

5.2.3 Semantics. Primitive commands B are interpreted as state transformers [B], : UndState —
P (UndState) from a set of underlay states to a new set of states. The [B], depends on « only in
that it tags event it adds to the history with an agent identifier . We then lift the state transformer
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— C (Com X UndState) x Y x (Com x UndState) —»R; € (Cont x ModState) x CMod x (Cont X ModState)
feF acpar(f) AN =Ala [ag a]] (C,As1g) ——a (C', N, s'1E)
(c[a > idle], A, s) —»%g (c[a > M[a 1.0, s - a:f) (c[a— C],A,s) __»??45 (c[a— C'],N,s")

o (slp)=p-f A(a)(res) = v € ar(f) N =Ala— @]
(c[a > skip], A, s) ——»gE (c[a > idle],A,s - a:v)

STEP

ReT

Va € s.c’'[a] = dead s=s"-4 7 =perm(Rg)
Va € Y.a ¢ s = c’[a] = halt C = sequence (7, M[a]") .

7 CRASH o STARTREC
(c,A,s) —ﬁ»’RL_ (', Noys - %) (c[a — halt], A, s) Ry (cla— C|,A,s - acr)

7o (STFURp) =8 - 7 A(a)(res) = o € ar(r) N =Ala - 2]
Va € Y.c[a] = dead = ¢’[«] = dead Va € Y.c[a] # dead = ¢’[a] = idle

ENDREC
(c[a > skip], A, s) —wﬁfl_ (c/,N,s - a:v)
C

- =€
where sequence(r,C) =< > > )
(xr <= r(a));sequence(7¥',C) F=r-7 Aa € par(r) Areserved(x,)

I

Fig. 5. Local Small-Step Semantics (—) and Module Small-step semantics (—»g;)

[B]~ to a thread-local small-step semantics (C, A, s) —, (C’, A’,s’), which encodes how « steps
through commands in a mostly standard way following the Kleene algebra structure of commands.
In Fig. 5, we lift this local small-step semantics to a concurrent module small-step semantics
(¢, A\, s) —»ng (c’,\,s"), which takes a continuation ¢ € Cont := Y — {idle, skip, dead, halt} +
Com and a module state (A,s) € ModState := (Y — Env) X Pi(g0R,)—t(FOR,) containing local
environments for all agents and the global trace of the system. The first three rules come from the
semantics in Oliveira Vale et al. [31] to handle mainly the execution of regular procedures:

Inv Allows a new invocation of any overlay operation f in an idle thread and appends the new
invocation to the end of s.

Ster Non-deterministically chooses some thread that is running a program C and performs a thread
local small-step in that thread with its effect applied to the concurrent module state.

Ret Allows any thread that has finished its program to return to idle by appending the return value
as a response to the end of s and clearing A[a].

We add three highlighted rules to handle crashes and recoveries:

Crasu Allows for crashes to happen at any time, resetting local environments to A for all agents,
marking all the previously active agents as dead and all remaining ones as halt.

StarTREC Non-deterministically selects a halted thread « and starts the recovery phase by using
C as its continuation, which sequentially runs first a permutation of underlay recoveries
(7 = perm(Rg)) and then the overlay recovery M[a]". This is achieved by using sequence
to sequence a list of commands (note that reserved(x,) simply means that x, is a reserved
variable). During the recovery phase, other threads must wait for « to finish the recovery
before their executions. The execution of « follows the STEP rule.

EnpRec When the recovery finishes, any agent that is not dead becomes idle, so that the system
can now run normally. To enforce the durable assumption, dead agents will no longer run.

We define the denotation of a module by the formula below as the set of traces generated by
the small-step semantics from the initial configuration, where cy is the initial continuation (every
agent is idle) and A is the initial environment where every agent has an empty local environment.

[M]Rr; ={s|3c € Cont, A € (Y — Env).{co, A, €) —»ﬁ_ (¢, A, 5)} S Pi(EORE)—ot (FORF)

5.3 A Program Logic for Durable Objects
5.3.1 Interfaces. The interface of a crash-aware linearizable object E is a (round bracket) tuple.
(V;:" :T(E O Rg),vg : TE) s.t. V;E g L v
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v is the concrete specification containing all possible traces the object can produce, including
crash and recovery events, and vg is the linearized specification after removing recovery events.

Similarly, we define the interface of a durable linearizable object E as the (angle bracket) tuple
but with a major difference: the durable interface’s linearized specification vg is crash-less.

(v : T(E O Rg), vg : TE) s.t. Vi lE dur yp
The objective of our program logic is to establish the judgment
FM:(vi,vg) = (Vi VF) or FM:(V,vg) = (v, vE)

which means under the assumption that the implementation M implements F with either a crash-
aware interface (v}, vr) (the variation described in our appendix) or a durable interface (v, vr)
(the variation we describe here), using the crash-aware underlay E with interface (vf, vg). The
concrete specification v/, is defined by running an implementation M above v;, i.e., v = v; [M]g,.
The program logic’s soundness guarantees the validity of the crash-aware/durable overlay interface.
In this context, (v;:., vg) is called M’s underlay, while (v}, vp) is called M’s overlay.

The specifications v, Vg, vj, vr are fixed in the program logic. For simplicity, we take them as a
parameter in all that follows and omit the parametrization in the concrete proof rules.

5.3.2  The Rely-Guarantee Crash Linearizability Hoare Logic (CLHL).

Configurations & Assertions. CLHL uses as proof configurations triples (A, s, p) € Config =
ModState x Poss, where p € Poss, called a possibility, is a play of type {F linearizable w.r.t. v.
A configuration is valid when s is durably linearizable to p and p is linearizable w.r.t. vp. This
ensures that the concrete trace s is always durably linearizable with respect to v after the recovery
refinement. Pre-conditions P, post-conditions Q, and crash conditions Q, are given by sets of
configurations, while rely conditions R and guarantee conditions G are relations over Config.

Top Level Rules. The top level rule OBjeCT IMPL proves that M implements the overlay (v}, vr)
using the underlay (v}, vg). It requires the prover to find an object invariant I : Y — % (Config)
for the implementation and then verify regular procedures and the recovery separately.

Va,a' € Y.a #+ @' = G[a] Uinvokey (=) U returng (=) € R[a’]
Va € Y.R[al, GlalI[a] £5, Mla]l = Va € Y.I R M[a]

FM: (vg, vE) = (Ve V)

OBjECT IMPL

Verifying Regular Procedures. To verify a concurrent object, the OBJeCT IMPL rule requires finding
appropriate rely R and guarantee G for the object. The rely R[a’] of an agent models the interfer-
ence of other threads in the executions and therefore must take into account at least invocations,
returns, and the guarantee of other agents « (specified, respectively, by invoke,(—), returny(—),
and G|a]). The prover needs to show R[a], G[a],I[a] kL M[a], which asserts that when a runs
regular methods in F, assuming other threads behave according to R[«a], @ will behave according
to G[a], and I[«] is satisfied when the thread « is idle.

The Locar Impr rule proves this judgment by splitting I[«] into conjunctions of P[a]f, each
specifying the pre-condition of a method invocation, and then proving a series of objectives (— o —
stands for relational composition).

Ila]l =npepPlal/  Vf eF.(Apee) € Pla)  Vf e Fstable(R[al], Pla]/)
Vf e FRlal,Glal el (Pla)/ }M[a)/ (Qlal/ } (T} Vf € Fureturng(f) o Qlal € I[a]
Rlal, Glal. I[a] ka MF[a]

Firstly, each pre-condition P[]/ needs to include the initial configuration and must be stable
under interferences R[] of the environment, which implies the invariant I[«] to be stable.

LocaL ImpL
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Then, the prover needs to show that R[«a], G[] l:£ {Pla)f} M[a]f {Q[a]f}{T} is satisfied for
each method f. The hexad R, G l:£ {P} C {Q}{Q; } means that given states satisfying P, running
the program C on thread « in an environment with interference in R will produce actions in G,
and if it terminates normally, the state will satisfy Q, and if it crashes, the state will satisfy Q. A
hexad is proved with proof rules introduced later. It is worth mentioning that there is no need to
explicitly specify and prove a crash condition for any regular method, and we can simply put T as the
crash condition. This is true because:

(1) The guarantee G[a] of the current thread is included in any other thread’s rely R[a’], and
therefore any step during the execution of any method in thread « is captured in R[a’].

(2) For any other thread o', its invariant I[a’] is stable w.r.t. R[a’], which means any state after
any execution step of any method in thread « (captured in R[a’]) is in I[a’].

(3) Therefore, the state of thread a will satisfy any other thread’s invariant I[a’] at any time
(including the point of crash), and the crash condition in « can be derived from I[a’].

Lastly, after finishing the execution of a method and returning from it, the invariant I[«] needs
to be satisfied so that the current thread can still access the object by invoking its procedures.

Verifying Recovery. Then, to ensure the durability of the object, provers need to show I |:§ M[«a],
which means whenever a crash happens, the execution of the recovery on any thread « can restore
the program state to satisfy the object invariant I. It can be verified via the RECOVER rule.

ID, T by {Pr[a]}M[a] " {Qr[a]}{Q; [a]}  Qyle] C Prla]
Uarerl[a’] =4 Q4 lal returng (r) o Qr[a] € NgrevI[a’]
IR Ma]

REcOVER IMPL

The prover needs to find a recovery pre-condition Py, a recovery post-condition Q,, and a crash
condition Q, for the recovery program, and prove ID, T £, {P.[a] }M[a]"{Q;[a]}{Q; [a]}, which
means running the recovery program M[a]” from states in P,[«] will either recover the system
into states in Q,[a] or crash into states in Q, [«]. Since the recovery program always runs after a
crash, the crash condition Q; needs to imply P,. But as the recovery program executes sequentially,
with no interference from other threads, the rely and guarantee for it are ID and T.

The invariant I[«’] serves as the crash condition of other threads. Therefore, we require that
all I[ar’] crash into the crash condition Q, of the recovery program. The crash-into relation (=)
amounts to implication after adding a crash: I =, Q;, & V(A,s,p) € I.(Ag,s- 4,p) € Q;.

Lastly, after the execution of the recovery, the system is restored and ready to run, so the program
state after the recovery’s return needs to imply the invariant I[a’] of any thread «’.

The Core Proof Rule. According to these top-level rules, proofs of both the regular procedures and
the recovery boil down to proofs of hexads like R, G £, {P}C{Q}{Q; }. Among CLHL proof rules
for the hexad, the core proof rule for proving the durable linearizability is the Prim rule, which we
focus on in this section and refer readers to the appendix for other proof rules, which are standard.

P=,Q, Q= Qy Qs =4 Qy stable(R, P) stable(R, Q) G o {P}B{OQ} PRIM
R, G ka {P}B{O}HQy}
There are three groups of PRim rule’s premises. Firstly, as crashes can happen at any point, the
pre-/post-condition and the crash condition should be able to crash into (=) the crash condition.
Then, as any rely-guarantee logic, the pre-/post-condition needs to be stable w.r.t. the rely R.

G ta {P}B{Q} = VA,5,p,A,s".((A,;s,p) € PA(A',s") € [Bla(A,s) NvE) where p - p/ =

= (3p'.(A,s',p") € QAN (A s, p)G(N,s", p ) Ap - p') 3tp € (ME)*.p - tp ~ip p’
Lastly, we need to prove the commit rule G +, {P}B{Q} for the primitive command B. It states that
after a step from a state in P made by the command B the new state will satisfy the post-condition Q
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and the guarantee. This step may be the commitment point of some pending operations. To maintain
the invariant that s is durably linearizable to p, the commit rule allows an angelic linearization
update, p --> p’, where provers can append several response events to p and rewrite it according to
~s:p to obtain p’, a new possibility that s linearizes into. Moreover, since possibility updates are
recorded in G, its effect is visible to any other thread. Only a careful choice of possibility updates
will respect other threads’ relies and prove that this object is indeed durably linearizable.

Soundness. CLHL is justified by the following soundness theorem.

PROPOSITION 5.4 (SOUNDNESS). If+ M : (vi,VE) — (v}, V) is provable, and (vi, vg) is a valid
crash-aware interface, and vy, = V}/E; [M]ry, then (v;;, vp) is a valid durable interface.

5.4 Examples Revisited

In this section, we present some high-level proof ideas of the FLiT example and demonstrate the
usage of the program logic. The FLiT object is built above the buffered memory cell BCell.

The Buffered Cell. The buffered memory cell’s concrete traces in vj, ., are crash-aware linearizable

to its specification vgce|l, which we can define through an interpretation function, mstate : vgce —
P (Val x Val), which computes the set of all possible combinations of the persisted value (the first
component) and the buffered value (the second component), as seen in §2.3.

Using mstate, the specification vgcell is essentially defined as the set of traces that can step from
the initial state, the singleton set {(vo, v)}, to some non-empty state, with the step function below.
The sets on the two sides of the arrow are the value of mstate before and after appending the events
to the trace.

a:store(v) -a:ok a:flush-a:ok

§ ZE N, (0py0) | (09> 0p) € S} U {(0,0)} 5 Z ok, oy, 0p) | (upr o) € S}
a:load-a:ok(v
S 4 {0, 9p) | (vp,0p) € S} § Toadwok®) () 0)(0,,0) € S}

e When a store operation finishes, there are two possible outcomes: the value may have been
stored only to the buffered content, while the persisted content remains the same as before the
store; the value may be persisted, making the buffered content the same as the persisted one.

e When a flush operation finishes, the buffered value gets flushed into the persisted part. Since
after each store operation, the buffered content is uniquely determined (synchronized), after a
consequent flush operation, the content of mstate is uniquely determined.

e When a crash 4 happens, the buffered content is lost, and after the crash, the buffered content
is overwritten by the persisted value, which may have various possibilities because a flush may
not have happened before the crash. As a result, the uniqueness of the buffered content no
longer holds after the crash and is un-synchronized. The non-determinism brought by store and
4 is the first challenge of the FLiT proof and the reason we define mstate in this way.

o When a load operation finishes, the actual buffered content is determined and all future load
will not observe other possibilities of the buffered content. As we will explain later, this behavior
makes the load operation an external linearization point of buffered operations before a crash.
The helping mechanism, especially helpings across crashes, is the second challenge of the FLiT
proof. The returned value must be consistent with at least one possible buffered content in S.
Otherwise, the post-state is an empty set and this trace will not be accepted in vgcel.

To use CLHL to verify the FLiT overlay, we need an invariant I that links the overlay and underlay
states and is maintained by any program step. Depending on the current buffered memory cell
state, we split the invariant into three cases. (1) When the buffered content v;, is synchronized
and persisted (the Flushed state), then the overlay state fstate(p) should also be vy, i.e., the store
operation that writes this v}, is durably linearized. (2) When the buffered content v}, is synchronized
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but not persisted (the Unflushed state), we use a ghost list B to buffer the pending overlay store(v;)
operations in order, so future operations can help linearize it when the value gets persisted. (3) When
a crash happens (the Unsynced state), the buffered content v}, is un-synchronized and corresponds
to some store(vp) operation in the ghost list B, in case it has persisted, or is equal to the current
overlay state fstate(p), when none of the buffered operations persisted.

As aresult, the proof configuration now becomes (A, s, p, B) € ModStatex PossxMj. According to
the OBJECT IMPL rule, we need to find rely and guarantee conditions verifying R[a], G[a], I[a] EL
M[«] for the load and store operations and I X M[«] for an empty recovery procedure.

5.4.1 Regular Procedure Proofs. To prove regular procedures through the LocAL IMPL rule, we must
find the pre-/post-conditions corresponding to each procedure and prove their Hoare quadruples.
For the FLiT implementation, we prove Hoare quadruple (1) and (2) for the load and store operations.

Rla], Gla] Eq {invokey(load) o I}Hoad(){returned,(load) o I}{T} (1)
Rla], Gla] Eq {invoke, (store) o I}store(){returned, (store) o I}{T} (2)

The invoke and returned relations are defined below. The invoke simply adds an invocation (by
clients of the overlay object) to the procedure f to the end of s and p. The returned asserts the
returned result recorded in A is consistent with the one linearized in p by the prover.

) ., (A,s, p) € idleg A Ja.A' () = [arg +— a]A
(A5, plinvokeq (f) (&, 5", ") &= Vo' #a.N(ad')=ANa)As' =s-a:f ANp' =p-a:f
(A,s, preturnedy (f) (A, s, p') = (A,s",p") = (A,5,p) A Tv € ar(f).A(a) (ret) = v A last(ra (p)) = a0

These quadruples are proved by mainly using the Priu rule to step through primitive commands.
In most of the cases, the underlay load/store operations only add pending overlay operations to
the list B, and a consequent flush operation makes sure they are persisted and helps operations in
B linearize. The Counter object prevents unnecessary flushes in this process but is not the main
complexity of the FLiT object, and thus we refer readers to the appendix for its treatment.

Figure 6 shows the proof outline for the load operation, which we use as an example for demon-
stration. The program contains two potential linearization points, line 2 and line 5, and we show
how to use the Prim rule to complete proofs and find linearizations at these points.

The underlay load operation at line 2 may execute from three different situations depending
on the object state (Flushed, Unflushed, Unsynced). We choose to perform three different updates
to the possibility p and the ghost list B and illustrate them through guarantee conditions below,
which record the effects of these updates on proof configurations.

., Jo.Flushed(s, B) A (v,0) € mstate(s[gcos ) A0 = fstate(p)A

. p,B . p.B) = |. , ) , 3
(59, B) Groaasl a1 (5", p ) lin(p’) =lin(p) - a:load - a:v AB" = e As’" =s - a:M.load - a:0 ®)
Jo.Unflushed (s, B) A last(Bstore) = store(v)A )

4
B =B-a:load Ap’ =pAs’ =s-a:M.load - a:v @

(SapaB)gload-uf[a](s/,p’>B,) — (

Jo, B, B2.Unsynced(s, B) A (v,0) € mstate(sgcqs )A

(B=Bj - By Alast(By) = store(v)))

®)

} "o B "=s-a:M.load - a:v A
(s, p, B) Gload-us[a] (s, p. B') &= |s' =5 @ oad - a:v ( V(fstate(p) = v A By = €)

lin(p") = merge(lin(p),B;) - a:load - a:o AB =€

Load from Flushed State. When the underlay memory cell is at the Flushed state, i.e., there are
no buffered operations and B = ¢, then, the current memory content fstate(p) is exactly the same
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{invoke, (load) o I'}
1: load(){
{I A a:load € so A (Flushed v Unflushed vV Unsynced)} // Pioad
2: v« M.load(); //load-f/load-uf/load-us
(Flushed A last(7g (p)) = v)V
IA ’ ’. . _ /1 Qload
{ ((Unﬂushed A (3B'.B’ - a’:store(v) - a:load C BV last(n4(p)) = v)))}
30 n« C.get();
(n=0Alast(rg(p)) =0)V
In ((n #0A (EIB/.B' - a':store(v) - azload T BV last (74 (p)) = 0))
4:  if(n#0){
{I A (Flushed v Unflushed) A (3B’.B’ - &':store() - a:load C B V last(n4(p)) = v)}
5: M.flush(); // flush
{I Alast(na(p)) =0}

) A (Flushed v Unflushed)}

6: }

{I Alast(na(p)) =0}
7: ret o
8: }

{returnedy (load) o I} {T}

Fig. 6. A Proof Snippet of the load operation of FLiT Memory Cell

as the content in the underlay memory cell v. Therefore, we can simply extend the linearized prefix
lin(p) in p with a:load - @:0 by reordering the pending load to the place and add the response as (3).

Load from Unflushed State. When the underlay memory is at the Unflushed state, there are
different possible values for the persisted content. Although the underlay load will load the most
recently buffered value v, we do not know whether v has been persisted or not. If a crash happens
before returning from the current overlay load, this value may be lost from the memory and we
are not supposed to linearize a:load - a:v to lin(p). Therefore, instead of linearizing it at this point,
we choose to append the pending load to the buffered list B so that a subsequent flush operation
from either the current program or other threads can help linearize it as (4).

Load from Unsynced State. The most special case is when the load is executed after a crash
with some buffered store not flushed yet. As explained before, both the buffered and the persisted
contents may have various values depending on previously buffered stores. The load operation
will determine the actual content in the memory cell, which reveals and linearizes the operations
that are persisted before the crash, making it an external linearization point across crashes.

p B P B P B P B
s(1) ok s(1) ok | s(2) s(1) ok | s(2) s(1) ok
persist | buffer persist | buffer persist | buffer s(2) ok
load() 2
1 1 1 2 1 1 N
5 5 persist | buffer
2 2 ) 5
[ store(1)  ok() store(2) crash
ty: recover load() ok(2)

Fig. 7. External Linearization Point and Crash: the tables above the timeline show the content of the linearized
trace p and the ghost list B in the first two rows and the mstate content in the remaining rows. s(—) is a
shorthand for the store(—) operation.
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Figure 7 shows an example of this kind of load operation. After a buffered store(2) operation,
the persisted data has not been synchronized with the buffered value 2 since no flush has been
performed, and the system crashes at this moment, resulting in a state with unknown content of
the buffered cell. Just like (4), buffered store operations will be put into the list B instead of directly
linearized into p. If the result of the load operation following the recovery is 2, like in this example,
it implies that the buffered store operation has been persisted before the crash, and thus we can
linearize the store(2) cached in B followed by the current load operation. In the other case, where
the load after recovery gets 1, we know the buffered store operation failed to persist, and thus we
do not linearize the store(2) and instead remove it from the list B.

We follow this pattern and modify the proof configuration as (5). We maintain as an object
invariant that any persisted value in the underlay memory corresponds to some store in B or lin(p).
Based on the return value v of the underlay load, we decide how to handle buffered operations
in B. If v is the result of some store(v) in B, then we know this store(v) has persisted before the
crash, and we linearize all operations B; (by reordering them before the crash, adding responses to
invocations in B; and putting them after their corresponding invocations) in B preceding this store
into lin(p) along with the current load operation and discard what remains in B.

Then by merging these three branches into one Hoare quadruple through the disjunction rule
and weakening the post-condition to the stable Qo.4, We prove the Hoare quadruple

Rlal,Gla] Fa {Pioad}v < M.load(){Qioad }{ T}

at line 2 in Figure 6. According to the Prim rule, the quadruple is provable because we can prove
G to {Pioad}v < M.load(){Qioad} by our reasoning in previous paragraphs, i.e., any update obeys
the rewrite relation ~»+r, and other entailments and stability checks are all true.

The post-condition Qjoad indicates that either the current load is linearized and it is obvious that
the returned value v is equal to the linearized value v, or the state is unflushed and the current load
is buffered in B. In the second case, the proof that remains to be done for the rest of commands is
still non-trivial. Specifically, the current load may be linearized by some external operations, or it
will be linearized when the flush at line 5 takes place and we need to prove it is a valid linearization
step. The proof of either case will follow the outline in Figure 6 and we can prove (1). We can also
prove (2) and we refer readers to the appendix for its detailed proof.

5.4.2  Recovery Procedure Proof. The FLiT object has no recovery procedure, and therefore we use
the empty recovery signature Ry := {ry} with the recovery program, M[a]™ :=r() { ret ok }.
According to the RECOVER IMPL rule, we need to prove the hexad ID, T &, {I}M[a]"?{I}{I} for rp,
which reduces to the idempotence of the invariant w.r.t. crashes, i.e, I =, I.

As we have shown R[], G[a],I[a] EL M[a] and I ER M[a] for any a € Y, according to the
OsJECT IMPL rule, we prove F Mruit ¢ (Ve ® Veounter VBCell ® Vounter) — (Vi i VFLIT), i-e., the
FLiT memory cell is durably linearizable. Based on the FLiT memory cell, we implement a durable
version of the one-shot write-snapshot object [6], a famous interval-sequential [7] concurrent
object. We prove its linearizability using the logic in Oliveira Vale et al. [31] and use the FLiT
correctness theorem 1.1 to derive its durable linearizability.

We also prove the transactional file system to be crash-aware linearizable with the crash-aware
linearizability variant of CLHL. It demonstrates CLHL’s ability to verify non-trivial recoveries,
and to decompose complicated systems into multiple layers with simpler proofs and then easily
compose these proofs to obtain the originally challenging proof of the entire system.
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6 RELATED WORKS

Game Semantics. Our game semantics model is directly based on that of Ghica and Murawski
[16], Oliveira Vale et al. [31], and our use of object-based game semantics traces back to Oliveira Vale
etal. [30], Reddy [35, 36]. To develop our crash-aware model, we indirectly made use of insights from
Mellies [28]. In its goal of describing systems written in imperative languages, our game semantics
is related to some of the work by Ghica and Tzevelekos [17], Koenig and Shao [25]. It is important
to note that crashes are not accurately modeled as a separate computational agent responsible for
issuing crashes: crashes are instantaneous and pervasive, synchronous across components, are not
invoked, and are unimplemented. Because of this, our crash-aware model is rather unorthodox in
that it breaks the tradition of having only two players (Opponent and Proponent) by adding an extra
player for crash events. It models crash events differently from usual moves in traditional game
models by having crash events happen instantaneously and synchronously across all components,
while typically, a move belongs to a single component and happens mostly asynchronously. As
far as we are aware, this is the first game semantics of its kind. Because of this, while we build on
the model from Oliveira Vale et al. [31] and benefit significantly from the theory there, our model
needs to address the intrusive effects of properly modeling crashes.

Linearizability with Crashes. We already discussed some of the history of linearizability criteria
with crashes throughout the paper [2, 4, 19, 22]. In our paper, we address strict linearizability (in
the context of full-system crashes) and durable linearizability. We generalize both of them by not
requiring the linearized specifications to be atomic and by allowing for blocking objects. This
makes our variations of these linearizability criteria closer to interval-sequential linearizability [7].
We formulate these criteria in the style of compositional linearizability [31], which is novel. This
allows us to give simple proofs of locality, develop a compositional verification framework around
these criteria, give the first proof of observational refinement properties for these two criteria, and
provide a counterpart to the analogous result proved for Herlihy-Wing linearizability [14] and
for compositional linearizability [31]. We also discover that the inherent notion of linearizability
to crash-aware objects is the linearizability criterion we called crash-aware linearizability (§4)
satisfying locality and observational refinement. Although related to strict linearizability, it does not
appear elsewhere. We note that while crash-aware linearizability is the compositional linearizability
[31] one gets from our model Crash, our formulations of strict and durable linearizability impose
new challenges and new structures, in particular, because they relate two distinct models of
computation (concurrency with and without crashes). We conjecture that this different structure
can be reconciled with that from compositional linearizability through a weakening of the notion
of a Grothendieck fibration, following ideas from functorial refinement [29].

Verification with Crashes. There are approaches for verifying systems with crashes that do not
involve linearizability. Much of the work on this line has been done in the context of file system
verification. A perhaps notable start is the development of Crash Hoare Logic [11], later refined
into recovery refinement [8], and generalized to handle concurrent systems [9, 10]. Of these, only
Chajed et al. [8], which only handles sequential systems, formally proves a refinement theorem that
enables building large systems. The later variants that handle concurrency lack such a contextual
refinement theorem. These works, different from ours, have been mechanized.

Another important work is Khyzha and Lahav [24], which proves a contextual refinement
theorem for programs with crashes. Quite interesting is the fact that their approach is reminiscent
of that used by Oliveira Vale et al. [31] and by us, in that they define a notion of refinement by
composition with a “Most General Client”. This most general client seems to be a special case
of the copycat strategies that appear in our game models. Since they do this using operational
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semantics, we believe their work is further evidence of the practicality of our approach. Moreover,
their programming language features a buffered memory interface with global flushes, which our
example does not. Despite the similarities, they only address linearizability by providing a few
examples where linearizability specifications can be encoded in their framework, but they do not
describe a generic framework to do so, nor prove a formal connection with linearizability. Modeling
a memory model with global flushes in our model is straightforward: its specification is almost the
same as our buffered memory cell arrays, but with a requirement of proving a memory separation
property, like they had to do. We do not do this here as it was not required for our examples.

A recent line of work proves linearizability specifications, but only for a single component [13],
and focuses on data structures implemented on top of NVM only. It is quite impressive in that it
assumes a weak memory model, which requires handling weak consistency models, which we do
not. Despite that, they do not provide a program logic and are closer to axiomatic approaches, which
could hinder scalability. It is unlikely that their framework could be generalized to a compositional
verification methodology without significant effort.

Concurrently to our work Bodenmiiller et al. [5] verified the FLiT library and have a mechanized
proof of correctness. Part of their simulation-based technique is reminiscent of our use of refinement
and dur(—), which they define as a specific transformation of a state-transition system into another
and do not note its relationship to the structure of some compositional model (which they do not
develop). Their technique is restricted to durable linearizability w.r.t. atomic specifications and
is specialized in verifying persistency libraries over NVM. Our work is, therefore, significantly
more general in scope. Our FLiT correctness theorem shows that linearizable objects in the sense of
Oliveira Vale et al. [31] are transformed into durable linearizable libraries in our sense, and therefore
applies even to non-atomic and blocking objects, proving a stronger correctness theorem for FLiT
(in fact, stronger than the FLiT author’s informal claim of correctness, for the same reasons).

Our program logic is the first to verify a linearizability criterion with crashes. It is based on Khyzha
et al. 23], Oliveira Vale et al. [31], and takes inspiration from Crash Hoare Logic and Argosy [8]. It
differs from the aforementioned works in that it proves durable, and crash-aware linearizability
specifications. The compositional framework, which we directly connect with our program logic, is
the only one that simultaneously provides refinement, linearizability specifications, and vertical
and horizontal composition. Our theory allows us to state the correctness of systems like FLiT [38].
We also show we can verify a simplified variant of a file system interface. Note that previous file
system interfaces are not verified against linearizability specifications, which are deemed as more
intuitive than the kind of specifications one gets from HOCAP style specifications [12, 37].
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SUMMARY OF THE APPENDICES

A Provides a more detailed account of the sequential, concurrent and crash-aware game models
used in the main paper.

B Gives our extended treatment of crash-aware linearizability.

C Prepares the ground for strict and durable linearizability by discussing the recrash and decrash
operations.

D Gives our treatment of strict linearizability, including proofs of locality and an observational
refinement property for it.

E Gives our extended treatment of durable linearizability.

F Defines more carefully the kinds of strategies that serve as denotations of the imperative programs
in our program logic section.

G Gives the full account of our program logic for durable linearizability, including the full definition
of our programming language and operational semantics, all the program logic rules, as well
as the proof of soundness.

H Serves as a continuation of Appendix G by giving a small modification of the program logic
there so that it shows crash-aware linearizability instead of durable linearizability.

I Collects the detailed specification and proofs in our program logic of the FLiT and File examples
discussed in the main paper.

J Collects all of the proofs omitted elsewhere.

A A CONCURRENT GAME SEMANTICS WITH CRASHES

In this section we define our game model with crashes. This does require a long exposition, and a
few different game models. This proves necessary, as durable linearizability involves crash-aware
objects as well as objects without crashes, which live in different models of computation. We start
by recalling the definitions of sequential games Seq and concurrent games Conc appearing in
Oliveira Vale et al. [31], slightly reformulating them in the process (§A.1). Then, we define our
concurrent game model with full-system crashes (§A.2). We finish by discussing the issue of neutral
elements and define the copycat strategy crashcopy that will play the role of the neutral element in
our compositional model (§A.3), and provide a concrete characterization of saturation with respect
to crashcopy.

A.1 Concurrent Games

We now recall the sequential and concurrent games used in Oliveira Vale et al. [31]. The sequential
game mode is traditional in the game semantics literature [1, 21] except that our presentation
differs in, at least at first, not requiring O-receptivity.

The concurrent game model is closely related to the model appearing in Ghica and Murawski
[16]. We slightly generalize the model in Oliveira Vale et al. [31]. There, concurrent games are
homogenous in that all agents play the same game locally, i.e. have access to copies the same
operations. The model we define here is hetererogenous in the sense that it allows different agents
to play different games locally.

At this point, we must note that our model of concurrent games is parametrized by a set Y
of agent names. We start by defining a notion of move of a game, and what it means to be a
well-formed sequential and concurrent play.

Definition A.1 (Move Sets and Well-Formed Plays). We define the set of polarities for sequential
games Pol**% and concurrent games Pol®"¢ respectively as the sets:

Pol*®d := {0, P} Pol°™ := )" Pol*“

aeY
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We define a move set as a pair (M,A : M — Pol) of a set of moves and a polarity assigning
function A : M — Pol to a set of polarities. Given such a move set, we write MP°' for largest subset
of M including only moves m € M such that A(m) = pol.

In the case of a move set (M, A : M — Pol®"¢) we also write M“ for the largest subset of M
including only moves A(m) = a:pol for any polarity pol € Pol**. Note that M* defines a move set
(M*, A% : M — Pol**%) by the polarity assignment

A%(m) = pol &= A(m) = a:pol

Given a sequence s € M* and a subset S C Y, we denote by 7, (s) € M* the largest subsequence of
s containing only moves in M%.

Given a move set (M, A : M — Pol**9) we write ]P’j\f[q for the set of sequences s € M* that start
with a move labelled by O, and alternate between O and P moves in the sense that

s=p-m-m -t = A(m) # A(m’)

We call sequences in P}, well-formed sequential plays.

Similarly, given a move set (M, A : M — Pol®") we write P{3"° for the set of sequences s € M*
which are locally sequential in that 7, (s) € ]P’jveﬂ,. We call sequences in P§{]"¢ well-formed concurrent
plays.

We are now ready to define the key notion of a game.

Definition A.2 (Sequential and Concurrent Games). A sequential game A = ((Ma, Aa), Pa) consists
of a move set (My, A4 : My — Pol*®*9) and a non-empty, prefix-closed, subset P4 C IP’ifq, where we
write Pf:’q for P;Zi.

A concurrent game A = ((Ma, A4), Pa) consists of a move set (Mg, 14 : My — Pol{®") and a
non-empty, prefix-closed subset P§ C IP’;;% for each « € Y verifying that P4 = |[gex P4

Given a game A we can recover the local game that « plays, written A%, as the sequential game
A% = ((M§,13), 7o (P4)). Note that by construction, given s € P, it is necessarily the case that
ﬂ'a(s) € Pya.

Conversely, given an Y-indexed collection of sequential games A = (A[a])qey We define the
concurrent game Conc A by the data

Mconc 4 = Z MA[a] Aconc A = Z AA[a] Pconc 4 = | | a:PA[zx]
aeY aeY acY
when the context permits, we write A instead Conc A. It is useful to note that given a concurrent
game A, we always have A = (A%)yey, where the isomorphism holds up to renaming some moves.
So, up-to isomorphism, every concurrent game may be seen as a collection A = (A[a])gey of
sequential games.

An example of a sequential game is the unit game ¥, in which Opponent is able to ask a question ¢
and Proponent may answer the unique answer available to it a. Formally, its moves are My := {q, a}
where ¢ is an Opponent move, i.e. 15(q) = O, and a is a Proponent move, i.e. A5 (a), while its set of
plays is given by

Py:={e ., q ., q-a
We can use the sequential unit game to define an Y-indexed collection ¥ with X[a] := 2. The
corresponding game ¥ simply allows all agents in Y to play an instance of ¥ locally, so that its
plays are sequentially consistent interleavings of plays of ¥ labelled by the agent issuing the
corresponding moves. For example, for a # &’ both agents in Y, the following sequence a play of X:

axq a'\q — a’:a aa
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where the arrows are merely a visual aid in keeping track of the individual threads of computation.

Definition A.3 (Strategies). For a sequential/concurrent game A, a sequential/concurrent strategy
o over A, written o : A, is a non-empty, prefix-closed subset o C Py4.

Definition A.4 (Dual Move Set). Given a move set (M, A : M — Pol**9) we define (M*, A+ : M+ —
Pol**%) by

M*t =M At (m) == (A(m))*

where Ot := P and Pt := O.
Given a move set (M, A : M — Pol*®) we define (M*, A+ : M+ — Pol®") by

M =M A (m) = (A(m))*
where (a:pol)* := a:pol* for pol € Pol**9.

Definition A.5 (Tensor and Affine Implication). Given sequential/concurrent games A and B we
define the sequential/concurrent games A ® B and A — B by the following data

Magp = Mg + Mp Aagp = Aa + AB Pygp = {s € Pagp | sta,- € Pao Asl_p € Pp}

My op = MX"'MB Apop = AX'*'/IB Py g = {S € Pasp | SrA,— EPAAST_’B EPB}
where — 4 - : (Ma + Mp)* — M, assigns to a sequence s its largest subsequence involving only
elements in M4, and analogously for — g : (Mg + Mp)* — Mp.

The plays of A ® B are essentially plays of A and B interleaved in a sequentially consistent way,
so that A ® B corresponds to independent horizontal composition. The game A — B meanwhile
corresponds to switching the roles of Opponent and Proponent in A and then taking the tensor
with B, which is the traditional way of modelling the affine implication type in game models.

As a matter of illustration, the maximal plays (under prefix ordering) for the sequential games
30 ® 2 (the two plays on the left) and 3y — 3; (the two plays on the right) are depicted below.
We denote by %, ¥; the two components of these types, both of which are instances of the game X.
We will similarly add an index to the moves of each component.

2 q — a1 q1 —> a \/ D qQ — a 91 ai
® o
2o %ﬁao) qo — ao Z‘0 \)‘Ioﬁa()/\

Observe that in the game ¥ ® ¥ Opponent can choose to start in either component, while in the
game 3 —o X Opponent must start in the target component (X;) due to the flip of polarity in the
source component (%y). In ¥ ® ¥ only Opponent may switch components, while in ¥ —o ¥ only
Proponent may switch components because of alternation (these are typically called the switching
conditions of sequential games). Their concurrent variants ¥ ® X and ¥ — X merely allow for any
sequentially consistent interleaving of the plays above, labelled by the agents who are performing
each move.

Definition A.6. For sequential/concurrent games A, B and C, we define the set of sequential/con-
current interaction plays as

int(A,B,C) :={s € (Ma+Mp+Mc)" | stap- € Paop ASI-pc € Ppoc}

where —[ap— : (Ma+Mp+Mc)* — (Ma+Mp)* assigns to s the largest subseqeunce of s involving
only events in M4 and Mp, and analogously for the projection —[_ g c.
Given sequential/concurrent strategies 0 : A —o B and 7 : B — C we define their set of
interactions by
int(o,7) :={s € int(A,B,C) | slap- € 0 Asl_pc €T}
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and their composition, for sequential strategies and concurrent strategies, respectively:

o;t:={sla-c€ Pf:lc | s €int(o,7)} o;7={sla-c e P | s €int(o,7)}

where, —la-c : (Ma + Mg + Mc)* — (Ma + Mc)* assigns to s the largest subsequence of s
containing only moves in M4 and Mc.

ProrosiTION A.7. Composition of sequential/concurrent strategies is well-defined and associative.

Prop. A.7, proved by Oliveira Vale et al. [31], means that sequential games, and concurrent games
both assemble into semicategories. Recall that a semicategory is essentially a category without the
requirements about the neutral element for composition.

Definition A.8. We call Seq the semicategory of sequential games and sequential strategies, and
Conc the semicategory of concurrent games and concurrent strategies.

An important class of games for us, as they will make for the types of our concrete objects and
will play a key rule in defining the semantics of imperative code, are games generated by effect
signatures. This follows an approach for modeling imperative programs started in Koenig and Shao
[25], Oliveira Vale et al. [30]. First, we recall the definition of effect signature and define a notion
of concurrent effect signature.

Definition A.9. An effect signature is given by a collection of operations, or effects, E = (e;);es
together with an assignments par(—),ar(—) : E — Set of a set of parameters par(e) and a set
of return values ar(e) for each operation e € E. This is conveniently described by the following
notation:

E = {e; : par(e;) — ar(e;) | i € I}

For a given set of agents Y we call an Y-indexed collection of effect signatures E = (E[a])ger a
concurrent effect signature.

The corresponding games associated sequential and concurrent games associated to effect
signatures are as follows.

Definition A.10. Given an effect signature E, define the game Seq(E) € Seq by the data:

MSeq(E) = Z Pa"(e) +Z ar(e) ASeq(E) =0+P PSeq(E) = erGE Uaepar(e) Uvear(e) e(a) 0
ecE ecE
we take the freedom of writing E for Seq(E).
Then, given a concurrent effect signature E, its corresponding game Conc(E) in Conc is the
game Conc E. We will often write just E for Conc E.

The typical play of E looks like the following (on the left), where e € E is an effect, a € par(e)
and v € ar(e).

E:e(a) — v tE:ei(a)) — v1 — ex(ag) —> vo — ... — ex(an) — op

Note that E only allows for a single effect of E to be issued. We can lift such a game E to a game TE
(read “replay E”) that allows several effects of E to be invoked in sequence. Its plays, depicted above
on the right, consist of sequences of invocations e; € E with argument a; € par(e;) alternating
with their responses v; € ar(e;). We will define the replay modality ¥— formally later. This informal
description will suffice until then. The concurrent variant E, as usual, just allows each agent to play
an instance of the corresponding sequential game E[a] in a sequentially consistent fashion, while
tE similarly allows each agent to play TE[a] locally.
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A.2 Games with Full-System Crashes

We are now ready to define our model of concurrent computation with full-system crashes. We
follow the same structure as §A.1.

Definition A.11 (Polarities with Crashes). We define the set of polarities for crash-aware games
Pol? as the set Pol? := Pol®" + {4}.

Note that crash-aware games will effectively have an extra player which is responsible for issuing
crash signals, which are represented by moves labelled by 7 and will be treated differently from O
and P moves.

Definition A.12 (Move Set and Well-Formed Plays). We define a crash-aware move set to be a
move set (M, A : M — Pol?) such that M? is a singleton set.

We write M! for the largest subset of M including only moves m € M such that A(m) # 4, i.e.
MY = UgerM®. Note that MY always defines a move set (MY, 1Y : MY — Pol®") by the polarity
assignment A' (m) := A(m).

Note that a sequence s € M* is of the form

St d o Secdh s

where every s; € (MY)* and 4 € Mi. We define ||s|| to be n + 1. We also define the operation
epo;(—) which assigns to s the sequence epo;(s) :=s;, called the i-th epoch of s. If i > ||s|| then we
take the convention that epo;(s) :=e.

We say a sequence s € M* is a well-formed crash-aware play when, for every i € N, epo;(s) €
P, We denote by wa the set of all well-formed crash-aware plays over the move set (M,A: M —

Pol?).

Note that in the definition of the well-formedness of crash-aware plays we implicitly already
enforce that crashes affect the entire system, as when a crash happens the entire system resets
back to a P-position. This means that after a crash, the first move for all agents is an O move, no
matter what was the last move by that agent in the previous epoch. We are now ready to define
crash-aware games. In the definition,and for the remainder of this paper, we will make frequent
use of the usual Kleene algebra over sequences. We will also denote by 4 the unique crash event
4 € M, for any crash-aware move set, what allows us to ignore the actual name of the crash event.
While the assumption that Mf‘ is a singleton is not necessary, allowing for several crash events
makes several of the definitions more involved. Since for our practical purposes one crash event is
enough, we opt for this simpler presentation.

Definition A.13 (Crash-Aware Game). A crash-aware game A = (Ma, A4, P4) consists of a move
set (Ma, A4 : My — Pol?) and a non-empty, prefix-closed subset PL C PO making

Py=(P}-4) Py CPy

Note that any crash-aware game A defines a concurrent game A' := (M2, /1}1), P}) € Conc.

Conversely, given a concurrent game A = ((Ma, 14), P4) we can construct a crash-aware game
At = (Ma+{4},2a+4), (Pa-4)*-P4) where we write 4 for the constant function 4 : {4} — {4}.
This game has every agent o € Y playing the concurrent game A. It is useful to observe that given
a crash-aware game A, (A')? = A.

So, for example, the crash-aware version of X is given by %¢. Then, an example of play of Z¢ is:
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axq \aﬁq/{ aa 4 a':q a:q — aa 4 a':q
Fig. 8. Example of a play of X .

Note that the main well-formedness constraint about plays of crash-aware games is that in each
epoch they play a well-formed concurrent play. i.e. a locally sequential play.

Definition A.14 (Crash-Aware Strategy). A strategy o : A over a game A is a non-empty, prefix-
closed, subset o C P4, which is moreover 4 -receptive in that
Vs€os-4 €Py = s-§€c0

The ;-receptivity property of strategies models the usual assumption that crashes may non-
deterministically happen at any point in an execution of a program. Surprisingly, it plays a crucial
role in proving the symmetric monoidal structure of crash-aware games.

Observe that in the definition of the tensor product and the affine implication for sequential and
concurrent games the disjoint union of move sets plays a crucial role. In order to correctly model
the instantaneous and synchronous behavior of crashes, we must treat crash signals differently
when computing the disjoint union of move sets. For this, we define a smash product which behaves
like the disjoint union for O and P moves, but that merges crash signals together. It will also be
necessary to redefine projections to take this merger into account.

Definition A.15 (Smash Product). Given move sets (Ma, 14) and (Mg, Ag) we define their smash
product (Mg +; Mp, A +; Ag) by
MA+é MB:=M£+M£+\£ and /1A+é ABZZAA+AB+\£
where 4 stands for the constant function to 4 € Pol?.
Given s € Pury+,m; We define sT4 - € Py, and s|_p € Py, to be the projections to the
corresponding components of Ma+; Mp. What this means is that — 5, — and — [ _ yr, are respectively

generated by the maps in Set below using the universal property of the free monoids M} and Mj,
respectively:

—Mam = idME\ +e+idy : Mg+, Mg — M, — oMy = e+idM]§ +idy : Ma +; Mg — M
where € is the constant function to the empty sequence, and ids is the identity for the set S.
Definition A.16 (Dual Move Set). Given a move set (M, 1) we define the moveset (M*, 1*) by
Mt =M A (m) = A(m)*
where (a:pol)! := a:pol* for pol € Pol**%, and 4+ := 4.

In the context of games A and B, as opposed to move sets, we write —[4 _ and —[_ g for —ar, -
and —[_ y, respectively. We will also write —4 g - and —[_ g for, respectively,

—MMu+, M, (Ma+; Mp+; Mc)* — (Ma+; Mp)* — - Mg+, Mc © (Ma+y Mg+, Mc)* — (Mp+; Mc)*
We also take the opportunity to define a projection
—la-c:(Ma+; Mp+; Mc)" — (Ma+; Mc)*

as the monoid homomorphism associated by the universal property of the free monoid (M +; Mc)*
to the mapping pa-c:Ma+; Mg+, Mc — (Mg + Mc)* in Set:

m, me MX + Mg

pa-c(m)=4e, me Mg
4, (Aa+; A+, Ac)(m) =4
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Definition A.17. Fix games A and B. We define the games A ® B and A —o B by the following data
Magp = M +; Mp Aags = Aa+; A Pagp = {s € Pyys, My | STa- € PAASI-p € Pg}
Mp_p = Mj{ +y Mp Ad—oB = AA{ +4 AB Py g = {S EPMjﬂMB | SFA,_ GPA/\S[‘_’B EPB}

It is in this change from a disjoint union to the smash product, and in the corresponding
modification to projections that lies some of the assumptions about the behavior of crashes. Consider
the following play s of 3¢ — ¢ (on the left):

’ ’ $ r*xzé =g d,:q 4 a,:q
a:q a':q | a’:q

s =
y \}
\ g ———— aa | a'q

Note that the crash signal synchronize across the the source and target components of the play.
This simultaneously models that the crashes are synchronous across components (they happen in
all components at once) and that they are instantaneous (it takes negligible time for the crash to
propagate to other components). On the right, above, we see the projections of s to the source and
target components. Importantly, the crash event is retained in both projections, so that the crash
event 4 of 3¢ —o X effectively belongs to both components.

shs, - =aq-aa-§-a':q

Definition A.18. We define the set of interaction plays as
int(A,B,C) :=={s € (Ma+; Mp+; Mc)" | stap- € PaB ASI_Bc € Ppoc}
Given strategies 0 : A — Band 7 : B —o C we define their set of interactions by
int(o,7) :={s € int(A,B,C) | slap- € 0 Asl_pc €7}

and their composition

o, T = {S rA,—,C € Pé

ioc | s €int(o,7)}

ProrosITION A.19. Composition of crash-aware strategies is well-defined and associative.

Definition A.20. We denote by Crash the semicategory of crash-aware games, with crash-aware
strategies 0 : A —o B as morphisms between games A and B, and composition given by —; —.

We take the opportunity to define the crash-aware version of E as Ef. We similarly define the
game tE? as (TE)é.

A.3 The Copycat Strategies and Saturation

None of Seq, Conc or Crash assemble into categories for the corresponding composition operations
—; — do not have a neutral element. That is, to say, there is no choice of strategies id4 : A — A for
which ida; 0;idg = o for every o : A —o B. On the other hand, there are clear candidates for such a
neutral element, which are called the copycat strategies.

The sequential copycat strategy seqcopy, : A —o A intuitively replicates O-moves in the target
component as the same move in the source component, and P-moves in the source component to
the same move in the target component. Formally, it is defined by:

seqcopyy = {S € Paoa | VP Ceven S-pTa, =pla,}

where we write C for the prefix relation and Ceyen for the even-length prefix relation. For ¥ the
maximal play of the copycat strategy seqcopysy is the play below (on the left):
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Import X
by a
a <-q
X \> q > a ret a
3

Fig. 9. Maximal play of seqcopysy (left) and corresponding pseudocode (right)

This play corresponds to complete execution of the code we display on the right, which imple-
ments X by importing another instance of .

The concurrent copycat then ccopy, : A —o A merely has every agent & € Y play the sequential
copycat for its corresponding game seqcopy 4o : A* —0 A%:

ccopy 4 = {s € Paoa | ma(s) € seqcopy ga }

Finally, the crash-aware copycat crashcopy, : A —o A just plays ccopy ,r within each epoch:

crashcopy 4 := (ccopyx - §)* - ccopy 4x

It turns out that in all cases the corresponding copycat strategy can lead to emergent behavior
after composition, which prevents the models from being compositional. Concretely, writing
copy generically for any of the copycat strategies, it can happen that for some o : A — B,
o C copy,; 0; copyp strictly. This issue is explained extensively in Oliveira Vale et al. [31] in the
context of concurrent games, and the situation is the same for crash-aware games, so we refer the
reader there for a more detailed account of the issue.

The solution they present which turns out to be deeply related to linearizability, is to note that
the copycat strategy is idempotent, in that for all games A in the corresponding models

COPY 45 COPY 4 = COPY 4
This essentially means that the copy , at least behaves like a neutral element for itself. With that
fact at hand, we define a class of strategies that behave well when composed with the copycat.

Definition A.21. We say a strategy o : A — B is saturated with respect to the copycat strategy
copy when

Copy ;03 COpyp =0

It is not hard to see that the fact that the copycat strategy is idempotent ensures that composing
saturated strategies yields a saturated strategy, and that the copycat does behave like a neutral
element for saturated strategies. This means that we can promote the semicategories we have
defined to categories by restricting attention to these saturated strategies.

Definition A.22. We define the categories Seq, Conc and Crash as the restrictions, respectively, of
the semicategories Seq, Conc and Crash to strategies saturated with respect to the corresponding
copycat strategies seqcopy, ccopy and crashcopy.

It is folklore that, concretely, saturation for sequential strategies is equivalent to O-receptivity.
That is, a strategy is saturated if and only if it accepts O-moves whenever the environment is
allowed to make them. For concurrent games the story for saturation is more complicated, and
corresponds to, beyond O-receptivity, strategies that are insensitive to certain delays, which might
be caused, for instance, if an agent is preempted. This is typically formalized using a rewrite system
— ~» —, which figures prominently in the concrete formulation of linearizability appearing in
Oliveira Vale et al. [31], so naturally it will also play a key role in our own work on linearizability,
and we take the opportunity to define it now.
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Definition A.23. Let A = (My, P4) be a concurrent game. We define a string rewrite system
(P4, »»4) with local rewrite rules:
e Vm,m' € MaVa,a’ € YNX € {O,P}.a # &’ AAg(m) = a: X AAa(m') =a':X = m-m’ ~oy
m' -m
e Vo,peMyNVa,a' eYa#a ANa(0) =a:OANAs(p)=a’:P = o0-p~sap-0

For crash-aware strategies, the concrete characterization is only slightly more involved. We do
not cover it here for the sake of space. We will soon see an equivalent characterization in terms of
a linearizability criterion, which will be sufficient for our purposes.

A.4 Refinement and Horizontal Composition

Before proceeding, we briefly address refinement and horizontal composition. We take as our notion
of refinement behavior containment, o C 7, with joins given by set union. This makes all of the
models we have discussed so far into enriched (semi)categories over join semi-lattices. Specifically,
this means that

PROPOSITION A.24. Strategy composition —; — is monotonic and join-preserving.

Now, for horizontal composition, recall that we have already defined a game A ® B € Crash
given games A and B in Crash. The tensor defines a semifunctor as follows, where o : A — B and
7:A"” < B":

0®7:={s € Paga’~Bep | STA~B € 0 ASla—p € T}
Note that these projections are defined just like in the usual concurrent case except for its behaviour
on crashes 4 which is given by:

é lA—-B = é é far—op = é
Moreover, the game 1 is given by the following data
M ={4} M) =1 Pr=4"

These definitions permit us to prove that
ProposITION A.25. (Crash, — ® —, 1) defines an enriched symmetric monoidal category.

This means, in particular, that — ® — defines a monotonic and join-preserving functor, so that
horizontal composition behaves well with respect to both vertical composition and refinement.

B CRASH-AWARE LINEARIZABILITY

Compositional linearizability provides an account of linearizability based on an operation Kcone —
converting strategies in Conc to strategies in Conc. This operation, comes with the abstract
construction defining Conc, so that, as Crash follows the same construction, there is a counterpart
K; —in Crash. In this section, we give a concrete characterization of the notion of linearizability
associated to K; —, which is closely related to strict linearizability. Then, we present the equivalence
with observational refinement and the locality property for it.

B.1 Crash-Aware Linearizability

We start by defining the operation K; — : Crash — Crash by the formula, for 7 : A — B € Crash
K, 7 := crashcopy; o; crashcopyg

Intuitively, this operation assigns to o the smallest saturated strategy containing o. K; — has the

important property that it is an oplax semifunctor, i.e.
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PRroPOSITION B.1. Forallo : A —o Bandt: B —o C in Crash, K, (o;7) €K, 0K, .

The framework of compositional linearizability proposes that the native notion of linearizability
for crash-aware objects should be equivalent to the refinement v’ C K, v. So for the remainder
of this section, our goal is to concretely characterize this refinement in terms of plays. For this,
we find it useful to recall the concrete formulation of compositional linearizability. This notion of
linearizability is a slight generalization of interval-sequential linearizability, and in particular does
not require that the linearized specification be atomic nor that all pending operations be removed.

Definition B.2. For A € Conc, a play s € P4 is linearizable to a play t € P4 when there exists a
sequence of P-moves sp € (Mf;)* and a sequence of O-moves sp € (Mg)* such that s-sp ~4 - s0.
We write s ~ t when s is linearizable to t. We say s € P4 is linearizable with respect to a strategy
v : A, written s ~ v when there exists t € v such that s ~ t. We say a strategy v : A is linearizable
with respect to a strategy v : A, written v’ ~ v, when for every play s € v/, s ~ v.

We use linearizability in Conc to define crash-aware linearizability. It is straight-forward: s
crash-aware linearizes to t when their corresponding epochs linearize to each other.

Definition B.3. For A € Crash, we say a play s € P4 crash-aware linearizes to a play t € P4 when
Isll = [1£] and Vi < [lsll-epo, (s) ~ epo, (1)
and write s -, t when this holds, and extend the notation as we did for linearizability (see Def. B.2).

We now discuss a few examples of crash-aware linearizability. A first example is volatile objects.
For this, we find it useful to define a functor Vol —, defined by Vol A := At on games. Meanwhile,
given a strategy o : A — B € Conc we define the strategy vol(o) € Crash as vol(o) :== (o- 4)* - 0.
The functor is named vol(—) because we use it to define volatile objects, as given a strategy
v : TE € Conc, vol(vg) : TE? describes the object that behaves as vg within each epoch, and in
particular resets the object to its initial state on a crash. It is easy to see that:

ProPOSITION B.4. Forv’' : A € Conc and v : A € Conc, if v/ ~ v then vol(v') £, vol(v).
The main result of this section is the following characterization of K; —.
ProposITION B.5.

K, 7 ={s € Py_p | s is crash-aware linearizable with respect to 7}

COROLLARY B.6. V' : A is crash-aware linearizable with respect to v : A if and only if v/ C K, v.

B.2 Observational Refinement and Locality
We use the general result in Oliveira Vale et al. [31] to obtain locality and observational refinement.
The requirements to obtain these properties are the following.

LEmMmaA B.7.

e Foranyo :1 — A € Crash it holds that crashcopy ;0 = 0.
e Foro,7: A —- Bando',7 : A’ — B’ we have 00 Ct®7 — ocCod ATCT

This gives as corollaries locality and observational refinement, which we write explicitly now.
The proof of these results, under the conditions of our construction and Lemma B.7.

COROLLARY B.8 (OBSERVATIONAL REFINEMENT). V/, : A € Crash is crash-aware linearizable w.r.t
va : A € Crash if and only if foralloc : A — B, Vo Svaso

CoroLLARY B.9 (LocALITy). Forv/), : A, vy : B € Crash and va : A, vp : B € Crash:

Vi L va and vy L v ifand only if v, @ vi; £ va ® v
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C CRASH ABSTRACTION

Many specification methodologies for crash-aware objects, including durable linearizability, use
specifications without crashes. In our framework, this means that while the concrete crash-aware
object v’ lives in Vol, the abstract specification v lives in Conc. In this section we develop conversions
between Crash and Conc that serve as a building block for strict and durable linearizability.

The main difficulty in removing crashes from a play s with crashes is that the removal may
generate traces not satisfying sequential consistency. This happens when the same agent has a
pending invocation in one epoch and also moves in a later epoch. So, in the definition of the
operation —” (read de-crash), the projections 7y (s) are required to be well-formed plays.

Definition C.1. Given a game A = (My, Aa, P4) € Crash we define the game AP € Conc, by:

My = M} A (m) = Aa(m) Py = {mr(s) € P | s € [laer (PF)"}

Given a strategy o : A € Crash we similarly define o” : A’ € Conc by
o = {mr(s) € P | s € o}
A result we note in passing is that (A — B)” = A” — B”. This permits us to show that —” defines
an oplax semifunctor —b . Crash — Conc, that is:
ProrosiTION C.2. Forallo: A — Bandt: B —o C in Crash, (0;7)° C o”; 70
In addition, for all A € Crash, crashcopyt’q = ccopy 4, and =" is monotonic and join-preserving.

It is also useful to provide a reverse operation —ﬂ, read re-crash, that lifts, in a persistent way, a
strategy o : A’ —o B” into a strategy o* : A — B, a situation we depict diagrammatically below.

#
A--Z-oB So, suppose given A, B € Crash and ¢ : AP — B € Conc. Then, the
l l strategy of : A — B € Crash is given by:
Ab _ > BY aﬁ:={sePﬁ|m(s)Ea}

Re-crash also behaves like an enriched semifunctor.

ProrosiTiON C.3. Foro : A” —o Bb, r:B o (Cle Conc, Gﬁ; ¢ (03 T)ﬁ.

In addition, for all A € Crash, ccopyﬁ

"» C crashcopy,, and —* is monotonic and join-preserving.

D STRICT LINEARIZABILITY

Strict linearizability [2], an important linearizability criterion in the presence of crashes often used
to specify objects with robust recovery routines, postulates that a pending operation must linearize
within the same epoch it was issued. It was originally formulated in a system with individual
crashes instead of full-system crashes, so we modify it for our setting. We do not assume atomicity
or that all pending operations are removed.

Similarly to how Oliveira Vale et al. [31] characterizes linearizability by lifting a non-saturated
strategy to a saturated strategy, we formalize strict linearizability by lifting a strategy without
crashes into a strategy with crashes. Naively, one might think it is enough to use the lift v# : A €
Crash. Unfortunately, this does not make a crash-aware object, mainly because it does not satisfy
O-receptivity anymore. Specifically, v# never has plays such as

aq-4 - -a:q-aa
because a:q - @:q - a:a is not well-formed as a play of A?. We can fix this issue by saturating the

resulting strategy using K; —.
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Definition D.1. Given games A, B € Crash, we define the strict lift str(o) : A — B of a strategy
o : A’ — B’ € Conc as the strategy
str(o) ==K, ot
We now define our variation of strict linearizability, which differs only in that it generalizes the

original strict-linearizability by not requiring the linearized specification to be atomic and complete,
and specializes it to full-system crashes.

Definition D.2. We say v’ : A € Crash is strictly linearizable to v : A” € Conc when v/ C str(v).

It is not hard to see that when v is an atomic strategy this is equivalent to strict linearizability.
Indeed, the application of K; — within str(—) corresponds to constructing a strict completion [3],
and —* to removing the crashes. Finally, by first noting that

PropOSITION D.3. Forallo : A» — B?,7: B” — C” € Conc, str(o);str(r) C str(o; 7).
we are able to prove the following refinemenet property for strict linearizability.

PROPOSITION D.4. Suppose v/, : A is strictly linearizable to vy : A’ and that o : A’ — B°
implements an object linearizable to vg : B using va, i.e.
Va;0 € VB
Then, str(o) implements an object strictly linearizable to str(vg) using v/,, i.e.
V)y;str(o) C str(vp)

The reverse direction, unfortunately does not hold as str(ccopy,») # crashcopy,. By similar
reasoning as the locality for crash-aware linearizability we also obtain that

ProrosiTioN D.5 (LocALIiTYy). For v;{ DA, va :B e Crash andvy : A, vg : B € Conc:
V), C str(va) and vy C str(vp) if and only if v/, ® vi C str(va ® vp)

E DURABLE LINEARIZABILITY

A frequently used linearizability criterion for specifying persistent objects is durable linearizability
[22], which appears as an important development in linearizability with crashes [3]. Durable
linearizability makes a core assumption, which we call the durability assumption: that the agents
appearing in each epoch are disjoint across epochs. This means that there is no agent re-use
between epochs. The assumption makes the definition of durable linearizability significantly simpler
than previous criteria, including strict linearizability. Moreover, under the durability assumption,
persistent atomicity and recoverable linearizability are equivalent. This assumption, however,
is quite intrusive and must be enforced throughout, requiring us to define a new model Dur.
Interestingly, this can be smoothly done by a different choice of copycat for Crash. We finish by
showing locality and observational refinement for durable linearizability.

E.1 Durable Linearizability
We start by formalizing the durability assumption, and from now on assume Y is countably infinite.

Definition E.1. For a move set (Ma, A4 : Mgy — Pol?) we say a play s € P4 is durable when the
set of agents appearing in each epoch of s are pairwise disjoint across epochs, i.e.

Vivj.i# j = Y(epo,;(s)) N Y(epo,(s)) =@
and write Pg“r for the set of all durable plays over M. We write Pf\‘” for P4 N Pji‘”.

We say a strategy is durable when all of its plays are durable.
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Durable plays s have the important property that zy(s) € P4 as
my(s) = epo;(s) - epoy(s) - ... epo,(s) - ...

writing ops(s) for the right-hand side above we obtain that when o is durable ¢” = ops(c). An
important result is that durable strategies compose:

ProposiTION E.2. Ifo: A —o Bandt : B — C are durable strategies then o; T is a durable strategy.

This means that the restriction of Crash to durable strategies defines a semicategory, which we
call Dur. This motivates defining a durable copycat strategy.

Definition E.3. For A € Crash, the strategy durcopy, : A — A is the strategy:
durcopy 4 := crashcopy, N Pi“_roA

ProrosiTION E.4. durcopy is idempotent.

This let’s us define a model for durable objects and their implementations.

Definition E.5. We define the category Dur as the restriction of Crash to strategies saturated
with respect to durcopy.

The construction, like for Conc and Crash, comes with its own operation Kg,, : Dur — Dur
defined as Kq,r 0 := durcopy ,; o; durcopyy, as expected. Its associated notion of linearizability
v/ C Kqur v is the same as crash-aware linearizability restricted to durable strategies. An important
fact that we mention in passing is that restriction to durable plays — N P4_.p defines a semifunctor
from Crash to Dur. Composing this semifunctor with —* therefore preserves its functoriality
properties. For simplicity, we denote this composition simply as —#_as the context should make it
clear when the durable assumption is in place. We are finally ready to define durable linearizability.

Definition E.6. We say a play s € Pf‘“r is durably linearizable to a play ¢ € P, written s 44 ¢,
when ops(s) ~ t. We extend the notation to strategies as we did for linearizability (see Def. B.2).

Our definition differs from the traditional one only in that: we do not assume the linearized trace
is atomic, and we do require that all pending invocations be removed in the linearization.

Now, for our refinement-based formulation, we define a durable lift dur(—), which assigns to a
strategy v : A” € Conc the strategy dur(v) : A € Dur defined by

dur(v) : A € Crash = (Kcone V) N Pg”r
And, indeed, dur(—) does provide an appropriate lifting operation for durable linearizability.
ProposITION E.7. v/ : A € Crash is durable linearizable to v : A® € Conc if and only if

v C dur(v).

E.2 Observational Refinement and Locality

E.2.1 Observational Refinement. We now show an observational refinement property for durable
linearizability. For this, we first note that dur(—) behaves like a lax semifunctor, that is:

ProrosITION E.8. Forallo: A’ — B’,7: B — C? € Conc, dur(o);dur(r) € dur(o; 7).

It also satisfies the following property, which str(—) does not satisfy:

ProrosiTiON E.9. For all A € Dur, dur(ccopy 4 ) = durcopy 4

Each of these two results play an important role in each of the two directions of the following

equivalence with observational refinement.
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ProrosiTION E.10. Let A, B € Crash. Then v/, : A is durably linearizable to v, : AP if and only
if whenever o : A’ — B” € Conc implements a concurrent object linearizable to vg using v, then
dur(o) : A — B implements an object durably linearizable to vg using v',.

E.2.2  Locality. For locality, we start by defining a tensor product.
Definition E.11. For strategies o : A, 7 : B € Dur we define their tensor product c R 7 : AR B as
ARB=AQ®B oR7:=(c®1) NP,
ProrosiTION E.12. (Dur, — ® —, 1) defines a symmetric monoidal category.
With that established, establishing locality follows the same structure as for Conc and Crash.
ProposiTiON E.13. For any durable o : A, 7 : B € Conc, dur(o ® 7) = dur(o) ® dur(7).
PropPOSITION E.14. Foro,7: A — Be€ Durando’,7’ : A” —o B’ € Dur we have
oRo CTRT = ocCo ATCT

CoroLLARY E.15 (LocALITY). For V:A T A, v; :BeDurandvy : A vg: B e Conc:

v, U vy and vy, 44 vg if and only if v, ® v, 44 vy @ v

E.3 FLiT Correctness Theorem

For the FLiT correctness theorem, we must assume that v(., is strongly linearizable to veiir, in the

sense of [31]. This means that we assume that vg it C V’Ce” in addition to vée“ ~ VrLiT. Note as well
that the FLiT correctness theorem also assumes that a durably linearizable FLiT implementation is
available, that is that an object v’FLiT . tFLiT? durably linearizable to v it has been established. We

do this for the implementation displayed in §1 in §I.

ProrosiTiON E.16 (FLIT CORRECTNESS). For any object signature E, writing vy, = ®ierVe s if
V’Mem; M is an object linearizable to vg then, writing v’FLiTMem = EiEIVI,:LiT’ it follows thatv’FLiTMem; dur(M)
is durably linearizable to vg.

Proor. Note that since vée” is linearizable to vpiiT, from locality for compositional linearizability
it follows that v}, = ~> VMem, Where we write vmem := ®;ervrLiT- Then, by observational refinement
for compositional linearizability and the assumption, we have:

7
VMem: M = Ve M C VE

Now, by locality for durable linearizability we have that vf| .1y, © dur(vmem). But then, the result
follows from observational refinement for durable linearizability. O

F IMPERATIVE PROGRAMS

So far we have developed the theory of crash-aware, strict and durable linearizability in a rather
general setting. In practice, it proves useful to focus attention to strategies that specifically represent
imperative code. Specifically, these are strategies that arise from parallel compositions of sequential
imperative strategies. Object specifications vg : TE? are now assumed to have effect signatures as
types, but otherwise are just any strategy in the appropriate domain. Strategies M : TEf —o 1F*

that are used to implement new objects vg; M will be specialized to these imperative strategies. For
this, we use the theory of object-based semantics proposed by Reddy [36] and further developed
in Oliveira Vale et al. [30, 31]. For brevity, we do this with respect to Crash and Crash, but the
corresponding variation for durable strategies is easily obtained by enforcing durability throughout.
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F.1 Parallel Strategies

Recall that in §A.1 we defined an operation Conc — for constructing concurrent games from a-
indexed collections of sequential games. This operation has a suitable counterpart for strategies,
which makes it into a functor.

Definition F.1. Given a collection of strategies o[Y] = (o[a])qer, where for each «, o[a] :
Ala] — Bla] € Seq, define the strategy Conc o[Y] : Conc A — Conc B as

o[Y] := [laerolal
We say a strategy in the image of Conc — is a parallel strategy.
Now, we define parallel strategies in Crash.
Definition F.2. We denote by Par — the composition of semifunctors:
Par — : Seq" — Crash := vol(Conc —)

We say a strategy in the image of Par is a crash-aware parallel strategy.

Since both Conc — and Vol — restrict to functors, we define the subsemicategory Parallel of
Crash of parallel strategies, which, when restricted to saturated strategies, forms a subcategory
Parallel of Crash.

We note that

ProrosiTiON F.3.
Par ¢[Y] ® Par ¢’ [Y] = Par (6 ® ¢’)[Y]
where (0 ® o’)[a] = o[a] ® ¢’ [a].

Since, moreover, all the structural morphisms on Crash are parallel strategies, it follows that
Parallel inherits the symmetric monoidal structure of Crash.

F.2 The Crash-Aware Replay Modality
Parallel strategies make for a nice domain for us to fully define the structure of the replay modality

1 —, which we have being using for our examples.

Definition F.4. Given a sequential game A = (My, A4, P4) we define the sequential game A by
the following data:

MTA = ZMA ATA:ZAA Py = {81 e EP:_T |Vi.S,’ Ei:PA}
ieN ieN
Given a sequential strategy o : A — B we define fo : A — B by
to={lisy-... n:s, € Pyy | Viis; € 0}

Then, given a crash-aware game A = (Mg, A4, P4) € Crash we define the game tA by the
following data.

Mg = (Z M}) +4 Asa = ZMA Pia = ((llaexPra«) - &) - (llaerPsac)
ieN ieN
Given a parallel strategy o = Par o[Y] we define fo := Par (fo[a])qer-

A crucial result to appropriately define an object-based semantics model is that § — does define a
modality, that is
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ProrosiTiON F.5.
F— : Parallel — Parallel

defines a semifunctor restrictiting to a comonad
t— : Parallel — Parallel

Object-based semantics then postulates that co-algebras of ¥ — capture various flavors of the
semantics of imperative code. It turns out that in fact, Par — transports co-algebras in

ProrosITION F.6. Given a collection of strategies (M[a] : A[a] —o Bla])qeyr such that, for every
a €Y, Ala] and B[a] are co-algebras of the sequential T —, and M[«a]is a co-algebra morphism, then
Par (M[Y],R) is a co-algebra morphism with respect to the crash-aware T —.

This rather technical result means that we may use the same notion of imperative code used in
Oliveira Vale et al. [30, 31] in our framework, and, therefore, we are able to inherit many of their
techniques for modeling imperative programming to our setting.

F.3 Imperative Strategies

We are finally ready to define our model of imperative strategies.

Definition F.7. We define the category Imp to be the subcategory of Parallel defined by the
following data:
Objects: games of the form E¢ € Crash, where E is a concurrent effect signature.
Morphisms: parallel strategies of the form Par (M[Y],A;) : tEY — tF! where, for each a,
Mla] : tE[a] —o F[a] € Seq, and ]\7[[0(] is the co-Kleisli extension M[«] : TE — 1F of M[«].

This dense definition encapsulates a recent approach for the semantics of systems. The maps
M{[a] : TE[a] — F[a] are exactly the regular maps of Oliveira Vale et al. [30], which they show
are effective at describing sequential imperative code. Our parallel strategies, in each epoch, play as
parallel compositions of regular maps, which is the same notion of imperative concurrent code used
in Oliveira Vale et al. [31]. Both of these trace back to the foundational work by Reddy [35, 36].

Two crucial results for the semantics of imperative programs are that:

ProrosiTiON F.8. For concurrent effect signatures E and F, the game E* & F* is generated by the
concurrent effect signature (E[a] + Fla])gex-

ProprosITION F.9 (IMPERATIVE SEELY IsOMORPHISM). There is a natural isomorphism in Imp:
t(E* & F?) = {E* ® 1F*

These two results together mean that Imp inherits the symmetric monoidal structure of Vol.
Essentially, a tensor product 1E# ® 1F# is essentially the same thing as the game F(E* & F¥), which,
since E¥ & F* is generated by a concurrent effect signature, itself belongs to Imp.

G A PROGRAM LOGIC FOR DURABLE OVERLAY OBJECTS
G.1 Programming Language

In this section, we define a general programming language. Compared to the main text, we define
in detail the state transformer [B],, and the local operational semantics that we lift the transformer
into.
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G.1.1 Syntax. We start by defining a language Com for commands over some effect signature
E € Eff, where Eff is the set of effect signatures:

Prim := x < e(a) | assume(¢) | ret v Com := Prim | Com; Com | Com + Com | Com™ | skip

Prim stands for primitive commands. The assignment command, x < e(a), executes the effecte € E
with argument a and stores the response to variable x in a local environment A € Env. The assert
command, assume(¢), takes a boolean function ¢ over the local environment and terminates the
computation if it evaluates to False. We implement while loops and if-statements using assume(—)
in the usual way. The return command, ret v, stores the value v into a reserved variable res, and
may only be invoked once in any procedure’s execution. Com is the grammar of commands defined
as usual in a Kleene algebra.

An implementation M[a] of type E — F O Rp implements the overlay’s regular procedures F
and recovery procedures Rp, using the underlay with the signature E. For simplicity, we require that
there is only one recovery program in R, i.e. Rp = {r : 1 — 1}, and use r to denote the overlay’s
recovery method. The local implementation consists of a collection M[a] = (M[a]f) reFury Of
commands M[a]/ € Com indexed by f € F U Rp. A concurrent module M[Y] € CMod is given by
a collection of local implementations M[Y] = (M[a])ger-

G.1.2  Semantics. Each primitive command B receives an interpretation as a state transformer
[B]« : UndState — P (UndState) over a set of states UndState := Env X Py(g) and returning a
new set of states. A state (A, s) € UndState contains a local environment A € Env and a history
represented as a play s € P;(g). The transformer [B], depends on « only in that it tags each event
it adds to the history with an agent identifier . We define the transformer [B], as follows.

o A special primitive is id, which is generated when reducing structural commands. Therefore,
it has no effect on the state.

[id]«(A.s) = {(A,9)}

e The return instruction has the interpretation below.

_ J{(Alres > v],5)}  A(res) = L
lreteJ(8,9) = {® A(res) # L

e For the assignment, we interpret it differently according to the underlay’s trace.
— If even(m,(s)), then

{(A,s-aze(a))} a € par(e)
[x « e(@)]«(As) = {{(A,s-a:e(A(a)))} a € Var A A(a) € par(e)
2 otherwise
- If m,(s) = p - e(a’), where either @’ = a or a’ = A(a), then
[x — e(a)]«(A,s) = {(Alx — v],s-aww|v € ar(e))}
- Otherwise, [x < e(a)]«(A,s) = @.

o The assert instruction only makes progress when the boolean expression evaluates to true.

{(A,9)}  ¢(A) =True

¢ otherwise

[assume(d)]«(A,s) = {
We lift the interpretation function to a thread local operational semantics (C, A, s) —, (C’, A’,s").
It encodes how « steps on commands in a mostly standard way following the Kleene algebra struc-

ture of commands. We define the local operational semantics in Fig. 10.
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> C Com X Prim x {O, P} x Com

C1 5 C}
B»9B B »>1, skip C1;Cy 5 C}; Gy skip; C >3 C C* % G
c* >—>§1 skip Ci+Cy >—>f§ Ci Ci+Cy >—>i)fi C,

—> C (Com x UndState) x Y x (Com x UndState)

(N,s") € [BIX(A,s) CrX
(C,A,s) —4 (C',N,$")

Fig. 10. Local Operational Semantics (—)

In Fig. 5, we lift this local operational semantics to a concurrent module operational semantics
(c, A\, s) —»ﬁ’; (c’,\,s"), which takes a continuation ¢ € Cont := Y — {idle, skip, dead, halt} +
Com and a module state (A,s) € ModState := (Y — Env) X Pi(50R,)—t(FOR,) containing local
environments for all agents and the global trace of the system. It adds three highlighted rules to
handle crashes, compared with the semantics in Oliveira Vale et al. [31]. These rules are:

Crasu Allows for crashes to happen at any time, resetting local environments for all agents, marking
all the previously ran agents as dead and all remaining ones as halt.

StarTREC Starts the recovery phase by putting a recovery code C as the continuation, which is a
sequential composition of one permutation of underlay recoveries followed by the overlay
recovery M[a]". Chajed et al. [8] uses a similar recovery scheme.

EnpRep When the recovery finishes, any thread that is not dead becomes idle, that the system can
now run normally. It ensures the durable assumption since threads in previous epochs are no
longer available.

We define the denotation of a module to be the set of traces it can generate under the module
operational semantics from the initial configuration by the formula below, where ¢ is the initial
continuation and A is the initial environment where every agent has an empty local environment.

[M]r, == {s|3c € Cont, A € (Y — Env).{(co, Ao, €) —»IA{L (¢, A, s)} C Pi(EORg)—+(FORy)

G.2 Object Interfaces

The interface of a crash-aware linearizable object E is a tuple
(v : T(E O Rg) € Dur, vg : fE* € Crash) s.t. vilge S Kyve

where v/ is the concrete specification that contains all possible traces the object can produce, which

will include concurrent ones and will also contain crash events and recovery signatures, and v is

the linearized specification. The interface is valid if and only if after recovery refining the concrete

specification (the projection onto E), v [g¢ is crash-aware linearizable to vg, ie., v [g+ C K, vg.
Similarly, we define the interface of a durable linearizable object E as a tuple

(v : T(E O Rg) € Dur,vg : TE € Conc) s.t. vp g C dur(vg)

A major difference from the crash-aware interface is that the durable interface’s linearized specifi-
cation vg does not have crashes, because durable objects can be used as if there is no crash. The
interface is valid if and only if v} [ g is durable linearizable to v, i.e., v, [g: C dur(vg).
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— C (Com x UndState) X Y x (Com x UndState)

—»g,; € (Cont X ModState) x CMod x (Cont x ModState)

feF a € par(f) N = Ala > [arg > d]] .
(c[a — idle], A, s) —»%IE (c[a » M[a)], A, s - a:f) "

<C, A,S rE> — <C,, A,, S, rE) S
(c[a = CL.As) —p (cla - C'LAS")

TEP

(sl =p-f  A@)(res)=vear(f) A =Alar o]

- 7 - ; RET
(cla > skip], A,s) —»p, (c[a > idle], A',s - a:0)

Va € s.c’[a] = dead
Va e Y.a ¢ s = ¢'[a] = halt

o YR CrAsH
¢, Ays) —»p (¢ Aoys - 4)

s=s"-4 7 = perm(RE)

C = sequence(r, M[a]")
STARTREC

{c[a + halt], A, s) _»;2\1 (c[a > C],A,s - azr)

o (sTruRy) =" -1 A(a)(res) = v € ar(r) A =Ala— 2]

Va € Y.c[a] = dead = ¢’[a] = dead Va € Y.c[a] # dead = ¢'[a] = idle
ENDREC

{c|a > skip], A, s) —»RME (c',\,s - aw)

C

(xr < r(a));sequence(7’,C)

where sequence(?,C) =
q (7. C) { =r-r Aa € par(r) A reserved(x;)

Fig. 11. Module Operational Semantics (—»g;)

Usually, the client of the overlay object F will follow certain constraints when using the it. For
example, when using a lock, one is supposed to invoke the lock acquire and the lock release in
an alternating fashion. These constraints on clients often help us to prove a stronger and more
useful specification vp. We use a strategy pr : T1(F O Rp) to encode these client specifications. In
the main text, we do not consider the client specification due to space limit, and we consider it in
the program logic in this appendix. Most of the proof rules are the same except the Prim rule.

The objective of our program logic is to establish the judgement

pr kM : (v, ve) = (Vi vE) or  ppkM: (Vg VE) = (Vi V)

which means under the assumption that the client will use the overlay F according to strategy pr, the
implementation M implements F with either a crash-aware interface (v}, vr) or a durable interface
(Vi V), using the crash-aware underlay E with a valid interface (v}, vg). Concrete specification vy,
is defined by running M above v, of the underlay, i.e., v, = (vi; [M]r; N pr) I (FOR,)- The program
logic’s soundness guarantees the validity of the crash-aware/durable overlay interface. With the
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validity, we may use the object F and its interface to implement and verify another layer of objects
above it.

G.3 The Rely-Guarantee Crash Linearizability Hoare Logic (CLHL) for Durable
Linearizability

We have been using a simplified rely-guarantee crash Hoare logic in the main text, while we develop
a more expressive one in this appendix. Their main difference is that the CLHL in this appendix uses
a binary relation between the pre-state and post-state of a program as the post-condition. This gives
the logic more expressiveness and allows us to verify more complicated programs. We prove the
CLHL with binary post-conditions to be sound, which implies the one with unary post-conditions
in the main text to be sound, because it is strictly less expressive than the former one.

The program logic uses as proof configurations triples (A, s, p) € Config := ModState X Poss,
where Poss is a set of possibilities and is of type TF. We define a configuration triple to be valid
if and only if s | is linearizable to p and p is linearizable to vp. This is exactly the definition of
the durable linearizability: after removing recoveries and crashes, the trace is linearizable to its
specification. We maintain this as an invariant in proofs to ensure that the concrete trace s is always
durably linearizable to v after the recovery refinement. Pre-conditions P and crash post-conditions
Q, are given by sets of configurations, while post-conditions Q, rely conditions R, and guarantee
conditions G are specified as relations over the configurations. As usual, we define the stability
requirements:

stable(R,P) &= RoPCP stable(R,Q) & RoQCQAQoRCQ

G.3.1 Top Level Rules. The top level rule OBjecT IMPL proves M implements the overlay (v, vr)
using the underlay (v, vg).

Va,a' € Y.a # a’ = Ga] Uinvokey (=) Ureturng (=) € R[a’]
Va € Y.R[a],Glal, I[a] €5 M[a]  Va € Y.IeR M[a]

ur F M (v, ve) = (Vg vE)

OBjECT IMPL

It requires the prover to find an object invariant I : Y — Config — Prop for the implementation
and then prove the correctness of regular procedures and the recovery separately:

o Verifying Regular Procedures. To verify a concurrent object, the OBjecT IMpL rule requires finding
the rely R and guarantee G of the object. The rely R[a’] of an agent needs to consider the effect
of any other thread’s executions, invocations, and returns, each represented by actions in G[«],
invoke, (—), and return,(—). And provers need to show R[«], G[a], I[«] Ef M[a], which asserts
that running regular procedures in F on the thread «, its environment will restrict its behavior in
R[] while itself will only have behaviors in G[«], and I[] is satisfied when the thread « is idle.

Auxilliary Relations. We define some useful auxiliary relations here.

A, s,p) €idleg As'IF € pup A Ja.N (a) = [arg > a]A
(A,s, p)invokey (f) (A, s, p) & (( P) F € HF (@) = [arg > a] )

Vo' #a. N () =ANa)As'=s-a:f Ap' =p-a:f
(N,s",p") = (A5, p)A )
Jo € ar(f).A(a)(ret) = v Alast(my(p)) = awv
Fo € ar(f).A(a)(ret) =v AN = DA
p’ =pAlast(ny(p)) =a:v As’ =s- a:v)

(A, s, p)returned, (f)(A',s", p') = (
(A, s, p)returng (f(a)) (A, s',p") = (
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- The invoke relation requires the current thread « is idle in the pre-state, i.e., there is no pending
invocation by a. The invoke relation then initialize the local environment according to method
arguments and append the invocation event to both concrete trace s and possibility p. It also
requires that after this invocation, s’ satisfies the client specification. By composing this relation
to pre-conditions, invoke, (f) o P, the result ignores traces where client specification is violated,
since both programmers and provers have no obligations to ensure the correctness in that case.

- The returned relation requires that the post-state’s local environment already has the reserved
variable ret assigned some value and the possibility contains the response to the latest invoca-
tion. By composing it to some post-condition, returned(f) o Q, it requires provers to show that
the latest invocation has returned and gets linearized.

- The return relation is a subsequent operation of the returned. It finishes the latest invocation
by clearing its local environment and append the repose to the concrete trace s. The invoke
and return are necessary because the program itself cannot manipulate the concrete trace by
appending events of the overlay object. They are added by another client. And the invoke and
return play the role of these clients by appending invocations to form a correct pre-condition
and appending response to truly end a method execution.

Provers need to show R[«], G[a],I[a] Fx Mr[a], which asserts that running the local imple-
mentation on thread « by invoking its methods, its environment will restrict their behaviors in
R[] while itself will only have behaviors in G[«], and I[«] is satisfied when the thread « is idle.

VYa,a' € Y.a # o’ = G[a] Uinvokey (=) U returng (=) € R[a’] Va € Y.R[a],Glal,I[a] Eq MF[a]

The LocaL Impr rule proves this judgement by splitting I[«] into conjunctions of P[]/, each
specifying the pre-condition of a method invocation, and then proving a series of objectives.

I[a] = NpepPlal) Ve F.(Mo,e€) ePlalf  Vf € Fstable(R[al, Pla]/)
Vf € FR[al.Gla] £, (Plal/}M[al/ (Q[a) }{T}  Vf € Freturng(f) o Qlal € Ila]
Rlal, Glal.I[a] ke Mp|a]

- First of all, each pre-condition P[a]/ needs to include the initial configuration. Each pre-
condition must be stable under interferences (the rely R[«]) of the environment, and therefore
the invariant I[«] is also stable w.r.t. environment interfaces.

- Then, provers need to show that each method f satisfies

Rlal,Gla] ) {Pla)f}M[e)/ {Qla}l H{T}

which is a shorthand for the CLHL hexad below by hiding auxiliary relations applied to
pre-/post-conditions.

Rlal, Gla] ke {invoke,(f) o Plal/ }M[a)/ {returned,(f) o Qlal/ }{T}

A hexad of the form R, G £, {P}C{Q}{Q; } means that given states satisfying P, running the
program C in an environment with interference in R and on thread « will produce actions in
G, and if it terminates normally, the state will satisfy Q, and if it crashes, the state will satisfy
Q; . A hexad is provable with proof rules introduced later. It is worth mentioning that there is
no need to explicitly specify and prove a crash post-condition for each regular method, and we can
simply put T as the crash post-condition. This is true because:
(1) The guarantee G[a] of the current thread is included in any other thread’s rely R[a’], and
therefore any step during the execution of any method in thread « is captured in R[a'].
(2) For any other thread ', its invariant I[a’] is stable w.r.t. R[«’], which means any state
after any execution step of any method in thread a (captured in R[a’]) is in I[a'].

Locar ImpL
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(3) Therefore, the state of thread « will satisfy any other thread’s invariant I[a’] at any time

(including the point of crash), and the crash post-condition in « can be derived from I[a’].

- Lastly, after finished the execution of a method and returned from it, the program state need

to satisfy the invariant so that the current thread can still access the object and invoke its
procedures.

Vf € F.returny(f) o Ola)f cI[a]

e Verifying the Recovery. Then, to ensure the durability of the object, provers need to show I £X M[«],
which means whenever crash happens, the execution of the recovery on any thread « can restore
the program state to satisfy the object invariant I. It can be verified via the RECOVER rule.

ID, T £, {Pr[a]}M[a] " {Q, [@]}{Q;s [«]}  Q;la] € P/[a]
UwerI[a'] =4 Q4 la] returng (r) o O,y [a] € NgexI[a’]
1R M[a]

RECOVER IMPL

First of all, provers need to find the pre-condition P,, the post-condition Q,, and the crash post-
condition Q; of the recovery program, and prove the following hexad *

ID, T &, {Pr[al}M[a] {Qr[a] H{Qy [al}

which means running the recovery program M[«a]" on arbitrary thread « from states in P, [a] will
either recover the system into states in Q, ] or crash into states in Q, [«]. Since the recovery
program always starts execution after a crash, the crash post-condition Q; needs to imply the
recovery’s pre-condition P,.

As mentioned before, I[a’] will serve as the crash post-condition of other threads. Therefore,
we require that all I[a’] crash into the crash post-condition Q, of the recovery program to ensure
that all possible crashes are considered. The crash-into relation (=) transforms the assertion I
into Q,, which means that any state satisfying P will satisfy Q, immediately after a crash.

I=,0, < V(Asp)el(Ays-4,p)€Qy

Lastly, after the execution of the recovery, the system is restored and ready to run and therefore,
the program state after the recovery’s return needs to imply the invariant I[a’] of any thread o’.

G.3.2 CLHL Proof Rules for the Hexad. According to these top level rules, proofs of both the
implementation and the recovery boil down to proofs of hexads like R,G £, {P}C{Q}{Q;}.
Figure 12 shows CLHL’s proof rules for the hexad.

Among CLHL proof rules for the hexad, the core proof rule for proving the durable linearizability
is the PriM rule. Firstly, we need to show that the pre-/post-condition and the crash post-condition
can crash into (=) the crash post-condition, because the crash can happen at any time, even after
another crash.

P=;Q QoP =, Qy Qs =4 Q4

Then, as any usual rely-guarantee logic, the pre-/post-condition needs to be stable w.r.t. the rely.

stable(R, P) stable(R, Q)

3We reuse the concurrent CLHL for the sequential recovery program, so the rely and guarantee for it are ID and T.
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P=,0Q QoP =y 0y Qs =4 Qy
stable(R, P) stable(R, Q) G +o {P}B{Q} .

R.G o {P}B{O}HQ;}

RIM

R, G ko {P}C1{0O1}{0O;} R, G kq {Q1 0 P}Co{Q2}{Q; }

SEQ

R, G Ea {P}C1;C2{Q2 0 Q1 }{Q; }

stable(R, P) P=,0Q, e R, G ko {PIC{O}{Q;} QoPcCP _—

R, 1D Eq {P}skip{ID}{Q; } R, G Ea {PIC{OHQs}

R.G ko {P}YC1{OHQ;} R G Fa {P}C{QHO4} Crorcs
R, G ko {P}C1 + C2{QHO; }
stable(R’, P") stable(R’, Q") Q; ¢c Q; Q’é =, Q’é Q' oP =, Q;
Pcp  Qc( R C R Gcg R, G Fo {PYC{QHQ;} Consto

R'.G" ko {P'}C{Q'HOQ} }

Fig. 12. Proof Rules for the CLHL Hexad

Lastly, we need to prove the commit rule G +, {P}B{Q} for the primitive command B, which is
directly defined by and provable by the semantics:

Y(A,s,p).sTFORy € HF A (A,s,p) € PA
G +q {P}B{Q} = V(A',s") € [Blla(A,s) NvE = $"TFOR, € HFA
3p" (A5, p)Q(A,s", p") A (As, p)G (A" p") Ap - p!

where p --» p/ & 3Jtp € (MI};))*.p “tp ~oip p

The commit rule states that command B will update configurations in P by appending the cor-
responding event to the concrete trace, which may be the commitment point of some pending
operations. To maintain the invariant that s is durably linearizable to p, the commit rule allows
a ghost update, p --» p’, where provers can append several response events to p and rewrite it
according to ~»+p to obtain p’, a new possibility that s linearizes into. After the update made by
the command B and the angelic update by the prover, the new configuration needs to satisfy the
post-condition Q, and both updates need to be recorded in the guarantee.

To summarize, there are following steps to prove the durable linearizability of a concurrent
object using CLHL:

(1) Firstly, find the rely condition R, the guarantee condition G, and the invariant I, and use
OsgjEeCT IMPL rule to generate separate proof goals for verifying regular procedures and the
recovery program.

(2) The second step is to find pre-conditions and normal post-conditions of regular procedures
and apply LocaL IMPL to generate Hoare hexads for verifying regular procedures.

(3) The third step is to find the pre-condition, normal post-condition, and the crash post-condition
(crash invariant) of the recovery program and prove the Hoare hexad for it and show that
the object invariant will crash into the crash invariant.
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(4) Lastly, prove hexads of each procedure and other side conditions generated by top level rules
using CLHL’s proof rules for hexads.

Remark. Notice that for the regular procedure verification, we do not use the crash post-condition
(and instead always set it to T), and for the recovery verification, we do not use the rely and
guarantee condition because it is a sequential program. The another design choice is to use two
different logics for them, each without the unnecessary part. But we find that their logics will have
almost the same set of proof rules, and by unifying them into one rely-guarantee crash Hoare logic
not only benefits our presentation but also simplifies the soundness proof.

Another benefit is that we can easily extend the CLHL for the recovery verification to concurrent
recovery programs, where multiple recovery programs are running concurrently on multiple
thread. The rely-guarantee condition in the Hoare hexad makes the program logic ready for
the concurrent recovery verification. Moreover, since the regular procedure verification and the
recovery verification are decoupled (with only an object invariant linking them together), we do
not need to change the LocAL ImpL rule when we extend the RECOVER ImpL rule to concurrent
recovery programs.

G.4 Soundness

The program logic is justified by the following soundness theorem.

PrOPOSITION G.1 (SOUNDNESS). Ifpup v M : (v, VE) — (V, V) is provable, and (v, vg) is a valid
underlay interface, and vi, = vi; [M]r; N pF, then (Vi Vr) is a valid overlay interface with

Ve lpe C dur(v).

To prove the soundness (proposition G.1), we extend methods in [23, 31] and establish the
overlay interface’s validity in four steps depicted in the formula below. (1) We first use the recovery
refinement in §5.1 to remove the underlay’s refinement. (2) Then, by the validity of the underlay
interface, and observational refinement, we can use their specification in the execution of the overlay
instead of using their concrete traces. (3) We use the linking lemma G.2 to integrate underlay’s
specification in overlay’s denotation, which makes the next step easier. (4) The key step is the
auxiliary soundness (lemma G.6), which establish the linearization from overlay’s concrete traces
to its specification.

Velre = (Vg [M]rg N pr) Tre By Definition of vj,
= ((vg; [M]Re) B¢ oFOR, N HF) T4
C (Vglge; [M]o N pp) TEe (1) Recovery Refinement
C (ve; [M]o N pr) N Es (2) Validity of (v, vg) + Obs. Ref.
= ([Link vg; M] N pp) Mpe (3) Linking (lemma G.2)
(4)

C dur(vg) 4) Auxiliary Soundness (lemma G.6)
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To make the auxiliary soundness proof easier, we first embed the underlay’s specification into

an auxiliary module semantics by — —»1“,;1 -

—» C (Cont x ModState) x (CMod x Crash) x (Cont X ModState)

feF a € par(f) N = Ala +— [arg — a]]
(cla > idle], A, s) —»¥ (c[a — M[a) 1, A, s - a:f)

(CAsTE) —a (C A, s"TE)  s'TE€vE
{c[a > C],A,s) —»]1\,2 {cla = C'],N,s")

ta(st) =p-f  A@(res) =vear(f) A =Afa 2]

(c[a > skip], A, s) —»f\g {c[a — idle], A, s - a:v)

Va € s.c’[a] = dead

Va € Y.a ¢ s = ¢’[a] = halt s=s"-4
{c, A, s) —»ﬁi (¢, Ng,s - 4) {c[a — halt], A, s) —»Aé (cla > M[a]"],A,s-a:r)

7o (sTpuRy) =5 - A(a)(res) = v € ar(r) AN =Ala— 2]
Va € Y.c[a] = dead = ¢’[a] = dead Va € Y.c[a] # dead = ¢’[a] = idle

cla — skip], A, s) —M (¢, A,s - a : 0)
(e[ P Ve

The only difference between — —»% — and — —»}/ — is the rule that lifts thread local reductions,
where we ask steps by the underlay satisfies its specification vg. We define the linking denotation
[Linkvg; M] : $E¢ — §(F O Rp) by the formula

[Linkvg; M] == {s|3c € Cont, A € (Y — Env).{co, A, €) —»g (€, A,$)} C Pipt ot (FORp)-

Lemma G.2 allows the transformation between the module denotation and the auxiliary linking
denotation. Its proof is similar to the one in Oliveira Vale et al. [31].

LEMMA G.2 (LINKING). For any M € CMod and given vg : TE*, we have
vg; [M] o = [Linkvg; M]
LemMaA G.3. Foranyc, A, s, M, vg, if (co, Ao, €) —»1“,;1 (c,\,s), then
last(s) = 4 & Va.c(a) € {dead, halt}.
Proor. By discussing the last reduction step in (co, Ao, €) —»% {c, A, s). O

Definition G.4 (Safety Judgement). We define the judgement safe, (R, G, P, P, s, Q, Q; ) induc-
tively as follows:

rely(R,P) CQoP,
safeq (R, G, P, P, skip, 0, Q)

DoNE

VC'.C >>% C' = 3Q'(G o {rely(R,P)}B{Q’} A stable(R, Q' o rely(R, P))A
safeq (R, G, Po, Q" orely(R, P),C’,Q,Q;) A Q" orely(R,P) =, Qy)

safe, (R, G, Py, P,C,0,0Q;)

STEP

where rely(R,P) £ PUR o P.
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LEmMA G.5. Forany R, G,P,s,Q,Qy, if the quadruple R, G ko {P}s{Q}{Q,} is provable, then the
followings are true.

stable(R, P) P=, 0, Q; =, 0y safe,(R, G, P,P,s,Q,Q;)

Proor. By induction over the derivation tree of R, G £, {P}s{Q}{Q,}. O

LEMMA G.6 (AUXILIARY SOUNDNESS). If the judgement pup + M : (vp, vg) — (v}, V) is provable
and (V;:-, vg) is a valid crash-aware underlay interface, then

([link vi;; M] 0 pp) Tre € dur(ve).

PRrooF. Since pp + M : (v, VE) — (v}, vp) is provable, by the OBJeECcT IMPL rule, there exists
R, G, 1, P, Qr, Q; with the following conclusions.

Va,a’' € A.a # ' = Gla] Uinvoke,(—) U returng (=) € R|«] (H-RG)

Va e Y.R[a], Glal,I[a] kx Mp[a] (H-TLQ)

Va,a' € A.Q;[a] C P[] (H-RPre)

VaI[a] =, Q4la] (H-PC)

Va,a' € A.returng(r) o returned, (r) o Qr[a] o invokey(r) o Pr[a] C I[a’] (H-RPost)
VYa € AID, T kq {invoke,(r) o Pr[a]}M[a] {returned,(r) o O, [a] HQy [a]} (H-RQ)

By the LocaL Impr rule and (H-TLQ), there exists P[a]f, Q[a]/ with the following conclusion
about thread local executions of each regular function.

NrerPlall =1[a] (H-Asrt)

Va € A, f € F.(Ap, €, ¢€) € Pla]/ (H-FInit)

Va € A, f € FR[a], Gla] Eq {invoke,(f) o P[] }M[a]/ {returned,(f) o Q[a)/ }{T} (H-FQ)
VYa € A, f, f' € F.returng(f) o returned, (f) o Olal o invoke,(f) o Pla)f c P[z] (H-FPP)
Vf € F.stable(R[a], P[a]) (H-Stb)

To prove ([[Linkvg; M] N pp) Tps € dur(vr), we only need to prove
Vs € [Linkvg; M] N pp.stp: € dur(vp)
which is equivalent to the following by definitions of auxiliary denotation and durable linearizability.
Ve, A, s.{co, Ao, €) —»]1\,2 (¢, A, s) ANslpigre € ir = 3pr € Ve.s[F - pr

We generalize this proposition to the following one.
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ProrosiTION G.7. For anyc, A, s, if {co, Ao, €) —»"é (c,A,s), then when s p: gr, € pF there exists
a current linearization pr € vp and the followings hold.

sTF --> pr (G-Lin)
AVYa.cla] # dead =

3AP,.(A,s, pr) € Py A (halt ¢ ¢ = stable(R[a], Py)) (G-Pa)

A (c[a] =idle = P, C I[a]) (G-1dle)

A ((Va'.c[a'] € {dead, halt}) = Ja’.P, € Q,[a']) (G-Crs)

A (c[a] = halt A (3a’,C € Com.c[a’] =C) = 3o’ P, =, Q;[]) (G-Rec)

R[al!, Glal!,invokeq(f) o Pla]/,
Py, C, returned,(f) o Ola)’, oy [a]f
A(f € RFr = Va' # a.c(a’) € {dead, halt})

AP, =y Qé [a]f A f = last(my (s I e &RF))
(G-Exe)

safe,

A|VYC € Com.c[a] =C = 3f € FURg.

For conciseness, We define (P[a]", Q[a]", Q; [a]") as (Pr[a], Q)[a], Q; [@]), and Q; []/ = T for
f € F,and (R[], G[a]f) to be (R[], G[a]) for f € F, and (R[a]",G[a]") to be (ID, T) for
the recovery r. For the right conjunct of (G-Pa), we would usually have halt ¢ ¢ and use/prove it
simply as stable(R[«a], P,) at most of the time. We only consider the LHS when necessary.

To prove the auxiliary soundness, it suffice to prove proposition G.7 under hypotheses introduced
so far. We prove it by induction on the length of the reduction {c¢, Ay, €) —»{g (¢, A,s).

e Base Case. In the base case, we have (cy, Ay, €) = (c, A, s). And we take the current linearization
pr = €, which satisfies (G-Lin). For each a, we take P, = I[a] = ﬂfeFP[(x]f ((H-Asrt) and (G-Pa))
is apparent by (H-FInit) and (G-Idle). Other conditions (G-Exe), (G-Rec), and (G-Crs) because the
LHS of the implication is false.

e Inductive Step. In the inductive step, we have
(co, Mo, €)= (e, A, s) and (¢, A, s) —»)! (¢, A, s")

and the induction hypothesis that if s[r: ¢g, € piF, then there exists pr € vr with the followings.

SIF > pF (IH-Lin)
AVYa.c[a] # dead =

AP,.(A, s, pr) € Py A (halt ¢ ¢ = stable(R[a], Py)) (IH-Pa)

A (cla] =idle = P, C I[a]) (IH-Idle)

A ((Va'.c[a’] € {dead, halt}) = Ja’.P, € Q,[a']) (IH-Crs)

A (c[a] = halt A (3a’,C € Com.c[a’] =C) = 3o’ P, =, Q;[]) (TH-Rec)

Rlal’, Gla]’, invoke,(f) o P[al/,
Py, C, returned, (f) o Ola)’, 0, [a]f
A(f € Rp = Va’' # a.c(a’) € {dead, halt})

AP, =y Qé [a]f A f = last(my (s Ipe &RF))
(IH-Exe)

safe,

A|VYC € Com.c[a] =C = 3f € FURg.
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And we want to find a pj, € vr and for each agent « that is not dead in ¢’, find a P}, and prove (G-Lin),
(G-Pa), (G-Idle), (G-Exe), (G-Rec), and (G-Crs) for (¢’, A’, s”), under the condition that s" [ ; gg, € pr.
By definition of the semantics, it is easy to observe that s C s’, which means sp: gg, = 5" [F¢ grp-
Moreover, since pr is prefix-closed, s[r: gg,, € pr is true and we can freely use above induction
hypotheses.

We perform case analysis on the reduction {(c, A, s) —»"‘g (c’, N, s") to prove the inductive step.

* Invocation. If the reduction is an invocation to a regular procedure, then there exists a, f € F,
and a € par(f) such that

cla] =idle ¢ =cla— M[a]] AN = Ala — [arg — al] s =s-a:f.
We take p}, = pr - a:f. By (IH-Lin), we know there exists tp such that
STF - tp ~¢F pF
and we prove (G-Lin) by
S'IF=sp-af - tp wip sIp-tp-a:f o pr-a:f = pr.

We first prove the remaining goals for the « that invokes f. By (IH-Lin), (IH-Idle), and (IH-Pa),
there exists a stable P, such that

(c,A,s) € Py C I[a] C Pla]’.

By definition, we have (A, s, pr)invoke, () (A, s, pl’,), and therefore we define P/, and prove the
left conjunct of (G-Pa) by

(N5, py) € invokey(f) o Pla]) £ P,
By (H-FQ) and lemma G.5, we have
safe,(R[a], Glal, P,, P, M[a]”, returned, (f) o Q[al/, Q; [a]/)
stable(R[a], P.,) P, =, Q;[a)f

which proves (G-Exe) and the right conjunct of (G-Pa). The remaining (G-Idle), (G-Rec), and (G-Crs)
are apparent because the LHS of the implication is false.

For other ’ that are not @, we take P/, = P,y and only need to prove (G-Lin). The remaining
(G-Idle), (G-Exe), (G-Rec), and (G-Crs) are apparent because truth values of both the LHS and the
RHS of implications are not changed compared to those in induction hypotheses. We only need to
show

(A, s, pf) € Py
which is true because P, is stable (by the left conjunct of (IH-Pa)) w.r.t. R[@’], which contains
invoke, (f) (by (H-RG)) that changes (A, s, pr) into (A’,s’, pr.), and (¢, A, s) € Py is true by (IH-Pa).

* Return. If the reduction is a return of a regular procedure, then there exists «, f, v such that
cla] = skip ¢ =cla idle] A(a)(res) = o € ar(f) AN =Ala— 2]
last(7y (st psgry)) =f € F s =s-aw.
By (IH-Exe), there exists P, such that
safe, (R[], Glal, invoke, (f) o Pla]/, Py, skip, returned, (f) o Q[al’, Q; []/)
By the definition of the safety judgement and (G-Pa), we can further have
(A, s, pr) € Py C rely(R[e], Py) C returnedy(f) o Olal’ o invoke,(f) o Pla)’
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which means pr already has some a:v’ linearized to the end of 7, (pr), where v’ = A(a)(res) by
the definition of returned. Therefore, a:o is linearized since " = A(a)(res) = 0. We take p}. = pr
and have

(A, s, pr)returng (f)(A', s, pr).
By (IH-Lin), there exists tp such that
STF - tp ~4F pF
and a:v € tp since last(74(s[F)) = f. We take t}, = tp\a:0 and prove (G-Lin) by
s'MF =$lF @ tp wrp S[F - tp woip pp = pr.

We first prove remaining goals for the « that returns from f. We define P, = I[a] and by our
previous argument and (H-FPP), (H-Asrt), we have

(N,s', py) € returng(f) o returned, (f) o Q[a]’ o invoke, (f) o P[]/ C I[a] = P,
which proves the left conjunct of (G-Pa). By (H-FQ) and lemma G.5, we have
Vf € F.stable(R[a], P[a])

which implies stable(R[«], ﬁfeFP[a]f), i.e., stable(R[a], I[a]). And this proves the right conjunct
of (G-Pa).

By (H-Asrt) and reflexivity, we prove (G-Idle). Other branches (G-Crs), (G-Rec), and (G-Exe) are
apparent because their LHS of the implication is false.

For other o’ that are not a, we take P/, = Py and prove (G-Lin), (G-Idle), (G-Exe), (G-Rec), and
(G-Crs) with similar argument as the invocation case.

* Execution. If the reduction is one step of execution, then there exists « and C,C’ € Com such
that

cla] =C ¢ =clar C'] (C,A,s) —4 (C',N,s") s' g € vE.
By unfolding the definition of - —, —, we have
Cr5 C'A(N,s') € [BIX(A,s) (H-Cmd)

By the definition of C >—>§ C’, we know C # skip. By (IH-Exe), we know there exists some P,
and f € F U Rp such that

safeq (R[], G[a]’, invoke, (f) o P[a]/, P,, C, returned, (f) o Q[al/, Q; [a]f).
By unfolding the safety judgement’s definition and by (H-Cmd), there exists Q" with the followings.

Glal/ +q {rely(R[al, Po)}B{Q"} (H-BT)

stable(R[a]/, Q’ o rely(R[a]/, P,)) (H-MStb)

Q orely(R[al, Py) =, Q;[a]’ (H-ClInto)

safea(R[a]f,Q[a]f, invoke, (f) o Pla)’, Q' o rely(R[a]f, P,),C’, returnedy (f) o Q[a]f, 0y [a]f)
(H-C’Safe)

By (IH-Pa), we have (A, s, pr) € P, C rely(R[a]f,P,). By s’ g € vg and (H-Cmd), we have

(A',s") € [B]X(A,s) N vg. And by s ]p &Ry € JiF, (H-BT), and the definition of single instruction’s
judgement, we know there exists p” such that

(As, pr)Q' (A, p))  (As,pr)Glall (A,s',p)  pp - p/
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And by (IH-Lin) and transitivity of — --» —, we have s|p --> pp --> p’, ie., s|F --> p’. By taking
pr = p’, we prove (G-Lin).

We take P, = Q' o rely(R[a]f, P,). Since (A, s, pr) € rely(R[a]f, Py) and (A, s, pr)Q’(A',s", p’),
we know (A’,s’, p;) € P;. Combined with the stability from (H-MStb), we prove (G-Pa) when
feF.

We prove The first and third conjuncts of (G-Exe) directly by (H-C’Safe) and (H-CInto). The last
conjunct of (G-Exe) is true by (IH-Exe) because the current reduction does not modify 7, (s[F). If
f € F, then the second conjunct is true. If f € Rp, because the current reduction does not change
other locations in the continuation c, the second conjunct is true by (IH-Exe). This also proves
(G-Pa) under the condition f € R since the LHS of the implication is false now.

Other branches (G-Idle), (G-Rec), and (G-Crs) are apparent because the LHS of the implication is
false.

If f € F, for other &’ that is not a, we take P, = P, and prove (G-Lin), (G-Idle), (G-Exe), (G-Rec),
and (G-Crs) with similar argument as previous cases.

If f € Rp, we have shown that any other thread o’ are either dead or halt in both ¢ and ¢’ and we
need to maintain (G-Rec) for them. We take P/, = P, = Q' o rely(R[a]f, P,) and (G-Pa) is already
proved and branches other than (G-Rec) are trivially true. We prove (G-Rec) by (H-CInto).

+ Crash. If the reduction is a crash, then
Ya € s.c’[a] = dead Va € Y.a ¢ s = c'[a] = halt A=A s'=s-4.

We take p}, = pr. Since s[r = s’ [ and by (IH-Lin), we know s’ [r --» p}, and prove (G-Lin).

For any «, if ¢’ [a] = dead, then we do not need to prove anything for it. If ¢’[«] = halt, then we
know « ¢ s, which implies c[a] € {idle, halt}. For these two cases, we only need to prove (G-Pa)
and (G-Crs). The branches (G-Idle), (G-Rec), and (G-Exe) are trivially true because their LHS of the
implication is false.

+ ¢[a] = idle. By (IH-Pa) (IH-Idle),
(A5, pr) € Py C I[a].
By (H-PC), we have
(As, pr) € Ila]l =4 Qylal.

We take P, = Q, [a] and by definition, we have (A’,s", pi.) = (Ao, s - 4, pr) € P, and proves
(G-Pa), since the right conjunct of it is trivially true.
By reflexivity, P, = Q; [a] € Q; [], (G-Crs) is true.

+ c[a] = halt. It can be further divided into following cases.
- Va'.c[a’] € {dead, halt}, i.e., recovery has not started yet. We take P, = Q, [«]. By (H-RQ)
and lemma G.5, we have

V(X.Qé [(X] ﬁé Qé [0!]
Then by (IH-Pa), (IH-Crs), we have
(A,s,pr) € Py € Qylal =4 Qylal =P,

which indicates (A’,s", p) = (Ao, s - 4, pf) € P, by definition and proves (G-Pa).
By reflexivity, P, = Q, [a] € Qy [«], (G-Crs) is true.
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- Ja’,C € Com.c[a’] = C, i.e., recovery has started. By (IH-Pa) and (IH-Rec), we know

(A,s,pr) € Py =4 Qu ]

for some &’. Therefore, we take P, = Q; [a’]. And we have (A’, s, p.) = (Ao, s+ 4, pf) € P,
and prove (G-Pa).
By reflexivity, P, = Q, [@'] € Q4 [a'], (G-Crs) is true.

— Ja’.c[a’] = idle. This case is impossible, because idle and halt will not exist in ¢ at the
same time by the definition of the semantics.

* Recovery Invocation. If the reduction is an invocation to the recovery, then there exists & such
that

c[a] = halt ¢ =cla— M[a]] A=A last(s) = 4 s =s-ar.

We take p}, = pr and prove (G-Lin) by the same argument as the crash case.

For any o’ other than « that are not dead, by lemma G.3, they are in halt state. Since the current
reduction does not change c[a’], ¢’[@’] is still halt. And any thread dead are still dead, which
showecase the second conjunct in (G-Exe) for a. While ¢’ [a] = M[a]", the LHS of (G-Idle), (G-Crs),
and (G-Exe) are all false for o’ in the new configuration, which means they are proven. And when
we found P, we will take P/, = P;, and (G-Pa) and (G-Rec) will be proved for a” when we prove
the invariant for a.

We take P/, = invoke,(r) o P,[a]. By (IH-Pa), (IH-Crs), (H-RPre), we have

(As,pF) € Po € Q4 [a] C Prla].
And by definition, we have

(A, s, pr)invokey (r) (A, s, pr)
which implies (A", s’, p.) € invoke,(r) o Pr[a] = P, and proves (G-Pa) for both « and &’.
By (H-RQ) and lemma G.5, we have
safeq(R[a]”, Glal", Py, Py, M[a]", returned, (r) o Qa]”, Q4 [a]")
stable(R[«]", P.,) P, =, Q;la]”

which proves (G-Rec) for ', and proves (G-Exe) for « (the second conjunct is proved in last
paragraph). Other branches (G-Idle) and (G-Crs) are trivially true.

% Recovery Return. If the reduction is a return from the recovery, then there exists & and v such
that

cla] = skip Va € Y.c[a] = dead = ¢’[a] = dead Va € Y.c[a] # dead = ¢’[a] = idle
A(a)(res) = v € ar(r) A = Ala— @] last (7o (STFURE)) =T s =s-aw.

We take p}, = pr and prove (G-Lin) by the same argument as the crash case.
We take P/, = I[a’] for any o’ that are not dead.
By (IH-Exe), there exists P, such that

safeq(R[a]”, Gla]", invokey(r) o Pla]”, Pg, skip, returnedq (r) o Qla]”, Q; [a]”)
By the definition of the safety judgement and (IH-Pa), we can further have
(A, s, pr) € Py C rely(R[a]”, Py) C returned,(r) o Qla]” o invoke,(r) o Pla]”
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By definition, we have
(A, s, pp)returng () (A, s, pp).
By (H-RPost), we have the following for any o’.
(A',s", pr) € returng(f) o returnedgy(r) o Q[ar]” o invokey(r) o Pla]” C I[a'] = P,
which proves (G-Pa) for any «o’.
Moreover, since any non-dead &’ is in idle state, we only need to prove (G-Idle), which is trivially
true by reflexivity, P/, = I[a’'] C I[&].

This concludes the proof of proposition G.7, which proves the auxiliary soundness.

m|
THEOREM G.8 (SOUNDNESS). Proposition G.1 is true, i.e., the program logic is sound.
Proor. We prove the soundness by the following derivation.
Vilre = (Vg [M]rg N pr) Tre By Definition of vj,
= (Vg [MIRp) TE4 o R N JF) TF4
C (Vglges [M]o N pp) TEes (1) Recovery Refinement
C (ve; [M]o N pr) N Fs (2) Validity of (v, vg) + Obs. Ref.
= ([Link vg; M] N pp) Mpe (3) Linking (lemma G.2)
C dur(vp) (4) Auxiliary Soundness (lemma G.6)
|

H A PROGRAM LOGIC FOR CRASH-AWARE OVERLAY OBJECTS

In the main text, we mainly present the program logic for durable overlay objects. However, it is
often necessary to verify crash-aware objects, e.g., volatile objects and buffered objects, which are
crucial for implementations of many objects. Our file system example is a two layer crash-aware
object implementation. Therefore, we propose a program logic for crash-aware linearizability and
crash-aware overlay objects in this section.

We use the same programming language and semantics from G for crash-aware objects. For
simplicity, we still enforce the durable assumption here so that we can reuse some previous
definitions and conclusions.

H.1 Interfaces

We use the same interface definitions for crash-aware objects in G, which we repeat here. The
interface of a crash-aware linearizable object E is a tuple

(v : T(E O Rg) € Dur, vg : ¥E* € Crash) s.t. vilge S Kyve

where v/ is the concrete specification that contains all possible traces the object can produce, which

will include concurrent ones and will also contain crash events and recovery signatures, and vg is

the linearized specification. The interface is valid if and only if after recovery refining the concrete

specification (the projection onto Ef ), v}i Ig+ is crash-aware linearizable to vg, i.e., V}s Tpe € Kyvg.
The objective for the program logic is to establish the judgement:

pr F4 M (v, vE) — (Vp, VF)
where pr is the client guarantee. The soundness will ensure (v, vr) to be valid given a valid

underlay (vi, vg).

Proc. ACM Program. Lang., Vol. 8, No. OOPSLAZ2, Article 352. Publication date: October 2024.



352:62 Oliveira Vale et al.

H.2 The CLHL for Crash-Aware Linearizability

The program logic uses as proof configurations triples (A, s, p) € Config := ModState X Poss,
where Poss is a set of possibilities and is of type TF*. The possibility is different from the one in
the program logic for durable objects, where we need to consider crash events in the linearization.
We define assertions and rely-guarantees as sets and relations just like before.

The program logic is almost the same as the one for the program logic for durable objects, except
one crucial difference: we are using a different rewrite system now.

Definition H.1. Let A = (Ma, P4) be a crash-aware game. We define a string rewrite system
(Pa, wf‘) with rewrite rules:

e Vm,m' € My Va,a’ € Y¥X € {O,P}.a # &' Ada(m) = a:XAda(m') =a':X = m-m’ wﬁ
m - m
e VYo,peMaNVa,o' €Y.a £ a AAa(0) =a:O A Aa(p) =a’:P = o-p wf\ p-o
o VmeMIVY €Y Au(m) =a:P = § -m~im- 4
It differs from the rewrite system for concurrent games mainly in the third rule, which allows
insertion of a proponent action before a crash, if this insertion is valid. We define the crash-aware
ghost update as

s 4 t & dsp€ (Mﬁ)*.s~3p !t

iF¢

and lemma H.2 establishes the connection between the crash-aware update and crash-aware
linearizability.

Lemma H.2. For any crash-aware play s and t in 1F?, s 4 t=st

For the configuration triple (A, s, p), we maintain the invariant that s -?9 p,ie,s &, p,and
pP € VF.

There are two differences in the program logic’s proof rules. One is the primitive judgement
G +2 {P}B{Q}, where B € Prim. We now use the crash-aware ghost update to linearize the
possibility.

Y(A,s,p).sTFORe € PF A (A, s, p) € PA
G+ {P}B{Q} V(A',s") € [B]a(A,s) N VvE = s"TFOR, € HEA
’ ’ ’ ’ ’ ’ ’ é ’
Elp (Ass’p)Q(A >S5, P ) A (AaS,P)g(A S5, P ) ANp->p
Another one is the crash-into relation (— =>‘;z’1 —), where we also add the crash event to the

possibility as well. And we replace with this crash-into relation in Prim rule, Skip rule, CONSEQ
rule, and OBjECT IMPL rule, obtaining the program logic for crash-aware linearizability.

P zéa Q;, = VY(As,p)eP.(No,s-4,p-4)€Qy
Essential, the usage of this program logic is the same as the one for durable objects, except we
use different possibility update operation when establishing the primitive judgement and need to

prove with a slightly different crash-into relation. Fig. 13 shows all proof rules in the program logic
for crash-aware objects.
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Crash Hoare Logic Rules:
P=F0Q; QoP=70Q; Q=70
stable(R, P) stable(R, Q) G +3 {P}B{Q} b
RIM
R.G £ {PYB{OHQ;}

R.G kg {P}YC1{O11{Qs}  R.G kg {Q10P}Co{Q2}{Q;} S0
R, G EG {P}C1;Co{Q2 0 01}{Q; }

stable(R,P) P =% Q, S R,G S {P}C{Q}{Q;} QoPCP
R, 1D £g" {P}skip{ID}{Q; } R.G kg {PYC{OHQs}

ITER

R.G £y {PYC{OHO;}  R.G e {PIC{Q}Q,} Crotes
R.G kg {PYC1+ C{OHOQy }

stable(R',P’)  stable(R’,Q")  Q; €Q, Q,=70Q, QoP =3¢
PPCcP QcQ RcR gGcgG RGeS {PIC{OHO:}

CONSEQ
R, G kg {P'}C{Q"'HQ}}
Top Level Rules:
Vf e F.(Ap.e€) € Pla)f  VfeFPla) Cidle,  Vf € F.stable(R[a],P[a]))
Vf € F.R[al, Gla] k& {invokey(f) o P[a]/ }M[a]/ {returned,(f) o Q[a]/ }{T}
Vi, f’ eF.returna(f)oreturneda(f)OQ[a]fOinvokea(f)OP[a]fQP[a]f' L .
OCAL IMPL

Rlal, Glal, (NrerPlal)) & Mr[a]

VYa € Y.R[a], Glal, I[a] S MFpla]
Va,a’ € Y.a # ' = G[a] Uinvoke, (=) U returng (=) € R[a]
Valla] = Qyla] VYa,a' € Y.Q,[a] € Pr[a’]
VYa € Y.AD, T £ {invokey(r) o Prla]}M[a] {returned,(r) o Qr[a]}{Q; [a]}
Va,a' € Y.returny(r) o returned,(r) o Q,[a] o invokey(r) o Pr[a] C I[a’]

= ; ; OBjECT IMPL
HE FAM (v, va, ve) = (Vi VE)

Fig. 13. Proof Rules in the Program Logic for Crash-Aware Objects

H.3 Soundness
The program logic is justified by the following soundness theorem.

PrOPOSITION H.3 (SOUNDNESS). If up H4 M : (v, vE) — (v, vF) is provable, and (v, vg) is a
valid underlay interface, and v, = viy; [Mr, N pr, then (v}, vr) is a valid overlay interface with

vplpe € Kyvr.

The soundness proof of the crash-aware program logic is also almost identical to the one of the
durable program logic in G. We use the same auxiliary definitions for judgement of the crash-aware
version and the only difference is the auxiliary soundness (lemma H.4), because it is the only one
mentions the only thing different between the two logics, the linearization (i.e., the possibility

update).

Proc. ACM Program. Lang., Vol. 8, No. OOPSLAZ2, Article 352. Publication date: October 2024.



352:64 Oliveira Vale et al.

Velrs = (Vg [M] R N pr) Tre By Definition of vy
= (v [MIRe) TE4 o FORy N HF) T
C (Vglges [M]o 0 pp) Tps (1) Recovery Refinement
C (ve; [M]lo N prp) Mps (2) Validity of (v, vg) + Obs. Ref.
= ([Link vg; M] N pp) Mg (3) Linking (lemma G.2)
(4)

CKyvr 4) Auxiliary Soundness (lemma H.4)

LEMMA H.4 (AUXILIARY SOUNDNESS). If the judgement pp + M : (vi,, vE) — (v, vF) is provable
and (V’E, vg) is a valid underlay interface, then

([[Link VE;M]] N /JF) Tpe C Ké VF.
Proor. The proof of this auxiliary soundness is almost the same as the proof of lemma G.6 for

the durable program logic. We maintain the invariant that for any c, A, s, if {co, Ao, €) —»% {c,,s),
then when s[r: gg, € piF there exists a current linearization pr € vr and the followings hold.

shre > pr (G-Lin)
AVa.c[a] # dead =

AP,.(A,s, pr) € Py A (halt ¢ ¢ = stable(R[a], Py)) (G-Pa)

A (c[a] = idle = P, C P[a]) (G-Idle)

A ((Va'.c[a'] € {dead, halt}) = Fa’.P, € Q,[a']) (G-Crs)

A (c[a] = halt A (3a’,C € Com.c[a'] =C) = Ja’.P, =7 Q4 [a']) (G-Rec)

safe,
A|VYC e Com.cla] =C = 3f € FURE.

Rla)f,Gla), invokey(f) o P[],
Py, C,returned, (f) o Q[a]f, 0, [a]f)
A(f € Rp = Vo' # a.c(a’) € {dead, halt})

AP =% Q4 [al A f = last(ma(s 1 ary)
(G-Exe)

Combined with lemma H.2 and the crash-aware linearizability’s definition in §B, this invariant
proves the auxiliary soundness by showing

Vs € ([Linkvg; M] N pp).slre € Ky vp.

We prove the invariant by first inducting over the reduction (cy, Ao, €) —»% * (¢, A, s) and in the
inductive step where we have

(co, Mo, e)—»ﬂf(c, A, s) and {c, A, s) —»jé (c',N,s").
We then prove by a case analysis of the last reduction step. The major difference between this proof

and the one in G is the case where the last reduction step is a crash. We only demonstrate the proof
for the crash case here.
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We have the induction hypothesis that there exists a current linearization pr € vp and the
followings hold.

stre 5 pr (IH-Lin)
AVYa.c[a] # dead =

AP,.(A,s, pr) € Py A (halt ¢ ¢ = stable(R[a], Py)) (IH-Pa)

A (c[a] = idle = P, C Pla]) (IH-Idle)

A ((Va'.c[a'] € {dead, halt}) = Ja’.P, € Q,[a']) (TH-Crs)

A (c[a] = halt A (3a’,C € Com.c[a’] =C) = 3o’ .P, =;~‘2a 0, [a']) (IH-Rec)

Rlal/, Glal’,invokey(f) o Pla},
Py, C,returned, (f) o Ola)’, oy [a]f
A(f € Rp = Vo' # a.c(a’) € {dead, halt})

APy = Qy[alf A f = last(ma(s M+ agy))
(IH-Exe)

We also list some premise extracted from the judgement pr v M : (vp, vg) — (Vg vp) that are
used in the crash case’s proof.

Va € AID, T £ {invoke, (r) o P.[a]}M[a] {returned, (r) o Qr[a] }{Qy [a]} (H-RQ)
VaIla] =7 Qyla] (H-PC)

We also have the crash-aware version of lemma G.5 as lemma H.5

safe,

A|VYC € Com.c[a] =C = 3f € FURg.

LemmAa H5. Forany R, G, P,s,Q,Q;, if the quadruple R, G €2 {P}s{Q}{Qy} is provable, then
the followings are true.

stable(R, P) P =90, Qs =7 0y safe (R, G, P, P,s,Q,Q;)

% Crash. If the reduction is a crash, then
Va € s.c’[a] = dead Va € Y.a ¢ s = ¢'[a] = halt A=A s'=s-4.
We have the induction hypothesis that there exists pr € vp, such that

4
slpe = pr

We take p}. = pr - 4. By definition, the induction hypothesis is equivalent to

Jtp € (ME)*.s1ps - tp wfﬂ PF-

¢

By the third rewrite rule of — g

—, we insert ¢p from previous linearization before the crash
and have

s'Tpe =slps - 4 W.fFé slpe ~tp- 4 Wfﬂ PF- 4 =pr

which shows s [ 4 py by definition and proves (G-Lin).

For any «, if ¢’ [a] = dead, then we do not need to prove anything for it. If ¢’[«] = halt, then we
know « ¢ s, which implies c[a] € {idle, halt}. For these two cases, we only need to prove (G-Pa)
and (G-Crs). The branches (G-Idle), (G-Rec), and (G-Exe) are trivially true because their LHS of the
implication is false.
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+ c[a] = idle. By (IH-Pa) (IH-Idle),
(A,s, pr) € Py C 1[a].
By (H-PC), we have
(A5, pr) € I[a] =% 0, [al.
We take P, = Q; [a] and by definition, we have (A’,s", p) = (Ao,s - 4,pr - §) € P, and
proves (G-Pa), since the right conjunct of it is trivially true.

By reflexivity, P, = Q, [a] € Qy [«], (G-Crs) is true.

+ c[a] = halt. It can be further divided into following cases.
- Vo' .c[a’] € {dead, halt}, i.e., recovery has not started yet. We take P, = Q, [a]. By (H-RQ)
and lemma H.5, we have

Va.Q, [a] = Q;[a]
Then by (IH-Pa), (IH-Crs), we have
(s, pr) € Po € Q4 [a] =5 Q4 [a] = P,

which indicates (A", s’, pp) = (Ao, s 4, pr - §) € P, by definition and proves (G-Pa).
By reflexivity, P, = Q, [a] € Qy [a], (G-Crs) is true.

- Ja’,C € Com.c[a’] = C, i.e., recovery has started. By (IH-Pa) and (IH-Rec), we know
(A5, pr) € P = 0[]
for some ’. Therefore, we take P, = Q, [@’]. And we have
(N,s", pp) = (Do,s- 4,pF- ) €P,
and prove (G-Pa). By reflexivity, P, = Q; [a'] € Q, [@'], (G-Crs) is true.

— Ja’.c[a’] = idle. This case is impossible, because idle and halt will not exist in ¢ at the
same time by the definition of the semantics.

APPLICATIONS OF THE PROGRAM LOGIC

In this section, we demonstrate the ability of our program logic from appendix G by presenting
detailed proofs of the FLiT example and the file system example in §4.2. In 1.1, we formalize and
verify the FLiT memory cell implementation. And in 1.3, we formalize and verify the file system
example.

1.1

The FLiT Memory Cell

1.1.1  Implementation. The FLiT memory cell implementation has the signature:

FLiT := {load : Val, store : Val — 1}
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It is durably linearizable to its specification vgjt, which is the largest set satisfying the following
property.
p=ev
pE v = (p C p’ - a:store(v) - a:ok A p’ € vei)V
(pCp’ -a:load - a:v A p’ € vy A v = fstate(p”))
vp p=¢
where fstate(p) = {v p=p" a0k A my(p’) =p” - store(v)
fstate(p’) otherwise,p =p’ - _

It builds on a volatile and atomic counter Counter and a buffered and atomic memory cell BCell
with the following signatures:

Counter := {inc : 1,dec : 1, get : Z}
BCell := {load : Val, store : Val — 1,flush : 1}
The counter has the specification vounter as the largest set satisfying the following property.
s=eV(s=s"-4ANs" € veounter)V
(s Cs" - azinc - a:0k A's” € vegunter)V
$ € Veounter &= (sC s -a:dec - a:0k A's” € Veounter)V
(sCs"-a:get-a:n A's” € Veounter A 1 = cstate(s”))
0 s=eVs=s-4
cstate(s’) +1 s
cstate(s’) —1 s

cstate(s’) otherwise, s =" - _

s" ca:ok A e (s’) =" -inc

where cstate(s) =

s" ca:ok A e (s’) =s” - dec

The buffered memory cell has the specification vpeel as the largest set satisfying the following
property.
s=eV(s=s -4 NS € V)V
(s C " - azstore(v) - a:0k A's” € Vpeen) Vv
$ € Vbeell (s C " - a:flush - a:ok A s” € vpeen)) vV
(sC s’ -a:load - @:0 A's” € vpeell A v € mstate(s’) [3)
(v1=va=0vgAs=¢€)V
(vy=vy=vAs=s5-4 A (0,0") € mstate(s’))V
v1=0 Avg=0vAs=s"-aokA
(na(s’) =s" -store(v) A (v,0”) € mstate(s’))
where (v1,0,) € mstate(s) (v1=vy=0vAs=5"-0kAmy(s") =s" - store(v))V
v1=0v3=0As=5"-a:okA
(na(s’) =s" -flush A (¢v",0) € mstate(s’)) v

(s=s"-awy A my(s’) =s" - load A (v1,0;) € mstate(s”)) V

(s=s"-eAec€invA (v1,0,) € mstate(s’))
and mstate(s) [; = {v; | (v1,02) € mstate(s)}
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Basically, the state function mstate computes all possibilities of the persisted content v; and the
buffered content v,.

e When crash happens, only the persisted content is preserved and is loaded into the buffered
content.

e When storing a value to the cell, the value may be written to the buffered content only or be
written to both the persisted and the buffered one.

e When flush happens, the persisted content gets synchronized with the buffered content.

e Any load to the cell gets the buffered content. Moreover, after a load returns, the buffered
content is determined, which will eliminate any non-determinism brought up by unflushed
stores before previous crashes.

Figure 14 shows the implementation of the FLiT memory cell. To make implementations and
proofs more readable, for structure commands like if-statements and loop-statements, we do not
unfold them into the encoding using C; + C; and C* and instead write the code and do the proof in
the high-level syntax.

1 Mp:

2  Import M:BCell

3  Import C:Counter

4

5 load() { store(v) {

6 vV « M.load(); C.inc();

7 if (C.get() !'= 0) { M.store(v);
8 M.flush(); M. flush();
9 } C.dec();
10 return v; return;
1} 3

Fig. 14. FLiT Memory Cell Implementation

1.1.2 Proof. To prove this example, we need to add more structures to the possibility’s definition.
We use the possibility with the form of p = (p, so), where p € Py and is accessed by lin(p), and
so is the set of pending invocations. The set Pyt is the largest set of atomically linearized traces.
p=ev
p € Py & (p =9 - a:store(v) - a:ok A p’ € veir) vV
(p=p -a:load - a:v A p’ € veir A v = fstate(p’))
For this definition, we maintain two invariants that: s [r ;7 is linearizable to p- (sp) and p- (so) € viiit,
where (sp) is any sequence of pending invocations in sp. We use a ghost variable B = List sp to
store all buffered pending invocations in order, which implicitly implies that Ve € B.e € so. As a
result, the program state is now a quadruple (A, s, p, B). Using this definition of the configuration

will not change the soundness of the logic.
There are three states of the system:

e The Flushed state. It means every stores have persisted in the NVM.
Flushed &< B=¢

e The Unflushed state. It means there are buffered stores but the determinism of the buffered
content has not been broken by crashes. However, there must be different possibilities in the
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persisted content. Buffered stores that are consistent with the current persisted content will
directly get linearized.
Yo, 09 € mstate(s ) [2.01 = 02A
Unflushed &= B #eA
Jouy, 05 € mstate(sys ) .01 # 02
e The Unsynced state. It means there are buffered stores and we do not know which one is
persisted and loaded into the volatile memory due to some crashes.

Unsynced &= B # ¢ A Ju;,v; € mstate(s|y+ ) [2.01 # 02

The object invariant I(s, p, B) is a conjunction of the following conditions. We maintain the
invariant at any point of the program.

e The system is always in one of the three states.
Flushed Vv Unflushed Vv Unsynced

e If the system is in Flushed state, then the memory cell’s state is persistent and is the same as
the overlay’s state.

Flushed = V(v1,0v5) € mstate(s [ ).01 = vy = fstate(p)

o If the system is in Unflushed state, then the memory cell’s buffered value is the value of the
latest buffered store and any persisted content corresponds to the current overlay’s state or a
buffered store.

(Yo € mstate(s[ s ) [2.last(Blstore) = store(v))A
Unflushed =
(Vo.(store(v) € BV fstate(p) =v) © v € mstate(s[y+)[1)

e Any Unsynced state is caused by crashes from a Unflushed state. If the system is in Unsynced
state, then any content in the memory cell corresponds to the current overlay’s state or a
buffered store.

Unsynced = (Yo.(store(v) € BV fstate(p) =v) & (v,0) € mstate(s[y¢))

e The counter increment by any agent is always non-negative, which implies the counter value
to be non-negative, and when the the system is in the Unflushed state, the counter value is
non-zero.

Va.cstate(mq(sc¢)) = 0 A (Unflushed = cstate(s[¢¢) # 0)

Informal explanation of the load proof. Upon invocation of the load to the FLiT memory cell, it
invokes the load to the underlay M, which can perform three different transitions according to
the state.

load-f When the system is in the Flushed state, we directly linearize the load with the underlay’s
return value, because according to the invariant, we know the underlay’s persisted value and
buffered value is the overlay’s linearized value. Therefore, the linearization of the current
load is consistent with the linearized part.

load-uf When the system is in the Unflushed state, we know that v is the underlay’s buffered
value and according to the invariant, the last buffered store has the argument v. We then
append the current load to B, waiting someone to help linearize the load and corresponding
store before it to ensure consistency.

load-s When the system is in the Unsynced state, the current load will determine how do buffered
operations from previous epochs linearize.
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{invoke, (load) o I'}
1: load(){
{I A a:load € sp A (Flushed V Unflushed V Unsynced)}
2: v« Mload(); //load-f/load-uf/load-us
I(s, p, B) A a:load € spA

(v,0) € mstate(s[yp: ) Ao = fstate(p) Alin(p") = lin(p) - a:load - a:v
AB’ = B = € A mstate(s’ [ 4 ) = mstate(s[ ¢ )

last(Blstore) = store(v) A p’ = pA
B’ = B- a:load A mstate(s’ [ ;4 ) = mstate(s[ ;)

(B =By - By Alast(By) = store(v))V
( (fstate(p) = v A By = €) A (v,0) € mstate(sTyps )A
lin(p”") = merge(lin(p), By) - a:load - a:oA
B’ = e A mstate(s' ¢ ) = {(0,0)}
(Flushed A last(zy(p)) = 0)V
{I A ((Unﬂushed A (3B".B -a':store(v) - e:load T B V last (74 (p)) = v)))}
3:  n« C.get();
(Flushed A (n# 0V n=0) Alast(g(p)) =0)V
{I A ((Unflushed An#0A (3B .B" - a’store(v) - a:load T BV last(ry(p)) = v)))}

(n=0Alast(ny(p)) =v)V
{I " ((n # 0 A (3B'.B" - &:store(v) - azload T B V last(4(p)) = v))
4 if(n+#0)
{I A (Flushed v Unflushed) A (3B".B’ - a:store(v) - a:load C B V last(4(p)) = 0) }
5: M.flush(); // flush
(3B’.B" - a’:store(v) - a:load E B V last(74(p)) = v)A
I(s, p, B) A lin(p”) = merge(lin(p), B) A B = € A last(rq(p”)) = oA
s’ = s - a:flush - a0k

) A (Flushed v Unﬂushed)}

{I Alast(ma(p)) = v}

6:  }

{I A last(mq(p)) = v}
7: ret v
8: }

{returnedy (load) o I}{T}

Fig. 15. Proof of the FLiT Memory Cell: load

o The underlay’s load may return the value from some buffered store, and we take all buffered
operation no-later than this store as B;. In this case, all operations in B; are persisted in
order in the underlay and are visible to all future operations. Therefore, we can safely
linearized operations in By by the merge function, followed by the current overlay’s load.
The merge function, merge : Pyit X so — Piiit, linearizes buffered invocations in B in order
after the existing linearized possibility.

p B=¢
merge(p, B) = {merge(p’,B’) B =a:store(v) - B’ A p’ = p - a:store(v) - a:ok
merge(p’,B’) B =a:load - B Av = fstate(p) A p’ = p - a:load - a:0
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We forget all remaining buffered operation by setting B to empty, because they are no
longer visible.

e Or the underlay’s load may return the persisted value before all buffered operations, i.e.,
the same value as the linearized value. Then we forget all buffered operations and linearize
the current load after the linearized part.

The post-condition is stabilized to

(Flushed A last(7y(p)) = v)V
I (Unflushed A (3B".B’ - @’:store(v) - a:load C BV last(74(p)) = 0)) |

The transition load-f and load-us results in the Flushed branch, and load-uf results in the Unflushed
branch, where someone may help the current thread linearize its buffered load in B. For simplicity,
we use variable v in assertions as the program variable v’s value.

Then, it gets the current counter value. In the Flushed branch, the returned counter value n
can be any non-negative number. In the Unflushed branch, by invariant I, the counter value must
be non-negative. We then stabilize this post-condition into

(n=0Alast(my(p)) =v)V

IA A (Flushed V Unflushed
((n # 0 A (3B".B’ - &:store(v) - azload € BV last(n4(p)) = U))) (Flushe nflushed)

by extracting Flushed V Unflushed outside, because they can change into each other under the
rely. We keep the information that when n = 0, the current load is linearized, and otherwise, the
current load may remains in B or is linearized.

Into the if branch, we know n # 0 and therefore, the current load may either be in the buffered
list B or already linearized. When it flushes, we linearize every thing in the buffered list (which
may be empty in the Flushed case), because after the flush, the underlay’s persisted value will be
consistent with the overlay’s value after linearizing operations in B according to the invariant. As
a result, after this flush and linearizations, the current load is definitely linearized.

Informal explanation of the store proof. In the load proof, we only use the invariant to get
information about the counter, but in the store proof, it is a major challenge to maintain the
invariant for the counter. When increasing the counter at the beginning of the store, we know
from the invariant that the counter increment (cstate(z,(s[c¢))) by the current thread « is non-
negative and after the increment, it will be strictly larger than 0 because no one else can change
cstate(my (s[c+)). This step preserves the invariant, because it does not decrease the counter value.

Then it performs a store, which can have three different transitions under four different cases.

store-ff If we are in the Flushed state and we are storing a value that is exactly the same as the
current linearized value. Then we can directly linearize this store because the underlay is the
same no matter this store is persisted or not. Another choice is to put it in the buffered list
and let someone else linearize it, but this makes defining the Unflushed states difficult. This
step preserves the invariant because we are still in the Flushed state.

store-fu If we are in the Flushed state and we are storing a value that is different from the current
linearized value. Then we need to put it in the buffered list, because it may not be persisted
and is unsafe to be linearized. This step preserves the invariant, because although we changed
into the Unflushed state, we have ensured the local increment to the counter is positive,
which means the counter value is positive.

store-uu (unflushed) If we are in the Unflushed state, we append the store to the buffered list B
and it is still in the Unflushed state. This step preserves the invariant for the same reason as
the store-fu transition.
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{invokey (store(v)) o I'}
1: store(v){

2:

A

)

{I A a:store(v) € so A0 < cstate(mq (s[4 ))}

C.inc();

{I A a:store(v) € so A0 < cstate(mg(sTcs)) A (Flushed vV Unflushed v Unsynced)}

M.store(v); // store-fl/store-fu/store-uu

I A0 < cstate(mg(sTs)) As” =s - a:M.store(v) - azokA
(Flushed(s, B) A fstate(p) = v A B" = € Alin(p”) = lin(p) - a:store(v) - azok) v
(Flushed(s, B) A fstate(p) # v A B’ = azstore(v) - € A p’ = p) Vv
((Unflushed(s, B) V Unsynced(s, B)) A B’ = B - a:store(v) A p’ = p)

(Flushed A last(zy(p)) = ok)Vv

I

{ A0 < cstate(mg(sTce)) A (Unflushed A ((@:store(v) € BV last(ma (p)) = ok)))}

M flush(); //flush
I'AO < cstate(mg(sTcs)) < cstate(sTos )A
(Flushed(s, B) A last(rg(p)) = ok A (p’,B") = (p,B)) V
Unflushed(s, B) A lin(p") = merge(lin(p), B)A
(B’ =€ A ((a:store(v) € BV last(n4(p)) = ok)

(Flushed A 0 < cstate(mg(sTcs)) < cstate(sos))V
(Unflushed A 0 < cstate(mg (s[c¢)) < cstate(s|qs )))}

{I A last(mg(p)) = ok A (

C.dec();

(Flushed A 0 < cstate(mq (sTcs)) < cstate(sTcs )V
{I A last(ma(p)) = ok A ((Unflushed A0 < cstate(mg(slos)) < cstate(sleos )))}
ret ok

{returned (store(v)) o I} {T}

Fig. 16. Proof of the FLiT Memory Cell: store

store-uu (unsynced) If we are in the Unsynced state, we append the store to the buffered list B and

step into the Unflushed state. This transition is valid because an underlay store synchronizes
all possible buffered values to be one value after the crash breaks such synchronization. This
step preserves the invariant for the same reason as the store-fu transition.

We stabilize the post-condition into

(Flushed A last(74(p)) = ok)V

IO < estate(malsTea) M (nfiushed A ((@sstore(v) € BV last(a(p) = ok))

The transition store-ff results into the Flushed branch and other two transitions results into the
Unflushed branch. Other threads may change Flushed into Unflushed but the current store will
remain linearized or change Unflushed into Flushed and guarantee the current store will be
linearized since it is in B.

Then it flushes. By definition, the counter value (cstate(s ¢+ )) is no less than the local increment
(cstate(y (sTc¢))). In the Flushed case, the flush operation has no effect. In the Unflushed case,
the flush operation will linearize all buffered operations in B, which includes the current store if
it has not been linearized. Therefore, it ensures the current store is linearized and results in the
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Flushed in the stabilized post-condition:

(Flushed A 0 < cstate(mg(slc¢)) < cstate(sfe:))V

I A last(ma(p)) = ok A (Unflushed A 0 < cstate(my(s[¢cs)) < cstate(s[e:))

This step preserves the invariant because it changes into the Flushed state. However, other threads
may change it into the Unflushed state. Luckily, when they make the store-fu or store-uu transition,
they will guarantee that their local counter increment is non-zero, which means the counter value
is strictly larger than the local increment of the current thread. This fact is important when proving
the next step.

Then it decreases the counter. This step does not change the system state, but we need to
verify that it preserves the invariant. In either branch, the local increment (cstate (7, (s[c+))) now
is non-negative. If the system is still Flushed, the invariant is preserved. If the system is Unflushed,
since we have maintained that cstate(7,(s[cs)) < cstate(s[c:), we know the counter value is
still non-zero and the invariant is preserved.

1.1.3  Summary & More Proof Details. To summarize, we define the invariant I of the object as the
following, which is satisfied at any point of the program and is the crash-invariant as well.

(Flushed V Unflushed vV Unsynced) A
(Flushed = V(vy,0;) € mstate(s[y:).0; = vg = fstate(p))A
(Yo € mstate(s [4¢ ) I2.last(B[store) = store(v))A
(Yo.(store(v) € BV fstate(p) = v) © v € mstate(sy+) fl)))
(Unsynced = (Vo.(store(v) € BV fstate(p) =v) & (v,0) € mstate(sly+)))A
Va.cstate(mg(sfc:)) = 0 A (Unflushed = cstate(s[¢:) # 0)

I(s,p,B) = (Unflushed = (

And there are three states of the object with transitions illustrated in Fig. 17.

load-f store-fu
store-ff load-uf
flush store-uu
4

Fig. 17. STS for FLiT Memory Cell

Notice that this invariant I is idempotent under the crash-into relation, i.e., I = I.

o Firstly, as the state transition system in Fig. 17 and the invariant definition indicates, the crash
will change the system into the Flushed or Unsynced state, which is still in the invariant.

e Secondly, a crash does not invalidate any conjuncts in the invariant. It is worth mentioning
that when a crash changes Unflushed in Unsynced, the second branch of the Unflushed
branch, which is about the persisted value of M, is necessary for establishing the invariant in
the Unsynced branch.
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This object does not need a recovery program, so we set the body of r to be ret ok, which does
nothing and returns immediately. And it is obvious that the following quadruple holds.

ID, T k4 {invokey(r) o I'}ret ok{returned,(r) o I}{I}

The pre-/post-conditions, I, of this recovery program obviously connect to the crash invariant and
the object invariant, which are also I.

We have proved R[a], G[a], I[a] Fy Mp[A] in the previous section. And it is easy to check that
we have established all conditions (except the stability) in OBjEcT IMPL for the judgement

7 7 7’
Pi(FLITOR,) F MFLIT  (Vgcell ® Veounters VBCell ® VCounter) — (VELiT> VFLIT)

We then define the guarantee relations of each transitions and they form the rely relation. It is easy
to check that all stabilized assertions are stable w.r.t. the rely relation. And this finishes the proof
of the FLiT memory cell.

Jv.Flushed(s, B) A (v,0) € mstate(s[y+) A v = fstate(p)A
(s, p, B)Gloaa £l ] (s', p', B') &= lin(p") =lin(p) - a:load - @:v0 A B" = €A
s" =s-a:M.load - a:v
Fo.Unflushed(s, B) A last(B[store) = store(v)A
(s, p, B)Gloadut @] (s', p", B') &= B’ =B-a:load A p’ = pA
s" =s-a:M.load - a:v
o, By, By.Unsynced(s, B) A (v,v) € mstate(s [y )A
(B = By - By A last(By) = store(v))
(5.9, B)Gioadus ] (5, p', B) = V(fstate(p) = v A By = ¢)
lin(p") = merge(lin(p), By) - a:load - @:0 A B" = €A

s’ =s-a:M.load - a:v

Jo.Flushed(s, B) A 0 < cstate(my(s[ct)) A fstate(p) = oA
(s, p, B)Gstore-it[@] (s, p', B') = lin(p") = lin(p) - a:store(v) - a:ok AB' = ¢
s’ = s - a:M.store(v) - a:ok
Jo.Flushed(s, B) A 0 < cstate(my,(s[cs)) A fstate(p) # oA
(5. B) Gutoreta ] (5, B) = B = astore(v) € A p’ = p
s’ = s - a:M.store(v) - a:ok
Jov.(Unflushed(s, B) vV Unsynced(s, B))A
(s, p, B)Gstore-wu [@] (s', p', B') &= |0 < cstate(mq(scs)) A B = B - a:store(v) A
p'=pAs’ =s-a:M.store(v) - a:0k
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lin(p") = merge(lin(p), B) A B" = eA
B ’ ! B/
(5P B)Gunlal(s'. 0", B) = ( s’ = s - a:flush - a:ok

p'=pAB =BAs' =s-a:inc - a:okA
(59 B)Ginclal (s p', BY) = (cstate(ﬂa(s' Tct)) = cstate(mg(sTes)) + 1
p'=pAB =BAs =s-axdec- a:okA
cstate(ry (s’ I'os)) = cstate(mg(sfes)) — 1
p'=pAB =BA
(5., B)Gulal (', ', B) e | mstate(m (s’ Tyrs)) = mstate (g (s s ))A
cstate(my (s' [t )) = cstate(mq(sTee )

(S, P> B)gdec [a] (S/, P,> BI) — (

gload-f[a’] U gload-uf[al] U gload-us [0(’] U gstore-ﬁ[a’] U gstore-fu [al]u
R[O!] z U gstore—uu[a’] U gﬂush[a,] U ginc[a,] U gdec [O{’] U gid [a’]U
aela’#a invokey (=) U returng (=)

1.2 The Interval-Sequential Write-Snapshot Object

With the FLiT memory cell’s correctness established in appendix 1.1 and the FLiT correctness
theorem (proposition 1.1), we can prove any object implement to be durably linearizable as long
as we can prove it satisfying linearizability defined in [31]. For example, the interval-sequential
write-snapshot object in [7] can be implemented as a durably linearizable object using the FLiT
cell’s read and write instead of the usual atomic memory cell. In this section, we prove the interval-
linearizability of the one-shot write-snapshot object in [7] using the program logic in [31].

1.2.1  Specification & Implementation. The write-snapshot object has the signature below.
Snapshot := {write_snapshot : Val — 2¥2}

The operation write_snapshot writes the current value to the memory and returns a set of values
that have been written to the object before.
Its interval-sequential specification Vyrite_snapshot is the largest set of traces satisfying the following

s=€
J— . — ’ ’
S € Vuwrite_snapshot &= |V (s =5 -a:V AV =snpstate(s’) As" € vwriteisnapshot)
V (s =" - a:write_snapshot(v) A & ¢ 5" A's” € Vurite_snapshot)

where the state of the write-snap shot object snpstate(s) is defined as the set of values given by all
invocations before a point.

{} ifs=e¢
snpstate(s) := { snpstate(s’) U {o} if s =s" - a:write_snapshot(v)
snpstate(s’) otherwise,s =s" -« : _
The specification clarifies two key points of the object:

e Firstly, the object is not atomic-sequential, which means the linearized specification does
not guarantee the response happens immediately after the corresponding invocation. The
response will take into account all invocations linearized before itself.
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e Secondly, the object is one-shot. Each agent (thread) can only invoke Vyrite_snapshot Once. We
use the client specification pirite_snapshot to pose this one-shot requirement on clients.

Vs’  a,v.s" - a:write_snapshot(v) C s =

S € Lyri —
Hurite_snapshot (Vo.a:write_snapshot(v') ¢ s Aa € S)

As [7], we consider the one-shot write-snapshot algorithm for solving problems with only finite
participating agents. Therefore, we require the client to take a finite subset S of all agents Y, and
use the client specification to require all invocations be made in these threads.

The implementation of the write-snapshot object is shown in figure 18. With a total number of
|S| threads where the write-snapshot object will be used, each thread is assigned a FLiT memory
cell (with initial value 1) to store the value it writes to the object. Since this is a one-shot object,
we know that each memory cell is written at most once. After written to the cell, the algorithm
repeatedly takes a snapshot of all values written to the object. It returns only when two consecutive
snapshot converges, which guarantees the snapshot to be correct, meaning the snapshot did occur
at a certain moment. This is non-trivial. For example, when taking a snapshot, if two writes to a
visited cell and un-visited cell occurs, only the second one will be captured in the snapshot, which
makes the snapshot invalid because in any possible snapshot, the second value should be recorded
if the first value is not recorded.

eri(e,snapshot :
Import M:®;c(s|FLIT;

write_snapshot(int v) {
MLal.write(v);
old « {L}; new « 0; i « 1;
while (i < |S]) {
vV « M[a;].read();
new «— new U {v};
i« i+1
}
while (new # old) {
old « new; new «— 0; i « 1;
while (i < |S]) {
v « Mla;].read();
new < new U {v};
i« i+1
}
};

return new\{Ll}

0 NN U W N e

R R S T e e e
R O 0 00N R W N R OO
—

Fig. 18. One-Shot Write-Snapshot Implementation

1.2.2 Proof. Like what we did in the FLiT example, we use the possibility with the form of p =
(p, so), where p is the linearized trace with p € Vyrite_snapshot (and is accessed through lin(p)) and
so are pending invocations. Notice that there can exist pending invocations in p as well, since we
are proving an interval-sequential object which allows an interval without the response, but these
invocations will have impact on linearized responses in the future.

We do not use any other ghost variables in this proof, and the program configuration is a
triple (A, s, p). We need to maintain two invariants that: s 'snapshot is linearizable to p - (so) and

P <SO> € Vwrite_snapshot-

Proc. ACM Program. Lang., Vol. 8, No. OOPSLA2, Article 352. Publication date: October 2024.



Compositionality and Observational Refinement for Linearizability with Crashes 352:77

For this concurrent object, we maintain the following object invariant at any point of the program
execution. It simply ensures the the order of writes in s is the same as the order of write_snapshot
in the linearized trace.

I(As,p) &= shurite ~ lin(p) rwrite_snapshot
(si=s3=¢€)V
where s; ~ 5, &= s ~ sy A sy = 5] - azwrite ()

da, 0,57, 55
$TIPT  Asy = s, - arwrite_snapshot(v)

For the three while loop, we introduce the following two loop invariant.

i-1
L[iold, p](A,s,p) & pLClin(p) Aold\{L} C Usnpstate(naj(p)) A< |S|+1
j=1
i-1
U snpstate (74, (p)) € new\{L} Ai < [S|+1
j=1
A(Ya : write_snapshot(v) € p = a : M[a].write(v) € s)

L[i,new, p](A,s,p) &

e The loop invariant I, guarantees there is always a prefix p of the linearized possibility such
that each write in the old snapshot is captured by p. The invariant I, assets that the old
snapshot is a lower bound of a linearized trace’s snapshot state at a certain moment.

e The loop invariant [,, guarantees that any write in the prefix p extracted from I, is always in
the new snapshot. The invariant I, assets that the new snapshot is an upper bound of the
linearized trace p’s snapshot state.

o Both invariant takes a parameter i, which is the loop variable. We will only consider the first
i threads operations in the trace and maintain the invariant. When the loop terminates, i
becomes |S| + 1, and the invariant will be true under the consideration of all threads, which
means it is true for the complete trace.

When the outer loop terminates, we know old\{L} = snpstate(p) = new\{_L}, and we can linearize
the response at the end of p since new\{_L} is valid snapshot at that moment.

Proc. ACM Program. Lang., Vol. 8, No. OOPSLAZ2, Article 352. Publication date: October 2024.



352:78 Oliveira Vale et al.

{invoke, (write_snapshot) o I}
1: write_snapshot(v){
{I A a:write_snapshot(v) € sp}
2: Mla].write(v); // write
{I A last(ry(lin(p))) = a:write_snapshot(v) }
3: old « {L};new « 0;i « 1;
{I A last(g(lin(p))) = a:write_snapshot(v) A I, [|S| + 1, 0ld, €] A I,[i, new, €] A 3q. I, [i, new, q] }
{I A last(my(lin(p))) = a:write_snapshot(v) A 3p. I,[|S| + 1, 0ld, p] A I, [i, new, p] A Jq. I, [i, new, q] }
while(i < |S]){
v «— MJaj].read();
new « new U {v};i «— i+1

}

AN

I A last(my (lin(p))) = a:write_snapshot(v) A
{EP.IO [IS| + 1, 0ld, p] A I[|S] + 1, new, p] A 3q. I,[|S] + 1, new, q]}
8:  while(new # old){
{I A last(ng(lin(p))) = a:write_snapshot(v) A 3q. I, [|S| + 1, new, q] }
9: old < new;new « 0;i « 1;
{I A last(my(lin(p))) = a:write_snapshot(v) A Ip. I, [|S| + 1, 0ld, p] A I,,[i, new, p] A 3q. I, [i, new, q]}
10: while(i < [S]){

11: v «— MJaj].read();
12: new <« new U {o};i «— i+1
13: }
I A last(g (lin(p))) = a:write_snapshot(v) A
{Elp.lo[|5| + 1,0ld, p] A I [|S] + 1, new, p] A 3q. I, [|S] + 1, new, q]}
14:  }

{I A last(my(lin(p))) = a:write_snapshot(v) A 3p. I,[|S| + 1, new, p] A I, [|S| + 1, new, p]}
{I A last(g (lin(p))) = a:write_snapshot(v) A 3p C lin(p, L). snpstate(p) = new\{J_}}
{I Alast(mq(p)) = a:new\{L}} // snapshot
15:  ret new\{L}
16: }
{returned (write_snapshot) o I'}

Fig. 19. Proof of Write-Snapshot

Figure 19 shows the proof outline for the write-snapshot object. At line 2, when writing to the
FLiT cell, we linearize the corresponding write_snapshot invocation to the linearized trace so that
the object invariant can be maintained. This operation satisfies the following guarantee Gyrite.

s'=s-a: M[a]write(v) - « : ok
(A8, p)Guwrite[] (N, 8", p)) As, = so\{a:write_snapshot(v) }
Alin(p") = lin(p) - « : write_snapshot(v)

Then, we initial the old snapshot old, new snapshot new, and the loop variable i. Since old
contains only the initial value, it is a lower bound of any trace’s snapshot state, and therefore we
can take p = € and I[|S| + 1, old, €] is true. Moreover, since € produce empty snapshot state, any set
is an upper bound of it and thus I,,[i, new, €] is true for any i.

The loop from line 4 to line 6 is the process of taking the snapshot. We may split the proof for
this loop into two parts,

e one for constructing I,, the lower bound invariant for the next snapshot loop;
e one for constructing I,,, the upper bound invariant for the current snapshot loop.
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Their proof are independent, and since there are no control flow can break out of the loop, we may
present their proofs separately for a clearer demonstration.

Construct Lower Bound. In figure 20, we use I A 3p. I, [i, new, p] as the loop invariant. In each
iteration, the read operation does not change the state of the memory cell and the write-snapshot
object and there are two cases for the read value.

o If the value is L, meaning thread «; has not written to the cell and new is still the lower
bound, i.e., I,[i + 1, new U { L}, p] is true.

o If the value is not 1, then «; has written to its cell, and by the object invariant I, its
write_snapshot(v) invocation has been linearized. Therefore, there exists ¢ C lin(p) which in-
cludes this invocation and we can take the longest one of p and q. Since this object is one-shot,
values written to any cell cannot be overwrite when we consider more future events by ex-
tending p to max{p, q}, and any value in new still appears in Uj;} snpstate (74, (max{p, q})).
As a result, new U {v} is a lower bound considering only the first i — 1 threads, i.e., I,[i +
1,new U {v}, max{p, q}] is true.

Then we can safely include v in new and increase the loop counter while maintaining the invariant.

{IA3p.1i,new, p]}
: while(i < |S]){
{IA3Tp.Ili,new,p] Ai < |S|}
2: 0« Mlaj].read();
IA3p.Ipli,new,p] Ai < |S]
(v=LAIli+1,newU{L},p])
v # L Aai:M|aj].write(v) € s
A Aaj:write_snapshot(v) € lin(p)

—_

v Adq E lin(p). aj:write_snapshot(v) € g
Ao [i+ 1, new U {o}, max{p, q}]
3: new «—newU {o};i«—i+1
{I A3p.I,[i,new, pl}
4: }
{IA3p.I[|S|+1,new, pl}

Fig. 20. Lower Bound Construction Proof

Construct Upper Bound. In figure 21, we use I A Ap. I, [|S| + 1, 0ld, p] A I, [i, new, p] as the loop
invariant. According to the read value, there will be four different cases.

e If the read value is L, then thread ; has not written to its cell in lin(p). Obviously, its write
will no appear in the prefix p and new U {1} is an upper bound, i.e., I,[i + 1, new U {1}, p]
is true.

o If the read value is not L and a;j:write_snapshot(v) already appears in the prefix p, then it is
safe to include v in the upper bound, i.e., I,[i + 1, new U {v}, p] is true.

o If the read value is not L and a;:write_snapshot(w) does not appear in the prefix p for any
w, then we can safely add v to the upper bound for the same reason as the first case, and
L[i + 1,new U {v}, p] is true.

o If the read value is not L and a;:write_snapshot(w) already appears in the prefix p for a
different w from v, then adding v to the upper bound new may produce a snapshot inconsistent
with the trace. However, since we read a different v from the memory cell, a;:write(v)
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must appear in s, and by I, we know a;:write_snapshot(v) must appear in lin(p). With two
different write_snapshot invocations for the same thread ¢; in lin(p), the client specification
Huwrite_snapshot 1S violated, which leads to a contradiction with fiyrite_snapshot- As a result, under
the restriction of fiyrite_snapshot, this case will not happen.

Then we can safely include v in new and increase the loop counter while maintaining the invariant.

{IA3p.I[|S| +1,0ld, p] A L, [i, new, p]}
1: while(i < |S){
{IA3p.L[|S| +1,0ld, p] A I [i,new, p] A i < |S[}
2 v« M|aj].read();
IA3Tp. L[|S|+1,0ld, p] A L [i,new, p] Ai < ||

(v=L AL [i+LnewU{L}, p])
Vv (U # L Aaj:write_snapshot(v) € p A In[i+1,new U {o}, p])
Al V(v # L AVYw.agwrite_snapshot(w) ¢ p A Ip[i + 1, new U {0}, p])
v # L A Jw # v.aj:write_snapshot(w) € p A ai:M[a;].write(v) € s

Aaj:write_snapshot(v) € lin(p) A aj:write_snapshot(w) € lin(p)
3: new «—newU {o};i<—i+1
{IAFp. L, [|S|+ 1, 0ld, p] A In[i, new, p]}
4: }
{IA3Tp. I [IS| +1,0ld, p] A L, [|S| + 1, new, p]}

Fig. 21. Upper Bound Construction Proof

Then, we reach the loop at line 8 in figure 19. Here, we use the loop invariant

I Alast(my(lin(p))) = a:write_snapshot(v) A
Ap. L[|S| + 1, 0ld, p] A L, [|S| + 1, new, p] A 3q. L, [|S| + 1, new, q]

which is the asserts that old and new are lower and upper bounds of the snapshot state for some
prefix p of the linearized trace, and new is the lower bound of another linearized prefix gq.

o Inside the loop, we only keep the second branch and by assigning new to old, the new old is
still the lower bound. Then, a loop identical to the one at line 4 takes a new snapshot into
new and we reuse the previous proof for it. The loop establishes the new as the new upper
bound for the new prefix p and we re-establish the loop invariant.

o If the loop terminates, we only keep the first branch. With the snapshot state bounded by
new on both side, we can derive snpstate(p) = new\{L}, which means new\{Ll} is the
correct snapshot at the time where p is the complete linearized trace. We can then linearize
the response to the current operation after p and last(7,(p)) = a:new\{L} is true after
the linearization, which finishes the proof. This linearization step satisfies the following
guarantee.

s"=sAdpy,p2, V.lin(p) = p1 - p2

A N,s',p) =
( ,S,P)gsnapshot[a]( S, P ) /\lin(p') = ‘aiV'Pz /\V:snpstate(pl)
The rely rely is defined as

R[O{] = U Giwrite [0{’] U gsnapshot [[X'] U Gid [(X'] U inVOkea"(_) U rEturna’(_)

a'eY,a’+a
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and one may easily check that all assertions in the proof is stable w.r.t. it. Now, we have proved
that the write-snapshot object is linearizable w.r.t. its specification Vyrite_snapshot and by the FLiT
correctness theorem, this object is also durably linearizable.

1.3 Swap Operation in File System through Write-Ahead Logs

In this four-layered example, we demonstrate that our framework can handle sophisticated file
system patterns compositionally. In the upper layer, we present a file system capable of swapping
files atomically between directories. The file system depends on a write-ahead log objects and an
array of replicated disk cells, both of which are implemented in the lower layer. The file system is
presented in 1.3.1, while the replicated disks and write-ahead log is described in 1.3.3 and 1.3.5.

1.3.1  File System with Read, Write, and Swap. We first present and verify a file system that supports
file read and write operation, as well as file swapping between directories. The file system exposes
a two level structure. At the first level lies a set of folders, each occupies a single disk block as their
inode. For simplicity, the API uses block ids instead of strings to uniquely identify folders. Each
folder contains a set of files, identified by their file id (unique within each folder). A swap operation
will swap the pointer in respective folders’ inodes, which can be considered as a symmetric move
operation seen in actual file systems. For simplicity, we restrict each file to contain a single block
for file content, and assumes all files and directories are pre-allocated on the disk. Allowing for
transactions involving several blocks is straight-forward given that we show our techniques work
in this simplified setting.

While file read and write operations are mostly straightforward, the swap operation requires
special treatment for its atomicity. As swap operations need to update two different folders (and
thus two different disk blocks), the possibilty that a crash happens in between can never be ruled
out. To ensure persistent linearizability, we record the operations in write-ahead logs so that the
recovery routine can finish incomplete operations. Figure 22 showcases the pseudocode for this file
system.

The underlying disk object is modeled as a map from block_id to block. block_id can be considered
as an integer type whereas block can be considered as a constant-sized byte array. In the case a block
actually contains folder inode information, we byte-cast them into the correct type folder_inode.

Disk := {write : block_id x block — 1, read : block_id — block}

evalpys © Prpat — {1} + (file_id ™2 block)

Ubeblock_ia{b < 0} €

M s=s"-4 Nevaly e (s') =M

M s=s"-m-§ Nevalpyy:(s' - 4) =M A Apisk(m) =0
evalp ¢ (5) = , ) ,

M[b - v] s =" - a:write(b,v) - a:ok A evalpy ¢ (s) =M

M s=s"-a:read(b) - a:v A evalp s (s') =M AM[b] =0

1 otherwise

Vpiské = {s |3’ s T s’ Aevaly e (s) # L}
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MFs :

Import disk:Disk

Import lockmap:LockMapB
Import log:Llog

void write(block_id dir, file_id fid, data_block data) {
lock[dir].acquire();
dir_inode « (folder_inode) disk.read(dir);
file « dir_inode[fid];
disk.write(file, data);
lock[dir].release();

data_block read(block_id dir, file_id fid) {
lock[dir].acquire();
dir_inode « (folder_inode) disk.read(dir);
file « dir_inode[fid];
data « disk.read(file);
lock[dir].release();
return data;

void swap(block_id src, block_id tgt, file_id src_f, file_id tgt_f) {
if (src < tgt) {
lock[src].acquire();
lock[tgtl.acquire();
} else {
lock[tgt].acquire();
lock[src].acquire();
}
src_inode « (folder_inode) disk.read(src);
tgt_inode « (folder_inode) disk.read(tgt);
src_file « src_inode[src_f1];
tgt_file « tgt_inode[tgt_f1;
log.insert(src, tgt, src_f, tgt_f, src_file, tgt_file);

disk.write(tgt, tgt_inode[tgt_f -> src_filel);
disk.write(src, src_inodel[src_f -> tgt_filel);
log.remove (@);
lock[src].release();
lock[tgt].release();

3

void recovery() {
for (i = 0; i < |agents]|; i ++) {
entry <« log.get(agents[i]);
if (entry = None)
continue;
(src, tgt, src_f, tgt_f, src_file, tgt_file) « entry;

src_inode « (folder_inode) disk.read(src);
tgt_inode « (folder_inode) disk.read(tgt);

disk.write(tgt, tgt_inodel[tgt_f -> src_filel);
disk.write(src, src_inode[src_f -> tgt_filel);
log.remove (agents[i]);

Fig. 22. Implementation of the File System
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The LockMapB object is specified as a collection of individual locks, indexed by block_id type.
LockMapB := {acq : block_id — 1, rel : block_id — 1}

., fi
evalLockMapB : PTLockMapB - {J—} + (blOCk_ld = P(Y))

Ubeblock id1f < @} €

m[b +— {a}] s =s"-aracq(b) - a:ok A eval ockmaps(s) = m Am[b] = @
eVaILockMapB(3) = , ,

m[b — @] s=s"-azrel(b) - a:ok A evaliockmapa () = m Am[b] = {a}

L otherwise

ViockMaps¢ = VOI({s | 3s".s T 5" A evaliockmaps (s') # L})
The lock map is in fact equivalent to a horizontal composition of volatile locks:

ViockMapB¢ = ®beblock_id VOl (VLock)

Since Oliveira Vale et al. [31] have verified the linearizability of a lock (in fact, the ticket lock
implementation M k) we may lift their proof to our setting using Prop. 2.8, as explained in the
main paper.

The last object Log is a write ahead log used for crash atomicity of swap operations. It stores at
most one log entry per thread, and each log entry contains all the information about a single swap
operation: the source and target folder block id, the source and target file id, and the block id of the
swapped files. While a thread may only insert entry for itself, it can remove entry for any thread
due to the recovery routine. Otherwise, the specification of Log is simply another map, with the
following formal specification,

entry := block_id X block_id X file_id X file_id x block_id x block_id

Log := {insert : entry — 1,get : Y — option entry,remove : T — 1}

f.
eval oo  Pioge — {1} + (Y 2 entry)

Log
Uger|a = None] €
l s=s"-4 A eval o (s")=1
l s:s'-m-é/\evaILogﬁ(s“é)=l/\/1|_og(m)=0
evaly ;¢ (s) :=11l[a — e] s =s’ - a:insert(e) - a:ok A evalg g (s)=1
l s=s"-aget(a’) -a:l[a’] Aeval o (s7) =1
[[a’ — None] s =s"-axremove(a’) - a:ok A evaly ;¢ (s")=1
L otherwise

Viegt =15 | IAs'sC s’ A eval| g (s") # L}

Finally, the specification of the file system FS is a nested map from block ids (of folders) into a
map from file ids to file contents, and the formal definition is given below,
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write : block_id X file_id x block — 1,
FS := read : block_id x file_id — block,
swap : block_id X block_id x file_id X file_id — 1
flam b el = flarm [flallb o c]l]

fi fi
evalggs : Pipgs — {L} + (block_id == file_id = block)

Uger|a — None] €

f s=s"-4§ Aevalegy (s) = f

f s=s"-m-§ Nevalgg; (s" - §) = fs AAps(m) = O
evalggs (s) == flar b c] s=s"-a:write(a,b,c) - a:ok Aevalgy (s") = f

f s=s"-aread(a,b) - a:f[a][b] Aevalgs (s") = f

fla= b flelld]]llc— dw fla]l[b]] s=5s"-a:swap(a, b,c,d) - aok Aevalgg; (s") = f

L otherwise

Vet = {s | 3s".s £ 5" Aevalggy (s") # L}

1.3.2  Proof of the File System. The line-by-line proof is presented in Figure 23, Figure 24, Figure 25,
Figure 26, and we highlight the important steps here.
First, we define the maximal linearized prefix of current possibility p,

lin: Pipgs — Pypgs
ps-pEpA
lin(p) =py -p = (py =eVvIp'p -4 =py)A
pEPE AP PEDP Apy -p'Tp = p' ¢ Pys

which helps us derive the current state of the object according to the possibility as well as the
concrete play,

state” : Pupg: — {1} + (block_id ™2 file_id ™ block)
state” (p) = evalgg: (lin(p))
fin
state® : Pi(piskaLog&LockMaps)¢ — {L} + (file_id = block)

state®(s) := evalp;q¢ (ST pigt )

Since the directory inodes are never moved around, we take the liberty to use notation state®(s) [d] [ f]
when it’s clear that d € block_id is a folder block and f is a file id. Next, we are interested in the
current status of lock ownership,

owned : P (P (piskaLog&LockMapp) ¢ X block_id)
owned(s,b) &= eval ,mapp¢ (STLockmaps ) [0] # @
ownedby : P; (pisk&Log&LockMapg) ¢ X I — P (block_id)

ownedby(s, @) = {b | evaILockMapBé (s I‘LOCkMapr)[b] ={a}}
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Finally, we care about whether certain blocks are currently mentioned by some entry in WAL,

logged : P (P; (pisk&Log&LockMap) ¢ X block_id X file_id)
eval s (sTog ) [a] = (d1, da, fi, f2, b1, b2) A
((d, f) = (di, i) V (d, f) = (da, f2)) )
logged? : P (P; (Disk&Log&LockMapB) ¢ X block_id X block_id X file_id X file_id)
evaliggs (5T og¢ ) (@] = (d1, d2, fi, f2. b1, b2)V
eval oot (sTLog¢ ) [a] = (d2, di, f2, f1, b1, b2) )
The runtime invariant of the program is then a collection of observations. Firstly, the file content

we compute from the two different states matches with each other except for those currently in a
WAL entry,

Li(s,p) & Vd, f.—logged(d, f) = state®(s)[state’(s)[d][f]] = state” (p)[d][f]

Secondly, two file blocks can only be duplicates of each other only if both of them are in the same
WAL entry,

L(s,p) &= Vdi dy, fi, fostate’ (s) [di] [ fi] = state’ (s)[dz] [ o] = logged® (s, d1, o fi. f5)

Thirdly, all entries in WAL corresponds to a pending invocation (potentially before some crashes)
in the possibility, and the recorded file block id matches the current overlay state (before swap),

evaILogé (S rLogf )[0(] = (dl, dZ’fl,fé, by, bz) -
13(55 P) — Vaa dl’ dz’ ﬁaﬁ’ bl’ bZ' Statep(p) [dl] [fi] = bl A Statep(p) [dz] [ﬁ] = bZ A
3p.ma(p) ks = p - swap(dy, d, fi, f2)

Finally, membership in WAL implies lock ownership by the same thread,

evaILOgi (S rLogé )[C(] = (dl’ dz’ ﬁ: fé’ bl’ bZ) -
{dy, dy} = ownedby(s, @)

logged(s,d, f) &= 3Fa,d1,ds, fi, f2, b1, b2. (

logged®(s,d1, dy, fi, f5) <= 3a, by, b. (

I4(S,p) — Va, dl,dz,ﬁ,ﬁ,bl,bz.

The runtime invariant (both the precondition and postcondition of all FS methods) is then the
conjunction of all above,

I:=Ilﬂ12 013014

However, due to the fact that the locks are not persistent, the last conjunction is not stable with
respect to crashes. Thus the crash invariant is the conjunction of the first three,

Ié 1211 ﬂIz 013
(5,p) Q; (s",p") &= L(s,p")

The precondition and postcondition of any method (except for recovery) assumes the invariant
as well as empty ownership of current thread,

PI(A s, p) & I(s,p) A ownedby(s,a) =@
(=) Qf (As',p") & I, p") Aownedby(s’,a) =@

The guarantee condition, in addition to preservation of invariants, further specifies that one
thread may only update folders or files they currently owns, physically or abstractly. Rely condition
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is then the union of guarantee and method invocations and returns,

Vd.d ¢ ownedby(s,a) = state’(s)[b] = state®(s")[b] A
(s,p) Gla] (s,p’) & |Vd.d ¢ ownedby(s,a) = state”(s)[d] = state”(s")[d] A
I(s",p")
Rla] £ U Gla'] Uinvokey (=) U returng (-)

a’eY,a'+a

The linearization point of swap normally happens at the time when log entry is removed,
which by itself is a straightforward proof thanks to mutual exclusion. However, if a swap method
crashes after inserting the WAL entry but before removing the entry, it will instead be retroactively
linearized during the recovery procedure, also at the point when the log is removed from WAL.
While the same operation may be performed multiple times and some are even partially performed,
it is safe nonetheless thanks to the idempotent nature of log entry application.

The linearization point of write happens at the point when the underlay actually writes to the
disk and read linearizes at the disk read operation, as one would expect. The safety is provided by
the mutual exclusion of locks, the same as the swap operation.

{I(s, p) A ownedby(s,a) = @}

1: write(dir, fid, data) {
2: lock[dir].acquire();

{I(s, p) A ownedby(s, ) = {dir}}
3:  dir_inode « (folder_inode)disk.read(dir);
4:  file « dir_inode[fid];

{I(s, p) A ownedby(s,a) = {dir} A state®(s)[dir][fid] = file}
5:  disk.write(file, data);

{I(s, p) A ownedby(s,a) = {dir} A state®(s)[dir][fid] = file A state®(s)[file] = data}

., ownedby (s”, @) = {dir} A state®(s") [dir] [fid] = file A state®(s") [file] = data A

(%P7 A lin(p) - a:write(dir, fid, data) - a:ok C p’ )
6:  lock[dir].release();

{I(s,p) Aownedby(s,a) =@ A 3p.7te(p) = p - ok}

7: }
{I(s,p) A ownedby(s,a) = @ A returned[write| (A, s, p) }

Fig. 23. Proof of file system - write

1.3.3  Replicated Disk. To demonstrate vertical composition, we implement the aforementioned
disk interface on top of several disks. Thanks to the locality property of tensor operator, we only
need to verify a single disk block and safely compose into the whole disk with little effort. The
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{I(s, p) A ownedby(s,a) = @}

1: write(dir, fid) {
2:  lock[dir].acquire();

{I(s,p) A ownedby(s,a) = {dir}}
3:  dir_inode « (folder_inode)disk.read(dir);
4:  file « dir_inode[fid];

{I(s, p) A ownedby(s,a) = {dir} A state®(s)[dir][fid] = file}
5:  data < disk.read(file);

{I(s, p) A ownedby(s, a) = {dir} A state®(s)[dir][fid] = file A state®(s)[file] = data}

I(s',p") A

ownedby (s’, @) = {dir} A state®(s”)[dir][fid] = file A state® (s") [file] = data A
lin(p) - a:read(data) - a:data C p’

6:  lock[dir].release();
{I(s,p) Aownedby(s,a) =@ A Ap.7y(p) = p - data}

7: }
{I(s,p) A ownedby(s,a) = @ A returned[write] (A, s, p) }

Fig. 24. Proof of file system - read

single block specification, which both the underlay and overlay follows, is provided below,

DiskBlock := {write : block — 1,read : 1 — block}
eVa'IDiskBlocké : P‘{‘DiskBIocké - {J-} + block

0 €
v s=s"-4 Nevaly g (s') =0
v s=s"-m-§ Aevalyys(s'-4) =v A Apisk(m) =0
evaIDiskBlocki (S) = _ SN . 4
v s=s-awrite(v) - a:ok A evalpy ¢ (s) # L
v s=s"-aread() - aw Aevalyy ¢ (s) =0
1

otherwise

VDiskBlock? *= {S | ' sEs A evaIDiskB[ocki (S,) # J‘}

The implementation is given in Figure 27. In the implementaion, we do not acquire locks when
writing or reading disk blocks. This is sound since the file system always guarantees mutual
exclusion when calling disk operations on the same block. We express this fact through a client
policy that requires the client to only access the disk atomically:

EbiskBlock = PiDiskBlock
where Pipiskplock s the set of well-formed atomic plays over DiskBlock.
1.3.4  Verification of Replicated Disks. For the purpose of verification, we assume the lin function
and the eval function are defined in the same way as in the file interface verification. Following a

similar approach, we define state” and state® according to the possibility and the the underlay play
respectively. We use DiskBlock[N]; to denote the i-th disk of the N disk array of the underlay.

state” : Popiaplocké — {4} + block

state” (p) := evalpigpiockt (IIN(p))
state® : Pipiskplock[n]¢ — 1L} + block

state® (p) := evalpigpiockt (5 Tpigkplock[N]¢ )
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{I(s, p) A ownedby(s,a) = @}
1: swap(src, tgt, src_f, tgt_f){
20 if(sre < tgt){

3: lock[src].acquire();
4: lock[tgt].acquire();
5:  }else{

6: lock[tgt].acquire();
7: lock[src].acquire();
8:

}
{I(s,p) A ownedby(s,a) = {src, tgt}}
9:  src_inode « (folder_inode)disk.read(src);

10:  tgt_inode « (folder_inode)disk.read(tgt);
11:  src_file « src_inode[src_f];
12:  tgt_file « tgt_inode[tgt_f];
ownedby (s, &) = {src, tgt} A
I(s,p) A s _ : s _ ;
state® (s)[src] = src_inode A state®(s)[tgt] = tgt_inode
13:  log.insert(src, tgt, src_f, tgt_f, src_file, tgt_file);
ownedby (s, a) = {src, tgt} A
I(s,p) A logged? (s, src, tgt, src_f, tgt_f) A
state® (s) [src] = src_inode A state® (s) [tgt] = tgt_inode
14:  disk.write(tgt, tgt_inode[tgt_f + src_file]);
ownedby (s, &) = {src, tgt} A
I(s,p) A logged? (s, src, tgt, src_f, tgt_f) A
state® (s)[src] = src_inode A state® (s) [tgt] = tgt_inode[tgt_f > src_file]

15:  disk.write(src, src_inode[src_f — tgt_file]);
ownedby (s, a) = {src, tgt} A

I(s,p) A logged? (s, src, tgt, src_f, tgt_f) A
state® (s)[src]| = src_inode[src_f > tgt_file] A state®(s)[tgt] = tgt_inode[tgt_f +> src_file]
16:  log.remove(a);
ownedby (s, ) = {src, tgt} A
{I(s,p) A (states (s)[src] = src_inode[src_f > tgt_file] A state®(s)[tgt] = tgt_inode[tgt_f src_file])}

I(s’,p") A

lin(p) - a:swap(src, tgt, src_f, tgt_f) - a:ok C p’ A
ownedby(s’, @) = {src, tgt}

{I(s,p) Aownedby(s,a) = {src, tgt} A Ap.7y(p) = p - ok}
17:  lock[src].release();
18:  lock[tgt].release();
{I(s,p) Aownedby(s,a) =@ A 3p.ma(p) =p - ok}
19: }
{I(s, p) A ownedby(s,a) = @ A returned[swap] (A, s, p) }

Fig. 25. Proof of file system - swap

We first give the invariant of this object,
I(s, p) & state”(p) = state’(s)

We further require that at the boundary of overlay methods, all disk blocks match the content of
the possibility,

Pf(a,s, p) = I(s,p) AVi.0 <i<N = evalpypioc? (eriskBIock[N]f) = state” (p)

(_) Qf (Aa s/, ,0/) — I(S,, pl) AVi0<i<N = eVa[DiskBIocké (sl rDiSkB|OCk[N]ié) - Statep(pl)
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{1: (s, p)}
1: recovery(){
2: for(i=0;i < |agents|;i++){
{Ié (s,p) AVjOLj<i = evaILogi (s[l_ogé )[agents[j]] = None}
entry « log.get(agents|i]);
if (entry = None)
continue;
(sre, tgt, src_f, tgt_f, src_file, tgt_file) « entry;
Vjio<j<i = evaILOgé (s[l_ogé )[agents[j]] = None A

N o W

I, (s, p) A (sre, tgt, sre_f, tgt_f, src_file, tgt_file) = evaILogé (s[Logé )[agents[i]] A
3p.7a (p) MLog = p - swap(src, tgt, src_f, tgt_f)

7: src_inode «— (folder_inode)disk.read(src);

8: tgt_inode « (folder_inode)disk.read(tgt);

Vio<sj<i = evaILng (s[Logé )[agents[j]] = None A

(sre, tgt, src_f, tgt_f, src_file, tgt_file) = evaILOgé (SrLogé )[agents[i]] A

Ly (s.p) A 3p.7a (p) MLog = p - swap(src, tgt, src_f, tgt_f) A

state® (s)[src] = src_inode A state® (s) [tgt] = tgt_inode
9: disk.write(tgt, tgt_inode[tgt_f > src_file]);
Vio<sj<i = evaILogé (s[Logé )[agents[j]] = None A

(src, tgt, src_f, tgt_f, src_file, tgt_file) = evalLogé (s [Logi )[agents[i]] A
3p.7a (p) MLog = p - swap(src, tgt, src_f, tgt_f) A
state® (s)[src] = src_inode A state® (s) [tgt] = tgt_inode[tgt_f > src_file]
10: disk.write(src, src_inode[src_f +— tgt_file]);
Viosj<i = evaILOgé (s [Logé )[agents[j]] = None A

Ié (S’P) A

(src, tgt, src_f, tgt_f, src_file, tgt_file) = evaILogé (s [Logé )[agents[i]] A
3p.7a (p) TLog = p - swap(src, tgt, src_f, tgt_f) A
state® (s)[src] = src_inode[src_f > tgt_file] A state®(s)[tgt] = tgt_inode[tgt_f > src_file]
11: log.remove (agents|[i]);

I; (s,p) A

Vio<j<i = evaILogi (s[l_ogé )[agents[j]] = None A
I, (s,p) A 3p.7e (p) TLog = p - swap(src, tgt, src_f, tgt_f) A
state® (s)[src] = src_inode[src_f > tgt_file] A state®(s)[tgt] = tgt_inode[tgt_f — src_file]

Vji0<j<i = eval g (s'rl_ogé )[agents[j]] = None A
I (s, p") A
£(p) lin(p) - a:swap(src, tgt, src_f, tgt_f) - a:ok C p’

12: }
{Ié (s,p) ANVa € agents.evall_ogé (s FLogé Vel = None}

13: }
{I(s,p)}

Fig. 26. Proof of file system - recovery

We can now define the crash-postcondition as preservation of invariant,

(S,P) Qé (SI,P,) — I(S,’P,)

since the invariant is preserved, the sole purpose of the recovery method is to re-establish the
universal precondition of normal routines.
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MDbiskBlock :
Import blocks: DiskBlock|[N]

void write(block_data data) {
for (i « 0; i < N; i « i + 1) {
blocks[i].write(data);
3
3

block_data read() {
i « random();
block_data data <« blocks[i].read();
return data;

}

void recover () {
data « disks[@].read();
for (i « 0; i < N; 1 « i + 1) {
disks[i].write(data);
3
}

Fig. 27. Implementation for Replicated Disks

The rely and guarantee condition is trivial since the client policy effectively disallow any type of
interleaving,

(s,p) Glal (s",p") & id
Rla] £ U Gla’] Uinvokey (=) U returng (=)

a’ e, a'+a
With everything defined, the step through proofs are given in Figure 28, Figure 29, and Figure 30.
For brevity, we use evalDiskslock[N]_é (s) as a abbreviation for evaly, ¢ (s [DiskBlock[N];)-

{I(s,p)}
1: write(data){
2:  disks[0].write(data);
{I(s, p) A state®(s) = state” (p) = data}

state®(s”) = state” (p’) = data A
I(s,p") A |, . ,
lin(p) - a:write(data) - a:ok C p

{I(s,p) A (Fp.7ta(p) = p - ok) A state®(s) = state” (p) = data}
3: for(i«— 1;i < N;i—i+1)

{I(s,p) A (Fp.ra(p)=p-ok) AVI'0<i <i = eval = state” (p) = data}

DiskBlock [N ] (s)
4: disks[i].write(data);

{I(s,p) A(3pra(p)=p-ok) AVI'0<i <i = evaly aiock N’ (5) = state” (p) = data}

{I(s,p) A(Fp.ra(p)=p-ok) AVI'0<i <N = evalDiSkB]Ock[NJé (s) = state” (p) = data}
5: }
{I(s,p) A returned[write](A,s,p)}

Fig. 28. Proof of Replicated Disks - write
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{I(s.p)}
1: read(){
2: i « random(0,N — 1);
{I(s,p) NO<i<N}
3: data « disks[i].read();
{I(s,p) A0 < i< N Astate” (p) = data}

{1(s’,p") A state” (p’)[b] = data A lin(p) - a:read - a:data € p'}
{I(s,p) A (p.7ma(p) = p - data)}
4: return data;
5: }
{I(s,p) Areturned[read](A,s, p)}

Fig. 29. Proof of Replicated Disks - read

{I(s.p)}
1: recover(){
2:  data « disks[0].read();
{I(s, p) A data = state” (p)}
30 for(ie— L;i<N;ie—i+1)

{I(s,p) AVI'0<i’ <i = eval = state” (p) = data}

DiskBlock [N, (s)
4: disks[i].write(b, data);

{I(s,p) AVI'.0<i <i = eval = state” (p) = data

DiskB]ock[N]ié, (s)
{I(s,p) AVi’.0<i’ <N = eval

5: }
{I(s,p) AVi'0<i’" <N = eval

DiSkB|QCk[N]f! (s) = state” (P) - data}

Diskslock[le, (s) = state” (p) = data}

Fig. 30. Proof of Replicated Disks - recovery

1.3.5  Write-Ahead Log Implementation. The implementation of the write-ahead log used in the file
system is presented in Figure 31. We omit the verification as it is straightforward in terms of crash
linearizability: all operations are immediately persisted and there is no in-between states for the
disk block.

Because the disk is equivalent to the horizontal composition of its blocks:

Vpiské = ®beblock_idVDiskBlock?

It follows that we may separate one location from the disk for the log, as follows:

(VOI(VBuffer) ® VOI(VLock)) ® Vpisk?
= (vol(VBuffer) ® Vol(VLock)) ® (®beblock_id VpiskBlock? )
= (Vpiskplock! ® VOl(VBuffer) ® Vol(VLock)) ® ®peblock_id\logblkVpiskBlock

so that

(vol(VBufrer) ® Vol(Viock) ® Vpigt ); (Miog ® crashcopy)
is linearizable to Viogt ® (®beblock_id\logs Ik VDiskBlock? ) Where logblk is the block id where the log is
located. That is to say, we obtain a log together with a disk with size one block less than before,
such that in the underlay the log lives in the same disk.

Proc. ACM Program. Lang., Vol. 8, No. OOPSLAZ2, Article 352. Publication date: October 2024.



352:92 Oliveira Vale et al.

MLog :

Import block:DiskBlock
Import buffer:Buffer
Import lock:Lock

void insert(block_id a, block_id b, file_id ¢, file_id d, block_id e, block_id f) {
lock.acquire();
buffer[al = (a, b, c, d, e, f);
block.write(buffer);
lock.release();

}

void remove(agent_id agent) {
lock.acquire();
buffer[agent] = None;
block.write(buffer);
lock.release();

}

void get(agent_id agent) {
return buffer[agent];

}

void recovery() {
buffer = (log) block.read();
3

Fig. 31. Implementation of the Write Ahead Log

J PROOFS
J.1 Basic Semicategorical Structure

In the following we assume that the operation —; — is defined arbitrary sets of plays, instead of just
on strategies. The definition is exactly the same. Given s € P45 and t € Pg_,c we write s; ¢ for
{s}; {t}. We also take the convention of writing, for s € P4 with A € Crash,

S=S1-4 S 4. 8 Sun

where for each i, s; = epo;(s).
The following important lemma characterizes composition in Crash using composition in Conc.

LeEMMA J.1. Given strategieso : A — B, 7 : B —o C € Crash, for any play u € o; 1, there exists
s € o,t € T such that

S=S1+4 ... 4 spn t=ti-§-...- 4 thn
and, for all i,

conc
AY—-BY

conc

and ti € P or

si €
and such that u decomposes as
Uu=up-§-up-d...0h o upn
with u; € s;;t; for all i.

ProOF. Suppose u € o;7. By definition there exists 4’ € int(o,7) such that v'lap_ € o,
w'l_pc € tand u'[4_ c = u, we claim that assigning s := u’ T4 g and t := u’[_ g the claim is
proven.
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Since all three of u’, s, and t are well-formed it follows that they can be written as (it will soon
be clear why all plays feature the same number of epochs):

s=s1-4 ... 4 sun t=ti 4 ... 4 thy W=ulg e uny
Solet u; = u;[ 4, c. By definition we know u’'[_ 5 = s[_p = t[p_, so it follows that the i-th crash
signal in s matches ¢ with the i-th crash signal in ', and that they have the same number of crash

signals. Furthermore, since s = u’ [ 4 g -, the i-th epoch of #’, i.e. u], projects to the i—th epoch of's,
ie uTap- =s; Similarly, u]I_ g c = t;. Hence, it follows that u] [ 4 _ c = u; € s;;t;. m]

PROPOSITION J.2. strategy composition is well-defined and associative.

Proor. Well-defined Suppose o : A — Band 7 : B — C, then we have € € g and € € 7. Then
taking
€ €int(A B,C)

we haveelg_c=€€ Pﬁwc which implies € € o; 7. So o; 7 is non-empty
Now suppose s € o; 7 and that p C s, then there exists s’ € int(o, 7) such that s'[4_c =s.In
particular p C s[4 _ c. Hence there exists p’ C s’ such that p’[4_c = p. Since s’ T4 € 0
and s’[_ pc € t and both o, 7 are prefix-closed, so p’[ap- € cand p’[_pc € 7.So p’ €
int(o, 7). Since Pﬁ\_oc is prefix-closed, p’ la-c Es' Ta-c € Pf\_oc sop’la-c€ Pf\_oc. Hence
pEo;T.
Lastly, we show o; 7 is 4 —receptive. Suppose s € o; 7. So there exists s’ € int(o, 7) such that
s’Ta—c = s. Note then that we have s’ - § € int(A, B,C). By 4 —receptivity, it holds that
s 4ltap-€oands’ - §_pc €. Soitfollowsthats -§la-c=5s-4 €03t

Associative Suppose 0 : A < B,r : B —o Cand p : C — D, fix sla-p € (0;7); p where
u € int((o; 1), p). Applying J.1 between the composition of ¢; 7 and p, and then applying the
lemma again to decompose its projection to o; 7, we obtain that u[4 _ p can be written as

U g d o unn
and u € (s;;t;);r; where s; € IP;"Y”_COBY, t € Pg;”fo o andr; € Pg}”_co Drs with, futhermore
s=S1°4-...-4 spr1 €0
ti=t1-4-... 4 thy1 €T
re=ri-§-...-4 T €p

From concurrent games [31] we already know that (s;;¢;);r; = si; (¢;57;). So there exists

u; € int(s;, t;;r;) suchthat ulta_p = w;, u;fap- =s;and u;[_pp € t;;r; Now let’s define
T TR A 2 T

Now we have u” [ap_ =514 ... 4§ -sppandu”_gp e t;r C;p.Sou=u"Ta_p €

o; (73 p).
The other direction is analogous.
]

We also prove that composition is monotonic and join-preserving, the main requirement to
obtain an enriched semicategory.

PrOPOSITION ].3. For strategies
o:A —o B, 7:B—-oC

the following hold:
(1) ifc Co’:A—oBandt C 1 :B—o Ctheno;r Co';7
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(2) Given a family of strategies (0; : A —o B);ey it holds that

UUi T = U(Ui;f)

iel iel

(3) Given a family of strategies (7; : B —o C);¢; it holds that

o; UTi =U(0;ri)

icl iel

ProOF. (1) Suppose sfa—c € o;7 then
SrA,B,— €0 — SrA,B,— € O"
sl_pc€tT=sl_pcer

. . 4 .
Also since s € int(A,B,C),sla-c €P)_~sosla-c€a’sr.
(2) For one direction, since we have o; C U;c10; so

0i;T C Uai 0T

il
hence
U(Ui;f) < UUi T
il i€l
For the other direction, suppose sfa - c € (U;er 0i) ;7 which means s[4 g - € (U;e7 0i) and

sl_Bc €.
so there exists i such that s[4 p— € 0y, and therefore s[4 _ ¢ € 0;;7 € U;e(0i; 7) so that

sla-c € U(Gi; 7)
iel

(3) For one direction we have 7; C | J;¢; 7; SO

0;7; € 0} Uri

iel
hence
@ call
iel iel

For the other direction, suppose s[a—c € 0; (U;er 7:) which means s[ap- € cands|_pc €
Uier -

so there exists i such that s|_ g € 7;, and therefore s[4 - ¢ € 0;7; € U;er(0; 1) so that

sta-c € U(U; Ti)

iel

Proc. ACM Program. Lang., Vol. 8, No. OOPSLA2, Article 352. Publication date: October 2024.



Compositionality and Observational Refinement for Linearizability with Crashes 352:95

J.2 Volatile Lift and ldempotence

ProPOSITION ].4.
vol(-) : Conc — Crash

is a semi-functor.
Proor. For given

o:A — Be Conc o' :B — C € Conc

we want to show
vol(o);vol(c’) = vol(o;0”)
For one direction, fix s € vol(o); vol(¢”). By lemma ].1, we have that s can be decomposed as
S=S814 ... 4 S

where for each i, s; € o; 0’ It then follows immediately by the definition of vol(—) that s € vol(o; 0”).
For the other direction, fix s € vol(o; 0”). We have that, by well-formedness, s can be decomposed
as

s:=s1-4-...- 4 spn
where for each i s; € 0;0". So there exists s; such that s;[4p_ € cands/[_pc € 0.
Let

t:= S; rA,B,f . é ot é . S;H_l FAB.—
t=sl_Bc-d-...- & spul-BC
It is immediate from the definition of vol(—) that t € vol(c), ' € vol(c’), and so it follows that
s € vol(o);vol(a’).
We also need to show vol(o) satisfies 4 -receptivity. Suppose s € vol(0), § € Mfﬁ oS 4 €
P4: _,p¢, by definition we know s may be decomposed as

S=s1§ ... dSun
where for each i,s; € o and r; € R. Since € € o so we could set
RN IR I PR

we obtain by definition that s’ € vol(o). O

PRoPOSITION J.5. The copycat strategy crashcopy , is idempotent, i.e.

crashcopy 4; crashcopy 4, = crashcopy 4
Proor. Note first that it is immediate from the definition of crashcopy ,; that
crashcopy 4, = vol(ccopy,)

Then, observe that

crashcopy 4; crashcopy 4, = vol(ccopy 4r); vol(ccopy 4r) (Def. of crashcopy)
= vol(ccopy 41; ccopy 4r) (Prop. J.4)
= vol(ccopy 4r) (Prop. ccopy is idempotent)
= crashcopy 4 (Def. of crashcopy)

]
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PROPOSITION J.6. The restriction
vol(-) : Conc — Crash
of vol(—) defines a functor.

Proor. We already argued that
crashcopy 4, = vol(ccopy,)

in the proof of Prop. J.5. It remains to show that whenever o is saturated with respect to ccopy i.e.
ccopy 4; 0; ccopy = o then vol(o) is saturated with respect to crashcopy. For that, just note that:

crashcopy 4 ; vol(o); crashcopyg; = vol(ccopy 4); vol(o); vol(ccopyy)

= vol(ccopy 4; 0; ccopy)

= vol(o)

J.3 Concrete Saturation for Crash-Aware Games

We start by providing the statement of the main result of this section, which concretely characterizes
what a saturated strategy in Crash looks like.

ProposITION J.7. A strategy o : A —o B € Crash is saturated with respect to crashcopy if and only
if it is
O-receptive: Vs € o.Va € Y.Vm € Mf\"gB.Ell <i < ||s|l.epo;(s) - m € Pyr_,gpr =
epo;(s) & ... 4 -epo;(s) -m-§-...- 4 -epoyy(s) €0
~»-closed: Vs € 0.Vt € P4g_.g.t Ws S = tEC
P-delaying: Vs e cVme M, ,s=p-m-4§ -t=p-§ -tco

One might think that it is possible to directly use the proofs of concrete saturation for Conc from
Oliveira Vale et al. [31] across each epoch of a crash-aware strategy to obtain the corresponding
concrete saturation result for Crash. It turns out that those theorems made a key use of prefix-
closure of Conc strategies at specific points that make the proofs not translate to our setting, as
strategies in Crash do not have per-epoch prefix-closure. Because of this, we must reprove some of
the results appearing in their appendix, including the Synchronization Lemma.

In the following, we refer to O-receptive, P-delaying closure of a set of plays S € P4 with
A € Conc by dr (S). That is, dr (S) is the smallest set of plays of P4 such that

Vs€dr(5).Vm€MX.s-m€PA = s-medr(S)
VmeMi.VS-tGPA.s-m-tEdr(S) = s-tedr(S)

The following few re-statements of propositions from Oliveira Vale et al. [31] admit essentially
the same proofs as might be found there.

PROPOSITION J.8 (SYNCHRONIZATION LEMMA). Lets = p-a:m-a’:m’-p’ be a play of A — B € Conc.
LetS=dr(p-m-m’-p’"). Then,

p-m -m-p’ €ccopyy;S;ccopyy &= m'-m s pm-m’
COROLLARY J.9. Lets € P4_op with A —o B € Conc and that t is a play such that
Va € Y.y (1) = m4(s)
and moreover

t € ccopy 4;dr (s) ; ccopyg
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then,
I vaA B S

LEMMA J.10. For every set S of plays of Pa—op:
S C ccopyy; S; ccopyp
The first lemma we need that does require a novel proof is the following.

LEMMA J.11. For any O-receptive and P-delaying set S of plays of Pxo_.p with A — B € Conc
it holds that for all t € ccopy ,;S;ccopyy there exists s € S such thatt € ccopy ,;S; ccopyy and
Va € Y.y (t) = m4(s).

Proor. Fix t € ccopy y; S; ccopyy there exists t' such that ' T4 4 - — € ccopyy, t' - ap—- € Sand
t'I-—BB € ccopyg.
Now, notice that for any @ € Y there are four possibilities for the lengths of t'[44 - - and
t'1-—BB-
Both are even-length: It is immediate from the definition of ccopy that 7, (t) = 7, (t' - AB.-)-
t'Taa-— - is even-length and t' I_ _ g g is odd-length: Then either 7, (¢ |- 4 p - ) differs from 7, ()
by having an extra O-move in the end or by missing a P-move. Either way, we can find a new
t” € S that either adds the required O-move or removes the missing P-move by O-receptivity
or P-delaying respectively.
t'Taa— - is odd-length and ¢’ [_ _ g g is even-length: This case is similar to the previous one.
Both length are odd-length: This case is impossible by the switching conditions.

O
PROPOSITION J.12. An O-receptive and P-delaying set S of plays Ps_op, for A — B € Conc is
saturated with respect to ccopy if and only if
Vs € 0.Vt € Pp_ogt ™ gS=>LtEC
Proor. Suppose S is saturated. It follows that if s € S = ccopy,; S; ccopyy and t w4 _op s then
there is a sequence of single steps:
t =1y "AoBt1 ™AoB ... WAoBIn =S
then by applying the Sychronization Lemma (Prop. J.8) starting with
Ip—1 Y™A-oB S
to conclude that
th—1 € ccopy4;dr (s) ;ccopyy € o
in a finite number of applications we obtain that
t =1y € ccopy 4;dr (1) ; ccopy, C ccopy 4;dr (s);ccopyg € S

as desired.
Note that for every set of plays S that satisfies O-receptivity and P-delaying it holds that:
S= U dr (s)
s€S
But
ccopy,; S; ccopyg = U ccopy 4; dr (s) ; ccopyg
SeS
by the fact that composition is join-preserving. Hence,

t € ccopy,; S;ccopyy &= Is € S.t € ccopy 4;dr (s) ; ccopyg
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moreover, by J.11, s can be chosen so that
Ya € Y.y (1) = m4(s)
by corollary to the Synchronization Lemma (Prop. ].8) it follows that
t € ccopy,;dr(s);ccopyy &= twap S

And hence
t € ccopyy;S;ccopyy & ds € St wa B S

So, suppose t € ccopy 4; S; ccopyp. Then, there is some s € o such that t w4_p s and hence by
assumption ¢t € o. Hence,
ccopyy; S;ccopyg € S
the reverse containment is exactly lemma J.10 so that it follows that
ccopyy; S;ccopyg =S
and hence S is saturated. O
Finally, toward the concrete saturation theorem.
LEMMA J.13. For every strategy o : A —o B € Crash we have
o C crashcopy 4; 0; crashcopyg
Proor. Suppose s € o then we know s can be decomposed as
S1cd 8 Sun

where s; € PSY" ;. Note then that we have dr (s;) C ccopy ,r;dr (s;) ;ccopypr. So there exists
tila—-p € PO oy such that ;a4 - - € ccopyr, til-ap- = siand ;[ _ g € ccopypr.
So set

s = t rA,A,—,— . é et é “tne1 TA,A,—,—
s =tl-ap-4 b tanloan-
s =til- BB 4 ... & tail--BB

17

By definition we have s’ € crashcopy,, s” € o and s’ € crashcopyg. Hence, s € K; ¢ O

PROPOSITION ].14. A strategy o : A — B € Crash is saturated with respect to crashcopy if and
only if it is
O-receptive: Vs € o.Va € Y.Vm € Mf\‘:gB.Ell <i < ||s|l.epo;(s) - m € Pyr_,gr =
epo;(s) - & ... 4 -epo;(s) -m-§-...- 4 -epoyy(s) €o
~»-closed: Vs € 0.Vt € Py_og.t W4 ps — tEC
P-delaying: VSEO'.VmGMi_OB.SZP'm'é ‘I=>p-j-teo

Proor.

(=): suppose o : A — B € Crash is saturated i.e. crashcopy,; o; crashcopyy = 0. Let’s first show
that o is O-receptive. Fix s € o by definition s can be decomposed as

S=S1d o dSen

Note that for m € M%¥9, if s; - m = epo;(s) - m € Pyr_,pr thens; - m € P gr- Thanks

to Oliveira Vale et al. [31] we know there exists u; for each j such that ujla__p=s;-m
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if j = i, and otherwise u;jla__pg = sj, and ujfaa__ € ccopy,,u;[__pp € ccopyy and
uil-ap- €dr(s).

Let
u:=1u rA,A,—,— . é .t é * Un+1 rA,A,—,—
Woe=wloap- 4§ Unnl-AB-
u’ =y l--BB" & ...-d Upu1|- BB

Then, note that u € crashcopy,, v’ =s, u” € crashcopy and
sicho o hesiomeodo b sy ewsusu”
so that
si 4 ... fsi-m-§ ... § sy € crasheopyy; o;crashcopyy = o

as o is saturated.
Now let’s show o is ws-closed. Fix s € 0, t € P4_p and suppose t w4 _,p s. More precisely
we can decompose s and ¢ as:

S=S1'é'...'é'sn+1 t=t1'é’...'é°tn+1

And we have for all i, t; »4_p s;. Now we want to show ¢t € o. Since for all i we have
ti > 4B Si, it follows that t; € ccopy ,; dr (s;) ; ccopy which means there exists u; such that
Ui TAA—— €CCOPY 4, Uil—AB— =Si, Ui[-—pB € ccopyg and u; [4 - g = t;. Let

U:=1u rA,A,—,— . é Celt é * Un+1 rA,A,—,—
v =ul_ap- 44 Unsl-aB—
u' =wl__BBp- 4§ ... 4 Un1|-—BB

we have t € w;u’;u” and u € crashcopy,, u’ € strat(s) and u” € crashcopyg. Sot €
crashcopy 4; strat (s) ; crashcopyy C crashcopy 4; o; crashcopyz = o.

Finally, we want to show o is P-delaying. Fix s € o such that moreover there is an epoch i
and a P-move m € M*¥ such that s; = p - m. By definition s can be decomposed as

s=s1-§ . d s

From J.12 we know there exists u; for each j such that u;[4_ _p = p if i = j otherwise
ujla—--p=sj,and ujlaa—__ € ccopy, ujl-_pp € ccopygand u;[_ap_ € dr(s;)

Let
Wim Mo b bt P
u/ = Up r—,A,B,— . é Ceee é s Un+1 r—,A,B,_
W =ul- BB 4.4 Upnl--BB

Then, note that u € crashcopy,, v’ = s, u” € crashcopyy and

St § b pb o hsp ewsuu”
so that
St 4. fpd.. b spm€eK o=0

as o is saturated.
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(&): Suppose o : A —o B satisfies the O-receptive, P—delaying and ~»-closed conditions. We want
to show crashcopy ,; o; crashcopyz = o.
By lemma J.1 we know that for any u € crashcopy 4; o; crashcopyy, there is

t=ti g ... § tan

such that u can be decomposed as

S=S1-4 ... 4 Sun
where all s; € ccopy,;dr(t;);ccopyg. Since s satisfies the O-receptive, P—delaying and
~»-closed conditions, whcih means there exists S; for each i such that s; € S; for all
i, S; satisfy the O-receptive, P—delaying and ~»-closed. Thanks to ]J.12 we obtain that
ccopy 4; dr (;) ;ccopyy C S;. So we have s € ¢ so crashcopy 4; 0; crashcopyy C o
The other direction follows from lemma J.13.

J.4 Symmetric Monoidal Structure of Crash

PROPOSITION J.15. Forany o : A — B € Conc and ¢’ : A’ —o B’ € Conc it holds that

vol(o ® ¢’) = vol(o) ® vol(a”)

ProoF. For one direction, fix s € vol(o)®vol(c”). By definition of the tensor s can be decomposed

as
s:=S1-4...- 4 spn

where for each i, s; € o ® ¢’. It then follows immediately by the definition of vol(—) that s €
vol(o ® ¢’).

For the other direction, fix s € vol(c®0c”). We have that, by well-formedness, s can be decomposed

as
s:=s1-4-...- 4 spn
where for each i,s; € 0 ® 0’.So s;[a—-p € 0 and s; [ a»op’ € 0.
Let
t:=s1laoB § - & Sur1la—oB
V=silaop § b S la—p
It is immediate from the definition of vol(—) that ¢ € vol(o), t’ € vol(¢’), and so it follows that
s € vol(o) ® vol(c’). O
LEmMMA ].16.

crashcopy 45 = crashcopy, ® crashcopyy

Proor. Note that

crashcopy 45 = vol(ccopy sgp)r) (Def. of crashcopy)
= vol(ccopy v ® ccopypr) (Symm. Mon. Cat. Conc)
= vol(ccopy 4r) ® vol(ccopypr) (Prop. J.15)
= crashcopy, ® crashcopyy (Def. of crashcopy)
m]
LEMmMmA J.17.

— ® — : Crash ® Crash — Crash

is a bi-semifunctor
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Proor. For given
01: A —o Ay, 0y : Ay — Az
71 : By — By, 7 : B — Bs
and fix s € (01;02) ® (11; 72) From lemma J.1 we know s can be decomposed as
S=S1 4. d s
each s; satisfies
$ilay—oa, € dr (£;);dr (£])

$i BB, € dr (u;);dr (u])

where
b=t 4 -...- 4 th1 €01
V=t -4-...-§ th, €0z
u=t-§-...-4 up1 €1
We=t-§-...-hu €D

futhermore we have for each s;
si € (dr (#;)5dr () ® (dr (w;) 5 dr (u}))
= (dr (t;) ® dr (w;)); (dr (¢]) ® dr (u]))

so there exists s] for each i such that
S; [ A,@B,—As@B; = Si
S; T4, @B, A0B, € dr (t;) ® dr (u;)
$; 1 A,@B,—As0B; € dr (&) ® dr (u])
let

r= 3{ rA1®B1—0A2®Bz ! é Teet \é ’ S;H'l rA1®Bl—OAz®Bz

’

— o ’
r' =811 A,0B,oAs0B; " & - & Spyq [ A,0B,A,0B;

352:101

we have r € 0y ® 11,1’ € 03 ® 1, futhermore we know s € strat (r) ;strat (') C (07 ® 17); (02 ® 12).

The other direction is similar.

The enrichment is obvious. First, if 0 C ¢’ and = C 7’ it follows immediately from the definition

that
oc®TCo T

Unions are handled in the same way.

ProposITION J.18. (Crash, — ® —, 1) defines an enriched symmetric monoidal category.

Proor. We start by showing that the structural morphisms assemble into natural isomorphisms:

A® (B®C) —25°% (A®B)®C 10A 234 Ae1 -5 A

O-A®(UB®O-C)\L = \L(JA‘@UB)@JC 1®0'l = lo' U®1\L

= |-

A'®(B’®C’)W(A’®B')®C’ 1®BTB>B B®1 —— B
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The left and right unital are straight-forward. Indeed, they are given by

A4 = vol(Ayr) Pl =vol(pr)
where A and p are the left and right unitals in Conc. It is easy to note that, up to renaming, this

makes both unitals the same as crashcopy. Because of this, again, up to renaming, we essentially
have:

180 ={s" € P1onea—p) | Is € o.({e} ®epo,(s)) - § -...- § - {({e} ® epoy(s))} =0
which differs from o only in the shape of the crashes.Therefore, we easily check that:
(1® 0); A = o; crashcopyg = o = crashcopy 4;0 = Aa50

(0 ®1); pg = o;crashcopyy = o = crashcopy ;0 = pa; o

Let f be the braiding in Conc and a be the associator in Conc. We define the associator and
braiding in Crash by

g = Vol(Barpr) and  ajyp - = vol(aur grer)
Now, for the associator, the equation essentially follows from the fact that:
Pa(0a ® (08 ® 00)); g g o = (Pa(0a) ® (Pa(0B) ® pal0C)))s g
= @y pci ((Pa(04) ® pa(oB)) ® paloc))
= &)y s Pal(0a ® 0B) ® 0C)
where for each s € o
Pa(s) = m(epoy(s)) - & ...+ & - m,(epoy ()
,, is the corresponding projection in Conc this is the key step to establish that the naturality
square commutes. The reverse direction follows similarly.
For the braiding, let’s first show its naturality. For a given strategy 6 : A — C,7: B —o D we
want to show the following diagram commutes:

A®B —2° 5 C®D
Big Bép
B®A T) D®C

Note that since f is a natural isomorphism, we have that for any s € o, t €

dr(epoi (s))@dr(epoi (t))

A' @ BY s C®D
Bar pr Bex pr
B' @ AT s DY@ CT

dr(epoi(t))®dr(epoi(s))
commutes.
So for any given u € strat (s) ® strat (t) ; B ;, we have for each i,

epo;(u) € dr (epo;(s)) ® dr (epo;(t)) ; fer pr
= Bax gr; dr (epo;(t)) ® dr (epo;(s))
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And we know for each i, (4 4, 4B) ﬁ,/q,B (4B, 44)and (4¢, 4p) ﬁ’C,D (4D, 4¢), so we have
SEPIBT®CT

SO0 ®T; ’C’ p S ﬁ;{ g T®o0, other direction is similar. which let us to conclude that

A®B —2° s C®D
B Bép

B®AT)D®C

commutes.

The coherence diagrams follow from functoriality of Vol — together with the fact that Vol —
distributes over —® — (Prop. J.15), by noting that all the structural morphisms in Crash were defined
by lifting the corresponding structural morphisms in Conc and Rel, which is also why they are
isomorphisms. O
J.5 Crash-Aware Linearizability

ProrosITION ].19.
K, : Crash — Crash

is an enriched oplax semifunctor
Proor. Oplax semifunctor: So we want to show for any ¢ : A — Band 7 : B — C we have
K, (o;7) €K, 03Ky 7
We have the composition is associative, crashcopy is idempotent and o € K, o so
K, (o;7) = crashcopy; o; 7; crashcopy,

C crashcopy4; 0; crashcopyg; 7; crashcopy -
= crashcopy 4; 0; crashcopy; crashcopyg; 7; crashcopy -
=K, 05K, 1

Enrichment: Suppose ¢ C ¢’ then

K, o = crashcopy; o; crashcopy C crashcopy; o”; crashcopy = K; o’

by monontonicity of composition. Similarly

K; (Ujero;) = crashcopy; Ujero;; crashcopy = U crashcopy; o;; crashcopy = UKé oi

iel iel

ProproSITION ].20. Fort: A —o B € Crash,

K, 7 ={s € Ps_p | s is crash-linearizable with respect to 7}

Proor. For one direction, let’s fix s € K; 7 then by lemma J.1 there exists t € 7 such that s and ¢
can be decomposed as

s=S1+4...-4spy1 and t=t; -4 ... 4 tay

where for each i we have s; € ccopy 4; strat (¢;) ; ccopyg which implies that s; ~ t; by [31]. Since

this is true for all i, we have s £, 7.
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For the other direction, fix s crash-linearizable with respect to 7. Then, there exists ¢ in 7 such
that s and ¢ can be decomposed as
s=S1+4...-4spy1 and t=t; -4 ... 4 tay
and for all i we have s; ~ t;. So we have s; € ccopy 4; dr (t;) ; ccopyy which implies there exists u;
such that u;[ 44— - € ccopyy, til—ap— €dr(t;), u;l-_pp € ccopygand u; 4 _p =s;. Let

U=ufaa——" b d upn Faa--
Wo=wloag- 4§ Unal-aB-
Woe=ulo—ppd .. d Ul BB
we have u € crashcopy 4, u’ € strat (¢t) € 7 and u”" € crashcopyy so we have s € K 7. O

ProPOSITION J.21. Forv' : A € Conc and v : A € Conc, if v/ ~ v then vol(v') £, vol(v).

Proor.
vol(V)=(v - 4)" -V (Def))
C ((Kconc V) - )" - Kcone v (Lin. equiv. Kconc)
= ((vsccopyy) - §)" - (v;ccopyy) (Def. of Kcone)
= ((v-4)" - v); ((ccopy, - §)" - ccopy,,) (Def. ;- in Crash)
= vol(v); crashcopy 4, = K, vol(v) (Def. vol(-))

PropoOSITION J.22.

K, 7 ={s € Pa_p | s is crash-linearizable with respect to 7}

Proor. For one direction, let’s fix s € K; 7 then by lemma J.1 there exists t € 7 such that s and ¢
can be decomposed as
SZSI'é'...'é'S,—H_l and tztl'é'...'é'tn.H

where for each i we have s; € ccopy ; strat (¢;) ; ccopyg which implies that s; ~ t; by the result
from Oliveira Vale et al. [31]. Since this is true for all i, we have s £, 7, as desired.

For the other direction, fix s crash-linearizable with respect to 7. Then, there exists ¢ in 7 such
that s and t can be decomposed as

s=S1+4...- 4 spy1 and t=t -4 ... 4 tay

and for all i we have s; ~ t;. So we have s; € ccopy 4; dr (t;) ; ccopyy which implies there exists u;
such that u;[4 4 - € ccopyy, uil-ap- €dr(t;), u;l-_pp € ccopygand u; 4 _p =s;. Let

u=ulaa---§ .. & upaalaa--
Woe=uloap-d o Unal-AB-
W=wlo g b unnl- - BB
we have u € crashcopy,, u’ € strat (t) C 7 and u”’ € crashcopyy so we have s € K, 7. O

COROLLARY J.23. V' : A is crash-aware linearizable with respect tov : A if and only if v/ C K, v.

Now, we move to locality and observational refinement. According to §6 of Oliveira Vale et al.
[31], it is enough to prove the following lemma.

LEMMA ].24.
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e Foranyo :1 — A € Crash it holds that crashcopy,; o = 0.
e Foro,7: A —oBando’, 7’ : A’ —o B’ we have

c®0 CT®T = cCo ATCT

Proor.

e For one direction, fix s € crashcopy,; o, by J.1 we know s can be decomposed as

S=S1 4 d s
and s; € t;;u; such that
ti=t1-§ ... 4§ - thy € crashcopy,
U=u 4§ ...-4 U1 €0

By definition of crashcopy we know t; € ccopy,. Therefore, t; = € for all i so t;;u; = u;, and
therefore s; = u;. It then follows that s € o.
For the other direction, fix s € o, by definition we know s can be decomposed as

S=s1§ ... 4 Sun
Now let
ti=€-4-...-4-¢€

it is easy to check t € crashcopy,. But then, s € t;s, so s € crashcopy,; 0.
e For giveno,7: A —o Band ¢/,7" : A” —o B’ suppose 0 ® ¢’ C 7 ® 7’. We wish to show that
o C 7. Fix s € 0, by well-formedness s can be decomposed as

S=S1 4. d s
By 4 —receptivity it follows that
t=€-4-...-4-eco

But s ® t = {s} up to re-indexing, by definition. So, by monotonicity,s € s® t C 7 ® 7’. But
then it follows that s € 7, s0 0 C 7.
The proof of ¢’ C 7’ is similar.

]

Since by now we have proven all the requirements on the embeddable subcategory of the Karoubi
envelope that we have constructed, it follows that

PROPOSITION J.25. Locality and the equivalence with observational refinement both hold for crash-
aware linearizability.

J.6 Crash Abstraction
We first prove a basic property about —.

LEMMA J.26. Fors € Pj_.p,

o ify(sl-p) € Pp then my(sTa-) € Pyo;
o my(s) € Pa_opy if and only if my(sTa-) € Py and wy(s1-p) € Pp.

Proor.
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o Let’s prove this result by contradiction. Suppose there exists s € P4_p such that zy(s|_p) €

Pgv and my(sTa,—) € Pyp. First of all, by definition s can be decomposed as
S=S1-4 .8 Sn

and for each i, s; € Pyr_opr
Since 7y (s[a,-) € Py, there exists a @ € Y such that 7,(sT4-) is not a valid sequential play.
And, since for each i, 7, (s; [ 4) is a valid sequential play, there must exists i such that there is
a pending O-move in 7, (s; 4 ) and there exists j > i such that 7,(s;[4,-) is non-empty.
Since 7, (s;) is also a valid sequential play, there must be a pending O-move also in 7, (s; [ - B)
by the switching condition, and 7, (s;[- ) is also non-empty, since plays are O-starting.
But then, this means 7, (s[_ p) is not a valid sequential play. So 7y (s- g) ¢ Pg» which is a
contradiction.

e The forward direction is easy to see by definition, while the backward direction follows
immediately from the first bullet point.

]

COROLLARY ].27.
(A—- B’ = A" - B

We now address the functoriality of —".
PROPOSITION J.28. —” : Crash — Conc defines an enriched oplax semifunctor.

PrOOF. Suppose s € (o;7)". Then, there is s’ € int(o,7) such that s = my(s’14_c) and in
particular 7y (s"[a,-c) € P4_p. Note then that by Prop. J.26 it follows that 7y (s"[-gcl-c) =
(s’ Ta-cl-c) € P, so that by the same proposition it follows that zy(s' - gclp-) € Pg
and therefore 7y (s'[- pc) € P(p_oc)»- At this point we have s'[ap-I-p = s'I_pclp- € Pp
so that analogous reasoning gives that s’lap- € P(4_,p). But we also have s'[45- € o and
s't_Bc € 1, so that we have shown that my(s’'[ap-) € o” and 7y (s’ l_BC) € . We then
obtain that my(s") [y g - = 7y (s" o pp ) € o” and 7y (s’) Mg = m(s'"I-Bc) € 7°. Hence,
my(s’) € int(o?, 7°) and therefore s = my(s' Ta_c) = 7y(s’) Pab b € o 7.

We move on to the enrichment. Suppose o C ¢, fix s € ¢”, by definition there exists s’ € o such
that 7y (s”) = 5. Since 0 C 0’ so 5" € ¢’ s0 s € (¢’)°. So we have ¢ C (¢0”)"

Given a family of stratgies (o; : A — B);es. For one direction, fix s € (Uiero;)? so there exists
s’ € Ujero; such that 7y (s”) = s. So there exists i € I such that s’ € ¢; and 7y (s”) = s € P4 which
means s € (7?. Sos € U,'g[O'?. For the other direction, fix s € U,'g[(f?, we know there exists i € I such

thats” € o; and ' [=s. So 8" € Ujero; and 7y (s”) =s € Pyp, 505 € (Ujeroi)? O
PROPOSITION J.29. (crashcopy )’ = ccopy 4

Proor. By definition it is easy to see ccopy 4o C (crashcopyA)b.
For the other direction, fix s € (crashcopy A)", by definition, s can be decomposed as

S=81°82"°..."Sp+1

where for each i, s; € ccopy 4.
By the definition of copy we know for any two plays ¢, € copy, if t - t’ is a valid play, then
t -t € copy. So for any a € Y we get that 7, (s) is in copy 4 50 s € ccopy 4 O

COROLLARY J.30. Foreveryo : A — B € Crash:

(Ké O-)b C Kconc Gb
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We now move to the functoriality like properties of re-crash operation —¥.

PROPOSITION J.31. For strategies o : A —o B, and r : B” — C°, the following hold:
o ifoc C o, foro’ : AP — B, then ot C (o")‘;t
o Given a family (o; : AP — BY);¢; it holds that (Uieml-)’i = U,-emf1
o ot rt C (o3 T)ﬁ

Proor.

e Suppose o C o', fixs € ot by definition we know y(s) € o. Since ¢ C ¢’, so my(s) € o’
which implies s € (o')¥.So ot C (0/)F

e For a given family (o;);¢;. For one direction, fix s € (Uielai)ﬁ we know 7y (s) € Ujero; which
means there exists i € I such that 7y (s) € o;. By definition this means s € 0'?, Sos € UieIG?.
For the other direction, let fix s € U;¢ [crf , by definition, there exists i € I such that 7y (s) €
0; C Ujeroi. So s € Uielcr?

o fixs € of; 7t by definition there exists s” € int(o®, #) such that s’ fa—c=5,8Tap- € ot
and s'1_pc € .
Set t := my (s’ Tap-), u:=my(s’ |- pc), it is easy to check

7y (s) = my(s' Ta-c) € strat (t) ;strat (u) C 03T
so s € (o;7)f. Well-formedness of 7y (s) is guaranteed by well-formedness of 7y (s'[a - -),
my (s’ T-,—c) by Prop. J.26.
[m}

ProPOSITION ].32. For all A € Crash,

ccopyib C crashcopy 4

Proor. Fix s € ccopyib, by definition we know there exists s" € ccopy» such that s can be

decomposed as
S=S1-4 ... 4 sun

where s; - ... sy41 = s” and for each i, s; is a play in P4r. Furthermore we know for each i # n + 1,
a € Y, there is no pending O moves in 7, (s;).

Now we want to show for all i, @ € Y, p Eeven 74 (si) we have pla_ = pl_ 4 by contradiction.
Suppose i is the smallest i such that there exists @ € Y, p Ceven 7o (i) such that pla_ # pl- a.

Since s” :=s;-...-s; C s’ so we know s”’ € ccopy ,» which means for every q Ceven 7o (s”) we
have g a,— = q[-.a. Since there is no pending O moves in sy,...,s;—1 SO p” := 7y(sy - ... s;_1) has
to be an even prefix of 7,(s”") sois p’ - p. Butitis easy to see p’ - pla— # p’ - pl-.a whichis a
contradiction. So we know for each i, s; € ccopy 4. By definition, s € crashcopy 4. O

We also take the opportunity to show that how —* interacts with horizontal composition.
LEMMA J.33. Forany o : (A;)” — (By)?, 7: (A;)" — (B,),
(063)1)ﬁ = ot @
Proor. For one direction fix s € (o ® 7)*¥, we know s can be decomposed as
S=s1§ ... 4 Sun

for each i we know there exists t;, u; such that s; € t;®u; suchthatu;-...-uy € candty-.. .-ty €T
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By definition we can see

ti=ti4-...-4 ty €0
#

u:=u;-§-...-4§ upy €7

so we know s € strat (t) ® strat (u) C of ®

For the other direction let’s fix s € of ® r* then there exists t € of, u € # such that s €
strat () ® strat (u). Let s’ = my(t) ® 7y (u) by definition we know s’ € ¢ ® r and my(s) = 5" so
se (o)t O

J.7 Strict Linearizability

We start by showing some auxiliary lemmas.

LeEMMA J.34. For any given o, t € Conc we have

# f.4

aﬁ;crashcopyB;Tﬁ =075 CCopy ;T

PrOOF. One direction follow from an already proved lemma.

aﬂ;ccopyib;rﬂ C Gﬁ;crashcopy]_q;rﬁ

Now let’s try to prove the other direction by contradiction. Suppose s € o; crashcopyp; ¥, as-

sume s ¢ o; ccopyib; #. So there exists s’ such that s’ |45 _ € of,s'}_pp_ € crashcopyy but

#
B>

Since we already know (crashcopy)’? = ccopy, it follows that ccopyib = (crashcopy”)#. So

s'|_pp_ &ccopy” 't _pecerhands [4__c=s

we get that s'I_pp_ ¢ (crashcopy?)®. But this means that at least one of zy(s'[_p__) and
7y (s’ - - p.—) is not well-formed. But we know both s’ [4 - _ and s’ - _ ¢ are well-formed which
is a contradiction. O

LEMMA J.35. For any given o, 7 € Conc we have
aﬂ;crashcopyB; = oﬁ; i

Proor. For one direction, note that Gu; ¢ oﬂ; crashcopyp; # follows from what we showed
about K; —.
For the other direction notice that

oﬁ;crashcopyB; = oﬂ;ccopyib; T

c o*; (ccopyp: 1)

— ot

PRroPOSITION ].36.

crashcopy 4; CCOPYib = CCOPYib

#

S crashcopy 4; ccopyﬁ1b follows readily from what we showed

Proor. One direction ccopy
about K; —.

The other direction, let’s fix s € crashcopy 4; ccopyib, then there exists s’ such that s 44— €

crashcopy,, s"[- 44 € ccopyﬁ\b, ands’fa_4 =s.

Proc. ACM Program. Lang., Vol. 8, No. OOPSLA2, Article 352. Publication date: October 2024.



Compositionality and Observational Refinement for Linearizability with Crashes 352:109

Let’s first show that 7n,(s) is well-formed by contradiction. By definition we know s can be

decomposed as

S=s1-§ -4 Ssun1
If s is not well-formed, we know there exists ¢ € Y such that there exists [ and m > [ such that
7o (81 - Sm) 1s not well-formed and 7, (sy,) # €. Let m be the first m satisfies the property.

This means either 7, (s; - Sm) 4~ Or 7y (7 * Sm)[— 4 is not well-formed. But we know 7, (s; -
sm)-a = 7a(s] - sp,) - - a which is well-formed by definition. So the only possibility left is
T (S1 * Sm) [a,— is not well-formed.

This means there is a pending O move in 7, (s;) [ 4 - which will become a P move in s; and this
will force 4 (s;) [ - 4 has a pending O move. But we already know 7, (sm) [ - 4 is non-empty, so this
is a contradiction.

Now we want to show 7y (s) € ccopy 4. We only need to show for each o € Y we have 7,(s) €
COpY (4b)a- Let’s also show this by contradiction, suppose there exists @ € Y and p Ceven 7o (s) such

that ﬂa(p) fa- # ﬂa(p) A

So there exists p’ E 7, (s”) such that p’[4_ 4 = p. Since p’ 44— isin COPY (4pya SO P la-— =
p’'l-a-.Same we can get p'-4- = p'I-_a. So we know p’[4__ = p’I__ 4 which means
pla—- =pl-.a which is a contradiction. ]

With all these lemmas proved, we are ready to show observational refinement.
PROPOSITION J.37. Leto : AP —o B? € Conc and t : B> — C? € Conc, then
str(o);str(r) C str(o; 1)
ProoOF.
str(o);str(r) = K, O'ﬁ;Ké T

= crashcopy,; ot crashcopyp; o crashcopy

= crashcopy; ot o, crashcopy

C crashcopy 4; (o; 0¥ crashcopy

C K, (o; 1')ﬂ

= str(o; 1)

]

PrROPOSITION ].38. IfV), C str(va) then, forallo : A’ — B” € Conc that implements an object
linearizable to vg : B® using va, i.e.
va;0 S vp
It holds that,
Vy;str(o) C str(vp)
Proor. For the forward direction, we start by noting that since
Va;0 € VB
First, note that
Vi, C str(va) C str(Kconc va)
By the observational refinement property on Conc it follows that

Kconc va;o C vp
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Then, by Prop. J.37

Viysstr(o) € str(Kcone va); str(o) = str(Kconce va; 0) C str(vp)

For locality, note first that:
ProrosITION ].39. Foro : A'{ —o B? and T : AZ —o Bg,

str(o ® 1) = str(o) ® str(r)
ProoF.

str(c®7) =K, (6® )t = K, (o= K, ot ® K, o = str(o) ® str(r)

ProPoOSITION J.40 (LocALITY). For 1/1’4 DA, v]’B :B € Crash andv4 : A,vg : B € Conc:

V), C str(va) and vj; C str(vp) if and only if v/, ® v}, C str(va ® vp)
Proor. For the forward direction we have that by monotonicity:
Viy ® v C str(va) ® str(vg) = str(va ® vp)
For the reverse direction, first note that
Vi, ® v C str(va @ vg) = str(va) ® str(vp)

since we have shown the tensor is an order-isomorphism the result follows. O

J.8 Durability
LEMMA J.41. Lets € Py_p for A, B € Crash.

o IfsI_p isdurable then s|a _ is durable.
o s is durable if and only if s| 4 - and s|_ g are both durable.

Proor.

e Let’s prove this by contradiction. Suppose s|_ p is durable, but s[4 — is not. Then there exists
i # j such that 3o € Y.a € Y(epo;(sfa,-)) N Y(epo;(sTa-)). Since both epo;(s), epo;(s) €
Par_pr, it follows that 7, (epo;(s)), 7« (epo;(s)) € Pae—ope. So by the switching condition,
and since 7, (epo;(s) [ 4,-) is non-empty we have that 7, (epo;(s) [ - p) is also non-empty. The
same applies for j. Again by the switching condition, @ € Y(epo;(s[-,5)) N Y(epo;(s[- 5)).
But we know s|_ p is durable which is a contradiction.

e (=) It s easy to see by definition
(<) Suppose both sT4 — and s[_ g are durable. Let’s prove s is also durable by contradiction.

Suppose s is not, so there exists i # j such that 3o € Y.ar € Y(epo;(s)) N Y(epo;(s)).

So 74 (epo;(s)) - g and 74 (epo;(s)) I - g both can’t be empty play. So & € Y(epo,;(s)[- )N
Y(epo;(s) - p) by the switching condition. But we know s[_ p is durable which is a con-
tradiction.

o
PROPOSITION J.42. Durable strategies compose.
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PRroOF. Suppose o : A —o B,7: B — C, are both durable.

We already have that o;7 : A —o C is well-defined, it remains to show that it is also durable. By
definition of composition we know for any s € o; 7 there exists t € o,u € suchthat sf4_ =t[4-
ands[_c=ul_c.

Since both o, 7 are durable, by proposition J.41 ¢[4 — and u[_ g are both durable. So thanks to
proposition J.41 again we know s is also durable. O

This means that the restriction of Crash to durable strategies, Dur, defines a semicategory.

LEMMA J.43. For sets of plays
S C Pap T C Pgoc

and
(SNPYR); (TN PRYe) = (S;T) NP

Proor. For one direction, fix s € (SN Pg‘” (TN Pg‘iic), we know there exists s’ such that

-

s'Tap- €SNPI 1 _pc € TNPI ands'Ta_c =s.

In particular we know s'ap- € S and s'[_pc € T which implies s € S;T. By applying
proposition J.41 we know s[4 - =" 14— —,s[-c =s"[- _ ¢ are both durable. So also by proposition
J.41 we know s is durable. Sos € (S;T) N Pj‘ic

For other direction, fix s € (S;T) N Pf‘ﬂzc. We know there exists s’ such that s"[4p_ € S,

s't_Bc €T,s" [a-c =s. By proposition J.41 we s[_ ¢ is durable so is s’ [_ _ ¢. By proposition J.41
we know s’ [_ g _ has to be durable. Then by applying proposition J.41 again we get s’ 4 _ is
durable.

So we know s Tap- €SN Pf“iB ands'l_gc€TnN Pg'i;c. O

COROLLARY J.44. The assignment:
A—A 0:A—oB+——onpir,
defines a semifunctor from Crash to Dur.
COROLLARY J.45. durcopy is idempotent.
COROLLARY J.46. For any given (lax, oplax, semi) functor F : C — Crash, we have
F(-) NP _py:C — Dur
also defines (lax, oplax, semi) functor respectively

PROPOSITION J.47. A strategy o : A —o B € Crash is saturated with respect to durcopy if and only
if it is a durable strategy and

durably O-receptive:

Vs € o.Va € Y.¥m € M, 3i < ||s]].
epo;(s) -m € Par_pr AVj #1.X(m) ¢ Y(epo;(s)) =

epo;(s) - & ... 4 -epo;(s) -m-§-...- 4 -epoyy(s) €o
~»-closed: Vs € 0.Vt € Py_og.t W4 psS — tEC
P-delaying: Vs € .¥m € M} _,.¥m, e M! s=p-m-my-t=>p-my-te€o

—B A—B"*
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Proor. For one direction, notice that
durcopy,; 0; durcopyy = (crashcopy 4; o; crashcopyg) N Pg”_;B

By J.7 we know crashcopy 4; o; crashcopy satisfies O-receptive, P-delaying and ~»-closed. So
(crashcopy 4; 0; crashcopyg) N Pf“iB will satisfies durably O-receptive and ~>-closed.

For the other direction, suppose o is durable, durably O-receptive, P-delaying and ~s-closed. We
want to show o = durcopy; o; durcopyy.

Set ¢’ be the smallest strategy contain o and satisfies O—receptive and P-delaying. By definition
we know ¢’ N P9 - = 5 and ¢’ satisfies ~»-closed.

Since o’ satisfies O-receptive, P-delaying and ~-closed, o’ = crashcopy 4; 0’; crashcopyp. So we
have (crashcopy 4; 0’; crashcopyg) N Pg‘:B =o0.

Now we have

o=ao NP,
= (crashcopy 4; 0”; crashcopyg) N Pglis

u

= (crashcopy, N Pf“iA); (o' n Pf‘_ZB); (crashcopyg N Pg‘i:,B)
= durcopy 4; 0; durcopyyg

PRrROPOSITION J.48. For any A, B € Crash and o : A’ — B € Conc, dur(o) € Dur.

Proor. We want to show dur(o) = durcopy 4; Kconc ot durcopyp. For the direction dur(o) C
durcopy 4; dur(o); durcopy follows from the analogous fact about Kcone — and monotonicity of
d
-Np AliiB'
Now for the other direction, fix s € durcopy ,; dur(o); durcopyy first by definition s can be

decomposed as

S=S14 ... 4 Spn1
and for each i we know s; € ccopy4; s;; ccopy and we know for each i # j we have Y(s;) # Y(s;)
So there exists s; such that s[4 _ € ccopyy,, siI_aB- = si, S;[-_pB € ccopyg. Since we

already know for each i # j we have Y(s;) # Y(s;) so we know Y(s;) # Y(s;.).
So we know

t:= S; faA—— - ORI S;z+1 faA--
t' = 51 rf,A,B,* . é L. é . S;l+1 rf,A,B,*
t” = Si r—,—,B,B . é R é . S;l+1 r—,—,B,B

such that 7y (t) € ccopy v, 7y (t”) € ccopyp, and 7y (t') € 0, s0 s € dur(o).

For the /-receptivity, notice that suppose s € dur(c),m; € Mf\_oB, s-my € Paop,itis easy to

check my(s-my) = my(s) € 0.Sos-my € dur(o) )

PRrROPOSITION ].49.
dur(ccopy ) = durcopy ,

ProoOF.
dur(ccopy 4) = (Kcone ccopy 4)* N P4,

= ccopyib N Pfl“_LA
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Now we only need to show cc:opyib npdur = crashcopy, N Pf“iA. One direction just follows

A—A
from J.32. Now we only need to show crashcopy, N Pf“iA c ccopyib N Pf“iA.
Fix s € crashcopy, N Pg”l; 4> by definition we know 7y (s) is well-formed. Futhermore since for
each i, epo,(s) € ccopyy so we know zy(s) is in ccopy 4. So s € ccopyib. By assumption, s is
durable. So s € ccopyiile npdvr .. O

ProrosITION ].50.
dur(-) : Conc — Dur
behaves like an (enriched) lax semifunctor.
Proor. When o, 7 € Conc we have
dur(o); dur(r) = (o N P ); (cF NP3 )
= (aﬁ; Tﬁ) al Pg“_;c
C (o; z')ﬁ N Pg‘iic
< (Kcone (a30)* N P4

= dur(o; 1)

J.9 Symmetric Monoidal Structure of Dur

ProposITION J.51.
Dur : Conc — Dur

defined by
Dur o :=vol(o) N Pf\ﬂB

is a functor

Proor. It follows immediately from the fact that Dur is by definition the composition of two
functors. O

LEMMA J.52. For sets of plays
S C Pyop T CPyop

and
(SNPM L)@ (TNPET L) NP pen = (S®T) NP, Lon

ProOF. Since SN P C S Tn Pi‘,‘[oB, C T, one direction is trivial.

A—B ~
For the other direction, fixs € (S®T) N Pj‘g v —opep - BY definition we know s can be decomposed
as
S=s1-4 .8 S
And for each i, we know
Si €L Qu;

and

te=t1-4-...-4 thy €0

u=u-§-...-4 up €7

Since for each i, Y(t;) € Y(s;), and Y(u;) € Y(s;), s is durable implies that both ¢ and u are
durable.
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dur dur dur dur dur
Souea NPt €t NP b .Sos € (SNP L) @ (TNPYT L) NPia s opep ]

It immediately implies that:
ProposITION ].53. For any given
0:A — Be Conc ¢’ A" - B’ € Conc

we have

Dur (6 ® ) = Dur 0 ® Dur ¢’
PRrOPOSITION J.54. (Dur, — R —, 1) defines a symmetric monoidal category.

Proor. Functoriality follows from the fact that — ® — is the composition of two functors.
We start by defining the structural morphisms. The left and right unital are straight-forward.
Indeed, they are given by

Ay == Dur A4 p’y = Dur ps

where A and p are the left and right unitals in Crash. The braiding and associator are given b
Now we have enough tools to define the braiding and associator in Dur

44 — ’ —
ﬁA’B :=Dur fap and aypc = Duraapc

It immediately follows from functoriality of — N Pdur the definitions of the unitals, associators
and braiding, and the fact the corresponding structural morphisms are natural transformations in
Crash that the naturality squares still commute (not that for durable o, o N P4 = o).

The coherence diagrams follow from functoriality of Dur — together with the fact that Dur —
distributes over —=— (Prop. ].53), by noting that all the structural morphisms in Dur were defined by
lifting the corresponding structural morphisms in Crash, which is also why they are isomorphisms.

O

J.10 Durable Linearizability

PROPOSITION J.55. For a strategy v : A” € Crash where A is a durable game

dur(v) = {s € Pj“r | s is durably linearizable with respect to v}

Proor. Suppose s 44 ¢ with ¢ € v. So first, by definition, s is durable. Then, ops(s) ~ t, so that
ops(s) € Kcone v. But then, note that 7y (s) = ops(s) as s is durable so that s € (Kconc v)ﬁ N Pj“r -
dur(v).

For the other direction, suppose s € dur(v). Then, s € Pg‘” and s € (Kcone v)*. But then,
ops(s) = my(s) € Kcone v, so that ops(s) ~ t [31], and therefore s 44 ¢. O

COROLLARY J.56. For a game A € Crash, v/ : A € Crash is durable linearizable to v : A” € Conc if
and only if v/ C dur(v).

ProposITION J.57. For any durable o : A € Conc and 7 : B € Conc

dur(o ® 7) = dur(o) ® dur(7)
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Proor.
dur(c ® 1) = (Kcone (0@ 7))* N Pf\l@gA’—oBQbB’
= (Kcone 0 ® Kcone )7 N Pf\gA’—oBQ@B’
= (Kcone o ® Kcone 7%) N Pfng'—oBc@B'
= (Kcone 0% NPT ) ® (Kcone 7 NP o) NP o
= dur(o) ® dur(7)

PROPOSITION ].58. Foro,7:A — B € Dur ando’,7’ : A’ — B’ € Dur we have
oRo CTRT = oCrtAd CT

Proor. For given 0,7: A -0 Band ¢’,7’ : A’ —o B’ supposec Ro’ C TR 7.
Now let’s try to show o C 1. Fix s € ¢, by definition s can be decomposed as

S=S1-4 .8 Sna
By 4 —receptive we know
ti=€-4-...-4-€e€0o
we know that s ® t € 7 ® ¢’ but by definition we know it force thats € 7.Soo C 7
The proof of ¢’ C 7’ is similar. O

Locarrry. For v/, : A,v : B € Durand v4 : A, vg : B € Conc:

/ ’ : : ’ /
Vv, 4 vy and v, 44 v if and only if v/, ® v, 44 vy @ vp

Proor.
vy R v C dur(va ® vg) = dur(va) B dur(vg) & V) C dur(va) A vy C dur(vp)
[m}

PROPOSITION ].59. Let A, B € Crash. Then v/, : A is durably linearizable to v4 : AP if and only

if whenever o : (A — B)? € Conc implements a concurrent object linearizable to vg using v, then
dur(o) : A — B implements an object durably linearizable to v using v',.

Proor. For the forward direction, we have that by assumption
va; 0 € Kcone VB
And by lax functoriality of dur(-)
Vs dur(o) € dur(va);dur(o) € dur(va; o) € dur(Kcone vB) = dur(vp)
For the backward direction, note that
va;ccopy 4 = Kcone va
So, by assumption,
Vy; dur(ccopy 4») € dur(Kcone va)

and hence,

V), = Vs durcopy 4 = v);; dur(ccopy 4v) € dur(Kcone va) = dur(va)
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