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Zero-knowledge (ZK) protocols enable software developers to provide proofs of their programs’ correctness

to other parties without revealing the programs themselves. Regular expressions are pervasive in real-world

software, and zero-knowledge protocols have been developed in the past for the problem of checking whether

an individual string appears in the language of a regular expression, but no existing protocol addresses the

more complex PSPACE-complete problem of proving that two regular expressions are equivalent.

We introduce Crêpe, the first ZK protocol for encoding regular expression equivalence proofs and also the

first ZK protocol to target a PSPACE-complete problem. Crêpe uses a custom calculus of proof rules based

on regular expression derivatives and coinduction, and we introduce a sound and complete algorithm for

generating proofs in our format. We test Crêpe on a suite of hundreds of regular expression equivalence

proofs. Crêpe can validate large proofs in only a few seconds each.
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1 Introduction
Software verification is the process of translating a program into a mathematical formalism and

then constructing a proof that the formalized program satisfies some specification. Traditional

verification tools do not allow programmers to hide the implementation details of their software

from other parties. The tools require all relevant information to be fully visible to all parties involved

in the verification process, so they are inadequate for verification problems involving third-party

libraries, cloud-based services, or other proprietary software: the owners of the software cannot

share the evidence of the program’s correctness with other parties without losing their privacy.

To make verification of private programs possible, recent research at the intersection of cryptog-

raphy and formal verification has focused on the development of zero-knowledge (ZK) protocols for

encoding proofs of programs’ correctness [50, 54, 55]. A zero-knowledge protocol is a cryptographic

method of communication that allows one party to demonstrate knowledge of a secret to another

party without revealing the secret [40, 41]. The ZK program verification process involves two
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parties: the prover who owns the private program and the verifier whom the prover wants to

convince of the program’s correctness. (In the domain of ZK protocols, the terms “prover” and

“verifier” have different meanings than they do in the domain of traditional formal verification.) The

prover constructs a proof of the program’s correctness offline and then engages in an interactive

zero-knowledge protocol with the verifier. During the protocol, the prover provides evidence

that suffices to convince the verifier that the program is correct but does not reveal additional

information about the program’s implementation.

To be efficient and scalable, ZK protocols must be tailored for specific domains. Existing ZK

verification protocols have targeted Boolean logic [55], quantifier-free first-order logic with EUF

and LIA [54], and Lean’s calculus of dependent types [50], but currently no ZK protocol exists

for the problem of regular expression equivalence. Regular expressions are a common formalism

for defining string patterns, and their uses in modern software are pervasive [21, 65, 68]. In

particular, the applications of regular expression equivalence include correctness proofs for compiler

optimizations [48], translation validation [36], and query optimization [23]. Moreover, ZK proofs

about regular expression equivalence are valuable because regular expressions encode security and

privacy constraints for software systems. Content filtering applications employ regular expressions

extensively for tasks such as spam detection [1] and malware link blocking [62]. More recently,

generative AI systems have used regular expressions to filter queries and outputs. For instance,

Apple Intelligence reportedly relies on regular expressions as an initial layer of content filtering

within its on-device models [17]. Additionally, regular expressions play a key role in intrusion

detection and prevention for network packets [75].

Regular expressions for content filtering often contain sensitive information. In the case of Apple

Intelligence, the regular expression filters used include the names of political figures and other

politically charged terminology [16]. The specific choices of phrases to reject could harm Apple’s

reputation if made public. Similarly, public disclosure of an intrusion detection system’s regular

expressions can be harmful: if attackers know the filters, they can learn to circumvent them.

At the same time, content filters may be subject to regulations, and the systems’ developers may

need to demonstrate to an auditor that their filters are at least as restrictive as a public standard

specification [25, 35]. The developers cannot simply use membership proofs for individual strings

in a private regular expression’s language: the public specification can require a filter to match

entire classes of strings, and the classes may be infinite. Consequently, programmers can benefit

from a ZK protocol for reasoning about the full languages of private regular expressions.

Importantly, we cannot reformulate the problem of regular expression equivalence in terms of

problems that existing ZK regular expression protocols handle. Existing protocols [6, 56, 61, 74]

reason only about the problem of matching individual strings against regular expressions. Regular

expression equivalence is a PSPACE-complete problem [66, 67], and string matching is at most NP-

complete if generalized [2], so we cannot reduce regular expression equivalence to string matching

unless P=PSPACE or NP=PSPACE. In fact, no existing practical ZK protocol targets a PSPACE-

complete problem at all, even though it has been known for decades that the complexity class IP

(the set of all problems that can be solved with interactive ZK proofs) is equal to PSPACE [64].

In this paper, we introduce the first practical ZK protocol for the problem of regular expression

equivalence. To implement our new ZK protocol, we developed a tool called Crêpe (Cryptographic
Regex Equivalence Proof Engine) that validates regular expression equivalence proofs in ZK. When

two parties communicate using Crêpe, the owner of a hidden proof that two regular expressions

are equivalent can convince the other party that the proof is valid without leaking the regular

expressions or the proof. For the proofs that Crêpe validates, we introduce a new custom calculus

of proof rules. Instead of converting regular expressions into state machines or other objects, as

standard solvers do [12, 76], our rules apply derivatives and coinduction to reason about regular
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expressions directly, eliminating the need to validate a conversion between different formats. Also,

we introduce a new decision procedure to generate the proofs that Crêpe validates. Given two

equivalent regular expressions as input, our decision procedure constructs an equivalence proof

for them in our custom calculus of proof rules. The decision procedure creates cleartext proofs,

and Crêpe transmits the proofs from one party to the other in a ZK format. We cannot rely on

an existing solver to generate proof certificates for us: although older tools can check whether

two regular expressions are equivalent, they have only limited support for regular expression

proof certificates. Modern SMT solvers can reason about other formalisms effectively, but there is

no well-established format for providing proof certificates about regular expression equivalence

analogous to the existing formats for Boolean logic, EUF, and LIA [26]. We prove that our rules are

sound and complete for regular expression equivalence.

In summary, we make four main research contributions:

(1) ZK Protocol. We introduce Crêpe, the first zero-knowledge protocol designed to validate

regular expression equivalence proofs and also the first practical ZK protocol to target a

PSPACE-complete problem.

(2) Proof Generator. We develop a backend for Crêpe that generates regular expression equiva-

lence proofs in a custom calculus, and we prove the calculus sound and complete, which is of

independent interest.

(3) Proof Generator Evaluation.We test our custom proof generator on a suite of commonly-

used regular expression benchmarks from FlashRegex [53]. The regular expressions range from

2 to 60 characters in length. Our proof generator scales to handle large, complex inputs, and it

generates equivalence proofs successfully for almost all of the equivalent pairs in the suite.

(4) ZK Protocol Evaluation.We test Crêpe on a suite of hundreds of equivalence proofs from

our custom proof generator. Crêpe can validate 84.39 percent of the proofs in 15 seconds or less.

Also, we run Crêpe on the same suite with alternative configurations that change the amount

of information that it leaks. Our default settings provide strong safety guarantees and incur

only a 35% median slowdown relative to a version that leaks more information.

2 Motivating Example
As we mentioned in Section 1, the developers of a generative AI system may need to demonstrate

to an auditor that their content filter is at least as restrictive as a public specification for filtering.

Let 𝑝 be a public regular expression for the specification, and let 𝑞 be the private regular expression

for the content filter. The developers can convince the auditor that 𝑞 is at least as restrictive as the

specification by proving in ZK that 𝑝 |𝑞 = 𝑞. If 𝑝 |𝑞 = 𝑞, then the language of 𝑞 is a superset of the

language of 𝑝 . A regular expression for filtering accepts a string if that string is an unsafe input

that the system should reject, so, in the context of content filtering, 𝑝 |𝑞 = 𝑞 means that the filter

flags any input that the specification requires it to flag and can also flag other inputs as well.

To illustrate the technique, we will use the regular expressions 𝑎𝑎∗ and 𝑎∗ as proxies for 𝑝 and 𝑞.

In practice, 𝑝 and 𝑞 would be much more complex, and Crêpe can handle complex inputs, as we

demonstrate in our evaluation (Section 8). However, we choose to present a simple case for the

sake of intelligibility. By using Crêpe and our sound and complete custom calculus of rules, we

can show in ZK that the language of 𝑎∗ contains the language of 𝑎𝑎∗. The protocol involves two
parties: the prover who owns both regular expressions and the verifier whom the prover wants

to convince that the regular expressions are equivalent without revealing the regular expressions.

First, the prover needs to create an equivalence proof offline. The proof relies on derivatives [22] and

coinduction [63]. Informally, derivatives represent the changes that happen in a regular expression’s

behavior as it reads characters from an input string. For instance, the derivative of 𝑎𝑏 |𝑎𝑐 with
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StepID RuleID Premises Result
#1 Derive 𝛿 (𝑎, 𝑎𝑎∗ |𝑎∗) = 𝑎∗ |𝑎∗
#2 Derive 𝛿 (𝑎, 𝑎∗ |𝑎∗) = 𝑎∗ |𝑎∗
#3 Derive 𝛿 (𝑎, 𝑎∗) = 𝑎∗
#4 Epsilon 𝐸 (𝑎𝑎∗ |𝑎∗) = 𝜖
#5 Epsilon 𝐸 (𝑎∗ |𝑎∗) = 𝜖
#6 Epsilon 𝐸 (𝑎∗) = 𝜖
#7 Eq {#4, #6} 𝐸 (𝑎𝑎∗ |𝑎∗) = 𝐸 (𝑎∗)
#8 Eq {#5, #6} 𝐸 (𝑎∗ |𝑎∗) = 𝐸 (𝑎∗)
#9 SyncCycle {#2, #3} Sync(𝑎, 𝑎∗ |𝑎∗, 𝑎∗)
#10 Coinduction {#8, #9} Sync(𝜖, 𝑎∗ |𝑎∗, 𝑎∗)
#11 SyncEmpty {#10} 𝑎∗ |𝑎∗ = 𝑎∗
#12 Cong {#1, #11} 𝛿 (𝑎, 𝑎𝑎∗ |𝑎∗) = 𝑎∗
#13 Cong {#3, #12} 𝛿 (𝑎, 𝑎𝑎∗ |𝑎∗) = 𝛿 (𝑎, 𝑎∗)
#14 Match {#7, #13} 𝑎𝑎∗ |𝑎∗ = 𝑎∗

Table 1. A proof of 𝑎𝑎∗ |𝑎∗ = 𝑎∗ in Crêpe’s format. Some steps are omitted or simplified. We use # to denote
proof step addresses.

respect to 𝑎 is 𝑏 |𝑐 . Coinduction is a proof technique that allows us to take advantage of cyclic

patterns in the regular expressions’ derivatives. A proof of the equivalence of 𝑎𝑎∗ |𝑎∗ and 𝑎∗ appears
in Table 1. In the first few steps, we examine the derivatives of 𝑎𝑎∗ |𝑎∗ and 𝑎∗. Later, we find that

𝑎∗ |𝑎∗ and 𝑎∗ retain their behavior when they read an additional 𝑎 from an input string, so we apply

coinduction to the cycle. We know from our coinductive step that 𝑎∗ |𝑎∗ and 𝑎∗ agree on any number

of repetitions of 𝑎, and neither regular expression accepts strings with characters other than 𝑎, so

the two regular expressions must be equivalent. We then work backward from the equivalence of

𝑎∗ |𝑎∗ and 𝑎∗ to confirm that 𝑎𝑎∗ |𝑎∗ = 𝑎∗. We explain derivatives and coinduction in more detail in

Section 3. A more detailed explanation of the proof appears in Section 4.

After generating an equivalence proof, the prover can allow the verifier to validate the proof in

ZK. When the prover and verifier communicate using Crêpe, their interaction consists of a series

of steps. In each step, the prover provides the verifier with evidence that an individual proof step

is valid. The evidence corresponds to a single row of the proof step table: the verifier learns that

the proof step is valid but cannot see the specific operations that the step performs. When the

prover and verifier finish validating every individual step and also confirm some other necessary

properties such as the absence of cyclic pointers (Section 4), the verifier knows that the proof as a

whole is valid. We discuss our ZK operations in more detail in Section 6.

3 Preliminaries
3.1 Grammar
The three main categories of entities in our formalism for Crêpe are strings (𝑠), terms (𝑝), and

formulas (𝜑). We give inductive definitions for all three:

𝑠 ::= 𝜖 | 𝑐𝑠1 𝑝 ::= ∅ | 𝜖 | 𝑐 | 𝑝1𝑝2 | 𝑝1 |𝑝2 | 𝑝1∗ | 𝐸 (𝑝1) | 𝛿 (𝑐, 𝑝1)
𝜑 ::= 𝑝1 = 𝑝2 | Sync(𝑠1, 𝑝1, 𝑝2) | 𝑝1 ≠ 𝑝2 | ⊥

A string is simply a list of characters from an alphabet Σ. Starting from the empty string 𝜖 , we

build longer strings inductively by adding characters to the front of shorter ones. Sometimes we
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write 𝑠𝑐 to denote the string 𝑠 with 𝑐 added to the back. Note that we use 𝑐 to denote the individual

character 𝑐 , the one-character string whose only character is 𝑐 , and also the regular expression that

accepts only the string 𝑐 . Additionally, we use 𝜖 to denote both the empty string and the regular

expression that accepts only the empty string.

Terms represent regular expressions and functions over regular expressions. Every term defines

a language: the set of strings that it accepts. ∅ is the regular expression whose language is empty: it

accepts no strings. 𝜖 accepts the empty string and nothing else. The regular expression 𝑐 accepts

the one-character string 𝑐 and nothing else, where 𝑐 is a character from Σ. 𝑝1 |𝑝2 is the union of

terms 𝑝1 and 𝑝2: it accepts all strings accepted by either 𝑝1 or 𝑝2. 𝑝1𝑝2 is the concatenation of 𝑝1
and 𝑝2: it accepts all strings that consist of a part that 𝑝1 accepts followed by a part that 𝑝2 accepts.

Lastly, 𝑝∗
1
accepts zero or more repetitions of 𝑝1. 𝐸 (𝑝1) and 𝛿 (𝑐, 𝑝1) are functions over terms, where

𝑐 is a character. We say that a term is a regular expression if it does not contain any AST nodes of

the form 𝐸 (𝑝) or 𝛿 (𝑐, 𝑝).
A formula 𝜑 is an assertion about terms that has a truth value. Every proof step has a formula

as its conclusion. We support four predicates for formulas. Equality (𝑝 = 𝑞) means that two terms

have the same language. The Sync predicate (Sync(𝑠1, 𝑝1, 𝑝2)) serves as an indicator of incremental

progress toward a proof that two terms are equivalent. Informally, Sync(𝑠1, 𝑝1, 𝑝2) means that, if 𝑝1
and 𝑝2 disagree on a string that starts with 𝑠1, they also disagree on a strictly shorter string. We

will explain the meaning of Sync in more depth in Section 5.1. Inequality (𝑝1 ≠ 𝑝2) is simply the

negation of equality. Lastly, bottom (⊥) indicates that a proof has reached a contradiction. All of

our proofs conclude ⊥ in the final step.

Epsilon. As part of our formalism, we include an epsilon function 𝐸. If 𝑝 is a term, then 𝐸 (𝑝)
indicates whether 𝑝 accepts the empty string 𝜖 . More specifically, 𝐸 (𝑝) returns 𝜖 if 𝑝 accepts 𝜖

and returns ∅ otherwise. Having 𝐸 return a term rather than a Boolean value allows us to avoid

introducing an extra type into our formalism.

Derivatives. If 𝑝 is a term and 𝑐 is a character, then 𝛿 (𝑐, 𝑝) is the derivative of 𝑝 with respect to 𝑐 :

the term whose language is the set of strings 𝑠 such that 𝑝 accepts 𝑐𝑠 [22]. We can generalize the

definition of derivatives to strings once we have a definition for individual characters. For the base

case, 𝛿 (𝜖, 𝑝) = 𝑝 for any 𝑝 . For the inductive case, 𝛿 (𝑠𝑐, 𝑝) = 𝛿 (𝑐, 𝛿 (𝑠, 𝑝)) for a string 𝑠 and character
𝑐 . Note that the derivative nodes for individual characters are the only derivative nodes that exist

within our abstract syntax trees (ASTs): we introduce this notation only for the sake of readability.

3.2 Regular Expression Equivalence
Two regular expressions are equivalent if and only if they have the same language. Regular

expression equivalence is a decidable problem and is PSPACE-complete [66, 67]. Decision procedures

for regular expression equivalence have existed for decades [7, 44], but the task of generating regular

expression equivalence proofs that can be validated by parties other than the prover has received

comparatively little attention. From a certain perspective, this is unsurprising: since the problem is

PSPACE-complete, validating a proof of two regular expressions’ equivalence is asymptotically just

as costly as finding the proof in the first place. However, when privacy concerns arise, the ability

to validate a regular expression equivalence proof constructed by another party becomes valuable.

Custom Proof Format. We use a custom backend to generate regular expression equivalence

proofs for Crêpe. We do not use an existing solver to generate proofs because existing SMT solvers

provide only limited support for reasoning about regular expressions. SMTInterpol [26], the solver

used by the ZK protocol ZKSMT for proof generation [54], does not support regular expressions at

all. CVC5 can check whether an individual string appears in the language of a regular expression,
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but its rules for reasoning about regular expression equivalence are not complete [49]. Existing

solvers that are complete for regular expression equivalence are not suitable backends for Crêpe
either. The standard technique for comparing regular expressions to each other is to convert

the regular expressions into state machines. The SMT solver Z3 uses this approach [12, 76], and

its algorithm is complete for regular expression equivalence [27]. However, Z3 cannot always

provide full evidence for the correctness of the SAT/UNSAT answers that it returns. Z3 does

not support a full axiomatization of the theory of regular expressions in terms of rules for proof

certificates [15]. When Z3 applies theory-specific reasoning for regular expression equivalence or

other non-axiomatized theories, it represents the process in its proof certificates as a black-box

term rewriting step [31]. All reasoning in a zero-knowledge proof needs to be explicit, so opaque

term rewriting steps make Z3’s proof certificates unusable in ZK. Moreover, Z3 gained the ability

to provide certificates for any regular expression pair whose equivalence it can prove only recently,

in parallel to the development of Crêpe. Before it received the extension, Z3’s support for proof

certificates about regular expression equivalence was even more limited. Previously, when the

user requested a proof rather than only a SAT/UNSAT answer, Z3 lost completeness for regular

expression equivalence, and it managed to provide certificates only for simple inputs [14].

Crêpe’s regular expression equivalence proofs do not involve state machine conversion. Instead,

they operate on regular expressions directly by using equations and algebraic data types. If we

used proofs based on state machines, the proof would need to contain evidence of the correctness

of our conversion of each starting regular expression into a corresponding state machine. Since

our proofs deal with regular expressions directly, they eliminate the need to validate conversions

between different formats.

State machine conversion is not the only existing alternative to direct reasoning about regular

expressions. Quantified Boolean formula (QBF) satisfiability is a PSPACE-complete problem, just

like regular expression equivalence is [39]. A quantified Boolean formula is a Boolean formula

that can contain universal and existential quantifiers applied to Boolean variables. All problems

in PSPACE are solvable in ZK by reduction to QBF solving, with a translation based on Turing

machines [64]. QBF solving is a well-studied problem [13], but we choose not to translate regular

expressions into quantified Boolean formulas for the same reason that we choose not to translate

them into state machines: we would need to prove the correctness of the translation.

3.3 Coinduction
Coinduction serves as the backbone of Crêpe’s custom proof format. Coinduction is a proof technique

analogous to induction for reasoning about potentially infinite data structures. Instead of using base

cases and inductive steps to prove that a property holds for all finite structures of a specific type, a

coinductive proof constructs a bisimulation between two objects to demonstrate that they uphold a

property and continue to uphold the property after any number of reductions. For our purposes,

the two infinite objects being compared are the paths that two regular expressions’ derivatives can

take, and the property that they continue to hold after any number of reductions is the derivatives’

equivalence. We use the Sync predicate to construct the bisimulation gradually.

Coinduction is a more suitable technique for regular expression equivalence proofs than induction

is. Regular expressions are defined inductively, but the derivative function for regular expressions

does not make gradual progress toward a base case. For a regular expression 𝑝 and character 𝑐 , there

is no guarantee that 𝛿 (𝑐, 𝑝) will contain fewer AST nodes than 𝑝 itself. For instance, 𝛿 (𝑎, (𝑎𝑏)∗) is
𝑏 (𝑎𝑏)∗, which is larger than (𝑎𝑏)∗. Although the derivative function is not guaranteed to reach a

terminating case, it is guaranteed to reach a fixed point or cycle eventually since the derivatives of a

regular expressionmust fall into a finite number of equivalence classes [22]. We can utilize the cycles

for our coinductive proofs. If the two regular expressions being compared behave equivalently
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up to the point where they reach a cycle, further repetitions of the cycle will not cause them to

behave differently. Consequently, when we find cycles in the derivatives of two regular expressions,

we can work backward from the cycles to prune the search space until we know that the regular

expressions align on all strings.

3.4 Zero-Knowledge Proofs
A zero-knowledge protocol is a method of communication between two parties, known as the

prover and the verifier. Both parties know a public predicate 𝑃 , and the prover possesses a private

witness 𝑤 . The prover’s goal is to demonstrate to the verifier that𝑤 satisfies 𝑃 without revealing

the value of𝑤 [40, 41]. The protocol may leak some information about𝑤 , but the verifier should

not be able to make incremental progress toward recovering the entirety of 𝑤 by executing the

protocol a large number of times. ZK protocols can be either interactive or non-interactive. In

an interactive ZK protocol, the prover and verifier both send messages to each other iteratively,

and the security of the protocol comes from the fact that the verifier makes random requests for

information about 𝑤 that the prover cannot anticipate [18]. In a non-interactive ZK protocol, a

fixed certificate from the prover takes the place of the verifier’s random requests and the prover’s

responses [32]. Crêpe is an interactive protocol, and so are multiple existing ZK protocols for

validation of logical proofs [54, 55], but one is non-interactive [50].

In the context of Crêpe, the witness𝑤 is a logical deduction showing that two regular expressions

are equivalent. The public predicate 𝑃 is the assertion that the deduction is valid. Importantly, the

word “proof” has two different senses in the domain of ZK verification. Logical proofs and ZK

proofs are separate concepts. For our purposes, the prover wants to provide a zero-knowledge

proof of the existence of a logical proof.

More specifically, Crêpe is a commit-and-prove ZK protocol. Commit-and-prove protocols use

a technique known as commitment to conceal witnesses [24]. Commitment prevents the verifier

from seeing the true underlying value of a witness, and it also binds the prover to a specific

choice for what the underlying value is. This binding property distinguishes commitment from

encryption. Like a secure hash function, a secure commitment scheme is not efficiently reversible

and maps different witnesses to the same committed value only rarely. A cheating prover would

need to identify collisions reliably and, consequently, has only a negligible chance of deceiving the

verifier [30]. On the other hand, for encryption, collisions are desirable: in a perfect information-

theoretically secure encryption scheme, any message can map to any ciphertext [57]. The feature

that distinguishes a commit-and-prove protocol from other uses of commitment is that the prover

never needs to reveal the committed values to the verifier. Instead, the prover proves that the

committed values uphold specific properties [24]. Within a ZK proof, the verifier can see that the

results of all operations on a committed object are consistent with each other. In our proofs for

Crêpe, we perform addition, multiplication, and comparison operations on committed integers.

Our formalism is not tied to any specific commit-and-prove system, but, for our implementation,

we use a recently developed VOLE-ZK backend [70].

As is standard for two-party ZK protocols, our threat model does not require any assumption of

limitations on the abilities of an adversarial prover [70]. The prover can attempt to lie, but our ZK

backend on its own makes the prover’s probability of successfully falsifying a witness negligible.

Similarly, our backend makes the verifier’s probability of successfully learning the underlying

values of the prover’s commitments negligible [30].
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Addr. NodeID Imm Pointers Meaning
&0 Empty {} ∅
&1 Blank {} 𝜖

&2 Char 𝑎 {} 𝑎

&3 Star {&2} 𝑎∗

&4 Concat {&2,&3} 𝑎𝑎∗

&5 Union {&3,&3} 𝑎∗ |𝑎∗
&6 Union {&4,&3} 𝑎𝑎∗ |𝑎∗
&7 Epsilon {&3} 𝐸 (𝑎∗)
&8 Epsilon {&5} 𝐸 (𝑎∗ |𝑎∗)
&9 Derivative 𝑎 {&3} 𝛿 (𝑎, 𝑎∗)
&10 Derivative 𝑎 {&6} 𝛿 (𝑎, 𝑎𝑎∗ |𝑎∗)

Table 2. Part of the term table𝑀𝑡 for the proof of the equivalence of 𝑎𝑎∗ |𝑎∗ and 𝑎∗. We use & to denote the
addresses of terms.

4 Protocol Design
Proof Structure. Many aspects of Crêpe’s design resemble the designs of ZKSMT [54] and zkPi [50],

two other ZK protocols for encoding proofs. An instance of Crêpe is a virtual machine with read-

only memory, a set of checking instructions, and a list of proof steps. Our proofs involve three

types of inductively-defined structures: terms, strings, and formulas. We represent all three as

ASTs, where each inductive constructor is a single AST node. An instance of Crêpe includes three

read-only tables for storing them. The term table 𝑀𝑡 contains all of the terms in a proof. Each

entry in the table represents an AST node, and nodes store pointers to their immediate children

within the table. The string table 𝑀𝑠 contains the strings used for Sync predicates. We represent

strings as singly-linked lists. Each node stores a single character, namely the one at the front of

the string, and also stores a pointer to the remainder of the list. One entry in the string table is a

null terminator that represents 𝜖 . All chains of linked list nodes in𝑀𝑠 ultimately lead to the null

terminator. The formula table 𝑀𝑓 contains the conclusions of all of the proof steps in the proof. In

our setup, formulas do not contain pointers to other formulas, but they can build on top of terms

and strings. In that event, a formula’s entry in𝑀𝑓 contains pointers to entries from𝑀𝑡 and𝑀𝑠 .

Portions of the term table, formula table, and string table for our example proof from Section 2

appear in Tables 2, 3, and 4, respectively. In our tables for AST nodes, the field NodeID indicates

the specific constructor used in our grammar for an entry. In𝑀𝑡 , an entry’s NodeID denotes the

kind of term node that it represents. In𝑀𝑓 , the NodeID is the predicate that a formula uses. Entries

in 𝑀𝑠 have no NodeID because they are all strings. Also, entries in 𝑀𝑡 and 𝑀𝑠 have a field Imm
that represents the character stored at a node. Imm is an immediate value rather than a pointer to

some other location. For all three AST tables, pointers are stored in the field Pointers, regardless of
whether they point to other entries in the same table or to entries in different tables.

Along with the three tables for AST nodes, there is a fourth read-only table, the step table 𝑀𝑝 .

Table 1 from Section 2 is an example of a step table. Each entry in𝑀𝑝 represents a step in the proof.

The steps in 𝑀𝑝 do not necessarily appear in their underlying logical order. A step table entry

includes an index indicating its logical order within the proof, an ID for the rule it uses, an ID for

that rule’s multiplexing category (Section 6), a pointer to the step’s conclusion in 𝑀𝑓 , and pointers

to the step’s premises in𝑀𝑓 . The formula table and the step table always have the same number of

entries. We keep the two tables distinct to make ZK execution of Crêpe more efficient (Section 6).
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Addr. NodeID Pointers Meaning
%0 Eq {&9,&3} 𝛿 (𝑎, 𝑎∗) = 𝑎∗
%1 Eq {&7,&1} 𝐸 (𝑎∗) = 𝜖
%2 Eq {&5,&3} 𝑎∗ |𝑎∗ = 𝑎∗
%3 Sync {$1,&5,&3} Sync(𝑎, 𝑎∗ |𝑎∗, 𝑎∗)
%4 Sync {$0,&5,&3} Sync(𝜖, 𝑎∗ |𝑎∗, 𝑎∗)

Table 3. Part of the formula table𝑀𝑓 for the proof of the equivalence of 𝑎𝑎∗ |𝑎∗ and 𝑎∗. We use % to denote
the addresses of formulas.

Addr. Imm Pointers Meaning
$0 𝜖 {} 𝜖

$1 𝑎 {$0} 𝑎

$2 𝑏 {$1} 𝑏𝑎

Table 4. The string table for the proof of the equivalence of 𝑎𝑎∗ |𝑎∗ and 𝑎∗. We use $ to denote the addresses
of strings. We include an extra row to show how we represent multi-character strings.

In the proof in Table 1, different steps perform different functions depending on their rules.

Steps for unfolding derivatives and epsilon applications appear at the start of the proof. The step

labeled SyncCycle takes advantage of the fact that 𝑎∗ |𝑎∗ and 𝑎∗ are both their own derivatives with

respect to 𝑎 to begin the creation of a bisimulation. The step labeled Coinduction continues the

construction of the bisimulation, and the step labeled SyncEmpty converts the bisimulation into an

equality predicate. At the end, we conclude that 𝑎𝑎∗ |𝑎∗ = 𝑎∗.
Proofs in Crêpe’s calculus start with a single assumption, but apart from that, there are no con-

texts, environments, or temporary assumptions for proof steps. Whenever we derive a conclusion,

we know that it holds unconditionally under the starting assumption.

Checking Instructions. Crêpe relies on a calculus of more than forty distinct proof rules. Every

proof rule has its own corresponding checking instruction. A checking instruction is a function that

confirms that an individual application of a specific proof rule is valid. Most checking instructions

only perform simple pattern matching on the premises and conclusion of a proof step. For instance,

the checking instruction for Trans (transitivity of equality) starts by fetching the step’s premises 𝜑1
and 𝜑2 and its conclusion 𝜑0 from𝑀𝑓 . It asserts that all three formulas have Eq as their NodeID.
Next, the checking instruction asserts some pointer equalities: 𝜑1.Pointers[0] = 𝜑0.Pointers[0],
𝜑1.Pointers[1] = 𝜑2.Pointers[0], and 𝜑2 .Pointers[1] = 𝜑0.Pointers[1]. These assertions suffice to

confirm that a proof step derives a conclusion of the form 𝑥 = 𝑧 from premises of the form 𝑥 = 𝑦

and 𝑦 = 𝑧. Importantly, the checking instruction never needs to fetch 𝑥 , 𝑦, or 𝑧 from𝑀𝑡 . To confirm

that two occurrences of 𝑥 , 𝑦, or 𝑧 are equal, it only needs to check that the same pointer appears in

both formulas. The Pointers entries in all three formulas are pointers to the term table for 𝑥 , 𝑦, and

𝑧. In general, when we need to check for equality between two terms or strings, we only check

pointer equality. Sometimes we perform more complex linear-time scans on strings or chains of

derivatives, but not for mere equality checking.

Size Parameters. We use five numerical size parameters and one set to define the characteristics

of an instance of Crêpe. All of them are public, and each one relates to a different component

of the proof. (1) 𝑛 is the number of distinct characters in the alphabet Σ. (2) 𝜒 is the number of

entries in𝑀𝑡 . (3) 𝜉 is the number of entries in𝑀𝑠 . (4) 𝜋 is the number of entries in𝑀𝑓 . (5) 𝜈 is the
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Algorithm 1: Crêpe[T ](𝑛, 𝜒, 𝜉, 𝜋, 𝜈)
1 D← [0, . . . , 0];
2 for pc = 0 to 𝜋 − 1 do
3 Proof Step Fetch:
4 𝜓0 ← 𝑀𝑝 [pc];
5 𝑇 ← T [𝜓0.CatID];
6 Conclusion Fetch:
7 𝜑0 = 𝑀𝑓 [𝜓0 .Res];
8 Premise Fetch:
9 𝜓1,𝜓2 ← 𝑀𝑝 [𝜓0.Prems[0]], 𝑀𝑝 [𝜓0.Prems[1]];

10 𝜑1, 𝜑2 ← 𝑀𝑓 [𝜓1 .Res], 𝑀𝑓 [𝜓2 .Res];
11 Rule Checking:
12 𝑧 ← false;

13 for 𝜏 ∈ 𝑇 do
14 𝑧 ← 𝑧 ∨ CheckingInstrs[𝜏] (𝜑0, {𝜑1, 𝜑2});
15 assert(𝑧);
16 Cycle Checking:
17 assert(𝜓1.StepID < 𝜓0.StepID);
18 assert(𝜓2.StepID < 𝜓0.StepID);
19 D[pc] ← 𝜓0.StepID;
20 PermuteCheck(D, [0, . . . , 𝜋 − 1]);
21 ConsistencyCheck(𝑀𝑡 , 𝑀𝑠 );

maximum length of any individual string stored in 𝑀𝑠 . Lastly, (6) T is a set of sets of checking

instructions that Crêpe can use. Every set 𝑇 within T is a distinct category for multiplexing. We

discuss multiplexing in more detail in Section 6.

Execution. Algorithm 1 shows how Crêpe validates equivalence proofs. Crêpe iterates over the

entries in the step table, checking that each one is valid. At the end, we know that the whole proof

is valid because every individual step is valid.

Crêpe confirms that proof steps are valid by applying checking instructions to them. Rather

than applying only one checking instruction to each step, Crêpe multiplexes over a set of checking

instructions (lines 5 and 11–15). Only one of the checking instructions needs to return a positive

result for a given proof rule. Multiplexing allows us to hide the specific proof rule used for a step,

which becomes important when we validate proofs in ZK (Section 6).

There is no need to perform type checking for our table of terms because all terms have the same

type. Likewise, there is no need to perform type checking for our table of formulas𝑀𝑓 or our table

of strings𝑀𝑠 . However, we do need to perform some consistency checks on the tables apart from

the checks performed by checking instructions. We confirm that there are no more than 𝑛 distinct

characters, and we confirm that there are no cyclic pointers in any of the tables (lines 16–18 and 21).

Also, at the end, we confirm that every proof step has been checked once (line 20).

5 Proof Rules
We will now explain the calculus of rules that Crêpe employs in its proofs. Most of the rules are

based on existing work, but we introduce some custom rules for coinduction. Our proof rules are
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sound and complete for regular expression equivalence. Our coinduction rules are the only ones

whose soundness is non-trivial to establish, and we confirm their soundness as we introduce them.

Our completeness proof appears in Appendix C.

Our work is not the first to apply coinduction to Kleene algebra. A decision procedure for

NetKAT program equivalence based on coinduction appears in [36]. The procedure uses state

machine conversion, and it produces only a Boolean result rather than a proof tree. Also, an

axiomatization of regular expression equivalence that resembles our calculus of rules appears

in [28]. Like our calculus, the axiomatization relies on derivatives and equations rather than state

machine conversion. However, there is no accompanying decision procedure for generating proofs

with the provided axioms.

Rule Design. We designed all of our proof rules to be checkable in either constant time or linear

time relative to 𝜈 . The proof rules for ZKSMT [54] and zkPi [50] follow a similar pattern. Keeping

all of our proof rules simple allows us to check them easily in ZK without applying excessive

padding. If we had individual proof steps that traversed ASTs of arbitrary depth, we would need to

apply a significant amount of padding to hide the size and shape of the AST being traversed. Every

application of a tree-traversing rule would need to incur the same cost, and that cost would scale

relative to the maximum AST size.

For a similar reason, each proof rule takes at most two premises. In Table 5 we depict the rules

Coinduction and Match as taking 𝑛 + 1 premises, but, in the underlying implementation, we split

them into multiple rules, none of which take more than two premises.

Simple Proof Rules. Our rules other than the coinduction rules fall into five main categories. (1)
Our epsilon rules unfold the definition of 𝐸. Instead of traversing a whole AST, each rule unfolds

the definition of the epsilon function for one AST node. They follow the standard definition of

the epsilon function. (2) Our derivative rules unfold the definition of 𝛿 . They follow the standard

definition of the derivative function, and their design is similar to the design of the epsilon rules.

(3) Our equality rules are standard axioms of first-order logic. They allow us to use equality as an

equivalence relation and to perform substitutions of equivalent terms. (4) Our normalization rules
are standard axioms of Kleene algebra for manipulating unions and concatenations [46]. Kleene

algebra is the mathematical formalism underlying regular expressions. Within our algorithm for

proof generation, we use the normalization rules to convert regular expressions into normal form

(Section 7, Algorithm 3). (5) Our proof completion rules bookend our proofs by introducing an

assumption that two regular expressions are not equivalent at the start and deriving ⊥ from it at

the end. A more detailed explanation of our simple rules appears in Appendix A.

5.1 Coinduction Rules
Our coinduction rules appear in Table 5. Before we explain our coinduction rules, we need to

explain the meaning of the Sync predicate that they utilize. The formal meaning of Sync depends

on the concept of reducible counterexamples. Let𝑤 be a string on which the terms 𝑝 and 𝑞 disagree.

We say that𝑤 is a reducible counterexample if it can be expressed in the form𝑤 = 𝑠𝑡𝑢, where 𝑡 is

non-empty, such that 𝛿 (𝑠, 𝑝) = 𝛿 (𝑠𝑡, 𝑝) and 𝛿 (𝑠, 𝑞) = 𝛿 (𝑠𝑡, 𝑞). If𝑤 = 𝑠𝑡𝑢 is reducible, then 𝑝 and 𝑞

also disagree on 𝑠𝑢, which is a strictly shorter string. Note that it is possible for 𝑠𝑢 to be reducible as

well. Also, if 𝑝 = 𝛿 (𝑤, 𝑝) and 𝑞 = 𝛿 (𝑤,𝑞), then we can define 𝑡 as𝑤 and have 𝑠 and 𝑢 be empty. An

irreducible counterexample for 𝑝 and 𝑞 is simply a counterexample that is not reducible. Formally,

Sync(𝑠, 𝑝, 𝑞) means that 𝑝 and 𝑞 do not have any irreducible counterexamples that start with 𝑠 .

The intuitive meaning of our coinduction rules is closely tied to the algorithm that we use to

generate proofs in our calculus (Section 7). Our coinduction rules operate by searching the tree of

two regular expressions’ corresponding derivatives and identifying cycles in the tree. When we find
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RuleID Premises Conclusion
Match 𝐸 (𝑝) = 𝐸 (𝑞), 𝑝 = 𝑞

∀𝑐.𝛿 (𝑐, 𝑝) = 𝛿 (𝑐, 𝑞)
Coinduction 𝐸 (𝛿 (𝑠, 𝑝)) = 𝐸 (𝛿 (𝑠, 𝑞)), Sync(𝑠, 𝑝, 𝑞)

∀𝑐.Sync(𝑠𝑐, 𝑝, 𝑞)
SyncCycle 𝛿 (𝑐𝑠, 𝑝) = 𝑝 , 𝛿 (𝑐𝑠, 𝑞) = 𝑞 Sync(𝑐𝑠, 𝑝, 𝑞)
SyncFold Sync(𝑠, 𝛿 (𝑐, 𝑝), 𝛿 (𝑐, 𝑞)) Sync(𝑐𝑠, 𝑝, 𝑞)
EqualSync 𝛿 (𝑠, 𝑝) = 𝛿 (𝑠, 𝑞) Sync(𝑠, 𝑝, 𝑞)
SyncEmpty Sync(𝜖, 𝑝, 𝑞) 𝑝 = 𝑞

Table 5. Coinduction Rules

a cycle on a path, we can ignore any further branches on that path because a branch with the same

behavior exists before the cycle repeats. Consequently, with coinduction, we reduce the infinite

search space of derivatives to a finite number of combinations. Applications of our coinduction

rules within a proof certificate represent the execution trace of the search.

Main Coinduction Rules. Match and Coinduction are the two most important rules in our calculus.

Match is simply the application of a key observation from prior work: if 𝑝 and 𝑞 are two regular

expressions with the same alphabet Σ, then 𝑝 and 𝑞 are equivalent if and only if 𝐸 (𝑝) = 𝐸 (𝑞) and
𝛿 (𝑐, 𝑝) = 𝛿 (𝑐, 𝑞) for every 𝑐 ∈ Σ [7]. Match takes 𝑛 + 1 premises, each of which corresponds to a

different part of the observation. The premise 𝐸 (𝑝) = 𝐸 (𝑞) means that 𝑝 and 𝑞 agree on the empty

string. Also, if 𝛿 (𝑐, 𝑝) = 𝛿 (𝑐, 𝑞) for some 𝑐 , then 𝑝 and 𝑞 agree on all strings that start with 𝑐 . If 𝑝 and

𝑞 are not equivalent, then there must exist some string that one accepts and the other rejects. The

premises 𝐸 (𝑝) = 𝐸 (𝑞) and ∀𝑐 ∈ Σ.𝛿 (𝑐, 𝑝) = 𝛿 (𝑐, 𝑞) eliminate the possibility of 𝑝 and 𝑞 disagreeing

on any string, so 𝑝 and 𝑞 must be equivalent.

Coinduction also takes 𝑛+1 premises. The first of its premises, 𝐸 (𝛿 (𝑠, 𝑝)) = 𝐸 (𝛿 (𝑠, 𝑞)), establishes
that 𝑝 and 𝑞 agree on 𝑠 . For the other 𝑛 premises, we have Sync(𝑠𝑐, 𝑝, 𝑞) for every 𝑐 ∈ Σ. Each of

those premises gives us that 𝑝 and 𝑞 have no irreducible counterexamples that start with 𝑠𝑐 . We

know from the first premise that 𝑠 itself is not a counterexample for 𝑝 and 𝑞, so putting all of the

premises together gives us that 𝑝 and 𝑞 have no irreducible counterexamples that start with 𝑠 . This

is precisely the meaning of Sync(𝑠, 𝑝, 𝑞), which is the conclusion of Coinduction.

Auxiliary Coinduction Rules. Along with Match and Coinduction, we have some additional rules

for manipulating Sync formulas. The rule SyncCycle takes advantage of cycles in terms’ derivatives.

If 𝛿 (𝑐𝑠, 𝑝) = 𝑝 and 𝛿 (𝑐𝑠, 𝑞) = 𝑞 for a character 𝑐 and string 𝑠 , then we know that Sync(𝑐𝑠, 𝑝, 𝑞)
holds. We can say in this situation that, if 𝑝 and 𝑞 have a counterexample that starts with 𝑐𝑠 , that

counterexample is reducible. Suppose that 𝑝 and 𝑞 disagree on 𝑐𝑠𝑡 for some string 𝑡 . We can express

𝑐𝑠𝑡 as 𝑠′𝑡 ′𝑢, where 𝑠′ = 𝜖 and 𝑡 ′ = 𝑐𝑠 . With this rephrasing, our premises become 𝛿 (𝑠′𝑡 ′, 𝑝) = 𝛿 (𝑠′, 𝑝)
and 𝛿 (𝑠′𝑡 ′, 𝑞) = 𝛿 (𝑠′, 𝑞). The string 𝑡 ′ = 𝑐𝑠 is non-empty, so these are precisely the requirements for

reducibility, and 𝑝 and 𝑞 have no irreducible counterexamples that start with 𝑐𝑠 . In other words,

Sync(𝑐𝑠, 𝑝, 𝑞) holds, so SyncCycle is sound.

Importantly, SyncCycle cannot be applied with an empty string. Every term is its own derivative

with respect to 𝜖 . If we did not enforce non-emptiness, we could derive Sync(𝜖, 𝑝, 𝑞) trivially for

any 𝑝 and 𝑞 and then apply SyncEmpty to derive 𝑝 = 𝑞, which would be unsound.

The rule SyncFold concludes Sync(𝑐𝑠, 𝑝, 𝑞) from the premise Sync(𝑠, 𝛿 (𝑐, 𝑝), 𝛿 (𝑐, 𝑞)). The sound-
ness of SyncFold follows from the definition of the derivative: 𝛿 (𝑐, 𝑝) accepts the set of strings 𝑠
such that 𝑝 accepts 𝑐𝑠 , and 𝛿 (𝑐, 𝑞) accepts the set of strings 𝑠 such that 𝑞 accepts 𝑐𝑠 . The conclusion
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Sync(𝑐𝑠, 𝑝, 𝑞) means that 𝑝 and 𝑞 have no irreducible counterexamples that start with 𝑐𝑠 . Suppose

that 𝑝 and 𝑞 do have an irreducible counterexample 𝑐𝑠𝑡 for some string 𝑡 . Since 𝑝 and 𝑞 disagree on

𝑐𝑠𝑡 , it must hold that 𝛿 (𝑐, 𝑝) and 𝛿 (𝑐, 𝑞) disagree on 𝑠𝑡 . Moreover, 𝑠𝑡 must be an irreducible counterex-

ample for 𝛿 (𝑐, 𝑝) and 𝛿 (𝑐, 𝑞). If 𝑠𝑡 can be expressed as 𝑠′𝑡 ′𝑢 such that 𝛿 (𝑠′, 𝛿 (𝑐, 𝑝)) = 𝛿 (𝑠′𝑡 ′, 𝛿 (𝑐, 𝑝))
and 𝛿 (𝑠′, 𝛿 (𝑐, 𝑞)) = 𝛿 (𝑠′𝑡 ′, 𝛿 (𝑐, 𝑞)), then that would violate our assumption that 𝑐𝑠𝑡 is irreducible

because 𝑐𝑠𝑡 = 𝑐𝑠′𝑡 ′𝑢, 𝛿 (𝑐𝑠′, 𝑝) = 𝛿 (𝑐𝑠′𝑡 ′, 𝑝), and 𝛿 (𝑐𝑠′, 𝑞) = 𝛿 (𝑐𝑠′𝑡 ′, 𝑞). The fact that 𝛿 (𝑐, 𝑝) and
𝛿 (𝑐, 𝑞) have an irreducible counterexample that starts with 𝑠 contradicts Sync(𝑠, 𝛿 (𝑐, 𝑝), 𝛿 (𝑐, 𝑞)),
our premise from the start. Therefore, 𝑝 and 𝑞 cannot have any irreducible counterexamples that

start with 𝑐𝑠 , and SyncFold is sound.

The rule EqualSync allows us to conclude Sync(𝑠, 𝑝, 𝑞) from 𝛿 (𝑠, 𝑝) = 𝛿 (𝑠, 𝑞). To see why Equal-

Sync is sound, consider the string 𝑠𝑡 for some 𝑡 . By the definition of the derivative, 𝑝 accepts 𝑠𝑡 if

and only if 𝛿 (𝑠, 𝑝) accepts 𝑡 . Likewise, 𝑞 accepts 𝑠𝑡 if and only if 𝛿 (𝑠, 𝑞) accepts 𝑡 . Therefore, 𝑝 and

𝑞 agree on 𝑠𝑡 if and only if 𝛿 (𝑠, 𝑝) and 𝛿 (𝑠, 𝑞) agree on 𝑡 . Our premise 𝛿 (𝑠, 𝑝) = 𝛿 (𝑠, 𝑞) gives us that
𝛿 (𝑠, 𝑝) and 𝛿 (𝑠, 𝑞) agree on all strings, so 𝑝 and 𝑞 must agree on all strings that start with 𝑠 . If 𝑝

and 𝑞 have no counterexamples that start with 𝑠 , they have no irreducible counterexamples that

start with 𝑠 , so Sync(𝑠, 𝑝, 𝑞) holds, and EqualSync is sound.

The rule SyncEmpty takes Sync(𝜖, 𝑝, 𝑞) as a premise and derives 𝑝 = 𝑞. The premise Sync(𝜖, 𝑝, 𝑞)
means that 𝑝 and 𝑞 have no irreducible counterexamples that start with 𝜖 . All strings start with 𝜖 , so

𝑝 and 𝑞 have no irreducible counterexamples at all. This means that 𝑝 and 𝑞 must be equivalent: two

regular expressions cannot have a counterexample unless they have an irreducible counterexample.

By definition, every reducible counterexample has a strictly shorter counterexample that can be

constructed from it. All strings are finite, so it cannot be the case that all counterexamples for a pair

of inequivalent regular expressions are reducible. Since 𝑝 and 𝑞 do not have any counterexamples,

they must be equivalent, which is what we wanted to show.

6 Zero-Knowledge Encoding
On its own, the basic structure of an instance of Crêpe does not hide the regular expressions

being compared or the proof of their equivalence. We need to use multiple zero-knowledge proof

techniques to hide the structure of our proofs. We use a commit-and-prove ZK protocol [24] to

hide the terms and formulas manipulated by a proof, we apply padding when validating certain

proof steps, and we multiplex over different checking instructions. Crêpe is not necessarily tied to

any specific cryptographic backend. Our implementation uses many of the same ZK operations as

ZKSMT [54], including VOLE-ZK commitment [9, 34, 70], optimizations for polynomials [71], and

oblivious RAM [37]. There are resemblances to the ZK techniques used by zkPi [50] as well.

Table Commitment. Most of the proof structure in an instance of Crêpe appears in the tables𝑀𝑡 ,

𝑀𝑠 ,𝑀𝑓 , and𝑀𝑝 , so we commit the entries of the tables. We can represent any term, string, formula,

or proof step as a vector of bits because the entries in our tables are all tuples of numbers, where

those numbers either represent values on their own or serve as pointers to other table entries. We

can commit every bit in a table entry individually and then combine the committed bits for an

entry into a single committed integer [37]. When we commit the rows in our tables, the verifier can

check equality between table entries and perform arithmetic operations on them without learning

their values.

To prevent information leakage, all rows in an individual table are padded to be the same size.

Every row in a table has the maximum number of entries for its type, even if some of those entries

are unused. For instance, not all terms have two children, and not all formulas have pointers to𝑀𝑠 ,

but, in our ZK proofs, the nodes that do not have those fields have padding in their place. There is
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no need to pad rows with fields for other types (such as pointers to𝑀𝑠 in the term table) because

all entries in a table are of the same type.

Additionally, we use oblivious indexing for 𝑀𝑡 , 𝑀𝑠 , and 𝑀𝑓 . Crêpe does not modify its tables

during execution, so we can use a ZK protocol for read-only memory for the tables [33, 37, 43].

With oblivious indexing, the verifier can use a committed integer index to retrieve a row of a table

without learning the value of the index or the entry that was retrieved. This means that the verifier

cannot perform frequency analysis on the memory fetches that occur during proof validation to

recover extra information.

Although we commit the rows in 𝑀𝑝 , we do not support oblivious indexing for 𝑀𝑝 . During

proof validation, every entry of𝑀𝑝 is fetched exactly once, so there is no need to safeguard against

frequency analysis for the step table.

The amortized time cost of fetching an entry from ZK memory is linear in the bit width of the

entries and does not depend on the number of rows in the memory. Our memory entries are all

of constant size: they do not vary with the size parameters for a proof. Consequently, memory

fetches are effectively a constant-time operation for Crêpe. ZKSMT’s read-only memory has the

same amortized performance [54].

Multiset Operations. Unlike ZKSMT, Crêpe does not have a dedicated table for storing lists.

Nevertheless, the protocol needs to reason about lists and multisets during validation. For multisets,

the order of elements is irrelevant, but their multiplicities matter. Whenever we need to confirm

that two lists are equivalent when viewed as multisets, we convert the lists into polynomials over a

finite field and use a check similar to the checks used by ZKSMT [54].

Multiplexing. Just like ZKSMT [54], Crêpe shuffles the steps in its proofs to hide their logical

ordering. As a further guard against information leakage, Crêpe usesmultiplexing: when it validates
a proof step, it runs multiple checking instructions on the step to hide the rule used for the step.

The simplest and most secure approach for multiplexing would be to run every checking instruc-

tion on every step. However, in Section 8.4, we observe that this approach causes Crêpe to run

very slowly on large proofs. Instead, we group the rules in our calculus into three main categories

for multiplexing. If the rule for a proof step𝜓 is in the category 𝑇 , then Crêpe runs every checking

instruction in 𝑇 on 𝜓 . Consequently, when Crêpe runs on a proof, it leaks the number of proof

steps in each multiplexing category. This is a significant improvement over the information leakage

of ZKSMT, which leaks the frequencies of all distinct proof rules [54].

The checking instructions that run in linear time relative to 𝜈 have their own multiplexing

category. If we placed linear-time rules in the same category as everything else, every proof step

would take linear time to check. Also, we split the constant-time checking instructions into two

categories: one for Symm, Trans, and FunCong2 (Appendix A, Table 7), and the other for everything

else. We have a separate category for Symm, Trans, and FunCong2 because they are consistently the

most commonly used rules in the regular expression equivalence proofs that our proof generation

algorithm generates. The division of constant-time rules into two categories is an arbitrary choice

for performance optimization, not a requirement for avoiding information leakage. It is similar to

the approach taken by zkPi [50], which separates judgments into two categories for multiplexing

for the sake of efficiency.

Multiplexing Alternatives. More efficient implementations of ZK multiplexing exist than the

version that Crêpe uses. When Crêpe multiplexes over proof rules, it runs the rules’ checking

instructions sequentially. Consequently, the asymptotic cost of multiplexing for Crêpe is linear

in the number of proof rules within a multiplexing category. When zkPi [50] multiplexes over

proof rules, it pays the cost of the most complex individual rule within a multiplexing category.
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Other existing techniques for ZK multiplexing achieve a similar result [72]. The Tight ZK CPU, a

newer approach for ZK multiplexing, pays only the cost of the actual instruction used, not the most

complex one [73]. Crêpe’s ZK backend does not support any of these improved versions of ZK

multiplexing currently, but Crêpe does use some optimizations to eliminate redundant operations

without increasing its information leakage. For instance, when two different checking instructions

need to fetch the same entry from ZK memory for the same step, we cache the entry rather than

retrieving it twice.

Proof Step Ordering. Like ZKSMT [54], Crêpe performs a permutation check to ensure that every

proof step has been checked once. Every proof step has a committed ID, and a proof step cannot

take other steps as premises unless those steps’ IDs are strictly lower than its own (Algorithm 1,

lines 17–18). Every time Crêpe validates a proof step, it adds that step’s ID to the array D. At the
end of validation, Crêpe confirms that every proof step’s ID appears in D exactly once. We can

confirm this in linear time by performing a multiset equivalence check between D and the list of

all step IDs from 0 to 𝜋 − 1 (Algorithm 1, line 20). This technique for checking that one list is a

permutation of another comes from [19] originally, and ZKSMT uses it as well [54].

Information Leakage. All of Crêpe’s size parameters (𝑛, 𝜒 , 𝜉 , 𝜋 , and 𝜈) are public. Along with the

size parameters, Crêpe leaks the number of proof steps in each multiplexing category, but it does

not leak the specific rule used for each step. In contrast, ZKSMT leaks the number of uses of each

proof rule [54]. The fact that we store terms, strings, and formulas in three different tables is not

a source of information leakage. Even if we stored all three in the same table, the verifier would

always know whether an entry being fetched at a given point during execution is a term, string, or

formula since the verifier knows the definitions of the checking instructions.

On its own, Crêpe does not require the prover to reveal the regular expressions being proven
equivalent. However, the prover can selectively leak information about one or both of them to

ground the proof in a larger system. Depending on the use case, the verifier can demand information

about the starting regular expressions to prevent the prover from providing an irrelevant proof.

Also, as part of the task of grounding a ZK proof in a larger system, the prover may need to

demonstrate that a compiled binary actually uses the regular expressions verified by Crêpe. The
prover would not need to provide a new ZK proof every time the program runs, but the grounding

would require different evidence than what Crêpe provides on its own. Tools such as translation

validators [58, 60] and verified compilers [51] can help to provide the guarantees that a full ZK

program verification pipeline would require. The incorporation of these tools into a ZK program

verification pipeline is a direction for future work.

Side channel attacks, such as timing attacks, are out of scope for Crêpe. Nevertheless, the protocol
is not tied to any specific cryptographic backend, so nothing prevents us from using a ZK backend

that provides side channel protections.

Knowledge Soundness and Zero-Knowledge. The fact that Crêpe upholds knowledge soundness
and zero-knowledge follows immediately from the fact that its cryptographic backend does [70].

The verifier validates every ZK operation in a proof individually, so there are no opportunities for

the prover to falsify a ZK operation or for the verifier to learn anything about the ZK operations

other than the number of operations performed. If we multiplex over all checking instructions

for every step (Section 8.4), the verifier gains no information from the relative ordering of the ZK

operations: the size parameters 𝑛, 𝜒 , 𝜉 , 𝜋 , and 𝜈 are the only information leaked. This is analogous

to the information leakage of ZKUNSAT [55] and zkPi [50]. At the opposite extreme, if every proof

rule has its own multiplexing category, Crêpe leaks the frequencies of each distinct rule in a proof

in the same way that ZKSMT does [54]. Also, for any configuration of the multiplexing categories,
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Algorithm 2: Equivalence check EQUIV(𝐻, 𝑝, 𝑞)
1 𝑝′ ← normalize(𝑝);
2 𝑞′ ← normalize(𝑞);
3 if 𝑝′ == 𝑞′ then
4 return true;

5 if (𝑝′, 𝑞′) ∈ 𝐻 then
6 return true;

7 𝑒1 ← normalize(reduce(𝐸 (𝑝′)));
8 𝑒2 ← normalize(reduce(𝐸 (𝑞′)));
9 if not (𝑒1 == 𝑒2) then
10 return false;

11 𝑣 ← true;

12 for 𝑐 ∈ Σ do
13 𝑝𝑐 ← reduce(𝛿 (𝑐, 𝑝′));
14 𝑞𝑐 ← reduce(𝛿 (𝑐, 𝑞′));
15 𝑣 ← 𝑣 ∧ EQUIV(𝐻 ∪ {(𝑝′, 𝑞′)}, 𝑝𝑐 , 𝑞𝑐 );
16 return 𝑣 ;

the prover can always make the size parameters larger than they need to be to reduce information

leakage even further. Moreover, the information that Crêpe leaks for a given execution depends

only on the input proof and the multiplexing configuration. Since the information leakage does not

vary randomly between executions, the verifier cannot gain extra information about a proof by

executing the protocol more than once on the same input.

7 Proof Generation Process
Now we will explain our process for generating proofs that Crêpe can validate. We use two algo-

rithms: the first checks whether two regular expressions are equivalent, and the second generates

an equivalence proof for two equivalent regular expressions.

7.1 Equivalence Checking
Algorithm 2 checks whether two regular expressions have the same language. EQUIV is a reformu-

lation of an algorithm from [4] in our syntax. The algorithm from [4] is itself based on decision

procedures from [7] and [3]. At a high level, EQUIV is simply an exhaustive search over the deriva-

tives of the two regular expressions being compared. It terminates its exploration of a path when it

finds a cycle or a case where 𝑝 and 𝑞 disagree. EQUIV uses the accumulator set 𝐻 to detect cycles: 𝐻

stores the derivative pairs that it has encountered previously. Different recursive paths have their

own versions of 𝐻 , so derivative pairs are flagged as repeats only if they appeared previously in

the path currently being explored. At the start of execution, 𝐻 should be empty.

EQUIV is guaranteed to terminate because of a result from prior work [22]. For a regular expression

𝑟 , the set of all unfolded derivatives reduce(𝛿 (𝑠, 𝑟 )) for strings 𝑠 can be infinite, but those derivatives
must fall into a finite number of equivalence classes for similarity. Similarity is an equivalence

relation: two regular expressions are similar if one can be converted into the other using our

normalization and equality rules (Appendix A). The operator == checks whether two terms are

syntactically identical. The function reduce unfolds all derivative and epsilon nodes in a term using

our proof rules. The function normalize returns a normalized version of a regular expression: it
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Algorithm 3: Proof generation PROOF(𝐻, 𝑠, 𝑝, 𝑞)
1 (𝑝′,𝜓𝑝 ) ← normalize(𝑝);
2 (𝑞′,𝜓𝑞) ← normalize(𝑞);
3 if 𝑝′ == 𝑞′ then
4 𝜓𝑟 ← Refl(𝑝′, 𝑞′);
5 𝜓 ′𝑟 ← Subst(𝜓𝑟 ,𝜓𝑝 ,𝜓𝑞);
6 return EqualSync(𝜓 ′𝑟 );
7 if ∃𝑠0 .(𝑝′, 𝑞′, 𝑠0) ∈ 𝐻 then
8 𝜓ℎ ← SyncCycle(suffix(𝑠0, 𝑠), 𝑝′, 𝑞′);
9 return Subst(𝜓ℎ,𝜓𝑝 ,𝜓𝑞);

10 (𝑒1,𝜓1) ← normalize(reduce(𝐸 (𝑝′)));
11 (𝑒2,𝜓2) ← normalize(reduce(𝐸 (𝑞′)));
12 𝜓𝑒 ← Refl(𝑒1, 𝑒2);
13 𝜓 ′𝑒 ← Subst(𝜓𝑒 ,𝜓1,𝜓2);
14 Ψ← [𝜓 ′𝑒 ];
15 for 𝑐 ∈ Σ do
16 (𝑝𝑐 ,𝜓3) ← reduce(𝛿 (𝑐, 𝑝′));
17 (𝑞𝑐 ,𝜓4) ← reduce(𝛿 (𝑐, 𝑞′));
18 𝜓𝑐 ← PROOF(𝐻 ∪ {(𝑝′, 𝑞′, 𝑠)}, 𝑠𝑐, 𝑝𝑐 , 𝑞𝑐 );
19 Ψ← Ψ :: 𝜓𝑐 ;

20 𝜓𝑠 = Coinduction(Ψ);
21 return Subst(𝜓𝑠 ,𝜓𝑝 ,𝜓𝑞);

maps all regular expressions in a similarity class to the same unique normal form. Our version of

similarity is more general than the version in [22], but making similarity more inclusive preserves

the result. Because the sets of similarity classes for the derivatives of 𝑝 and 𝑞 are finite, the recursion

in Algorithm 2 is guaranteed to find a cycle with 𝐻 eventually on any path it takes.

7.2 Proof Generation
To generate proofs of two regular expressions’ equivalence rather than simply finding a Boolean

result, we extend Algorithm 2. Algorithm 3 follows the same strategy as EQUIV, but it records its
path exploration in the form of a proof. PROOF does not check on its own that 𝑝 and 𝑞 are equivalent,

but it produces a valid proof if they are. It has an accumulator set 𝐻 that serves the same purpose as

the one in EQUIV. Additionally, it uses an accumulator string 𝑠 that should be 𝜖 initially. The string

records all of the derivative characters used so far to reach the current point in the algorithm’s

execution, and we use that information for our coinduction rules.

The versions of normalize and reduce used in Algorithm 3 return proofs that their main output

is equivalent to their input. The function suffix(𝑠0, 𝑠) returns the characters at the end of 𝑠 that

do not appear in 𝑠0. We know that 𝑠0 must be a prefix of 𝑠 , so the application of the function

within Algorithm 3 is always safe. The function Subst(𝜓,𝜓1,𝜓2) creates a new proof tree where the

equivalence proven by𝜓1 is used as a substitution on the left-hand side of𝜓 and the equivalence

proven by𝜓2 is used as a substitution on the right-hand side of𝜓 . We can perform the substitution

using our equality rules. Lastly, Refl is one of our equality rules.

Algorithm 3 is guaranteed to terminate if its two input regular expressions are equivalent. If 𝑝 and

𝑞 are equivalent, Algorithm 3 follows the same execution path as Algorithm 2 in terms of recursion
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and branching. In the underlying implementation of PROOF, we use some performance optimizations

not shown in Algorithm 3. For instance, we use Match instead of Coinduction whenever Ψ contains

only equality formulas and no Sync formulas.

Post-Processing. Algorithm 3 often generates distinct proof steps that have the same conclusion.

A proof that derives the same conclusion multiple times is redundant, so, after the algorithm

finishes, we perform a second pass to eliminate redundancies. For any step 𝜓 with 𝜇 premises,

let size(𝜓 ) = 1 + ∑𝜇−1
𝑖=0

size(𝜓 .Prems[𝑖]). (If 𝜓 has no premises, then size(𝜓 ) = 1.) If multiple

distinct proof steps𝜓1, . . . ,𝜓𝑘 within the proof returned by Algorithm 3 have the same conclusion,

let
ˆ𝜓 = argmin𝜓 ∈{𝜓1,...,𝜓𝑘 }size(𝜓 ). Modify all of the proof steps that take𝜓1, . . . ,𝜓𝑘 as premises to

take
ˆ𝜓 as a premise instead. This transformation preserves the correctness of the proof because

the validity of a proof step depends only on the conclusions of its immediate premises, not on any

other structural features of its premises. Repeat this process until no redundant steps remain.

During the process of removing duplicates, it is possible for some steps to become disconnected

from the main proof tree even if they are not duplicates. Consequently, once we have eliminated

all redundant steps, we discard any remaining steps that are not in the tree of steps leading to the

final conclusion. The end result is that we have a proof where every step has a distinct conclusion

and no steps are unneeded. We do not formally guarantee that the reduced proof has the smallest

possible number of steps needed to derive its conclusion, but in practice our post-processing makes

proofs much smaller than they would be otherwise.

8 Evaluation
In our evaluation, we seek to answer four research questions. (Q1) How does PROOF scale relative

to the size of the regular expressions it receives as input? (Q2) Can Crêpe validate equivalence

proofs for complex regular expressions? (Q3) How does Crêpe scale relative to increases in proof

size? (Q4) How does multiplexing affect the running time of Crêpe?
We report a positive answer for Q2 and present the results for the other three questions in

more detail later. For our evaluation, we used AWS instances of type r5b.4xlarge with 128 GB of

memory and 16 vCPUs. For validation, we ran the prover and verifier on two separate instances

with a 10 Gbps network connection between them.

8.1 Benchmarks
Our regular expression benchmarks come from the evaluation suite of FlashRegex, a tool for

generating regular expressions that are immune to denial-of-service attacks [53]. Other existing

regular expression benchmark suites, such as the suite used by ReDoSHunter [52], do not contain

significant numbers of equivalent regular expression pairs. The FlashRegex suite does not group

regular expressions into equivalent pairs on its own, so we follow a two-phase process to generate

proofs for our evaluation. For the first phase, we use EQUIV to checkwhether two regular expressions
are equivalent according to our formalization. We use 1,475 distinct regular expressions from

FlashRegex for a total of

(
1,475
2

)
= 1, 087, 075 pairs to check for equivalence. For the second phase,

we run PROOF on the equivalent pairs that we find with EQUIV to generate our proofs.

Our time limit for EQUIV is ten minutes, and 21 pairs hit the time limit. For a small number

of inputs, EQUIV takes a long time to terminate, with the slowest taking 594.62 seconds, but the

average running time is only 1.12 seconds for confirmed equivalent pairs and 0.0025 seconds for

confirmed inequivalent pairs. We plot the running times for EQUIV in Figure 1. We also impose a

ten-minute time limit for PROOF. Of the 7,353 equivalent pairs that we find with EQUIV, 72 hit the
time limit during proof generation. We exclude them from consideration for our evaluation.
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Fig. 1. Equivalence checking time relative to the combined size of the regular expressions being compared,
plotted on a logarithmic scale.

Most of the regular expressions that we use for testing have two-character alphabets. Regular

expressions with small alphabets are more likely to have semantic equivalents than regular expres-

sions with large alphabets are. The benchmarks that hit the time limit for EQUIV and PROOF involve
regular expressions with high numbers of unions and stars. All 21 timeouts for EQUIV and 13 of the

72 timeouts for PROOF involve this regular expression:

((aabb|abab|abba|bbaa|baba|baab)*(aa|ab|ba|bb)*)+((ab)?)

Moreover, all 15 of the non-timeout inputs that cause EQUIV to run for more than 61 seconds

involve the same regular expression. Also, 33 of the PROOF timeouts involve this regular expression:

(bb|aa|(aabb|abab|abba|baba|bbaa|baab)*)*((aa)|(bb)|(ab)|(ba))*

To keep our evaluation suite manageable, we select a sample of our proofs for validation instead

of running Crêpe on all 7,281 of them. Our main test suite includes the 50 proofs whose starting

regular expressions have the highest combined length, the 50 proofs with the highest value of 𝜉

(string table length), the 50 proofs with the highest value of 𝜈 (maximum Sync string length), the

50 proofs with the highest value of 𝜋 (number of proof steps), and 200 randomly selected proofs.

We have 301 main benchmarks in total rather than 400 because the categories overlap partially.

8.2 Proof Generation Time
To answer Q1, we time the proof generation process for all equivalent pairs except the ones that

hit the time limit for EQUIV. We plot the running time of our proof generator against the combined

size in characters of the two regular expressions being compared. The results appear in Figure 2.

Our proof generation time includes the execution of PROOF and the post-processing for the removal

of redundant steps that we describe in Section 7.2, but it does not include the execution of EQUIV.
Across all 7,281 equivalent pairs for which proof generation succeeds, the average running time

for proof generation is 4.66 seconds, the median is 0.29 seconds, and the standard deviation is 26.04
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Fig. 2. Proof generation time relative to the combined size of the regular expressions being compared, plotted
on a logarithmic scale.

seconds. There are a few very slow outliers, with the slowest taking 566.00 seconds, but proof

generation is usually very quick. We do not consider the slow outliers a problem. Proof generation

happens offline, before Crêpe runs. It involves no cryptographic operations, and the verifier does

not observe it. Furthermore, because regular expression equivalence is PSPACE-complete, slow

running times are inevitable for some large inputs.

The slowest non-timeout benchmark for PROOF has one of the highest combined regex lengths, but,

in general, the correlation between combined regex length and proof generation time is not exact.

Across all the benchmarks that do not hit the time limit, the 𝑅2 value for the correlation between

the log of the running time of PROOF and the combined regex size of the input is approximately

0.63. The running time of PROOF grows at a roughly exponential rate relative to the combined size

in characters of the regular expressions being compared, but factors other than regex length can

affect the running time of PROOF significantly. If a regular expression from the starting pair has an

AST that is far removed from normal form, PROOF will need to use a significant number of proof

steps to normalize it. Also, a regular expression’s length and the complexity of its AST do not

correlate perfectly. For instance, parentheses do not appear in a regular expression’s AST, but they

still count toward its regex length.

We highlight the benchmarks that we select for validation in a different color in Figure 2. The

proofs that we select for validation are generally larger and slower to generate than the rest of the

proofs are. Among the 301 equivalent pairs that we use for validation, the average running time

for proof generation is 43.89 seconds, the median is 0.98 seconds, and the standard deviation is

98.88 seconds. The maximum is 566.00 seconds, just as it is for the full suite. For proof step counts,

the benchmarks that we selected for validation have an average of 1839.82, a median of 890, and a

standard deviation of 1853.98. For comparison, the full collection of 7,281 equivalence proofs has

an average proof step count of 807.79, a median of 652, and a standard deviation of 656.50.
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Fig. 3. Proof generation times for PROOF and Z3, plotted on a logarithmic scale.

8.3 Comparison to Z3
For a further assessment of Q1, we performed a baseline comparison of PROOF against Z3. As we
mentioned in Section 3.2, Z3 can check equivalences between regular expressions and generate

proof certificates for them. We ran Z3 on our 301 selected benchmarks with a time limit of ten

minutes, both with and without proof generation enabled. We plot Z3’s running times with proof

generation and without proof generation in Figures 3 and 4, respectively. With proof generation

enabled, Z3 hits the time limit for 8 of the benchmarks. Among the 293 benchmarks for which Z3

does not hit the time limit, Z3 has an average running time of 0.088 seconds, a median of 0.070

seconds, and a standard deviation of 0.061 seconds. Its slowest non-timeout running time is 0.42

seconds. With proof generation disabled, Z3 is somewhat faster, but it hits the time limit on the

same 8 benchmarks. Among the 293 successes, it has an average running time of 0.061 seconds, a

median of 0.049 seconds, a standard deviation of 0.039 seconds, and a maximum of 0.26 seconds.

PROOF has no timeouts on the same 301 benchmarks, but overall it is slower than Z3 by a wide

margin: we presented its statistics for our selected benchmarks in Section 8.2. On the other hand,

EQUIV performs comparably to Z3 on our selected benchmarks: it has no timeouts, an average of

0.039 seconds, a median of 0.0074 seconds, a standard deviation of 0.11 seconds, and a maximum of

1.26 seconds. The fact that Z3 hits the time limit on 8 benchmarks for which EQUIV and PROOF do

not hit the time limit does not necessarily imply that Z3 has worse coverage in general. We also

ran Z3 on the 21 regular expression pairs for which EQUIV hits the time limit (Section 8.1). Z3 can

prove all of them equivalent in less than two seconds each with proof generation enabled. With

proof generation disabled, each one takes less than a second. Additionally, we ran Z3 on the 72

regular expression pairs for which PROOF hits the time limit but EQUIV does not. Z3 succeeds on
each one in less than a second with proof generation enabled, and it succeeds on each one in less

than half a second without proof generation enabled.
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Fig. 4. Equivalence checking times for EQUIV and Z3, plotted on a logarithmic scale.

The fact that Z3 can generate proof certificates far more quickly than PROOF can does not make

it a viable substitute for PROOF. As we explained in Section 3.2, the proof certificates that Z3

provides are not usable in ZK because they contain black-box term rewriting steps. If we could

replace Z3’s black-box steps with explicit proofs, we could use Z3’s certificates in a ZK protocol.

However, replacing those steps would require the creation of a new calculus of proof rules and

a new algorithm for generating proofs in the calculus. This would be analogous to the rules and

algorithm that we created for Crêpe.

8.4 Proof Validation Time
To answer Q2, Q3, and Q4, we use Crêpe to validate the proofs that we generate for our chosen
benchmarks. We run Crêpe with three different configurations for multiplexing:

(1) Default Settings. By default, Crêpe uses the multiplexing categories that we define in Section 6.

(2) No Multiplexing. The only checking instruction executed on a proof step is the one for that

step’s real underlying proof rule. This causes Crêpe to leak information about the frequencies

of different rules in the same way that ZKSMT does [54].

(3) Full Multiplexing. All rules except Assume and Contra (Appendix A, Table 10) are grouped in

a single category for multiplexing. With full multiplexing, Crêpe leaks less information than it

does under the default settings.

We tried other multiplexing configurations, such as using two multiplexing categories where

one category contains all constant-time rules and the other contains all linear-time rules. However,

our preliminary results for them were inferior to the default settings.

Results. We ran each of the three versions of Crêpe on all 301 of our selected benchmarks. A

scatter plot with our results for proof validation appears in Figure 5. We imposed a ten-minute

timeout again for validation, but no benchmarks hit the time limit. In general, the running time of

the default version of Crêpe increases at a roughly linear rate as the number of steps in the proof
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Fig. 5. Proof validation times for all configurations of Crêpe relative to proof step count.

increases. The version with no multiplexing follows a similar pattern but is faster in most cases.

Full multiplexing is significantly slower than both of the other options. The difference between it

and the other two options widens as the number of proof steps increases. The default version of

Crêpe validates 84.39 percent of the benchmarks (254 out of 301) in 15 seconds or less.

With the default settings, the average validation time is 7.03 seconds, the median is 3.10 seconds,

and the standard deviation is 7.27 seconds. With no multiplexing, the average is 3.30 seconds,

the median is 2.27 seconds, and the standard deviation is 1.87 seconds. With full multiplexing,

the average is 33.93 seconds, the median is 10.71 seconds, and the standard deviation is 44.58

seconds. The slowest individual validation takes 36.64 seconds with the default settings, 10.75

seconds with no multiplexing, and 226.85 seconds with full multiplexing. In the timing results for

full multiplexing, there are two visibly distinct linear regressions. Having a higher value of 𝜈 causes

some benchmarks to be slower relative to their step count.

The median ratio of Crêpe’s running time with no multiplexing to its running time with the

default settings is 0.74, so the added security that comes from multiplexing does not require a

prohibitively large increase in running time. The median ratio of Crêpe’s running time with full

multiplexing to its running time with the default settings is 3.42.

Alphabet Sizes. Most of the regular expressions that we use in our evaluation have two-character

alphabets, but regular expressions used in real-world software usually have much larger alphabets.

The number of premises taken by Coinduction and Match scales linearly relative to the alphabet size

of the starting regular expressions, so large alphabets would cause Crêpe to run slowly. However,

it is possible to refactor any regular expression to have a two-character alphabet: one can simply

assign a binary representation to each distinct character in the original regular expression. This

replacement increases the number of AST nodes in a regular expression by a factor of only𝑂 (log𝑛),
where 𝑛 is the number of distinct characters in the original regular expression.
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9 Related Work
ZK Regular Expression Protocols. Cryptographic protocols have been developed in the past for

reasoning about regular expressions, but no existing protocol targets the problem that Crêpe
does. Instead of checking whether two regular expressions are equivalent, they check whether an

individual string appears in the language of a regular expression or whether the string contains a

substring that matches the regular expression.

Zombie [74] can prove in zero knowledge that a packet satisfies network middlebox constraints

involving Boolean combinations of regular expressions. The text of the packet is private, and the

constraints are public. ZK-regex [56] also provides ZK proofs that a private string matches a public

regular expression. Unlike Zombie, ZK-regex supports a two-party option for string matching where

the string and regular expression are both private and belong to different parties. The protocol

zkreg [61] provides succinct ZK proofs that a hidden string belongs to a public regular language.

Reef [6] is another ZK protocol for matching private strings against public regular expressions that

generates succinct proofs. Unlike Zombie, ZK-regex, and zkreg, Reef supports features that are not

allowed in pure regular expressions, such as lookahead assertions.

Crêpe doubles as a protocol for encoding string matching proofs: to demonstrate that a private

string 𝑠 matches a public regular expression 𝑟 , the prover can treat 𝑠 as a regular expression, leak 𝑟

to the verifier, and encode a proof that 𝑠 |𝑟 = 𝑟 . However, Crêpe would not be as efficient as Zombie,

ZK-regex, zkreg, and Reef are because we designed it to handle a more general problem.

ZK Proof Validation. ZKSMT [54] is a ZK protocol for encoding SMT proofs. It could be extended

to encode regular expression equivalence proofs, but it is not as well-suited for the task as Crêpe is.

ZKSMT aims to provide a generalizable framework for proof validation in ZK. To support arbitrary

first-order theories, ZKSMT relies on list-based operations and type checking, which are costly

operations for the protocol. Neither one is necessary when we restrict ourselves to reasoning about

only regular expressions. Furthermore, ZKSMT provides weaker security guarantees than Crêpe
does. ZKSMT does not multiplex over rules: it leaks the frequencies of different proof rules but not

their order. To our knowledge, there has been no prior work on reconstructing hidden proofs from

the frequency distributions of their rules, but ZKSMT does not provide a formal guarantee of its

own security in that regard.

The protocol zkPi encodes proofs written in Lean, an interactive theorem prover [50]. In principle,

zkPi could encode proofs like the ones that PROOF creates for Crêpe. Lean allows users to create

custom proof rules, and formalizations of regular expressions in Lean exist [11, 59], so we could have

implemented a ZK regular expression equivalence protocol on top of Lean’s regular expressions.

However, Lean does not generate proofs on its own: for a new formalism, a user needs to create an

algorithm for generating proofs or to write the proofs manually, and most programmers do not

have the expertise necessary to do either. We would still need a custom proof generator, so the

task of incorporating regular expression equivalence proofs into zkPi would require just as much

effort as creating a new ZK protocol. Also, zkPi supports a full calculus of dependent types that is

unnecessary for regular expression equivalence proofs. A specialized ZK protocol for validating

only regular expression equivalence proofs is more efficient than zkPi would be.

ZKUNSAT [55] encodes proofs that pure Boolean formulas in conjunctive normal form are

unsatisfiable. It is inadequate for regular expression equivalence proofs as well. Boolean satisfiability

is in a lower complexity class than regular expression equivalence is, so the conversion from regular

expressions to Boolean formulas would require a substantial increase in the input size.
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General-Purpose ZK Protocols. Protocols such as Cheesecloth [29], TinyRAM [10], Pantry [20],

and Buffet [69] can model the execution of arbitrary programs in zero knowledge. However, general-

purpose ZK protocols are highly inefficient in practice: to validate a simple SMT proof, Cheesecloth

needs to run for almost two hours [54]. Other general-purpose ZK protocols suffer from the same

performance issues that Cheesecloth does, so they would be impractical for validation of regular

expression equivalence proofs.

10 Conclusion
We have introduced Crêpe, the first ZK protocol designed to support regular expression equivalence

proofs and the first ZK protocol to target a PSPACE-complete problem. Multiple potential directions

exist for future work based on Crêpe and its custom calculus of proof rules. The integration of

PROOF or a similar algorithm into mainstream SMT solvers would facilitate the use of regular

expression equivalence proofs in practice.

Crêpe can be modified to support proofs about Kleene Algebra with Tests (KAT). KAT extends

the structure of regular expressions with variables and logical connectives [46]. KAT itself supports

further extensions with theories such as bit vectors [42], the behavior of packets in a network [5],

and Hoare logic [8, 47]. For this paper, we choose to focus on ordinary regular expressions because

they are the most common application of Kleene algebra in practice.

In Crêpe’s model, both private regular expressions belong to the same party. An additional

direction for future work would be the development of a privacy-preserving regular expression

equivalence protocol for the scenario where the regular expressions being compared belong to

different parties. Unlike Crêpe, themulti-party protocol would need to prove the regular expressions’

equivalence in a cryptographic setting rather than relying on a proof constructed offline.

Limitations. We do not consider intersections, complements, backreferences, or lookahead as-

sertions for Crêpe since they are not allowed in pure regular expressions. It is possible to extend

Crêpe’s calculus of rules to support them, but we would lose decidability for equivalence if we

incorporated backreferences or lookahead assertions [38].
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RuleID Conclusion
UnionAssoc 𝑝 | (𝑞 |𝑟 ) = (𝑝 |𝑞) |𝑟
UnionComm 𝑝 |𝑞 = 𝑞 |𝑝
UnionEmpty 𝑝 |∅ = 𝑝
UnionSelf 𝑝 |𝑝 = 𝑝

ConcatAssoc 𝑝 (𝑞𝑟 ) = (𝑝𝑞)𝑟
ConcatBlankL 𝜖𝑝 = 𝑝

ConcatBlankR 𝑝𝜖 = 𝑝

ConcatEmptyL ∅𝑝 = ∅
ConcatEmptyR 𝑝∅ = ∅

Table 6. Normalization Rules

RuleID Premises Conclusion
Refl 𝑥 = 𝑥

Symm 𝑥 = 𝑦 𝑦 = 𝑥

Trans 𝑥 = 𝑦, 𝑦 = 𝑧 𝑥 = 𝑧

PredCongL 𝑃 (𝑥1, 𝑦), 𝑥1 = 𝑥2 𝑃 (𝑥2, 𝑦)
PredCongR 𝑃 (𝑥,𝑦1), 𝑦1 = 𝑦2 𝑃 (𝑥,𝑦2)
FunCong1 𝑥1 = 𝑥2 𝑓 (𝑥1) = 𝑓 (𝑥2)
FunCong2 𝑥1 = 𝑥2, 𝑦1 = 𝑦2 𝑓 (𝑥1, 𝑦1) = 𝑓 (𝑥2, 𝑦2)

Table 7. Equality Rules

A Simple Proof Rules
Normalization Rules. The normalization rules appear in Table 6. None of the normalization rules

have premises. Note that we do not include all of the standard axioms of Kleene algebra as proof

rules [46]. There are no rules for manipulating stars or for distributing concatenations over unions.

We can still uphold completeness with the axioms that we have, so we omit the others to avoid

unnecessary complexity.

In the ZK proofs that PROOF produces as output, we need to confirm that our transformations

for normalization are valid. However, we never need to prove that the end result of normalization

is a regular expression in normal form. Whether a regular expression is in normal form does not

have any bearing on which proof rules can be applied to it: its only importance is that it forces

PROOF to terminate.

Equality Rules. The equality rules appear in Table 7. All of our equality rules are standard

axioms of first-order logic. The rules Refl, Symm, and Trans simply allow us to use equality as

an equivalence relation. Our congruence rules only need to support binary predicates because all

predicates in our formalism take two terms as arguments except ⊥, which takes none. Sync also

takes a string as an argument, but we never need to perform substitutions for strings.

Epsilon Rules. Our epsilon rules appear in Table 8. Instead of having a single rule for the epsilon

function, we have a separate rule for each regular expression node. The definition for each case is

standard [22].

Derivative Rules. The derivative rules appear in Table 9. They follow the standard definition

of the derivative function [22]. DeriveCharDifferent is the only rule in our calculus with a side
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RuleID Premises Conclusion
EpsilonEmpty 𝐸 (∅) = ∅
EpsilonBlank 𝐸 (𝜖) = 𝜖
EpsilonChar 𝐸 (𝑐) = ∅

EpsilonUnionPos1 𝐸 (𝑝) = 𝜖 𝐸 (𝑝 |𝑞) = 𝜖
EpsilonUnionPos2 𝐸 (𝑞) = 𝜖 𝐸 (𝑝 |𝑞) = 𝜖
EpsilonUnionNeg 𝐸 (𝑝) = ∅, 𝐸 (𝑞) = ∅ 𝐸 (𝑝 |𝑞) = ∅
EpsilonConcatPos 𝐸 (𝑝) = 𝜖 , 𝐸 (𝑞) = 𝜖 𝐸 (𝑝𝑞) = 𝜖
EpsilonConcatNeg1 𝐸 (𝑝) = ∅ 𝐸 (𝑝𝑞) = ∅
EpsilonConcatNeg2 𝐸 (𝑞) = ∅ 𝐸 (𝑝𝑞) = ∅

EpsilonStar 𝐸 (𝑝∗) = 𝜖
Table 8. Epsilon Rules

RuleID Conclusion
DeriveEmpty 𝛿 (𝑐, ∅) = ∅
DeriveBlank 𝛿 (𝑐, 𝜖) = ∅

DeriveCharSame 𝛿 (𝑐, 𝑐) = 𝜖
DeriveCharDifferent 𝛿 (𝑐1, 𝑐2) = ∅ if 𝑐1 is not 𝑐2

DeriveUnion 𝛿 (𝑐, 𝑝 |𝑞) = 𝛿 (𝑐, 𝑝) |𝛿 (𝑐, 𝑞)
DeriveConcat 𝛿 (𝑐, 𝑝𝑞) = 𝛿 (𝑐, 𝑝)𝑞 |𝐸 (𝑝)𝛿 (𝑐, 𝑞)
DeriveStar 𝛿 (𝑐, 𝑝∗) = 𝛿 (𝑐, 𝑝)𝑝∗

Table 9. Derivative Rules

RuleID Premises Conclusion
Assume 𝑝 ≠ 𝑞

Contra 𝑝 ≠ 𝑞, 𝑝 = 𝑞 ⊥
Table 10. Proof Completion Rules

condition. The side condition is not a premise, nor is it part of the conclusion. It does not appear in

any table at all. The checking instruction for DeriveCharDifferent merely checks at runtime that

the AST nodes for 𝑐1 and 𝑐2 have different characters. The conclusion of DeriveCharDifferent that

appears in𝑀𝑓 is simply 𝛿 (𝑐1, 𝑐2) = ∅.

Proof Completion Rules. We need two additional rules to bookend our proofs: Assume and Contra.

They appear in Table 10. A proof contains one use of Assume as its starting point. Assume can

introduce only formulas of the form 𝑝 ≠ 𝑞, so it cannot trivialize a proof. Contra concludes a proof:

it derives ⊥ from 𝑝 ≠ 𝑞 and 𝑝 = 𝑞. Assume is the only rule that can introduce inequality formulas,

so the first premise of Contra must come from Assume.

For multiplexing, Assume and Contra each have a category to themselves. Proofs always contain

exactly one occurrence of each, so this is not a source of information leakage.

B Rule Redundancy
Match is redundant with Coinduction: any equivalence that can be proven with Match can also be

proven less directly with Coinduction and our auxiliary coinduction rules (Table 5). We choose to

Proc. ACM Program. Lang., Vol. 9, No. OOPSLA2, Article 285. Publication date: October 2025.



Coinductive Proofs of Regular Expression Equivalence in Zero Knowledge 285:31

include Match in our calculus of rules anyway because applications of Match are more efficient to

validate in ZK than applications of Coinduction are. When we split Coinduction into 𝑛 steps, some

of the steps take linear time in 𝜈 to check. When we split Match into 𝑛 steps, all of the steps take

constant time to check.

C Completeness
Let 𝑝 and 𝑞 be two equivalent regular expressions. We want to show that there exists a proof that

𝑝 = 𝑞 in our calculus of rules. We will give an algorithm for finding the equivalence proof. Before

we begin the completeness proof, we will state a number of preliminary findings whose proofs we

omit.

Our preliminary findings depend on the definition of similarity from Section 7: two regular

expressions are similar if one can be converted into the other using only our normalization rules

and equality rules. We write 𝑝 ≡ 𝑞 to denote that 𝑝 and 𝑞 are similar. We also rely on the functions

reduce and normalize from the same section.

Theorem 1 (Term Conversion). Any term 𝑟 can be converted into an equivalent regular expression
using our normalization, equality, epsilon, and derivative rules. In particular, if 𝑟 is 𝐸 (𝑟 ′), then 𝑟 can
be converted into either ∅ or 𝜖 , but not both.

Reduction Function. Building on Theorem 1, let reduce be a function that takes a term 𝑟 as input

and produces an equivalent regular expression by unfolding any 𝐸 and 𝛿 nodes. If 𝑟 is already a

regular expression, reduce(𝑟 ) returns 𝑟 itself.

Normal Form. Let 𝑅 be an arbitrary total order over terms. We say that a term is in normal form
if it satisfies the following conditions according to its NodeID:
(1) ∅, 𝜖 , and individual characters are all in normal form.

(2) 𝑝 |𝑞 is in normal form if it satisfies one of two combinations of conditions:

(a) 𝑞 is a union 𝑞1 |𝑞2, 𝑝 and 𝑞 are in normal form, 𝑝 ≠ 𝑞1, 𝑝 is not a union, neither 𝑝 nor 𝑞1 is

∅, and 𝑝 < 𝑞1 according to 𝑅.

(b) 𝑞 is not a union, 𝑝 and 𝑞 are in normal form, 𝑝 ≠ 𝑞, 𝑝 is not a union, neither 𝑝 nor 𝑞 is ∅,
and 𝑝 < 𝑞 according to 𝑅.

(3) 𝑝𝑞 is in normal form if 𝑝 and 𝑞 are in normal form, 𝑝 is not a concatenation, and neither 𝑝 nor

𝑞 is ∅ or 𝜖 .
(4) 𝑝∗ is in normal form if 𝑝 is.

Note that terms in normal form must be regular expressions: our requirements forbid derivative

and epsilon nodes from appearing.

Theorem 2 (Normal Form Conversion). There exists a function normalize such that, for any
regular expression 𝑟 , the output of normalize(𝑟 ) is a regular expression in normal form that is similar
to 𝑟 .

Theorem 3 (Uniqeness of Normal Form). A regular expression in normal form is not similar
to any normal-form regular expression other than itself.

C.1 Main Completeness Proof
Let 𝑝 and 𝑞 be two equivalent regular expressions. We want to construct a proof of 𝑝 = 𝑞 using our

calculus of rules.

To start, let 𝑃 be the set of all regular expressions of the form normalize(reduce(𝛿 (𝑠, 𝑝))) for
strings 𝑠 . Since 𝑠 can be the empty string, 𝑃 contains the normalized version of 𝑝 itself. Following

the same pattern, let𝑄 be the set of all regular expressions of the form normalize(reduce(𝛿 (𝑠, 𝑞))).
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We know from [22] that the set of all unfolded derivatives for 𝑝 and 𝑞 must fall into a finite number

of equivalence classes for similarity. Because the regular expressions in 𝑃 and 𝑄 are all normalized,

combining that result with Theorem 3 gives us that 𝑃 and 𝑄 must be finite sets.

Let 𝑘 = |𝑃 | · |𝑄 |, and consider the set 𝐾 of all strings in Σ of length 𝑘 . A string 𝑠 ∈ 𝐾 has

𝑘 + 1 distinct prefixes, including both the empty string and 𝑠 itself. If we view similarity as a

relation over pairs of regular expressions, the set 𝑃 ×𝑄 has at most 𝑘 distinct similarity classes,

so there must be at least two prefixes of 𝑠 whose derivatives for 𝑝 and 𝑞 are similar. Let head(𝑠)
and foot(𝑠) be the shortest two distinct prefixes of 𝑠 such that 𝛿 (head(𝑠), 𝑝) ≡ 𝛿 (foot(𝑠), 𝑝)
and 𝛿 (head(𝑠), 𝑞) ≡ 𝛿 (foot(𝑠), 𝑞), where head(𝑠) is shorter than foot(𝑠). Also, let body(𝑠) be
the non-empty string such that foot(𝑠) = head(𝑠)body(𝑠). We can use SyncCycle to derive

Sync(body(𝑠), 𝛿 (head(𝑠), 𝑝), 𝛿 (head(𝑠), 𝑞)). Next, we can apply SyncFold repeatedly to convert

that formula into Sync(foot(𝑠), 𝑝, 𝑞).
For the next step, let 𝐹0 be the set of all formulas of the form Sync(foot(𝑠), 𝑝, 𝑞) that can be

constructed from strings in 𝐾 using this procedure. Note that two different strings in 𝐾 may map

to the same element of 𝐹0. 𝐹0 is the initial frontier for our proof generation algorithm. A frontier 𝐹

must uphold a number of invariants:

(1) 𝐹 is a finite set.

(2) Every formula in 𝐹 is of the form Sync(𝑢, 𝑝, 𝑞) for some string 𝑢.

(3) If 𝑠1 and 𝑠2 are strings such that the formulas Sync(𝑠1, 𝑝, 𝑞) and Sync(𝑠2, 𝑝, 𝑞) are both in 𝐹 , then

𝑠1 is not a strict prefix of 𝑠2.

(4) For every string 𝑠 of length 𝑘 , 𝐹 contains Sync(𝑡, 𝑝, 𝑞) for some string 𝑡 that is a non-strict prefix

of 𝑠 .

(5) Every formula in 𝐹 has a proof in our calculus of rules.

All of these hold trivially for our initial frontier except invariant 3. We can prove invariant 3 for

𝐹0 by contradiction. Assume that we have both Sync(foot(𝑠1), 𝑝, 𝑞) and Sync(foot(𝑠2), 𝑝, 𝑞) in 𝐹0,
and, without loss of generality, assume that foot(𝑠1) is a strict prefix of foot(𝑠2). According to our
definition from before, foot(𝑠1) is the shortest prefix of 𝑠1 that hits a cycle for similarity. If foot(𝑠1)
is a prefix of foot(𝑠2), then foot(𝑠1) is a prefix of 𝑠2 as well. This would make foot(𝑠1) a prefix
of 𝑠2 that hits a cycle for similarity. foot(𝑠1) is strictly shorter than foot(𝑠2), so this contradicts
the definition of foot(𝑠2) as the shortest prefix of 𝑠2 that hits a cycle for similarity. Therefore, this

situation is impossible, and 𝐹0 must uphold invariant 3.

Nowwe need to define an algorithm for constructing a proof.Wewill define a function update(𝐹 )
that takes a frontier 𝐹 and produces a new frontier. To start, let𝑚 be the maximum depth of any

entry of 𝐹 . We define the depth of a formula Sync(𝑢, 𝑝, 𝑞) as the length of the string 𝑢 that it

contains. If𝑚 is 0, return 𝐹 . If𝑚 is positive, select an element Sync(𝑤, 𝑝, 𝑞) from 𝐹 such that the

string𝑤 is of length𝑚. We know that𝑤 is non-empty, so let 𝑐 be the final character of𝑤 , and let

𝑤 ′ be all of the characters before it. Let 𝐵 be the set of all formulas of the form Sync(𝑤𝑏, 𝑝, 𝑞) for
characters 𝑏 ∈ Σ. Let 𝐹 ′ = (𝐹 ∪ {Sync(𝑤, 𝑝, 𝑞)}) \ 𝐵. Return 𝐹 ′.
If 𝐹 is a valid frontier, then so is 𝐹 ′. Assume that 𝐹 upholds all of the required invariants.

Invariants 1 and 2 are simple to prove. 𝐹 ′ must be finite because only one formula appears in 𝐹 ′

that does not also appear in 𝐹 . 𝐹 is finite, so 𝐹 ′ must be finite as well. Also, every formula in 𝐹 ′ is
of the correct form because the only formula in 𝐹 ′ that does not also appear in 𝐹 is Sync(𝑤, 𝑝, 𝑞).
𝐹 ′ upholds invariant 3 because 𝐹 does. The only new entry in 𝐹 ′ is Sync(𝑤, 𝑝, 𝑞). Suppose that

we have strings 𝑠1 and 𝑠2, where 𝑠1 is a strict prefix of 𝑠2, such that Sync(𝑠1, 𝑝, 𝑞) and Sync(𝑠2, 𝑝, 𝑞)
are in 𝐹 ′. If neither 𝑠1 nor 𝑠2 is𝑤 , then the pair is also present in 𝐹 , which is impossible.

If 𝑠1 is𝑤 , then 𝑠2 must be more than one character longer than𝑤 because Sync(𝑤𝑏, 𝑝, 𝑞) does
not appear in 𝐹 ′ for any character 𝑏. Besides those formulas and Sync(𝑤, 𝑝, 𝑞), every formula in
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𝐹 ′ also appears in 𝐹 , so Sync(𝑠2, 𝑝, 𝑞) must appear in 𝐹 as well. Let 𝑐 be a character and 𝑡 be a

non-empty string such that 𝑠2 = 𝑤𝑐𝑡 . 𝐹 contains the formula Sync(𝑤𝑐, 𝑝, 𝑞), so we have a prefix

conflict between the formulas Sync(𝑤𝑐, 𝑝, 𝑞) and Sync(𝑤𝑐𝑡, 𝑝, 𝑞) in 𝐹 , which is impossible.

If 𝑠2 is𝑤 , then Sync(𝑠1, 𝑝, 𝑞) must appear in 𝐹 . Since 𝑠1 is a strict prefix of𝑤 , it must be a strict

prefix of𝑤𝑐 as well for any character 𝑐 . We know that Sync(𝑤𝑐, 𝑝, 𝑞) appears in 𝐹 , so we have a

prefix conflict between Sync(𝑠1, 𝑝, 𝑞) and Sync(𝑤𝑐, 𝑝, 𝑞) in 𝐹 , which is impossible. This eliminates

all of the possible ways that 𝐹 ′ could violate invariant 3.

𝐹 ′ upholds invariant 4 because, for every 𝑏 ∈ Σ, the formula Sync(𝑤, 𝑝, 𝑞) functions as a replace-
ment for Sync(𝑤𝑏, 𝑝, 𝑞). The string𝑤 is a prefix of𝑤𝑏, so any string 𝑠 of length 𝑘 that was covered

by Sync(𝑤𝑏, 𝑝, 𝑞) in 𝐹 is covered by Sync(𝑤, 𝑝, 𝑞) in 𝐹 ′.
For invariant 5, we need to confirm that there exists a valid proof of Sync(𝑤, 𝑝, 𝑞), given that,

for every 𝑏 ∈ Σ, there exists a valid proof of Sync(𝑤𝑏, 𝑝, 𝑞). To get a proof of Sync(𝑤, 𝑝, 𝑞), we can
apply our Coinduction rule, taking the proofs of Sync(𝑤𝑏, 𝑝, 𝑞) for every 𝑏 ∈ Σ as premises. As

an additional premise, we also need a proof that 𝐸 (𝛿 (𝑤, 𝑝)) = 𝐸 (𝛿 (𝑤,𝑞)). The proof must exist

because of Theorem 1.

Now that we have defined update(𝐹 ), we need to define our algorithm for using it. We start

from the initial frontier 𝐹0. Apply the update function to 𝐹0 repeatedly until the maximum depth of

a formula in the frontier is 0. We know that this loop will terminate eventually. Let 𝐹 ′ = update(𝐹 )
for some frontier 𝐹 . We know from the definition of update that 𝐹 ′ is created from 𝐹 by adding

Sync(𝑤, 𝑝, 𝑞) and removing all formulas of the form Sync(𝑤𝑏, 𝑝, 𝑞) for some string 𝑤 and all

characters 𝑏 ∈ Σ. The string𝑤 is shorter than𝑤𝑏 for any 𝑏, so adding𝑤 to the set does not increase

the maximum depth. Also, note that 𝐹 ′ removes 𝑛 = |Σ| formulas of some depth𝑚 and adds a

single formula of depth𝑚 − 1. The frontier must be a finite set, so the formulas of depth𝑚 must be

depleted eventually. Once the formulas of depth𝑚 are eliminated, the loop moves to eliminating

the formulas of depth𝑚 − 1,𝑚 − 2, and so on until the formulas in the frontier are all of depth 0.

There is only one possible Sync formula of depth 0 that a frontier can contain, namely Sync(𝜖, 𝑝, 𝑞).
Once we have Sync(𝜖, 𝑝, 𝑞) in the frontier, we can apply SyncEmpty to reach the conclusion that

𝑝 = 𝑞. When we reach the end, we know that a valid proof exists for Sync(𝜖, 𝑝, 𝑞), so adding an

application of SyncEmpty gives us a valid proof of 𝑝 = 𝑞.

Since we can always prove 𝑝 = 𝑞 for a pair of equivalent regular expressions using our calculus

of rules, we can always make a proof that Crêpe accepts. If we have a proof of 𝑝 = 𝑞, we can apply

Assume to derive 𝑝 ≠ 𝑞 and then apply Contra to derive ⊥.

D Plaintext Validation
For all three validation configurations that we examine, the time cost of running Crêpe comes

almost entirely from our ZK operations rather than the structure of the algorithm itself. If we

execute Crêpe on our 301 selected benchmarks with no ZK operations, it runs much more quickly.

With all ZK operations disabled, the benchmarks have an average running time of 0.0049 seconds

and a median running time of 0.0033 seconds. The standard deviation is 0.0030 seconds. The slowest

individual benchmark takes only 0.017 seconds to validate. For comparison, the fastest individual

ZK benchmark takes 1.74 seconds.
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